MwuHmn-annbi B VK
WorkSpace

TexHn4YeckKkoe onncaHmne

© VK WorkSpace, 2026 1. Bce npaBa 3aLLeHbl

MopTan c gokymeHTauumeli: https://biz.mail.ru/docs/on-premises/



OrnaesneHne

JononHntenbHas [OKYMeHTaLuns 3
O6Lwume ceegeHNs 3
PaspaboTka MuHM-anna 3
BbinonHeHme 3anpocos 4
BbinonHeHme 3anpocoB K CTOPOHHKM API 4
ABTOpPU3aLMs B MUHU-aMNMNe 4epes CTOPOHHNX NPOBaiaepoB 5
NHTepdenc muHn-anna 5
XpaHeHve nHdopmaLum MuH1-anna 5
Otnagka muHm-anna B VK WorkSpace 6
MNMopaep>xka OBGHOBNEHWI MVHIM-aMmna B 3anyLLeHHOM KIIMEHTCKOM NPUIOXEHNN 6
Opyrve orpaHnyeHns 1 OCO6EHHOCTHN 7

CtpaHnua 2 ns7



JononHnTenbHas AOKYMeHTaL s

Ob6Lwas VIH(I)OpMaLl,Vlﬂ — B AOKYMEHTE OMNMcCaHoO, YTO TaKO€ MUHW-anribl, N KaK OHW BbIMMAOAT B KJINMEHTCKOM

NPEUIOXEHNN.

CospgaHuve MyHM-anmna — B AOKYMEHTE onmcaHo co3gaHune muHn-anna B VK WorkSpace ¢ ncnonbsoBaHnem
enenunotekn VK Teams Bridge.

buénnoteka VK Teams Bridge — B LOKYMEHTE ONM1CaHbl MeTOAbl B3aVIMOLENCTBIMS MUHM-anna ¢ HaTUBHbIM
knneHtom VK WorkSpace.

PerncTtpauya MyuHM-anmna — B JOKYMEHTE onncaHa perucTpaums MmHn-anna npu nomowm Metabota VK
WorkSpace.

My6nukaunsa MUHK-anna B naHenb cepauncos Cynepanna VK WorkSpace — B LOKYMEHTE OonmcaHbl COCO6bl
ny6ankaLuy MyH-anna gs otobpaxeHus B naHenn cepsucoB VK WorkSpace.

FAQ — B pasgene cobpaHbl YaCTbl BOMPOCHI NPW paboTe C MUH-aNMamMu.

ApXuTeKkTypa 1 onncaHne cucTemMbl — B JOKYMEHTE NPeacTaBneHa nHbopmauus o cepaucax Cynepanna,
obecneymBaloLLnX GYHKLOHANbHOCTb MUHIK-aNMoB. He aBnseTcs YacTblo Ny6AnYHOM LOKYMEHTaLLN,
o6paTtuTecs k npeactasutento VK Tech, 4To6bl 03HaKOMUTHCS C [OKYMEHTOM.

Oé6Lline ceepeHNs

MuwuHun-ann sensgeTcsa Be6-npunoxeHmnem, kKotopoe otkpbiBaeTcsa B Cynepanne VK WorkSpace npv nomowun
BCTPOEHHOro 6pay3epa:

- B Be6-Bepcun ans ero otobpaxeHns ncnosb3yeTtcs KOMnoHeHT Sandboxed iframe.

« B peckTon- n mo6unbHbix npunoxeHuax — WebView.

Pa3pa6oTka MUHM-anmna

Cynepann He COoePXUT MHCTPYMEHTOB AJ15 BE6-Ppa3paboTKy, MO3ITOMY MPEeanosiaraeTcs CaMoCTOATENbHAs
pa3paboTka BEG-NPUNOXEHUI AN NHTErpaLun.

PaspaboTuuk BrpaBe NCnosb30BaTb MO6ble TEXHONOMN BEG-Pa3paboTKU.

Huxe B [OKYMEHTaLLMM ONCaHbl HEKOTOPbIE OCOBEHHOCTY 1 OrPaHNYEHNS PaBOoTbl MHU-AMNMOB B KIIVEHTCKUX
NPUIOXEHUNSAX, @ TaKXe VIHCTPYKLV MO perncTpauuy MuH-anna, Bkntodas SDK gns BzanmMonencTens MUHN-
anmna v KJIMeHTCKOro NMPUIoXeHVs.
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O6s53aTenNbHbIM YCNOBUEM 415 Pab6OTOCMOCOB6HOCTY MUHM-aMNMNa SBASETCs nogkodeHne 6rennotekn VK
Teams Bridge ons B3anumMogencTBus C KIIMEHTCKUM NPUNOXKEHNEM.

BbinosiHeHne 3anpocoB

YT06bl yIPOCTUTb ayTEHTUPUKALMIO 1 aBTOPU3aLMIO KNNEHTA, a Takxke YTO6bl o6ecneynTb 6€30MacHOCTb 1
MOBbICUTb NPON3BOANTENBHOCTb, 3arpy3ka MUHK-anna v BbinonHeHne Same Origin 3anpocos K APl npouncxogut
yepes cepsep Cynepanna VK WorkSpace. Bsaumogenctaune cepsepa VK WorkSpace n cepsepa MnHu-anna
OCYLLECTBASETCS Yepes UHTEPHET, TONbKO eC/n cepBep MUHM-anmna He pa3MeLLeH B TOKaNbHOW CeTn cepBepa
VK WorkSpace agMHMCTpaTopoM KflacTepa.

[na BzanmHom ayteHTudumkaummn cepesepa VK WorkSpace v cepBepa MuHu-anna ncnonbaytotcs SSL-
cepTudukatbl. MNpwn yctaHoBneHun SSL-coearHeHuns ot cepaepa VK WorkSpace k cepBepy MuHm-anna cepsep
VK WorkSpace npoBepsieT, 4To NonyyeHHas Lenoyvka cepTudurkaTtoB BELAET K KOPHEBOMY cepTudukary,
yKaszaHHOMY Npu co3haHnn (pepakTupoBaHm) MUHK-anna. B ceoto ouepenb, cepeep VK WorkSpace Takxe
NCNONb3YeET KMEeHTCKNn SSL-cepTudunkat 4nsa NnpeaocTaBneHns cepBepy MyUHM-anmna BO3MOXHOCTY
YOOCTOBEPUTbLCS B MOSJMHHOCTY UCTOYHIMKA 3anpoca. KopHeBon knneHTcknin ceptundukat VK WorkSpace
MOXET 6bITb NOAYYEH OT agMUHNCTPATOPa KnacTtepa.

Cxema 3arpys3Kn 1 BbiNOIHEHNA CETEBDBIX 3aMpOCOB MVHW-anrnamMmn npencTtaBieHa H/Xe!:

CepBep MUHU-anna

£y

Server SSL Cert (Self-signed) Mini-app backend host

Client SSL Cert (Self-signed)

Cepsep VK Teams

Y

Server SSL Cert VK Teams mini-app host

v

KnueHt VK Teams (iOS,
Android, Desktop, Web)

T

BbinonHeHve 3anpocoB K CTOPOHHM API

Tak>xe eCTb BO3MOXHOCTb BbINOMHATb API-3anpocbl K CTOPOHHUM APl HanpsiMyio 13 KNneHTa MUHK-anmna. 3T1o
Aenaetcsa nyTém gobaBneHns paspeLlEHHbIX XOCTOB B HACTPOWKM MUHM-anna.
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,D,J'Iﬂ 9TOro BJsiagerney, MnHn-arina goJikeH rlepe|7|T|/| B MleTaboTa 1 BbINOSHUTb cnepgyoume warwu:

1. OTnpaBuTb 6OTY KOMaHAY /myapps.
2. BbibpaTb M1HM-ann aas HaCTPOWKM.

3. Boibpatb onuuio «Set allowed cross-origin APl hosts» n cnegosaTb MHCTPYKUMSM MeTaboTa.

ABTOpU3aunsa B MUHU-aNnNe yepes CTOPOHHUX
npoBangepos

[Mpn HeOBXOAMMOCTIY aBTOPU3aLNI NOMb30BaTENS BHYTPU MUHK-anna metogom OAuth2.0 cnegyet
Bocnosnb3oBaTbcs PKCE-flow.

VIHnumnanmsaums npouecca aBToprsaumnmy 1 BO3BpaT MUHU-aMNMy KOAa aBTOPV3aLMN BbiNMOMHAETCS Yyepes
enenuoteky VK Teams Bridge npu nomowm 3anpoca OpenAuthModal.

NHTepdenc MmmHu-anna

B kauecTBe Ul-dpermBopka A9 MUHU-anna MoXeT 6biTb CMOoNb3oBaHa Niobas gunsaiH-cuctema.

PekomeHpauun K nHTepdeincy MmHn-anna:

1. ADanTmBHasa BEpPCTKa

MWHV-ann MOXET UCMOMb30BaTbCH B KITMEHTCKIX MPUIOXEHSX MOBbIX NIaThOpPM — AECKTOM- , BEG- 1
MOBUSbHbIE MPUNOXeHUS. Mbl pekoMeHayeM paspabaTbiBaTb afanTVBHYIO BEPCTKY MUHM-aMMa a8 Mobbix
9KPaHOB A5 HanBonee KOMPOPTHOrO NCMONb30BaHUS Y MOMb30OBaTENEN.

2. MNepeknioyeHre CBETNION N TEMHOW TEMbI

KnuneHtckue npunoxernsa VK WorkSpace nmeloT fiBa pexxuMma 0popMAEHNS: CBETbIV 1 TEMHbIN, a TakXKe
HEeCKObKO LBETOBbIX TEM. MIHM-anmn MOXEeT NONy4YnTb SaHHbIE O BbiGPaHHO TEME B KIIMEHTCKOM
NPWIOXEHUN A5 TOrO, YUTO6bl CMEHUTb TeMY BHYTPU MUHM-anna. Hanpumep, NpUMeHNTb CBET/IbIN U
TEMHbIN pexum. [1ng aToro ctouT ncnonb3osatb 3anpoc GetThemeSettings n nognucky ThemeSettings,
KoTopble onoBeLatoT Web-npunoxeHne o Bbi6paHHOW B MPUAOXEHNN TEME 0DOPMIIEHNS.

XpaHeHve nHpopmaumun MMHN-anna

N3 coobpaxkeHnin 6€30naCcHOCTI, a TakXe B CBA3W C TEXHNYECKNMUN OFPaHNYEHNSMY HEKOTOPbIX MaTdopMm
(B€6) B YacTu yganeHus cookie-pannoB Npu 3aBepLUEHIN CECCUN NOSb3oBaTeNs cookie-dalinbl COXPaHSTbCS
He ByayT.

MuHM-ann MOXEeT COXpPaHaTb AaHHble B dopmaTe K/oY-3HaYeHne Ha yCTPOWCTBE MOsb30BaTeNs NPW NOMOLLA
enbnmnotekn VK Teams Bridge, ncnosnb3ys 3anpochl StoragePut, StorageGet, StorageClear, StorageDelete.
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[MepcucTeHTHOE XpaHnnuLLe MHN-anmna PacrnonoXeHO B KIIMEHTCKOM MPUNOXEHN A1 BCEX ONepaLiOHHbIX
CUCTEM 1 UMEET OrpaHnyeHe Ha MakCUMarbHbI pasmep ans ogHoro muHu-anna 10 Mb. YposeHb
3aLLNWEHHOCTIN AaHHbIX B XPaHUNULLE TakoW Xe, KaK 415 BCeX JaHHbIX NPUIOXeHns. B nepcncTteHTHOM
XPaHUNULLE TakXe MOXHO XPaHUTb 1 dalinbl, eCNv NO3BONSIET OrpaHyYeHne No pasmMepy XpaHunumLa.

XpaHunuie MrHn-anna o4uLLaeTCsl, eCnu nonb3oBaTe b Bbiles 3 CBOEro akkayHTa.

Otnagka muHun-anna B VK WorkSpace

[ns otnagkn MyuHM-anna BHyTpu KnueHTckoro npunoxerHunsa VK WorkSpace moxHoO ncnonbzoatb Chrome

DevTools. 910 MOXHO caenaTb B geckton-npunoxeHunn (Windows, macOS, Linux).

[na storo:

1. YkaxuTe B nepemeHHbix okpyxeHns QTWEBENGINE_CHROMIUM_FLAGS=-remote-debugging-
port=NNN, rae NNN — HoOmep noprTa.

2. OTKpOIiTE KOHOUIYPaLMOHHDIA $alin app.ini, KOTOPLIV HAXOAMTCS B Nanke C yCTaHOBMIEHHbIM

NPUNOXEHNEM:
Ona macOS: ~/Library/Application Support/VK Teams/app.ini

Ona OC Windows: c:\Users%USERNAME%\AppData\Roaming\VK Teams\:
Ona OC Linux: /home/%user%/.config/VK Teams

1 BHECUTE Ty4a U3MEHEHNS:
dev_id=1

3. 3anycTuTe NPUIOXEHNE Yepes TepPMUHa:
open /Applications/VK/Teams.app

LLlanka npuaoXeHnsa fomKHa CTaTb OPaHXEBO.

4. NMepengute no agpecy http://127.0.0.1:NNN B 6pay3epe Ha 6a3e chromium (Hanpumep, Google Chrome).

[Mocne aToro ctaHeT OOCTYIMNHa OTJlagKa.

NMoppep)kka O6HOBIEHU MUHN-aNMa B
3anyLweHHOM KIMEeHTCKOM NMPUIoXXeHN

[Mocne nHTerpaunm MUHU-anna, MOXeT BO3HUKHYTb HEOBXOOMMOCTb O6HOBEHNS KIIMEHTCKOrO KOAa
(ncnonHsiemoro BHyTpy webview-KOMNOHEHTbI). [115 TOro, YTo6bl UMETb BO3MOXHOCTb OBHOBNSATb KOA,
cepBepy MUHU-arnna HeoBtxoaMo NoaaepPXMBaTh Bbigady 3aronoska Last Modified .
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Ecnn npn noBToOpHOM BXOfe B MVHU-aMMN cepBep MUHManna otgaét HoBoe 3HavyeHue Last Modified, ko MyuH®M-

anna 6ynet O6HOBNEH Ha KNMeHTe.

Bblgaya aTOro 3aronoBka He o6s3aTesbHa As pa6OTbI MWHWN-anna, ogHako, HaCToATEs/IbHO peKkoMeHOyeTCH
nogaepXatb 3TOT 3arosioBoK. bes Hero HEBO3MOXHO 3aCTaBUTb KIMEHTCKUI K3 OBHOBUTLCS U, Kak
cnencTene, HeBO3MOXHO MpenckasaTb, Korga OBHOBMEHNE KOAA NOSBUTCS Yy NoJsib3oBaTeNS.

Apyrue orpaHN4YeHNa 1 OCO6EeHHOCTMU

1. Same Origin 3anpocCbl [OMKHbI BbINOSHATLCS HEABHO (6€3 VIMEHIN XOCTa)

MWuHM-ann MOXET BbINMOJIHATb TOJIbkO Same Origin 3anpocChbl, NPV 3TOM XOCT HE [ OJIKEH YKa3blBaTbCH B
3anpoce 4BHO, TaK KakK MUHW-arnmn MoxeT 6bITb 3arpy>xeH C npon3BOJIbHOIo XOCTa B NOAOOMEHaX

Cynepanna.
2. Window.history HegocTyneH ans Hasuraumm

MwuHmn-ann He JomkeH MeHaTb window.history. [1nsa HaBuraummn No pasgenam MyuHn-anna cnegyet
BOCMNOMNb30BaTbCs BUBAMOTEKaMU, NOLLEPXKMNBAIOLLLUMN XPaHEHNE NCTOPWN B MaMSATV NPUMOXEHNS,
Hanpumep, React Memory Router.

3. Cookie-dannbl

CepBep MVHU-anmna He [OMKeH BbiCTaBsaTb cookie-dalinbl B OTBET Ha 3aMpOC Ha 3arpy3Ky Be6-
npunoxeHus 1 nocnepytowme Same Origin 3anpochl. V13 coobpaxeHnii 6e30nMacHOCTH, a TakxXe B CBA3N C
TEXHNYECKVIMY OFPaHNYEHVSIMI HEKOTOPbIX MiaTdopm (BeB) B YacTu yaaneHus cookie-dainos npu
3aBepLUEHN CeccuM Nonb3oBaTens, cookie-dalinbl COXPaHATbCS He ByayT.

[na xpaHeHna nHopMaLMn pPEKOMEHAYEM VCMOSb30BaTb XPaHWINLLE MUHW-armna Ha CTOPOHE KIMEHTa.
YnpasneHne xpaHunuwem nponcxoaunt Yyepes 6unonuoteky VK Teams Bridge, ncnonbsys 3anpocsl
StoragePut, StorageGet, StorageClear, StorageDelete.

& TexHuyeckuin nucaTens: benosa VprHa

(S 18 dpespans 2026r.
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