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Ha3HayeHe fOKyMeHTa

B mokyMeHTe onvcaHa npoLenypa KnactepHol ycTaHoBkM Jycka. MUHManbHOM OTKa30yCTONYMBOWA
KOHdUrypaumen ans ycTaHOBKM CUCTEMbI CYATAETCH KNTacTeP Ha 8 MaLLVH.

Tpe6oBaHNs K agMUHNCTPaTOpPam

« 3HaHuMe Linux Ha ypOBHE CMCTEMHOIO agMNUHNCTPATOPA.

+ 3HaHMe OCHOB PaboTbl CruCcTeM ynpaBneHus 6asamu gaHHbIx (CYB[).
« 3HaHMe oCHOB PaboTbl Cnyx6 kaTanoros (Directory Service).

« [ToHNMaHNe OCHOB KOHTENHEpPU3aL .

« 3HaHMe OCHOB PabOoTbl CETEN N CETEBbBIX MPOTOKOOB.

» 3HaHNe OCHOBHbIX IHCTPYMEHTOB A9 pabOoThl B KOMaHAHOU CTpoke: bash, awk, sed.

JononHnTenbHas [OKYMEHTaLus

YT0 penatb, ecnu Npu BXOLE B NMaHesb agMUHNCTPAaTOPa NOSBASETCS oLnbKa «HeEBEPHbIN Naposiby
Kak 06HOBUTb NNLEH3VIOHHDbIN KoY
YCTaHOBLLMK HE MOXET NOMy4YnTb 4OCTYN A0 rMnepBr3opa

HacTporika nnterpauun ¢ Active Directory

CxeMma TeCcTOBOIO KJlacTepa

BHe 3aBMCUMOCTY OT pa3mMepa KilacTepa HY>KHO cobiofaTh CleayioLllee COOTHOLEHNE BUPTYasbHbIX MaLUVH:
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MuH1ManbHas OTka3oycTonYmMBas KOHPUIrypauys Ha 8 MmalluviH, KoTopas 6ygeT onvcaHa B LOKYMEHTE, BbIrnagunT
TakM 06pasom:

+1BM oTBOAUTCS NOA MOHUTOPWIHT,

« 2 BM — nopg, $poHTh;

« 2 BM — nop, 6a3bl JaHHbIX;

+ 3 BM — nopg xpaHunuia.

OuncTtpunbyTtme ucka n dann onpremise-deployer_linux AOMKHbI HAXOAUTbCS Ha FMNEPBM30PE, OTBEAEHHOM
nog, MOHUTOPVIHT.

TexHn4yeckune Tpeb6oBaHUA

I'Iop,p,epxmsaelvlble onepaunoHHble CUCTEeMbl 4J19 YCTaHOBKW ,D,I/ICKaI

- Astra Linux SE Open — Bepcusa 1.7.5+, Bepcus sgpa — 5.15.

- Astra Linux SE Open — Bepcuisi 1.8, Bepcua sgpa — 6.1.

- PEQ, OC — Bepcua 7.3.5, Bepcusa aapa — 6.1.

- PEQL OC — Bepcua 7.3c (cepTudunumpoBaHHas), Bepcus agpa — 6.1.
- PEQL OC — Bepcuia 8, Bepcus agpa — 6.6 nnn 6.12.

+ MosOS Arbat — Bepcus 15.5, Bepcus agpa — 5.14.

CrtpaHunua 5 ns 61


/builds/vk-communications/docs/vkc-docs/workmail/public/disk/Assets/installation-assets/cluster-architecture.png
/builds/vk-communications/docs/vkc-docs/workmail/public/disk/Assets/installation-assets/cluster-architecture.png

ApxntekTypa cuctembl — X86_64.

OBHOBNATb ONEPALMOHHYIO CUCTEMY MOXHO TOSIbKO Ha NOAAEPXUBAEMYIO BEPCUIO U TOSIbKO NOoCe

kKoHcynbTauun ¢ npegctasutenem VK. Cnucok nogaepxxmnsaembix OC MOXET 6blTb YTOYHEH B paMKax paboT no

VNHAVBUAYAIbHOMY MPOEKTY.

BHumaHmne

YT106bI dunck VK WorkSpace paboTan KOPPEKTHO, HY>KHO YCTaHOBUTb onepaTuBHoe obHoBneHne agpa OC

yKa3aHHOIZ BbiLLle BEPCUin. Bepcvm OOMKHa 6bITb aKTyaanon Ha MOMEHT YCTaHOBKW.

Mpumep HacTponkn napameTpos OC

Ba>xHO

YcTaHOBKa aHHbIX MapaMeTPOB BO3MOXHa TOJSIbKO MOCE KOHCYbTaLMN C BALUMMU CUCTEMHbBIMUA
agMUHNCTPaTOPaMu.

Cospainte dann /etc/sysctl.d/98-vkworkspace.conf C HacTpokamu sysctl:

kernel.pid_max=4194304

net.ipv4.tcp_tw_reuse=1
net.netfilter.nf_conntrack_tcp_timeout_time_wait=3
net.netfilter.nf_conntrack_tcp_timeout_fin_wait=5
net.ipv6.conf.all.disable_ipv6=1
net.ipv6.conf.default.disable_ipv6=1
net.ipv6.conf.lo.disable_ipv6=1
net.netfilter.nf_conntrack_max = 4194304
net.ipv4.tcp_syncookies = 1

Cospainte dann /etc/security/limits.d/98-vkworkspace-limits.conf C HacTpoOWKaMu MMMUTOB:

hard nofile 1048576
soft nofile 131072
hard nproc 257053
soft nproc 131072
root hard nofile 1048576
root soft nofile 262144
root hard nproc 514106
root soft nproc 262144

* % * %

PE[, OC

JononHnTtenbHble HaCTPOWKK s cepTuduumnpoBaHHon PEQ, OC 7.3

®dann /etc/sysctl.d/98-vkworkspace.conf C HacTporkamu sysctl gns ceptunoununposarHHon PEL OC 7.3

6yneT OTNnYaTbCS:

kernel.pid_max=4194304
net.ipv4.tcp_tw_reuse=1
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net.ipv6.conf.all.disable_ipv6=1
net.ipv6.conf.default.disable_ipv6=1
net.ipv6.conf.lo.disable_ipv6=1
net.ipv4.tcp_syncookies = 1

[o yctaHoskun Oucka VK WorkSpace:
1. BHecuTe nsmeHeHmne B koHdurypauum /etc/systemd/system.conf :

DefaultLimitNOFILE=524288:524288

2. YcTaHoBUTe criegyioLLe nakeTbl 3 penosutopus PE[ OC 7.3, NOCTaBNIeMOro ¢ onepaLyioHHO

CNCTEMOI:
- docker-ce-cli-20.10.24-1.el7.x86_64
- docker-ce-rootless-extras-20.10.24-1.el7.x86_64
- docker-ce-20.10.24-1.el7.x86_64
- docker-ce-20.10.24-1.el7.i686
- docker-compose-2.29.2-1.el7.x86_64
» docker-compose-switch-1.0.5-1.el7.x86_64
YCTaHOBUTb MaKeTbl MOXHO C MOMOLLbIO KOMaH[bl:
yum install docker-ce-cli-20.10.24-1.e17.x86_64 docker-ce-rootless-

extras-20.10.24-1.el17.x86_64 docker-ce-20.10.24-1.el7.x86_64 docker-ce-20.10.24-1.e17.1686
docker-compose-2.29.2-1.el7.x86_64 docker-compose-switch-1.0.5-1.el7.x86_64

MosOS

JononHnTtenbHble HacTpoiiku gas MosOS Arbat

YctaHoBuTe docker 20.x n docker-compose 13 penosutopus MosOS:

zypper install -y docker docker-compose bind-utils ncat

Tpe6oBaHNA K pecypcamMm cepBepoB

4 BHuMmaHune

TpeboBaHNS HUXE He y4nTbIBatOT PaboTy aHTUBMpPYCca, DLP 1 opyrux 4ONOAHUTENbHbBIX CUCTEM YCTaHaBANBaEMbIX
Ha cepBepa. TpeboBaHNS YYMTbIBAIOT TOSIbKO 6a30Bble GYHKLIW, EC Bbl XOTUTE BKIIIOYNTb AOMOSHUTESNbHbIE
MpopayKTbl, TO NpenBapuTeSbHO NPOKOHCYNLTUPYATECH C NnpeacTaBuTenem VK o 4ONONHUTENbHbBIX CUCTEMHbIX
TpeboBaHusX.
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Mo Bonpocam co3faHnst Can3nHr-mMmogen cneunanbHo 4ns Ballerl KoOMnaHUuy o6paTTeCh K NpeacTaBuTensm
VK. MyH1MasnbHble TexHnYeckme napameTpbl Ans 8 MalluvH:

« YcTaHoBLWWMK + MOHUTOPUHT: 8 vVCPU, 16 GB RAM, 200 GB SSD;

« ®poHT N21: 16 VvCPU, 40 GB RAM, 150 GB SSD;

« ®poHT N2 2:16 vCPU, 40 GB RAM, 150 GB SSD;

- baza gaHHbix N21: 16 vCPU, 20 GB RAM, 150 GB SSD;

- baza paHHbix N22: 16 vCPU, 20 GB RAM, 150 GB SSD;

« Xpanunuwe N21: 8 vCPU, 16 GB RAM, 250 GB SSD;

- XpaHunuwe N22: 8 vCPU, 16 GB RAM, 250 GB SSD;

« XpaHunuwe N23: 8 vCPU, 16 GB RAM, 250 GB SSD.

6 PekomeHpauuns

Vicnonb3ynTte npoueccopsbl Intel Xeon Gold 6140 v Hosee.

Kak ncnonbsoBaTtb CUCTEMbI BUpTYyainsaumun

Ecnu Bbl Mcnonb3yeTe cUCTeMbl BUPTyanusaumm ans passeptbisaHus cepepos VK WorkSpace Heobxonnmo

YYNTbIBaTb OCOBEHHOCTY BbIAENEHNS PECYPCOB:
vCPU

He ponyckaite nepenognvcky. CymmapHbie VCPU Ha xocTe He fOMKHbI MPEBbILLaTh KOMMYECTBO GUINYECKINX
FA€ep, BblAeEHHbIX BCEM BUPTYaslbHbIM MaLliHaM. [pr 3ToMm He pekomMeHayeTcs cumTaTb Hyper-Threading

MOJIHOUEHHbIMW A00aMn.

He BblgenanTe ogHOM BUPTYaibHON MalUVHE KOMYECTBO s4ep 60/blUe, YeM KONYECTBO A4epP Ha PU3nN4ecKom

cokeTe.

RAM

He HasHavanTe cymmapHyio VRAM Bbiwe dunsmnyeckoin RAM xocTa.

MexaH13Mbl 9KOHOMUU NaMSATIN

He Bktovarite mexaHn3mbl ballooning n cxatna namsTu.

swap

He ncnonbayinTe swap — Kak Ha rmnepBrn3ope, Tak U BHYTPY BUPTYasbHbIX MaLLWH.

Pe3epBupoBaHus pecypcoB BUPTYasbHbIX MaLUVH

YcTaHaBAMBanTe BCIO BblAENEHHYIO NaMSTb 1 MPOLLEeCCOpPbl B pe3epB A5 BUPTYasbHbIX MaLLNH CUCTEMbI.

XpaHunuwe
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He ncnonb3ayiiTe ToHkMe gucku (aucku Tuna Thin) — ANCKU C OTIOXEHHbIM BblAeeHNeM NPOCTPaHCTBa Ha
cxa.

Ta6nuua cCoBMecTMOCTIA

TexHonorus Bepcusa
MecceHaxep n BKC He CTapLue OBYX NOCAEOHVX BEPCUIA

MS Exchange Server 2013/2016

Keycloak 17, ¢ nicnonbzoaHnem OAuth 2.0
Kerberos 5
P7-Odwuc ee-202411.375.rev1

/" MpumeyaHue

Keycloak aBnsieTcs BHELLUHM NPOBagepOM ayTEHTUUKALVMOHHON HPOPMaLK (Proxy) 1 He BbICTYMaeT B
KayecTtBe nonHoueHHom IDM cucrtemsl.

MpepBapuTenbHble YCNOBUS

MpegacTasutenn VK npegoctaBuiv Bam ClieqytoLe gaHHbIe:

- Ccbiniky Ha CKaumBaHune gucTpubyTtimea Jucka 25.4.
- Maponb oT apxunBa ¢ ANCTPUBYTUBOM.
* JINLLEH3VIOHHBIN KIou.

- KomnnekT gokymMmeHTauun.
Takxe Bam noTpebyeTcs:

« HaBop DNS-3zanucen: A, CNAME, MX, SPF, TXT, NS.

- Moppep>xka npoueccopamn Habopa NHcTpykumin 3DNow, ADX, AES, AVX, AVX2, BMI, BMI2, CMOV, MMX,
MODE64, NOT64BITMODE, NOVLX, PCLMUL, SHA, SSE1, SSE2, SSE41, SSE42, SSSE3 1 XOP ans kaxgoro

runepsun3opa.

« DKIM-nognuce c cenektopamu g1 Kaxgoro gomeHa (unuv Heckonbko DKIM ¢ pa3HbiMy cenekTopamu s

OHOro JOMEHA).

- focTyn k cepBepam no SSH ¢ npaBamMu agMUHUCTPaTOPa (BXOA, MO KIIIOYy UV MO Naporiio).
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- lokanbHas ceTb 10 GbE.

« OTKNIOYNTb SWap.

« Ceptudukatol SSL gnga kaxgoro CNAME vnn Wildcard-ceptudukat gna gomeHa.
- JocTyn k nopTam: 25, 2525, 80, 143, 443, 465, 993, 1025.

- [locTyn K agMHNCTPaTUBHbIM NopTam: 22, 8888*.

- tar.

« YTnuTa g9 pacnakoBKW Zip-apXnBOB, HaNpUMep 7zip uam unzip.

« Active Directory unu gpyras cnyx6a katanoros, paboTtatoLasa no npotokony LDAP.

BHUMaHmne

YT106bI O6ECneUYnTb 6€30MNacHOCTb [wncka Ha BaLlmx cepBepax AOJDKHbI 6bITb OOCTYMHbI TOJIbKO Heob6xoaNMble

nopTbl.

[Ons poctyna k Be6-uHTepdency: 80 (http), 443 (https). Bbl LOMXKHbI cCaMn onpenennTb C kakux IP-agpecos 6yaoyT

OOCTYMNHbI NOPTbI.

0 NHdopmauus

MopT 8888 ncnonb3yetca cepBricom deployer (yCTaHOBLLNK). PEKOMEHAYETCA NPUMEHATL CreaytoLne

HanOXeHHble cpeacTBa 3aLLnTbI:
+ OToenbHbIn MTLS npokcu-cepBep C 0643aTENbHON NPOBEPKON KIINEHTCKNX cepTudunkaToB. YnpasneHne
Kmoyamu npouvcxogut nocpepctsom PKI 3akasuumka.

« /icnonb3oBaHne (Me)K)CeTeBbIX OKPaHOB KaK Ha Ol'lepaLl,I/IOHHOIZ cunctemMe cepBepa yCTaHOBLMKa 1 Ha

aKTUBHOM CETEBOM O60PYLA0BaHNN.
- Mpokcu-cepsepa O ayTeHTUdVIKaLM 11 aBTOPK3aLMy MOCPEACTBOM NPOCTOro napons, Kerberos nnu

OOMEHHOro napongd.

MO>HO 1CMOMNb30BaTb HECKOJIbKO 13 MepednCieHHbIX MeToaoB. Bbl6op MeTofa OCyLLeCTBAETCS NCXoaa 13
TEXHUYECKIIX BO3MOXHOCTEN NHOPACTPYKTYPbI 1 Tpe6oBaHNi NHGOPMaLMOHHON 6€30MacHOCT.

Kak paéoTtaTtb ¢ Wildcard-cepTudpukaramm

OpuH wildcard-cepTudukaT OXBaTbIBaET TOSIbKO OAUH YPOBEHb NOAAOMEHOB. ITO O3HaYaEeT, YyTo wildcard-
cepTnduKaT BbiNyLEHHDbIA aNns domain.ru 6yAeT AEeNCTBUTEbHbIM 4S9 BCEX €ro Cy6A0MEHOB TPETbErO
YPOBHS, HO He ByfaeT paboTaTb o5 YeTBepToro. COOTBETCTBEHHO €CNN HEOBXOAMMa 3aLLTa NO400OMEHOB
YETBEPTOro 1 Janee YPOBHEN HY>XXHO MOoNy4YnTb OTAENbHbIN wildcard-cepTudunkat 4nsa poguTenbCkoro 4oOMeHa
Kaxgoro 13 Hux. Hanpumep, gomeH ansa ucka disk.onprem.ru, a GOMEH A9 XpaHnanwa disk-
st.onprem.ru, TOrga B cepTudrkaT HEOBXOANMO [06aBUTb LLECTb AOMEHOB:

« *.disk.onprem.ru

« x.cloud.disk.onprem.ru
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« *.disk-st.onprem.ru

Kakune npoTtokonbl ucnoJsibsyet [iInck

« HTTPS pnsa poctyna Kk Be6-nHTepdency [Jucka ¢ ncnonbsoBaHnem TLS.

- CalDAV [fns CUHXPOHM3aLM KaneHgaps.

- CardDAV ansi CUHXPOHN3aLMN N YNPaBAeHNS KOHTaKTaMU.

+ WebDAV pns pa6oTbl ¢ uckom.

- Kerberos nnn NTLM — npoTtokon BsanmogencTeus c Active Directory knneHTa.

«IPin IP — npoTtokon TyHHennpoBaHus IP.

3alnTa ceTeBbiX coeguHEeHNA

,D,J'IFI 3aLLUWVTbl CETEBbIX COEAVNHEHNIA Mexnay cepsepamMmi, BUPTYallbHbIMU MallHaM KOHTeIZHepaMVI CUCTEMbI

ncnonbsyetcs MO WireGuard.

O6s3aTenbHble NpeaBapuTesbHbie AeCTBUS

HacTtpownTte poTauyuto sioros B journald

BblinonHUTe Wwarn n3 HCTPYyKLUun Kak HacTpouTb poTaL o N10ros B journald.

CospaHune DNS-3anuncen

[ns pa6oTbl [lncka BaM Hy>XHbI:

. ,EI,Ba OCHOBHbIX OMeHa: onda AnCKa 1 gna XpaHWanL,.

« Habop A- nnn CNAME-3anucei.

/" MpumeuyaHue

B clnyvae KJ'IaCTepHOIZ YCTaHOBKW €CTb MNHMYM OB€ B/PTYallbHble MalllHbl€ Bblge/eHHble Mo, (prHT. HOGTOMy
BaM HY>XXHO obecneunTb Pe30nBUHI BCEX OMEHHbIX NMEH B IP—ap,peca MaLlUWH BblAeNeHHbIX Mo ¢pOHT.
PesoneBnHrom HasbiBaeTcs npouecc noslyvyeHns IP—ap,peca Nno CMMBOJTNYECKOMY NMEHW. Hanpl/lmep, Bbl MOXeTe
cospgatb Ase A-3anmcu ¢ OANHaKOBbIMU MEHEM, HO Pa3HbIMI IP—a,u,pecaMVl OT MallH Nofa, ¢pOHT.
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Ona npumepa B LOKYMEHTe 6yayT ncnosnb3oBaTtbes cnegytowme DNS-3anucu:

- DomeH pna cepBucos Aincka — disk.onprem.ru . MNpu co3gaHn OMeHa PEKOMEHOYETCs COBIIoAeHE

CTPYKTYPbI: **xdisk.*#% . xxx UAN #**disk.xx% .

- [lomeH gnsa 0o6nayHbIX XpaHUANLY, — disk-st.onprem.ru. [PUMEP CTRYKTYPbI: ***St. x** k% UIN

**kcloud.x** .

,D,OMeH ONs 061avyHbIX XPaHUNLW, 0O/DKEeH 6bITb TOrO Xe YPOBH4A, YTO 1 JOMEH N4 CepBNCOB ONCKa, I UMETb

CBO€ YHUMKaJIbHOE NM4.

BHUMaHune

13MeHsATb CTPYKTYPY OCHOBHbIX LOMEHOB 3anpeLleHo! HecobniogeHne CTPyKTYpbl 1 YPOBHS JOMEHOB MOXET

NPUBECTU K yTeuke faHHbIX Yepes Nnpobpoc cookies. Takxe Bbl CTONKHETECH C OLUMBKaMM Ha 3Tane HaCTPOWKN

OOMEHHbIX NMEH.

[anee B Tabnuuax npepcTtasneH cnucok A- nnn CNAME-3anncei, KoTopble Hy>XHO CO34aTb nepep, yCTaHOBKOM

cepBuCa ,D,I/ICK. ,D,OMeHbI 13 TabnL, OMKHbI SBNATbCSA NoggoMeHaMn ans O0BYX OCHOBHDbIX.

Ana Oucka:

Kak co3paeTca goOMeH: account (Cy6ooMeH 13 Tabnuubl) + disk.onprem.ru (OCHOBHOW OOMEH 13 NpPUMEpPa,

KOTOPbI Bbl 3aMEHUTE CBOUM) = account.disk.onprem.ru.

HasHauyeHne pomeHa Nmsa pomeHa
Be6-uHTepdenc aBTopunsaumm account
[JomeHHas aBTopursaums (BHYTPEHHNX auth

3anpocoB 6paysepa)

VIHTepdenc agMMHNCTPUPOBaHNS biz
Kanua c

VK WorkDisk cloud
3arpyska ¢pannos B VK WorkDisk cld-

uploader.cloud

CkayvBaHue ¢annos B BEO- cloclo.cloud
nHTepdence VK WorkDisk
3arpyska ¢annos B VK WorkDisk cloclo-

upload.cloud

Mpumep

account.disk.onprem.ru

auth.disk.onprem.ru

biz.disk.onprem.ru

c.disk.onprem.ru

cloud.disk.onprem.ru

cld-
uploader.cloud.disk.onprem.ru

cloclo.cloud.disk.onprem.ru

cloclo-
upload.cloud.disk.onprem.ru
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Ha3HayeHne gomeHa

NuTerpauns c APl VK WorkDisk

3arpyska ¢ainnos B Ny6anYHbIe Nankuy B
VK WorkDisk

MopTanbHas aBTopusaumsa VK WorkDisk

3arpyska 60/bLUNX MOYTOBbIX BIOXEHUN
B VK WorkDisk

MpeBbto pannos B VK WorkDisk

Cepsuc aBaTapok

VlcnonHaemble cTaTnyeckne gaHHble

OAUTH2-aBTOpM3aLms

O6LwenopTanbHble CEPBUCHI
aBTOpU3aLUN

CepBep aBTOPU3aLIN (MEXCEPBEPHbIE
3anpochbl)

Webdav

Nma pomeHa

openapi.cloud

pu.cloud

sdc.cloud

uploader.e

thumb.cloud

filin

imgs

o2

portal

Swa

webdav.cloud

Mpumep

openapi.cloud.disk.onprem.ru

pu.cloud.disk.onprem.ru

sdc.cloud.disk.onprem.ru

uploader.e.disk.onprem.ru

thumb.cloud.disk.onprem.ru

filin.disk.onprem.ru

imgs.disk.onprem.ru

o2.disk.onprem.ru

portal.disk.onprem.ru

swa.disk.onprem.ru

webdav.cloud.disk.onprem.ru

Ona XxpaHnnnuy:

Kak co3pgaeTca gomeH: cloclo (cy6aomMeH ns tabnuupl) + disk-st.onprem.ru (OCHOBHOW JOMEH 13
nprMepa, KOTOPbIA Bbl 3aMeHUTe CBOMM) = cloclo.disk-st.onprem.ru.

HasHauyeHue gomeHa Nma Mpumep

OoMeHa
3awmTa oT XSS-aTtak npu ckayvBaHU Gannios 13 cloclo cloclo.disk-st.onprem.ru
VK WorkDisk
CkauvBaHMe 607bLUMX NOYTOBbIX BNoxeHun n3 VK cloclo- cloclo-stock.disk-
WorkDisk stock st.onprem.ru
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HasHauyeHne gpomeHa Nma
AOMEHa
Pacnakoska apxnsoB B nHTepdence VK WorkDisk cld-
unzipper
[lomeH pna TekcToBOro pegaktopa R7-office docs
BHumaHmne

Mpumep

cld-unzipper.disk-
st.onprem.ru

docs.disk-st.onprem.ru

VI3MeHATb fOMEHHble NMeHa 13 TabnuLbl 3anpeLueHo! YCTaHOBLLMK cepBuc [ANCK MCNonb3yeT Nx npu
pasBepTbiBaHUN CUCTEMbI. ECnn npn ycTaHOBKe He ByaeT HangeH COOTBETCTBYIOLLNIA OMEH, MOXET MPOUN30NTY

cébon.

MoaknioyeHne aNCcKoB

K MallvHam, oTBE4EHHbIM Mof, XpaHUnma, pekomMmeHayeTcad 3apaHee NogKJIIoHNTb ONCKW. MoaknoYeHHble

OVICK HEOBXOOMO p836I/ITb Ha pasfersbl, 4Jid 3TOro MOXHO NCNOJIb30BaTb noéble NnpuBbIMHbIE YTUNNTDI,

Hanpumep fdisk.

Ha pasgenax guckoB Heobxoanmo co3gaTb dannosyto cuctemy. Mbl pekomeHpyem extd, Takxke

nopaepxvsaetcsa xfs.

MprMep KomaHAabl A8 co30aHNsa GpalinoBo cUcTeMbl extd:

mkfs.ext4 <nyTb K yCTpOWCTBY>

BHUMaHune

MuHUMasbHbIA pasMep pasgena AMcKa, CMnob3yeMoro nog xpaHunuiwe, coctasnaeT 25 GB.

Cnuncok NOPTOB AJi1d YCTaHOBKM

BHumaHmne

YT106bI O6ECneYnTb 6e30nacHOCTb [ncka Ha BalLX cepBepax SOMKHbI 6biTb JOCTYMHbI TOMIbKO HEOBXOOIMble

nopTbl.

[Ona poctyna k Be6-uHtepoenicy: 80 (http), 443 (https). Bbl 4OMKHBI camu onpenennTb C kakux IP-agpecos 6yoyT

OOCTYMHbI NOPTbI.
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MpoTokon

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

MopT

9091

5000

2379

2380

4001

8080

3100

2003

2004

Cnyx6a/
KoHTeliHep

calico-
node

registry

infraetcd

infraetcd

infraetcd

cadvisor

node-

exporter

carbclick

carbclick

OnuncaHue
cny>xébi/
KOHTelHepa

demoH
ONHaMUNYeCKOom
MapLlpyT3aLmm

XpaHunuwe
docker-o6pasoB

etcd, koTopoe
XpaHuT
VHPPAaCTPYKTYPHbIE
JaHHble, Hanprvep
HaACTPOVIKN CETU

etcd, koTopoe
XpaHuT
NHPPACTPYKTYPHbIE
JaHHble, Hanpuvep
HaCTPOWKN ceTu

etcd, koTopoe
XpaHuT
MHOPACTPYKTYPHbIE
OaHHble, HanpumMep
HaCTpPOWIKWN CEeTU

VHCTpyMeHT
CHATVA TenemeTpumn
C KOHTEeNHepoB

VHCTpyMeHT
CHATUS TenemeTpumn
C rMnepBn3opoB

CepBuc, KOTOPbIN
npUHNMaeT
METPUKMN 1
nepegaet Nx B
clickhouse

Cepsuc, KOTOpPbIN
npvHMMaeT

HasHaueHune
nopra

C6op meTpukK
prometheus

[NopknoueHmne K
cepsucy

MNogknioyeHmne
KJINEHTOB
(noTpebuTtenein)

Ob6LeHne mexay
MHCTaHcamu etcd

NopknioyeHne
KJIMEeHTOB
(noTpebuTtenein)

C6op meTpuk
prometheus

C6op meTpuk
prometheus

Mprnem meTpuk

Mpuem MeTpurk

KTo o6paLtaeTcs

victoria-metrics

Bce malumHbl
NHCTanNnaumnmn

Bce mawimHbl n
KOHTEenHepbI
VIHCTannsauunm

Opyrue infraetcd

Bce malumHbl n
KOHTenHepbl
NHCTannaumm

victoria-metrics

victoria-metrics

Tio6bie
KOHTenHepbl
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MpoTokon

TCP

TCP

TCP

UDP

MopT

22

179

8888

2003

Cnyx6a/
KoHTeliHep

sshd

Bird

onpremise-
deployer

carbclick

DTanbl yCTaHOBKW

OnuncaHue
cny>xébi/
KOHTelHepa

MEeTPUKMN 1
nepenaeT Ux B
clickhouse

demoH
OonepaLvioHHON
CUCTEMDI,
NPEe[OCTaBNAOLLAN
KOHCOIb
rnonb3oBaTenio

Calico. PaboTta BGP
ceccumin

MpunoxeHuns ans
YCTaHOBKU 1
HayasibHOW
HacTpoukn VK
WorkSpace

Cepsuc, KOTOpbIN
npEUHUMaeT
METPUKN U
nepepaer nx B
clickhouse

Becb npouecc ycTaHOBKM MOXHO pasgennTb Ha ABa aTana:

HasHaueHune
nopra

ssh nogkoyeHs

NopknioyeHne
afMVHNCTPaTOPOB

Mpnem meTpuk

1. B komaHgHOW CTPOKe Ha CcepBepe BbINMOJIHAIOTCA OeNcTBnS ons 3anycCka yCTaHOBLM/Ka.

2. MNocnepnytolas yCTaHOBKa NPON3BOAMTCA B CMeLManbHOM Be6-UHTepdeiice.

KTo o6paLtaeTcs

Jlio6ble
KOHTenHepbl

Onpremise-
deployer

Mexay Bcemu
cepBepamMmu
cucTeMbI

ALMVHUCTPATOP!

Jliobble
KOHTenHepbl

CtpaHunua 16 13 61



dencrensa B KOMaHOHOWN CTPOKe Ha cepBepe

Llar 1. Co3paHue nosb3oBaTtensa deployer

[Mpw KNacTepHO yCTaHOBKE BaM HY>XHO CO34aTb Nnosb3oBatens deployer n ckonnposaTb Ssh-koum Ha BCeX
BMPTYaJsIbHbIX MaLUMHaXx B kilacTepe. Heobs3aTenbHO [o06aBNSTb OAUH U TOT Xe ssh-kitoy, rnaBHoe, 4Tobbl BM ¢
YCTaHOBLLMKOM 1Mena gocTyn no ssh k gpyrum BM B knnacTepe. Huxke anroputm, KOTOPbIA Hago BbINOMHWTD Ha
BM ¢ ycTaHOBLLKOM. Ha oCcTasnbHbIX MalLMHax HY>HO CcO34aTb nonb3osatens deployer n ckonnposaTb ssh-
Kmoyn. /home/deployer/.ssh u /home/deployer/.ssh/authorized_keys [OMKHbI 6bITb C NpaBaMu 600

1. B KOMaHAHOI CTPOKe BbINOSIHATE NOC/Ie0BaTENbHOCTb KOMaHA,:

Astra Linux

sudo -i

# 3apgaem naponb M cospgaeMm nonb3oBaTensa deployer
DEPLOYER_PASSWORD=mURvNnxJ9Jr

useradd -G astra-admin -U -m -s /bin/bash deployer
echo deployer:"SDEPLOYER_PASSWORD" | chpasswd

# WrHopupyem ownbky "HEYIAYHbIA MAPOJSIb: error loading dictionary"
# B clnydae, ecnu oHa nosiBUNachb

# lNepenorvHuBaemcsa non nosnb3oBaTenem deployer
sudo -i -u deployer

ssh-keygen -t rsa -N
# Haxumaem Enter (cornacuTbca C BapuvaHTOM MO yMOJYaHUI0)

# KonupyeM ssh-kJlod B HYXHYl AUPEKTOPUI0
cat /home/deployer/.ssh/id_rsa.pub >> /home/deployer/.ssh/authorized_keys

chmod 600 /home/deployer/.ssh/authorized_keys

# OnuMoHanbHO: MpPOBEpPSEM, 4YTO caMu K cebe MOXeM 3ailTu 6e3 naposs
ssh deployer@localhost

exit
PEQ OC
sudo -i

# 3apaem naponb M cospgaeMm nonb3oBaTensa deployer
DEPLOYER_PASSWORD=mURvNnxJ9Jr

useradd -G wheel -U -m -s /bin/bash deployer

echo deployer:"SDEPLOYER_PASSWORD" | chpasswd
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# lMepenorunHuBaemcsa nop nonb3oBaTens deployer
sudo -i -u deployer

ssh-keygen -t rsa -N ""
# Haxumaem Enter (cornacutbcs C BapMaHTOM MO YyMOJYaHUI0)

# Konvpyem ssh-kni4Y B HyXHYW OUPEKTOPUI0
cat /home/deployer/.ssh/id_rsa.pub >> /home/deployer/.ssh/authorized_keys

chmod 600 /home/deployer/.ssh/authorized_keys

# OnuuoHanbHO: MpoBepsieM, 4YTO caMu K cebe MoxeM 3anTu 6e3 napons
ssh deployer@localhost

exit
MosOS Arbat
sudo -i

# 3apmaem nmapofiib U cospaeM nonb3oBaTena deployer
DEPLOYER_PASSWORD=xJ9JrmURvn

groupadd deployer

useradd -p "S(openssl passwd -crypt "SDEPLOYER_PASSWORD")" deployer
usermod -aG wheel deployer

# MosOS aBTOMaTM4YeCKM He co3paeT rFpynny Ans HOBOrO Mojib30BaTess
usermod -aG deployer deployer

mkdir -p /home/deployer/.ssh

chown deployer:deployer /home/deployer/.ssh

ssh-keygen -t rsa -f /home/deployer/.ssh/id_rsa -N ""
# Haxumaem Enter (cornacutbca C BapMaHTOM MO YMOJYaHMI0)

# Konupyem ssh-knw4 B HyXHYKW AUPEKTOPUI0
cat /home/deployer/.ssh/id_rsa.pub >> /home/deployer/.ssh/authorized_keys

chmod 600 /home/deployer/.ssh/authorized_keys

chown deployer:deployer /home/deployer/.ssh
chown deployer:deployer /home/deployer/.ssh/*

# OnuMoOHanbHO: MpoBepsieM, UYTO caMum K cebe MOXeM 3aMTu 6e3 napons
ssh deployer@localhost

exit

‘& BHumaHune

Bcs panbHelwas ycTaHOBKa 6yaeT NPOon3BOANTLCS Nof, CO3AaHHbIM nofb3osaTtenem deployer. Ecnu bl
nnaHnpyeTe yCTaHaBAMBaTb Nog, APYrM NOMb30BaTENEM, 3TO HEOBXOANMO YUYNTbIBaTb NPY fallbHENLLEN
yCTaHOBKe. TakxXe Nonb3oBaTe b AOJIKEH NMETb NpaBa agMUHUCTpPaToPa.
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2. BbinonHuTte komaHgy sudo visudo .

3. B dainne /etc/sudoers ybepute # B Hayane cnepgyiouen CTPOKU:

Astra Linux

# %astra-admin ALL=(ALL) NOPASSWD: ALL
PEQ OC

# %wheel ALL=(ALL) NOPASSWD: ALL
MosOS Arbat

# %wheel ALL=(ALL) NOPASSWD: ALL

4. Boingute ns Vim c coxpaHeHnem dalina.
To e camoe MOXHO cenaTb C MOMOLLbIO PedakTopa hano:

sudo EDITOR=nano visudo
# HaxoOuMm HyXHYl CTPOKY, ypansem # B ee Havdane
# BbIxoAMM M3 nano C COXpaHEHWEeM U3MEeHeHUM

LLar 2. PacnakoBka gnuctpnéyTmnea

Pacnakylite gnctpnbyTime nog nonb3opaTtens deployer (B gupektopunto /home/deployer ). Bbl MOXeTe
pacnakoBaTb apXvB C OUCTPUBYTMBOM 1 B APYryiO Nanky v cos3gatb nognarnky.

HeT npuHuMnmanbHO pa3HILbl, KakiIM apXBaTOPOM MOb30BaTbCs. Huxke nprBedeH nprmMep 45 unzip:

Astra Linux

# Ecnv Ha MawuHy He yCTaHOBJIeH unzip, CKayMBaeMm ero:
sudo apt-get install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o -P <naponb> <uMs_apxuBa>
PE[ OC

# ECnu Ha MaWMHY He YyCTaHOBJIEH unzip, cKaudMBaeM ero:
sudo yum install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true
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unzip -o -P <naponb> <uMsA_apxuBa>
MosOS Arbat

# ECNM Ha MawMHY He YCTaHOBJIEH UNzip, CKayMBaeM ero:
sudo zypper install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o -P <napofib> <uMsA_apxuBa>

BHumaHmne

[Mocne pacnakoBkn He ygananTe Hukakmne ¢aiinbl. 10 3aBepLIeHnI YCTaHOBKIM AOMNYCKaeTCs TOMbKO yaaneHne
apXmBa, N3 KOTOPOro 6blN pacnakoBaH AUCTPUBYTUB.

LWar 3. PazpewwunTb Port Forwarding

[ns KOppPeKTHOW paboTbl yCTaHOBLLVMKA B HAaCTpolKax SSH Ha Bcex MalunHax fOJIKEH 6biTb paspeleH TCP
Forwarding. Yto6bl nameHnTb HacTpoiky TCP Forwarding, Hy>HO B daline /etc/ssh/sshd_config yCTaHOBUTb
crnepgytoLlee 3HayeHune:

AllowTcpForwarding yes

LLar 4. 3anyck ycTaHOBLLMKa KaK cepBuca

YcTaHoBLUMK onpremise-deployer_linux pekomeHayeTcs 3anyckaTb Kak cepuc. [py TakoM 3anycke He
npugeTcs npuéeraTb K 4ONOHUTENbHbIM Mepam (screen, tmux, nohup), NO3BONASIOLLMM YCTaHOBLLMKY
NPOAOMKNTb PaboTy B Cnyyvae notepu coegunHeHns no SSH.

Ba>xHO

[ns nogkniovyeHne agMHNCTPaToOpa K BE6-NHTEepdECy yCTaHOBLLIMKa UCrosb3yeTcs nopT 8888.
PekomeHpyeTca HacTpouTb 3amTy nopTa Yepes firewall nm6o HanoxeHHbIMK cpepcTBamu (TLS-proxy).

He pekomeHayeTcst OCTaBAATb YCTAHOBLLMK BKTIOYEHHbIM, €CfIA Bbl HE MPOBOAUTE PaboTbl MO YCTaHOBKE 1
HaCTpolKe cucTembl. 3anyCTUaN yCTaHOBLLUMK — [NpoBenn yCTaHOBKY — Bbikniounam ycTaHoBLUMK. ECnn Hy>Ha
JOHaCTpOlIKa CUCTEMbI, TO CHOBa BK/IOYMTE YCTaHOBLLMK.

YT06bI 3aNyCTUTb YCTAHOBLLVK Kak CepPBIC, BbIMOAHNTE KOMaHAy (nogxoauT ans Astra Linux, PE[, OC, MosOS
Arbat):
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sudo ./onpremise-deployer_linux -concurInstalllimit 5 \
-serviceEnable -serviceMake -serviceUser deployer

Mo ymonuaHuto BbiICTaBEH NMMUT B 5 NOTOKOB, MNP HEOBXOANMOCTI Bbl MOXETE YBENNYNTb KOINYECTBO
notokoB Ao 10, ogHaKo 3TO yBENNYNT 1 Harpy3ky Ha cuctemy. VicnonbsosaHue 6onee yem 10 NOTOKOB He
pekomeHayeTcs.

OTBeTB Clydae yCrnewHOoro 3anycCka yCtaHOBLLVKa BbIrnaanT cnenyouinm o6pa30M:

Astra Linux

deployer.service was added/updates

see status: <systemctl status deployer.service>

can't restart rsyslog services: [exit status 5]

OUT: Failed to restart rsyslog.service: Unit rsyslog.service not found.
deployer.service was enable and started

see status: <systemctl status deployer.service>

PE[, OC

deployer.service was added/updates

see status: <systemctl status deployer.service>

can't restart rsyslog services: [exit status 5]

OUT: Failed to restart rsyslog.service: Unit rsyslog.service not found.
deployer.service was enable and started

see status: <systemctl status deployer.service>

MosOS Arbat

deployer.service was added/updates

see status: <systemctl status deployer.service>

can't restart rsyslog services: [exit status 5]

OUT: Failed to restart rsyslog.service: Unit rsyslog.service not found.
deployer.service was enable and started

see status: <systemctl status deployer.service>

/" MpumeuyaHue

HeBO3MOXHOCTb BKJTIOYEHMS CJ'Iy)K6bI rsyslog He NOBNAET Ha KOPPEKTHOCTb pa6OTbI cepBuca.

Ecnun He nonyunnoch 3anyctutb deployer kak cepBuc, TO NpoBepbTe cocTosHMe SELinux:

getenforce
ausearch -m avc -ts recent

SELinux MOXeT orpaHu4mBaTh AOCTYMbl 3anyckaemoro darina, YTobbl BpeMeHHO oTKmouYnTb SELinuX,
BbIMNOMHUTE KOMaHAY:

CrtpaHunua 2113 61



setenforce 0

dencteua B Be6-nHTepdpemnce yctaHoBLUMKA

[nsa nepexopa B BE6-NHTEPDENC B afp€CHON CTPOKe 6pay3epa yKaxmnTe agpec: http://server-ip-address:
8888 . Ecnu nepenTun no aToMy agpecy He ygaeTcs, ybeguTtecsh, Uto firewall 6b1n OTKOUEH.

LLar 1. Bbi6op BapmnaHTa YCTaHOBKM

Ha cTapToBOIN CTpaHnLE HaXXMNTE Ha KHOMKY YCTaHOBKaA.

ﬂ AdminPanel

MonHble BepcuM NPOaYKTOB

PassepHuUTe Ha BaluMX cepBepax OAuH Unn Heckonbko npoayktos VK On Premise

YcraHoBka

WHCTpyKuMA No ycTaHOBKe U HacTpoike o6opyaoBaHua Yurate
MHCTpyKLMA No KNnacTepHON yCTaHOBKe M HacTpoiike o6opyaoBaHus Yurats
WHcTpyKuma no obHoBNEHUO YnTatb

MHCTpyKUMsA No 0GHOBMEHUIO KITacTePHOMN YCTaHOBKM Uurats

LLar 2. Bbi6op npoayKToB 1 onuuia

1. Bkniounte dnarn AgMmuHmncTpatusHas naHenb 11 VK WorkDisk.
2. BkntoynTe Hy>XHble BaM KOMMOHEHTbI B KaXXAOM 13 NPOLYKTOB.

3. BbibepunTe nHTerpauun, KoTopble NiaHnpyeTe HacTpanBaTh.

AAMI/IHI/ICTpaTI/I BHas nNaHesb
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MpoaykT

CuncTtema rpynnoBbIX NOANTYK

Cuncrtema rpynnoBbix nonntuik. Kafka sBHyTpu
NHCTannsaumnm

NHTterpaums c VK Teams

BcTpoeHHoe xpaHunuLle o6pa3os
KOHTENHEpPOB

Mopoepxka Poccumckmnx Kpmntorpadunyeckmx
ctaHpgapTtoB (TOCT TLS)

[MpPOrHO3 N KOHTPOsb O6bEMA NOYTOBOIrO
XpaHunnLa

basbl gaHHbIX

Cunctema MOHUTOPUHTa

CucTtema cbopa 1 OTnpaBKn METPUK

VK WorkDisk

BHuMaHune

OnucaHune

Beta

16 GB RAM, 8 vCPU

Beta

Grafana, xpaHunue meTpuk Graphite,
XpaHunue metpuk Prometheus

CéopLumkin n TpaHcnsaTopbl Graphite v
Prometheus-meTpunk

Ons nHctannaumin go 100000 nonb3oBaTenen Heo6xoh MO BKNIOUYNTb OBNErYeHHYI0 BEPCUIO ayanTa Ha

PostgreSQL. Mo ymonyaHuto B [NoyTe BKIOYEH NpoaykT Cuctema ayguTa AencTBUi nonb3oBaTens Ha

ocHoBe ScyllaDB, oHa npegHa3HavyeHa 19 MHCTannsauum, rae nonb3osatenen 6onbie 100000.

MpopgykT

ALOMUHMCTPaTUBHaA NaHenb v6.7.2

Anpo o6bekTHOro XxpaHnnuwa S3 + Agpo
pacnpegenéHHoro ¢GannioBoro XpaHuInLLLa

OnucaHune

O6sa3aTenbHbIN NPoAyKT. TpeboBaHus: 1
BMPTYyasibHasa MalliHa Ha lo60M rmnepBrnsope,
16 GB RAM, 8 vCPU, 100 GB SSD

O6s3aTenbHbIN NPOAYKT
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MpoaykT

API 6onbLunx snoxeHuin VK WorkMail

VIHTerpaumsa ¢ aHTUBMPYCOM MO NPOTOKOSY
ICAP

Cuctema murpaunmn WorkDisk 13 BHELLHNX
CepBuCoB

VIHCTpYMEHTbI pa3paboTki

WHTerpauns c Kerberos (SSO-
aBTOpPM3aLMS)

NuTerpauus c Kerberos. Keycloak BHyTpu
nHcTannaunm vi7.0.1

NuTerpauunsa c Kerberos. VIHTerpauusa ¢
BHewwHNM Keycloak cepsepom

CpepncTBa pe3epBHOro KOnMpoBaHus

ViHTerpauunsa ¢ pegaktopom «MonOduc»

PepakTop «P7-Oducy BHyTpK
NHCTanAsaumm

ViHTerpaunsa ¢ pegaktopom «P7-Odunc»

Cucrtewma Bl-aHanuTumkmn

Cunctema Bl-aHanutuku. Kafka BHyTpun
NHCTannsaumnm

Cuncrema Bl-aHanutuku. [ly6nnposaHune
OEeCTBMI NOfib3oBaTe el BO BHELLHME
XpaHunnLLa

Mopoepxka Poccuimckimx
KpunTorpadpuyeckunx ctaHgapTtos (FTOCT
TLS)

OnucaHue

O6s3aTenbHbIN NPOAYKT

1GB RAM, 1vCPU

2 GB RAM, 2 vCPU

Beta

16 GB RAM, 8 vCPU

Beta
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MpoaykT OnucaHve

CucTtema nposepkin dannos [lncka yepes Beta
DLP
CucTema ayguTta OeNCTBUI MNOJb30BaTENS CepBucCbl 3anNnCK N YTEHNSA OENCTBUI

noJsib3oBaTeNen, XPaHuInLLe LENCTBUI
nonb3oBatenei (ScyllaDB)

CucTema ayguTta OeNCTBUI MNOJb30BaTeNS CepBucbl 3anNnCK N YTEHNSA OENCTBUI
(oBneryéHHas Bepcus) Nonb3oBaTeNen, XpaHUNnLLE OENCTBUIA
nonb3oBatenei (PostgreSQL)

/" MNpumeyaHune

ECTb KOMMOHEHTbI, HACTPOIIKa KOTOPbIX MPOV3BOANUTCS B aAMUHVCTPATUBHON NaHenu ( biz. <gomen> ), HO
BKJTIOUUTD VX HYXKHO Mpu yCTaHoBKe. Hanpumep, CucTema pacLumpeHHbIX TPaHCMOPTHbIX MPaBus 1

Cuctema murpaummn WorkDisk n3 BHeLLHUX cepBUNCOB.

4. HaxmunTe Ha kHonky [lanee BHU3Y CTpaHuLLbl, YTOBbI MepenTy K CnefytoLemy Lary.

LWar 3. [lo6aBneHne JNLEeH3NOHHOIo KJilo4a

1. BBEANTE NNLEH3NOHHDIA KIIOY UK yKaxuTe nyTb K dany nuueHsun lic.

2. HaxxmuTte Ha kHonky Janee.

JINUEH3NOHHBbIN KNy

NMuueHanoHHbIN Kntoy VK WorkMail:

onprem.ru.lic BoibpaTtk (ann

Nuuexaus 0187e174-d83 935b622 ansa onprem.ru. Konuuyectso nonb3osatenen: VK WorkMail - 10000, VK
WorkDisk - 10 "*.onprem.ru", "admin.qdit". flencTeuTensHa 4o

02.05.2025, 11

Danee

VHdopmauuio o TOM, Kak OBHOBUTb JINLLEH3NOHHDIV KJTIOY NN MPOBEPUTb CPOKU AENCTBUS NNLEH3UA NO
npogyktam VK WorkSpace, Bbl cCMOXeTe HalTh B pa3fesie ¢ AoMNOoNHUTENbHOW SOKYMEeHTaLN.
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LWar 4. [lo6aBneHne rmnepsnsopa

1. HaxxmunTe Ha KHonky [Lo6aBuUTb.

2. B BbinagatoL,em MeHio Bbibepute CepBep.

@ AdminPanel

il iicta, fo6aBbTe nepBn3opbl K knactep kubernetes. Ponb hypervisor - 370 BUpPTYanbHas MalliHa, Ha KOTOPOI BYAyT 3aryLLEHbl KOMMOHEHTbI MPOAYKTa B KOHTelHepax. Ponb ext-k8s - aTo knactep kubernetes.
CKpbITb 3aBEPLUEHHDIE O6bekToB B CTPOKE 1 ~
lMoka3saTb BCMIOMOraTebHbIE KOHTEeHePbl Mpynnuposka  Her v

Cepae%

BHewHwnii knactep Kubernetes

OTKpOoEeTCs OKHO [O06aBNEHNS FMNepBu3opa:

@ AdminPanel

Mo: cTa, fo6asbTe I unu knacTep kubernetes. Ponb hypervisor - 3To BUpTyanbHas MalunHa, Ha KOTOPOI 6yayT 3anyLueHbl KOMNOHEHTbI NPOAYKTa B KOHTeHepax. Ponb ext-k8s - aTo knacTep kubernetes.
CKpbITb 3aBEPLUEHHbIE O6bekToB B CTpOoke 1 v
MokasaTb BCroMoraTesbHble KOHTENHEPDI Mpynnuposka  Her v

Ponb 13 SSH-nopt Vv rvnepemsopa
hypervisor v/ 1012151 22 Hypervisor

Wms nonbsosatens MNaponb MpuBaTHLIA KNloY Data Center
centos strongPass Vlcnonb3oBaTb aBTOPW3aLMIO MO Naponio v | DCt

Tern

store,mail etc...

O MponycTuTb NPoBEPKY HEKPUTIYHBIX TPEBOBAHII

OTmeHa Do6asuTtb

3. 3anonHuTe nons:

- Ponb — hypervisor.
« [P — agpec MalLnHbl, Ha KOTOPYIO NPON3BOAUTCS YCTaHOBKA.
+ SSH-nopT — cTaHgapTHbIM o158 SSH, BoiBpaH Mo yMOYaHNIO, MEHSATb €r0 HE HY>XXHO.

+ ima runepBusopa — ykaxuTte 1Ms runepsrsopa nm octaBbTe nose nycroiM. B cnyyae ecnu Bbl
OCTaBUTE MNosie He3arnoIHEHHbIM, UMS rMnepBr3opa byaeT B3ATO U3 hostname -s 1 JO6aBUTCS
aBTOMaTUyecku. B gokymeHTaLmm 6yaeT ncnonbsosaHo nmsa hypervisori.

- Uma nonb3oBaTtena — YKaXnTe M4 Toro nosibaoBatenid, nod KOTopbiM 3anyuwleH YCTaHOBLLUMK. B

paccmMaTprBaeMOM NprMepe 3To nosb3osaTtenb deployer.

- Maponb — HEOBXOAMO BBECTY MapOoJSib NOJIb30BAaTENS, MO KOTOPbLIM 3aMyLLEH YCTAHOBLLVK, €CIA OH

6bl1 3a4aH MNpW Co3naHnN.
4. [lo6aBbTe SSH-KNIOY (TakXe MOXHO OCTaBUTb aBTOPU3aLLMIO MO NapoJIto):

a. B none MpuBaTHbIN Kitoud BbiGepuTe [,o6aBUTb HOBbI KJIOY.
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P SSH-nopt

10.12.15.1 22
[Maponb [MpvBaTHBIN KoY
v Wcnonb3oBaTb aBTOPM3aLMIO MO NapoJIto (|

+ [106aBUTb HOBbIN KJTHO4 r

OTmeHa [obaBuTb

b. B none Nmsa kntoua BBeOVTE Ha3BaHKE KJtO4a 019 ero ganbHenwen ngeHtndunkaumm, Hanpumep:

deployerRSA.
c. [Nepengnte B KOHCOSb.
d. BbinonHnTe KOMaHgy cat ~/.ssh/id_rsa 1 CKOMUMPYATE KoM,

e. 3aTem BCcTaBbTe ero B nose MpuBaTHbIN KoY. EFro HY>XXHO yka3aTb NOSIHOCTbIO, BKJIOYas:

f. Mone Maponb KAoYa OCTaBbTE MYCTbIM.
g. KnnkHuTte no kHonke CoxpaHnTb.
5. Mpn HEOBXOOMMOCTIN HACTPOWTE AOMOSHUTENbHbIE NOSS:
- Data Center — B none Hy>XHO ykasaTb gaTa-LEeHTpP, Ha KOTOPOM pa3MeLLeH runepsnsop. None

aKTyaJlbHO 1 on4d VIHCTannaumnin, PasMeLEeHHbIX B OOHOM AaTa-UeHTpe. Bce rmnepBr30pPbl Heo6xoaMo

pacnpepennTb no Tpem GakTNYEeCKM/YCNOBHbBIM JaTa-LEeHTPaM.

- Tern — onga 6onblUen HarNAAHOCTU MPOCTOTbl NOVCKa Bbl MOXETE NPUCBONTb r’MnepBn3opam Tern B

3aBUCUMOCTM OT UX ponun. Hanpumep: sti, st2, st3.

- MponycTuTb NPOBEPKY HEKPUTUYHbIX TPE60BaHNI — €CNi OTMETUTb YeKBOKC, ByaeT nponyLieHa
npoBepka Bepcun sgpa 1 Gaaros npoleccopa (sse2, avx). B 6oblLHCTBE CllyYaeB BbI6Op YeK60KCa
He TpebyeTcs.

6. MNocne 3anonHeHns nonel HaxmuTe Ha kHornky [lo6aBUTb — rMNEPBU3OP OTOBPa3nTCS B BEG-NHTepdeiice

YCTaHOBLLVKa.

/' TNpumeyaHne

Mpw po6aBneHUn cepBepa peanr3oBaHa NPOBePKa Ha Hannyve KoMaHg, tar, scp 1 HeoBXxoa MbIX
WNHCTPYKUMIA BUPTYyanu3aLmm Ha npoueccopax. Ecnm npu npoBepke OHW He ByayT HallAeHbl, TO CepBep He
6yneT LoBaBnIeH, a agMUHUCTPATOP NOMYYnUT COOBLLEHNE 06 OLUNBKE.

7. AHanorn4yHoiM o6pa3om fobaBbTe elle 7 rMnepBn3opoOs:
+ 2 — nop, GpPOHTHI,

« 2 — nop, 6a3bl JaHHbIX,
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+ 3 — nopg, xpaHunuiia.

8. HaxxmuiTe Ha 3eneHyto KHomKy [lanee B NpaBoOM BEPXHEM Yy AN NePEXO[a K Ciedytowemy Lwary.

LLar 5. CeTeBble HAaCTPOUNKN

YCTaHOBLLUVK aBTOMATNYECKIN Bbl4MCNAET HEKOTOpPblEe CeTeBbIE NapaMeTpbl. otm napamMeTpPbl HeO6XO[J,I/IMO

npoBepuTb N OOMNONIHNTD, €CNii HE BCE N3 HUX 6b1n1 onpeneneHsol.

HacTpolikn

Cemn JOMeHHble MeHa XpaHunuwa LWWapanposaHre 1 pennvkaums b, HacTpoliky KOMNOHEHTOB NHTerpauun MepemeHHble oKpyXeHus

HacTpolikn ceTeBoro B3aumMogeiicTensa BHyTPeHHel 30Hbl (internal) m

MopceTs, ncnonbdyemas VK WorkSpace Ha cepepax: 100.70.176.0/22
MopceTb, Ncnonb3yemas BHyTpY KOHTEAHEPOB: 172.20.0.0/20
MTU ceTn KOHTENHEepPOB: 1450

HE ncnonb3osath IP-in-IP 1 BIRD:

Cnincok DNS-cepsepoB. OcTaBbTe NycTbiM, ecnv ucnonbdyetcs DHCP: 10.2565.2.3

+ [o6aBuTb

1. Ykaxxute DNS-cepBep.

BHumaHune

O6s3aTtenbHo HacTpounTe NTP Ha BM B cooTBETCTBUM C pekoMeHgaumamm K ncnonbdyemoinn OC: RedOS,

Astra Linux nnn MosOS Arbat.

2. Y6egunTecsh, uTo:
- MopceTb, ncnonbsyemas VK WorkSpace Ha cepBepax numeet goctyn Ha 80-1 unv 443-11 Nopr.

- MopceTb, cnonbayemasi BHyTPU KOHTENHEPOB MOSIHOCTbIO CBO60AHA, YHUKANbHA 1 NMPUHAAIEXNT

TONbKO [uncky.

/" MNpumeuyaHune

3Ta NoACETb VCMOb3YyEeTCs TONbKO ANs Tpaduka MeXy KOHTeHepaMy BHYTPY cucTembl. Ecnn
aBTOMAaTWYECKM BblUMCIEHHAsa NOACETb YHIIKAlbHA 1 He NepecekaeTcs C ApYrM NOACETAMMN 3aKa3yuika,
3HaAYEHUS MEHATb He HYXHO. Npu KnacTepHO yCTaHOBKe B cpefHeM cosfaeTtca 6osee 1350 KoHTeliHepoB,

NO3TOMY MO YMOJYaHUIO NCNOJ1b3yeTCH 20-9 nopceTb.

Mone MTU ceTn KOHTEMHEPOB 3aMoHAETCS aBToOMaTU4Yecku. ECnuv Bbl XOoTUTe nameHnTb pasmep MTU,

obpaTuTech k npeactasutento VK.
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®nar HE ncnonb3osatb IP-in-IP 1 BIRD B 601bLUNHCTBE ClyYaeB fOMIXEH OCTaBaTbCs HEAKTUBHbIM. Ecnin
Ha MaLUVHe NCMob3yeTcs AnHaMMnYeckas MapLIpyTU3aLmsa 1 HEOBXOANMO BKITIOYEHE Onuun, o6paTuTeCh
K npepctasutenio VK.

3. HaxxmuTe Ha KHonky CoOXpaHUTb 1 nepenguTe K cnegytowemy wary.

@ AdminPanel Hactpoitku O6cnyxusarne (634
BanonHuTe HacTPoNku CeTen.
Hactporiku
Cetn JloMeHHble umeHa Xpanunuwa LWapavposaHve n pennukauus b HacTtpoiiku KOMNOHEHTOB WnTerpauun MepemeHHbIe OKpyXeHnsa
CeTeBble HAaCTPONKK
MopaceTb, Mcnonbayemas No4Ton Ha cepsepax: 100.70.80.0/23
MopceTb, Ucnonb3yemasi BHyTpU KOHTENHEPOB: 172.20.0.0/20
MTU ceTu KoHTeiiHepoB: 1450
HE ucnonbsosarts IP-in-IP 1 BIRD:
Cnucok NTP-cepBepos: ntp1.mail.ru -
+ [NoGasutb
Cncok DNS-cepsepos. OcTtaBbTe nycTbiM, €cnn Ucnosnb3yetcs DHCP: 10.255.2.3 —
<+ [o6asuTb

Lar 6. JoMeHHble nMeHa

[MoppobHyo NHGOPMaLMIO O CO34aHNN LOMEHHbIX IMEH Bbl HangeTe B pasgene CosgaHne DNS-3anucern.
Ha Bknagke JOMeHHble NMeHa HEOB6XOAMMO 3aMNoNHNTbL BCE NONS:
- HazBaHue Balwlel KOMNaHNN — BBEAVTE Ha3BaHNE KOMMaHUW, KOTOpoe BbyaeT OTo6paxaTbCs B
nHTepdernce ducka.
- CanT Ballel KOMMaHUN — YKaXnTe CalT Balleh KOMNaHnu.

« OCHOBHOIN AOMEH AN CePBUNCOB — B MN0J1€ HEO6XOOVIMO yKa3aTb paHee co3fnaHHbIt OCHOBHOW JOMEH
ons ducka.

- JloMeH g o6nauHbIX XPaHWNLL, — B NoJie BBeAUTE paHee Co3aaHHbIi [JoMeH a8 06/1aquHbIX XpaHLLL

A BHumaHmne

[ns OMEHHbIX MEH Hefb3s CMoJb3oBaTb etc/hosts .

Korga Bce nong 6yJJ,yT 3anoJiHEHbl, HaXXMNTE Ha KHOTMKY COXpaHI/ITb Ond nepexofa K cnefyouemy uary.
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YkaxuTe 0CHOBHbIE lOMeHbI 1 fobaBsTe SSL-cepTuduKaTsl.
nDl:l cnoﬁnepOM AONONHUTENbHbIX HACTPOEK HaXOAUTCA CNUCOK AOMEHOB, KOTOPbIe Bbl AOMKHbI 3aHeCTn B DNS. Bbl MOXeTe NOMeHATbL UMeHa HEKOTOpbIX XOCTOB, €Cnu Takne agpeca 3aHATbl, OQHaKo He
peKkoMeHAyeTcA 310 Aenatb 6e3 NeOﬁXOI.WIMOCTM.

PekomeHayeTcst MCNONb30BaTh OTAENbHbI AOMEH ANs XpaHunuuy. 3To AomkeH BbiTb OTAeNbHbIE AOMEH TOTO Xe YPOBHS, Y4TO U OCHOBHOA. H: : mail ru u other. ple.ru — oba pomeHa 3-
0 YPOBHSA.

Tak KaKk OCHOBHble HaCTpOﬁKM AOMEHOB BNUAIOT Ha AONONHUTENbHbIEe, HeNb3A OAHOBPEMEeHHO peakTupoBaTh obe rpynnel.
Mocne 3anonHeHns OCHOBHbLIX HACTPOEK, YCTAHOBLUMK aBTOMATUYECKM CreHepupyeT UMA ANA Kaxaoro AomeHa. CoxpaHuTe OCHOBHbIE HACTPOWKW U NONy4MTe AOCTYN K OMNONHUTENbHBIM, @ TaKkke K
pobaenexnuio CSPTM!*)MKETOE ﬂOGaBﬂeHHble CepTIAd.)MKaTbI asToOMaTU4eckn NOACTaABATCA K NOAXOAALMM AOMEeHaM.

HacTpowiku

Cetn [omeHHble umeHa Xpaununuwa LLlapaupoBaHue u pennukauvs b HacTpoitku komMnoHeHToB WHTerpaumnm MepemeHHble OKpyXeHWUs

O6Lme HacCTPONKM JOMEHOB [NeLTERES

HaaBaHue Balueit KoMnaHuu: SSL-cepTucmkarbi:
CoxpaHuTe HacTpoiiku AOMEHOB Ans AobasneHus cepTudukaTos

Mos komnanus 0] ]

3anonHuTe none

CailT BaLuei KoMnaHum:
https://

OCHOBHOW AOMEH 4N CePBUCOB:

[ mail.mycompany.ru 0] ]

3anonHuTe none

[omeH Ans 06navHbIX XpaHUnuLL:

[ st.mycompany.ru 0] ]

3anonHuTe none

HacTpolikn foMeHHbIX UMEH [EI)

Owwbka:

[omeH ans Be6-uHTepderica aBTopuaaLmm: hostname_is_not_suitable

[Mocne coxpaHeHns OMEHHbIX UMEH MosBATCA ownbk. OHK NponagyT nocne gobasneHns SSL-cepTndrkaTos
Ha crefytolem ware.

Ho6aBneHne SSL-cepTnpukaTtos

1. HaxxmuTe Ha KHonky JLo6aBuUTb cepTudumKaT rnop, 3arosioBkom SSL-ceptundpunkathbl.

2. B oTKpbiBLLENCA POopMeE BBEQUTE CEPTUPUMKAT 1 KIIOY. VIX HEOBXOAVIMO yKa3aTb MOMHOCTbLIO, BKIIIOYAS:

3. KnukHnTte no kHornke CoXpaHUTb.
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[ob6asneHne SSL-cepTtucmkata

SSL-
cepTudukar:

Wnu BbiGepuTe dain ¢ ceptudmkaTom BbiGpaTtb thann

Krntou
ceptudukara:

BbiGpaTtb thann

Wnu BbiBepuTe hain ¢ kYoM cepTudmkaTa

EcTb BTOpOW BapmaHT:

1. HaxxmuTe Ha kHomky Bbi6paTb ¢pain.
2. YkaxxuTte nyTb K danny ¢ ceptudrkaTom .crt.
3. YkaxxunTe nyTb K danny ¢ knodom .key.

4. KnukHnTe no kHornke CoxXpaHnTb.

2’ MpumeyaHue

MpwrBaTHbIN KOY SOMKEH BbITb fO6aBNEH B OTKPbITOM BUAE, 6€3 ceKpeTHOM dpa3sbl. 3aKOANPOBaHHbIN KoY
OTNIn4aeTcs OT OTKPbITOro Hanuymem cnosa ENCRYPTED: BEGIN ENCRYPTED PRIVATE KEY .

Ecnun BCcé BepHO, B nHTEpPdEliCce He ByaeT OTO6paxaTbCst OLLNGOK 1 KPaCHO NoACBETKN. HaxmMunTe Ha 3eneHyio

kHonky Oanee.
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=

Cetu [lomeHHble UMeHa Xpauunuwa LWapavpoeanue v pennukauvs 51 HacTpoiku KOMMNOHEHTOB WuTerpauuu MepemeHHble OKPYXKEeHUs

HacTponku

O6LwWune HacTponKkn AOMEHOB 4

HasBaHue Ballein KoMnaHuu: SSL-cepTudmkars:
VK Tech D/ *.cloud.doc-mail.docvk.tech, *.doc-mail.docvk.tech, *.doc-
CaiT Balen KoMnaHuu: st.docvk.tech, *.e.doc-mail.docvk.tech, doc-mail.docvk.tech —
https://tech.vk.com/ [leiicTeuTeneH ¢ 03/07/2024 16:05:39 ao 01/10/2024 16:05:38

Beinan: Let's Encrypt (R11)
OCHOBHOW JOMEH Ans CepBUCOB:

doc-mail.docvk.tech + [ob6asuTb cepTucpmkar

[omeH ans 06nayHbIX XpaHUULL:

doc-st.docvk.tech

HacTponkn 4OMEHHbIX UMEH

CepTudumkarsl:
[omeH ans Be6-wHTepdenca asTopuaauum: 0:*.cloud.doc-mail.docvk.tech, *.doc-mail.docvk.tech, *.doc-st.docvk.tech,
account.doc-mail.docvk.tech * e.doc-mail.docvk.tech, doc-mail.docvk.tech go 01/10/2024 16:05:38 Df
CepTudmkarbl:
[omeH ans ckaunsanusa snoxenunn VK WorkMail: 0:*.cloud.doc-mail.docvk.tech, *.doc-mail.docvk.tech, *.doc-st.docvk.tech,
af.doc-mail.docvk.tech * e.doc-mail.docvk.tech, doc-mail.docvk.tech go 01/10/2024 16:05:38 [-_j/

LLlar 7. YcTaHOBKa rmnepBn3opoB

,D,J'IS'-I Ha4asla yCTaHOBKN HEeo6XxoaMMo nepe|7|T|/| K CMNCKY r’mnepBn3opoOB — 014 3TOr0O HaXMUTE Ha J1IOroTumn

AdminPanel.

[MopanoK yCTaHOBKIM MMMEPBMN30POB BaXeH, MOCKOMbKY HEOBXoaMO chopmmpoBaTb Knactep eted. [1na
KBOpyMa knactepy Heobxogumo N/2+1 sksemnnsapos etcd. B MUHUManbHOW KOHGUrypauumn yanbl ectd gomkHbl
6bITb YCTAHOBJIEHbI Ha TPW MaLUWHbI, ABE 13 KOTOPbIX AOKHbI 6bITb MOCTOSIHHO AOCTYMHbI. B gokymeHTe 6yget

OnyCaH BapunaHT yCTaHOBKM etcd B MUHUMAaNbHON KOHOUIYypaLun.

1. MNepengnTte B HACTPOWKN rMNepBrn3opa, OTBELEHHOIO NOL MOHUTOPUHT. Bpy4yHyto 3anycTuTe BCe Wwarn go

restart_docker BkniountenbHo.
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disable_NM_for_cali [

OTkntounTb NetworkManager (ecnm oH ecTb) Ans ceTeBbix UHTepdericos Calico

-

3anyctnTb

disable_firewall [

OTKIOUNTD MEXCETEBOI 3KpaH (firewall)

v

3anyctnTb

disable_selinux 53
OTkounTb selinux. BHUIMAHVIE! STOT war nepesarpysuT MaluyHy, eciu selinux Ha Hell He BbiKioueH. Ecrin ecTb Kakune-Hnubyapb
OrpaHuyeHNs Ha nepesarpysky, To Bbik/TiounTe selinux BpyuHyio!

v

3anyctuTtb

check_needed_packs 53

MposepuTb Hanuune Docker u Docker Compose 3anyctuts

hypervisor_repo EZ3 ByneT ucnonbsosaH hypervisorRepo.tar s
XpaHunuwa. 3arpy3nTb gpyron?

3arpysuTb apxuB NakeTos 411 runepsusopa 3anycTme

install_hypervisor_packs &5

YCcTaHOBUTb NakeTbl /19 3arycKa KOHTENHEPOB

3anyctuTb

configure_etc_hosts [

HaCTpOVITb resolve NHGPacTpyKTYPHbIX KOHTel?IHepOB 3a|-|yc-|'|/|'rb v
create_scripts (3
CreHelepOBaTb cny)Ke6H1>|e CKpunTbl 3anycrvn'b -

tune_docker [53

Hactpoutb Docker -

3anycTuTb

restart_docker [

3anycTuTb/MNepe3anycTuTb cepBrc Docker C OCTaHOBKOW BCEX CEPBUCOB 3anycTuTb

install_etcd

HactpowuTb etcd 3anyctuTb

2. BepHuTecb 06paTHO K CANCKY MaLUVH 1 NepenanTe B HaCTPOWKM NEPBOro rmnepsBrn3opa-cropagxa.

3. BpyuHyto 3anycTtuTe warun go install_etcd BkiiountensHo. o 3aBeplLueHnn Lwara nepsblii y3en etcd 6ynet
YCTaHOBJEH.
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check_needed_packs (I3

Mposepwutb Hanu4ue Docker u Docker Compose
hypervisor_repo [T
3arpy3mb apxvB NakeToe Ansa runepsusopa

install_hypervisor_packs [T11J

YcTaHOBUTL NaKeTbl ANA 3anycka KOHTeHepoB
upload_docker_repo
Barpysute o6pas u cosapate Docker Registry

configure_etc_hosts (113

Hactpouts resolve nHpacTpyKTypHbIX KOHTENHEPOB

create_scripts [T

CreHepupoBaTh CryxebHble CKpUNTbI

tune_docker [

Hactpoute Docker

restart_docker [I513

Banyctute/MepesanycTutb cepeuc Docker ¢ ocTaHOBKOW BCex CepBUCOB

3anycTutb

Byaet ucnonb3oBaH hypervisorRepo.tar n3 xpaHunuiia.
3arpyautb gpyron?

3anyctutb

3anyctutb

Byaet ucnonb3osaH dockerRegistry.tar ns xpanunuia.
3arpy3utb apyron?

3anyctutb

REL 7 .
3anyctutb
REL 7

3anycTutb

install_etcd

Hactpouts etcd

3anyctutb

4. TakuM e Ccrnocobom yCcTaHoBUTe etcd Ha OCTarnbHble ABa rMnepBrn3opa-cTopagxa.

5. MNocne Toro, kak knacTtep etcd cobpaH, 3anyCcTnTe YCTaHOBKY BCEX MMNEPBN30POB MO NOPSAAKY N O6LLYIO

aBTOMaTUN4YECKYIO YCTaHOBKY.

A BHumaHune

oLmnbKam.

He pekomMeHayeTCq 3anyCckaTb YCTaHOBKY HECKOJIbKX rMnepBn3opOoB OAHOBPEMEHHO — 3TO MOXET NpuBEeCTU K

Ha nso6paxeHunn Huxe npuBeneH NpuMep TOro, Kak BbirnagnT Be6-nHTepdenc yCTaHOBLLMKa Nocne

3aBepLUEHNs yCTaHOBKIM BCEX MNepBU3opoB.
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Moxanyicra, gob6aBbTe NO OQHOW MaLLUMHE ANS KaXA0W ponu.

T

CKpbITb 3aBEPLUEHHDbIE

[TokasaTb BCcrnomoraTesnbHble KOHTeI?IHepr

doc-db-01 (100.70.160.6) £ ®

mon (100.70.160.14) [ ©
doc-db-02 (100.70.160.7) £ ®
doc-front-01 (100.70.160.16) & ®
doc-front-02 (100.70.160.2) [0 ©
doc-storage-01 (100.70.160.11) B3 ®

doc-storage-02 (100.70.160.8) [EJ ©®

O6bekToB B CTpoke 1 v

[pynnnpoBka  Het v

G R - |
G R - |
G R - |
CoR] - |
CoR] - |
o0&
oo

KNnkHUTE No 3Hauky @ 1 nepenanTe B pasgen OnncaHne cepBUCOB, YTO6bI MTOCMOTPETb PA3BEPHYTYIO

|/|Hq>op|v|a|_|,v||o O Ha3Ha4YeHunn pOJ'IGI7I, nx p,y6n|/|pyeMO0T|/|, 3aBUCUMOCTSX 1 T.M. B 3TOM e BbinagatloL,em MeHto

Bbl HangeTe LOMNONHNTENIbHYIO AOKYMEHTaUNIO, CMOXETEe BKKOYNTDb NI BbIKJTIOHYNTb NPOAYKThI (BHyTpI/I pasgena

MpopayKTbl) 1 OBHOBUTb NINLEH3NOHHbIA KITOY.

LLlar 8. PacnpepeneHne KOHTENHEPOB NO rMnepBU3opPam

Mo 3aBepLleHn YCTaHOBKM BCEX TNEePBU3OPOB MOXHO NMPUCTYMNaTb K pacnpeneneHnio N redepauinmn

KOHTENHEPOB.

B HuxxHe yacTun akpaHa BbibepuTe [lo6aBUTb — HecKosbKo KOHTEHEPOB.

Cepsep

KoHTenHep

Heckonbko KOHTENHEPOB

OTKpOETCS OKHO BblibOpa pPOsEei.
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Beibepute ponu ansa gobasneHus

Mowck: Teru: MpoaykThbi:
[Mowuck Tern v Bce

YcTaHoBNEeHo He MeHee: YcraHosneHo He 6onee: OybnupyemocTsb:
YcTaHOBNEHO He MeHee YcraHoBneHo He bonee Bce

KonuyecTBo ponen, gocTynHbix Ana aobasnenuns: 231

YcraHoBneHo /

O Ponb Ter MpoaykT
Hybnupyetcs

D registry 1 na Bcrpoenuzg:::;::p&:)u;e obpazos

O infraetcd 3 Oa =

OJ calico-libnetwork 8 Ja

O bind 8 Nla

O queue-ss 0 fa (ratt [ 5asa panweix [ rarantool [ GainSaors spamn fusa

O serverside-api 0 [a =

O cld-mailer-tnt 0 Oa  raft |

O memcached 0 Oa

0 consul 0 fa (B22 e L rat

O calendarrabbit 0 Oa  raft |

O mailetcd 0 Nla [ra] 52a gannerx J ETCO]

Mpwn pacnpepeneHnn ponein Hy>KHO COBOAATb TaKOW NOPSAJOK:

1. XpaHununwa + raft

2. xtaz

3. Bbasbl gaHHbIX

4. MOHUTOPWHT

5. MNoyToBbIN TPaHCNOPT
6. API

7. Bce, 4To ocTanoch (onumoHanbHo)
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A BHumaHmne

nOpFIJJ,OK pacnpeneneHna pone|7| NPEVHUMNANbHO BaXXeH, Npu ero HapyLleHnn Bbl CTOJIKHETECDb C oLwmbkamu.

[na BbiGopa ponen ncnonbaynte none Tern B kauectse GpuabTpa.

Mopsapok aencTenin Npu pacnpeaeneHnin KOHTENHepPOoB

MepBbIMY [OMKHbI 6bITb BbIBPAHbI PO A9 XPAHWALL,

1. B BbimagatoLem MeHIo Boibepute Ter XpaHunuuie.

2. Ona ¢unbtpa YcTaHOBMEHO He 6onee: yCcTaHoBUTE 3HavyeHne O.

3. OTMeTbTe BCe AOCTYrHbIE A1 YCTaHOBKM POJIM C MOMOLLbIO YEKBOKCa B TabnuLe.

Mowck:

Mowck

YcTaHoBneHo He MeHee:

YCTaHOBNEHO HE MeHee

Ponb

stz-opt-bm

stz-metad-
bm

stz-skel-bm
s3storage
stz-main-bm

stz-del-bm

stz-search-
bm
crow-index

extract-http

stz

metad-xtaz

KonuyecTtBo ponei, AocTynHeix Ans gobasnexnusa: 22

Teru: MpoaykTbi:
XpaHunuie X Bce
YcraHoeneHo He bonee: OybnupyemocTb:
0 Bce
YcraHoBneHo /
Ter MpoaykT
Hybnupyetcs
0 Oa VK WorkMail
VK WorkDisk
0 ,Ela APl 6onbwux Bnoxennn VK
WorkMail
0 da VK WorkMail
Apnpo pacnpegenéHHoro hannoBoro
0 fa e
0 Oa VK WorkMail
0 Oa VK WorkMail
0 Oa VK WorkMail
0 Oa VK WorkMail
0 da VK WorkMail
0 Oa VK WorkMail
[rait ] 5asa paweox [ Tarantool VK WorkDisk
0 J:la APl 6onbwux Bnoxennn VK
WorkMail
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4. Huxe B cnncke rmnepBmr30POB OTMETbTE T€, KOTOPbIE 6blNI OTBEAEHDI NOL, XpaHunmuia.

5. Pexxum reHepaunn — Ha kaXxgom runepsusope.

(< I < I <

Pexum reHepauyumun

Bbibepute runepBusopbl

Mnepsuaop [ara-ueHTp MeTku
doc-db-01 1 [ db |
mon 2 [ mon |
doc-db-02 2 [ db |
doc-front-01 3 [ front |
doc-front-02 1 [ front |
doc-storage-01 1 st |
doc-storage-02 2 st ]
doc-storage-03 3 st |

O Ha oaHOM U3 rMNepBU3opoB

@® Ha kaxgom runepenaope

6. HaxkmunTe Ha kHonky JJo6aBnTb. BcnnbiBatowee OKHO, B KOTOPOM BbINOAHAANCH NpeablayLine AencTaums,

3aKpoeTcq.

Ha rmnepBur3opbl-xpaHunuLLa HeobxoanMmo 4o6aBUTb Knactep raft.

1. B BbinagatoLem MeHio BoibepuTe Ter raft.

2. [lns dunnbTpa YCTaHOBNEHO He 6oJsiee: yCcTaHOBMTE 3HaveHne 0. Ecnv nponycTuTb aToT GUbTp, Kactep

He cobepeTcs.

3. OT™meTbTE BCe L0OCTYMNHble A1 YCTaHOBKW POJIN C NOMOLLbIO yekBoKca B Tabnuue.

4. Huxe B cnncke rmnepBm3opPOB OTMETbTE Te, KOTOpPbIe 6blN1 OTBEAEHDI NOA, XpaHunnmiua.

5. Pexxum reHepaunmn — Ha kaxkgom runepsusope.

6. HaxxmuTe Ha kHonky [Lo6aBuUTb. BcrbiBaloLee OKHO, B KOTOPOM BbIMOSHANMCD NpeablayLune OencTeus,

3aKpoeTca.

Ha kaxxgom 13 rmnepBr30POB-XPaHWINLL, HY>XHO OOMNOJTHNTENIbHO CreHepmnpoBaTb eLlle no o gHoOMy KOHTeI‘/‘IHepy

xtaz.

BHumaHmne

B paccmaTpurBaemon KoHoUrypaumm knactepa Ha 8 MaluvH obLee KonM4ecTBO KOHTENHepOoB xtaz oomKHO cTaTb

paBHbIM 6.

1. B noncke BBegute xtaz.

2. OuncTuTe 3HavYeHne dunbTpa YeTaHOBIEHO He 6osee:.
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3. BoibepuTe KOHTenHep xtaz c MoMoLLbio YEK6OKCOB.
4. B cnuncke rmnepBri3opoB OTMETbTE Te, KOTOPbIE Bblv OTBeAEHbI MOA XPaHWUInLLA.
5. Pexxum reHepauyun — Ha kaxxaom runepsunsope.

6. HaxxmuTe Ha kHomMky [Lo6aBnTb. BcnnbiBaloLLee OKHO, B KOTOPOM BbIMOMHAINCD NpeablayLine oencTeus,

3aKpoeTcs.
BoibepuTe ponun gnsa go6aeneHuns *
Mowck: Terw: MpoaykTbi:
xtaz Tern Bce
YCTaHOBNEHO HE MEHee: YcTaHoBNEHO He 6onee: [yénupyemocTb:
YcTaHOBNEHO He MeHee YcTaHoBneHo He 6onee Bce

KonunyecTtso poneit, 4OCTYNHbIX Ana go6asnexns: 2

YcTtaHoBneHo /

O Ponb Ter MNpoaykT
Oybnupyetcs
metad- (raft | beve vwen] Terartool (VK WorkDisk
O 9 [Oa
xtaz == AP Goroumanomows
Basa pasix | Tarantool
l!l . 0 " OCEDOED o

Bbi6epuTe runepsnsopsbl

Oata-
[wnepsusop MeTkn
LeHTP
0 release-vkwm-01-
monitoring-1
release-vkwm-0Ol-database
release-vkwm-01-database
release-vkwm-01-storage
release-vkwm-01-storage
release-vkwm-01-storage
Pexum reHepaumm O Ha oaHom v3 runepsn3opos @® Ha kaxaom runepsusope

m
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BHumaHmne

[ns Bcex nocneayowmx ponen OmKHO 6biTb YCTaHOBNEHO 3HaveHne O B punbTpe YCTaHOBNEHO He 6onee.
Ecnun nponyctntb aTOT dWnbTp, KNacTep He cobepeTcs.

Cnepyowuin Wwar — pacnpegeneHne ponemn ans 6as gaHHbIX.

1. BoibepuTe Ter basa gaHHbIX.

2. ns dnnbTpa YCTaHOBIEHO He 6oJiee: yCTaHOBMTE 3HayeHne 0.
3. OTmeTbTe Bee gocTynHble Ans yCTaHOBKN POSIN.

4. Hnxe BbI6epuTe rmnepBmn3opbl, OTBEAEHHbIE NOL 6a3bl AaHHbIX.
5. Pexxum reHepaunn — Ha kaxkxgom runepsusope.

6. HaxxmuTe Ha kHomnky [Lo6aBnTb.
YT106bl [,O6aBUTDL POMN AN MOHUTOPWHIA, MOBTOPHO OTKPOWTE OKHO BblIBOpa ponei.

1. Boibepute Ter MOHUTOPUHT.

2. ins dunbTpa YcTaHOBNEHO He 6oJ1ee: yCTaHOBMTE 3HayeHne 0.

3. OTmeTbTe Bee gocTynHble Ans yCTaHOBKN POSIA.

4. BbibepuTe rmnepBraop-MOHUTOPUIHT.

5. Pexuim reHepauun — Ha kaXxxgom runepsusope.

6. HaxkmuTe Ha kHonky [lo6aBunTb.
Hanee Hy>XHO pacnpegennTb ponn Ans NOYTOBOro TpaHcnopTa. [epengnTte B OKHO BbiIGOpa ponen, Haxas
Jo6aBnTtb — Heckosibko KOHTENHEepPOB.

1. BoibepuTe Ter NMovToBbIV TPaHCMOPT.

2. nsa dunnbtpa YCcTaHOBNEHO He 6oJiee: yCTaHOBMTE 3HadyeHne 0.

3. OTmeTbTe BCe gocTynHble AN YCTaHOBKN POJIN.

4. BoibepunTe runepBmn3opbl, OTBEAEHHbIE Nog, GPOHTbI.

5. Pexxum reHepauum — Ha kaXxgom runepsusope.

6. HaxkmunTe Ha kHonky JJo6aBnTb.
3aBepLualowmin aTan — pacnpegenuts ponu gns AP

1. Boibepute Ter API.

2. ns dunnbTpa YCTaHOBNEHO He 60osee: yCTaHOBUTE 3HayeHne 0.
3. OTmeTbTe Bee pocTynHbie ANns yCTaHOBKU POSIN.

4. BbibepuTe rmnepBu3opbl, OTBEAEHHbIE NOA, GPOHTHI.

5. Pexxum reHepaunn — Ha kaXxgom runepBusope.

6. HaxkmuTe Ha kHonky JJo6aBunTb.

CtpaHunua 40 13 61



®uviHanbHas npoBepPKa ond Toro YTO6bI y6e,D,I/ITbCF|, 4YTO BCe POJIN pacnpeneneHbl:

1. OTKpOINTE OKHO f0BGaBNEHNs BbIBOpa poneli, Haxas Ha Jo6aBUTb — Heckonbko KOHTENHEPOB.
2. ns dnnbTpa YCTAaHOBIEHO He 6oJiee: yCTaHOBMTE 3HaveHne 0.

3. Cnncok ponen, OOCTYMHbIX AN fo6aBNeHns, OMKEH 6biTb NyCTbIM. ECNu 3TO He Tak, pacnpegenure

OCTaBLUMEeCHd ponnm no rmnesn3opam B COOTBETCTBUN C TEraMi.

Y6epuTech, UTO BCe POJIN pacnpeaesieHbl

1. OTKponTE OKHO fO6aBNEHNS BbibOpa poseil, Haxas Ha [lo6aBUTb — Heckonbko KOHTEHepOoB.
2. Ong dnnetpa YcTaHOBNEHO He 6onee: yCTaHoBUTE 3HadeHue O.

3. Cnncok ponen, OOCTYMHbIX AN 4o6aBNeHNs, [OMKEH 6biTb MyCTbIM. ECNn 3TO He Tak, pacnpegenure
OCTaBLUMECS POnu Mo rMneBn3opam B COOTBETCTBUN C TEramul.

[locne TOro kak Bce KOHTeI7IHepr CreHepunpoBaHbl, HaXXMUTE Ha 3€/1eHYIO KHOMMKY ,El,anee B NMNpaBOM BEpPXHEM

yrny.

Mocrne Toro Kak BCe KOHTEHepbl CreHepupPOBaHbl, HAXXMUTE Ha 3eieHyIo KHOMKY [lanee B MpaBoOM BEpPXHEM

yrny.

LWar 9. XpaHunuwa

BHUMaHune

MuHManbHbIA pasmep pasfena gucka, NCrnosibdyemMoro nog xpaHunuwe, coctasnset 25 GB.

B paspene dopmMmpytoTcs AMCKOBbIE Mapbl 4S5 TMNepPBU30POB-XpaHunnLL,. PasgeneHie Ha ACKOBbIE Napbl
NPOVCXOQNT aBTOMATUYECKI, ECNN Bbl HE NMOAKIIOYANN OMOMHUTENbHbIE AUCKN. B TakoM crlyyae MOXHO
nepexoguTb B HacTpolike Mescalito, onvcaHHoOl B cnefyiollem Lare.

Mog pmckoson rlap0|7| noapasymeBaloTCAa CBA3aHHbIe pa3aesibl ANCKOB, KOTOPbIE pa3MeLLeHbl Ha ABYX Pa3HbIX
rmnepBmn3opax. ,D,J'Iﬂ NMoBbILLEeHNA OTKa30yCTOMqMBOCTM Ha OVCKOBYIO Napy 3anncblBaloTCA O4HW N T€ XXe OaHHbIe.

4 BHumaHne

YoanaTb ANCKOBbIE napbl Nocne yCTtaHOBKW HENb34. Ecnn YOannTb ONCKOBbIE Napbl, TO AaHHble 6yﬂ,yT YTEPSAHbI.

Hwxe onucaHa npouenypa py4YyHOro pacnpeneneHuns AnckKoBbix nap. QuckoBbie napbl HY>XHO pacnpenenaTb

BPY4YHYIO, €Cnin Bbl NOOKMOYan 4ONONMHUTENHbIE ONCKI.

MwH1nMmanbHas OTKa30yCTOIZLII/IBaF| KOHq)I/IpraLI,I/IFI COCTOUT U3 TpeX MalllH, Ha Kaxkgom n3 KOTOPbIX NO 2

ONCKOBbIX pasfena:

- Iunck xpaHunuwa 1 pasgeneH Ha 2 yacTtu.
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« Anck xpaHnnuia 2 pasgeneH Ha 2 YacTu.

« Anck xpaHunuita 3 pa3geneH Ha 2 YyacTu.

Bcero 6 pasgenos ANCKoB (2 Ha OOHOM rMNepBu3ope, 2 — Ha BTOPOM, eLle 2 — Ha TPETbEM).

[Mpwn Takon KoHPUrypaLnu:

- Bcerga ectb napa Ha 3arnncob.

« OcTanbHble napbl 4OCTYMHbI 414 YTEHWNA.

Mpw c6opKe XPaHWNLL, AMCKOBbIE Napbl OGbeAVHAIOTCS B «OrMyeckrie TpeyronbHuky. O6beguHeHne

NPOUCXOZNT No NpuHuuny: 1-2, 2-3, 3-1.

uoa1

XpaHunuwe N21

..
=

A

uog 2

XpaHunuie N22

>
L

v,
/\

Iz

Dk 2

uon s

XpaHunuwe N23

)

A

uon1

Xpanunuwe N21

\V
T {4"
/\

uog, 2

Xpanunuie N°2

uon 3

XpaHunuwe N23
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/" MpumeuyaHue

CTpeJ'IKVI Ha |/|306pa>KeH|/||/| MOKa3bIBaloT, Kake ANCKN O6beaniHEHDI B napy. HuxHas yacTb VI306pa)KeHI/I9I
NNnoCTprpyeT CUTyaumnio, Korga ogHo U3 XpaHUInLy, BbiLLJ1O N3 CTPOA.

B cnucke cneea LOOCTYIMHble XpaHunnnLa 6yﬂ,yT OTMeYeHbl BOCK/TNLLaTENbHbIMW 3HaKaMW. Hy)KHO nepe|7|T|/| Ha

BKJ1agKy Ka>XXa0ro XpaHunvia n Cq)OpMI/IpOBaTb LOVCKOBbI€ MnMapbl.

HacTponku

Cetn [loMeHHble nMeHa XpaHunuiia LLlapanposaHue u pennukauus B HacTpoiikit KOMMOHEHTOB WHTerpauun MepeMeHHble OKpyXeHUs

Xpanunuuwe dannos WorkDisk n S3 m-

cldmetast

@ He penutb xpaHUnmLLE NO HazHaYeHNIo
blobcloud

mailcloud # Auck 1 Ouck 2 #

© del # KoHTponnep YcTpoiicTBo Pa3mep KoHTponnep YcTpoicTBo Pa3mep #
zepto_del

[obaBnTe WM creHepupoBaTh /AWCKOBbIE Napbl
zepto_main

[aHHble o auckax oT 14.03.2024, 12:01:31. O6HOBUTL
zepto_opt

zepto_skel
zepto_search
crow_index

mescalito

fstab

BHumaHmne

B nHTepdeiice nog Quckom 1 n Ainckom 2 nogpasymMeBaloTcsl pasgenbl XxpaHunu,. Mexagy cob0i TakKe HY>XXHO
6yneT o6befnHNTb YacTb ANCKa, Pa3MELLEHHOIO Ha OAHOM XPaHUIVLLE, C YaCTbio AMCKA, Pa3MELLEHHOrO Ha
LPYyrom xpaHunuwe. Npn yBenuyeHnmn KonmyecTsa pasfaenos AVICKOB U/UV NOAKIIOYEHHbIX UCKOB MPUHLLAM
o6bedNHEHNS COXPaHSeTCsl.

YT106bI O6aBUTL ANCKOBbIE MNapbl BPYYHYIO:

1. HaxxmunTe Ha KHonky [Lo6aBuUTb.
2. B BbinagatoLLL,emM MEHIO BbiGEpUTE KOHTPONNEP N YCTPONCTBO A5 ducka 1 nepBon napbl.
3. BoibepuTe KoHTponnep 1 ycTponcTeo ansa [lncka 2 nepsoi napbl.

4. MoBTOpWUTE Warn 2-3 ewe A4naa asyx nap.

Ha nso6paxeHunn HuxXe NpriIBEAEH NpUMep ANa XxpaHunviLa zepto_skel:
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Cemn [lomeHHble uMeHa

blobcloud
cldst
crow_index
mailcloud
mescalito
mescalito_metad
zepto_del
zepto_main
zepto_metad
zepto_opt
zepto_search

zepto_skel

fstab

Xpanunuwa LWapavposanue u pennukaumus B HacTpoiku KOMNOHEHTOB WHterpauum MepemeHHbIe OKpyXeHua

# KonTtponnep
stz-skel-bm1.qdit
mail-vkwm2-st1 (astra)
stz-skel-bm2.qdit

mail-vkwm2-st2 (redos)

stz-skel-bm1.qdit

mail-vkwm2-st1 (astra)

HacTponku

XpaHunuiie Ten nucem m-
Ha Tuna HDD
Aunck 1 AOuck 2 #
YctpoucTteo Pasmep KoHTponnep Homep YctpouncTeo Paamep #
Idevivdb1 (ext4 stz-skel-bm2.qdit /devivdb1 (ext4
(exd) 50.00Gb 1 (exté) 50.00Gb r_,/
d08f96a7-0ad2-43b5-a256-5fd3d345dd7d mail-vkwm2-st2 (redos) 0c020513-ccb2-41e1-b18d-79b5a9%fe87e9
/devivdb2 (xfs stz-skel-bm3.qdit /devivdb1 (ext4
(xfs) 50.00Gb 1 (exté) 50.00Gb D/
1a353141-89fe-43d1-a8d3-4572623f42bd mail-vkwm2-st3 (alma) 2277dcea-2765-4b24-a0cf-bd8a4d6da894
/dev/vdb2 (xfs stz-skel-bm3.qdit Idevivdb2 (xfs
) 50.00Gb g 2 ods) 50.00Gb r_,f
a683bb83-6541-4b72-a1fb-1a435effa72f mail-vkwm?2-st3 (alma) 18b40182-0e47-4692-84e3-f88af269cb48

[l06aBUTb WNM  CreHepupoBaTh ANCKOBLIE Naphl

[ManHble o auckax ot 04.07.2024, 17:10:18. O6HOBUTL

Pa3spen Mescalito

[ns o6ecrneyeHns OTKa3oyCTONYMBOCTI B Pa3fene yxe 3afaHbl aBTOMaTNYECK/E HAaCTPOWKM KTacTeEPOB

XpaHunnumu, nncem.

KnacTepbl xpaHunuw, nHgekcos nucem VK WorkMail

N2 knactepa MonoH @ Tun awmkoB O6paboTtiunku ) XpaHunuiLa NHOeKCoB

stm1 xtazl

wm-storel wm-storel

stm2 xtaz2
1 KOpPNopaTunBHbIi

wm-store2 wm-store2

stm3 xtaz3

wm-store3 wm-store3

stm2 xtaz4

wm-store2 wm-storel

stm1 xtazb
2 CEepPBUCHDIA

wm-storel wm-store2

stm3 xtazé

wm-store3 wm-store3

[na no6asnexus elwé ogHOro KnacTepa no6aebTe KOHTENHEPbl ponu xtaz

« OB6paboTumkm nucem (mescalito) — cneumasnbHble NPoLEeCcChl BHYTPYW KOHTENHepoB stm. 3agaya

06paboTunKa — COBPaTb NMUCbMO 13 YaCTEN, HAXOOALLMXCS B Pa3HbIX XPaHWUIINLLAX.

« XpaHunuua nHaekcos (tarantool xtaz) — XpaHUNNLLLA «rOPSYNX» OAaHHbIX MOYTOBbIX ALLKOB.
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o NHpopmauusa

Ecnn B norax KOHTEHEPOB xtaz ecTb owmbka failed to allocate X bytes (MM OWMNGBKN C NOLOBHOM
$OPMYNMPOBKOIA), TO KOHTEMHEePaM He XBaTaeT NamsITu.

CyLiecTByeT 2 TMNa ALLMKOB:

« CepBucHbIi — admin@admin.qdit (agMuHucTpaTopbl [ncka).

. KOpI'IOpaTI/IBHbIVI — BCe€ OCTaJlbHbl€ ALLNK/ CUCTEMDbI, KOTOPbIE aAMNHUNCTPUPYIOTCA B biz.<gomeH> .

BHUMaHune

O6paboTunk paboTaloT B OAHOMNOTOYHOM pexunme. lNepeHanpaenerHne nHdopmMaL i Ha Apyron o6paboTymk
6yneT NPOn3BOAUTLCS TOSIbKO B CllyYae HELOCTYMHOCTM XPaHUNLLA, Ha KOTOPOM YCTaHOB/EH
COOTBETCTBYIOLMIA Stm.

YT106bl 06€CneuYnTb OTKa30yCTONYNBOCTb A1 KaXXAO0ro KiacTepa Heobxoanmo HasHavaTb No 2-3 06paboTymka,
KOTOPbIE HAXOAATCS Ha Pa3sHbIX MaLUMHaX UV B PasHbIX faTa-LEeHTpax.

KoHTelHepbl stm yCTaHaBNMBAIOTCS Ha KaXAaplli rMnepBu3op, No3TOMY KOMMYECTBO O6PaboTYMKOB PaBHO
KOJIMYECTBY MALLVIH, OTBEAEHHbIX MO XpaHuauLLa. Mpu HeOBXoQMMOCT MOTYT 6bITb CreHEePUPOBaHbI
LOMOMHUTENbHbIE KOHTEHEPbI Stm BPYUYHY!IO.

fstab

Pazpen aKTyaneH angd cmyau,wh, Korga 6blnn NOAKOYEHbl AONOHUTENbHbIE ANCKMN.

Heob6xoanmbli HA6OP TOMOB AJ19 KOHTENHEPOB XPaHWULLA BblOAaEeTCS B BUAE Habopa 3anncen gnga /etc/
fstab .

BHumaHmne

YCTaHOBLLUVK HAYETO He MOHTUPYET N HE N3MeHAET B /etc/fstab .

OTpepakTupoBaTh fstab 1 CMOHTUPOBATb pasaesbl HY>XHO CaAMOCTOSITENBHO B KOHCONN. MOHTUpPOBaTb
pekomeHayeTtcs no UUID.

Huxe gns npumepa npriBefeH CKPUHLIOT C O4HOrO 3 HaLUNX TECTOBbIX CTEHAOB.
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FSTab
mail-vkwm2-db-2 mail-vkwm2-f-2 mail-vkwm2-st-2 mail-vkwm2-f-1 mail-vkwm2-mon-1 mail-vkwm2-db-1 mail-vkwm2-st-3 mail-vkwm2-st-1
UuID v defaults 0 v 0 v

# <device-spec>  <mount-point> <fs-type> <options> <dump> <pass>

UUID=2b0dcada-4f9c-41e1-b7e4-221713585ed2 /opt/mailOnPremise/dockerVolumes/s3storagei/storage/1 ext4 defaults 0 0
UUID=c3521227-dd6f-435f-9eeb-cd063cdf5237  /opt/mailOnPremise/dockerVolumes/s3storage1/storage/3 ext4 defaults 0 0
UUID=d769e833-021e-4075-a3b3-8bd352267c5c /opt/mailOnPremise/dockerVolumes/stz-skel-bm1/zepto/disk1 xfs defaults 0 O
UUID=ab4d08f0-0fe2-4e4e-83c5-cc47b2d039af  /opt/mailOnPremise/dockerVolumes/stz-skel-bm1/zepto/disk2 ~ xfs defaults 0 0

MprMep KomaHg, 415 MOHTPOBaHNS Pasfesos:

vi /etc/fstab

# BcTaBnseM CTPOYKM, CKOMMUPOBaAHHble M3 Beb-UHTepdenca ycTaHOBWMKA.
# CoxpaHsAieM M3MeHeHus .

mount -a

# Monyyaem Habop npefynpexpeHun <nyTb> mount point does not exist
mkdir -p <nyTb>

# MNoBTOpsieM Ans Bcex nyTen

mount -a

LWar 10. llapanpoBaHue un pennukauus b,

HacTpolika B 3TOM pasfgene akTyasbHa TONbKO A1 O4EHb KPYMHbIX MHCTaNAaumin. B 601bLINHCTBE Cly4YaeB
LOCTaTOYHO HAaCTPOEK MO YMOMYaHIO, N MOXHO NEPENTN K CReayioLeMy Lary C MOMOLLbIO KHoMky fanee.

BHumaHmne

[No6aenaTb knactepbl B[l MOXHO TONMbKO Ha 3Tane NepBOHaYaNbHOW YCTaHOBKN.

YTo6bl 106aBUTb 60SIEE OQHOrO KacTepa, NoTpebyeTca CreHepunpPoBaTb AOMNONHUTENbHbIE KOHTEHEPDI.
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HacTtporiku

Cetn pat nMeHa X L v pennukauus B HacTpoiikn KOMNOHeHTOoB WHTerpaummn MepemeHHble OKpYXeHna
B3arpyauTb 13 6asbl Onpocutb Bece Overlord'bl
Wms B Homep knactepa OTKa30yCTOM4MBOCTL Mactep CocraB

abookpdd-tar Heobxoguma HacTpoiika

addrbook-tar Heobxoauma HacTpoiika No6asuts

addrbook-tar1 addrbook-tar1
addrbook-tar 1 Overlord

mail-vkwm2-db1 addrbook-tar2

addrbook-tar3
addrbook-tar 2 Overlord addrbook-tar3
mail-vkwm2-db2

aliases-tar Heobxoauma HacTpoiika Ho6aBuTtb

appass-tar1 appass-tar1
appass-tar 1 Overlord
mail-vkwm2-db1 appass-tar2
appass-tar4 appass-tar3
appass-tar 2 Overlord pe
mail-vkwm?2-db1 appass-tar4

YT106bl [O6ABUTD KITacTep:

1. HaxxmuTe kHonky [,o6aBUTb B NEPBOI CTPOKE, OTMEYEHHOI KPACHbIM.

2. Haxxmute kHonky [Lo6aBuUTb KOHTelHep B[. B 3aB1ucuMoCTy OT TUna 6a3bl AaHHbIX MOXET 6blTb Ao6aBeH
OAMH 1N ABa KOHTEHEpPa.

3. CoxpaHuTE N3MEHEHNS.

4. MosTopUTe Warn 1-4 ansa KaxXgon CTPOKM, OTMEYEHHON KPaCHbIM.

[Mocne po6aBneHnst BCex K1acTepOB NOSBUTCSH BO3MOXHOCTb MEPENTU K CiefyowemMy Lwary ¢ MOMOLLbIO
KHonkn Oanee.

. Hactpoitkn  O6cnyxuBaHue anee
@ AdminPanel [Oh A
HacTponku
Ce  [lomeHHble uMeHa  XpaHunuua LLlapauposakme u pennvkaums B HacTpoiiki KoMnoHeHTOB WhTerpaumm MepemeHHbie OkpyXeHNst
Barpysutb 13 6a3bl Onpocutk Bce Overlord bl
Wws B Homep knacrepa OTKa30yCTON4NBOCTL Macrep Cocras

abookpdd-tar2 abookpdd-tar2

abookpdd-tar 1 Overlord
mail-vkwm2-db2 abookpdd-tar1
addrbook-tar1 addrbook-tar1

addrbook-tar 1 Overlord
mail-vkwm2-db1 addrbook-tar2

addrbook-tar3
addrbook-tar 2 Overlord addrbook-tar3
mail-vkwm2-db2

addrbook-tar4
addrbook-tar 3 Overlord addrbook-tar4

mail-vkwm2-db1

aliases-tar1 aliases-tar1
aliases-tar 1 Overlord =
mail-vkwm2-db1 aliases-tar2
appass-tar1 appass-tar1
appass-tar 1 Overlord PP
mail-vkwm2-db1 appass-tar2

LLar 11. HacTpoika KOMNOHEHTOB

B pPas3nenie BbINnoJIHAIOTCA HaCTpOVIKVI Pas3NNYHbIX KOMMOHEHTOB CNCTEMDbI.
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HacTtpoiikn

Cetn [oMeHHble nveHa XpaHunuwa LapavposaHve n pennukauns B,

MoOHUTOPVHF

OrpaHuyeHe SocTyna K

BHeluHMIA cepBep Graphite

BHelUHMI1 cepBep Prometheus
noveHam

MaHenb agMVHNCTPUPOBaHNS Ha6op rotosbix gawéopnos ana Grafana

PaccbinbLumkin

HTTP(S)-npokcn

Orpal-wlqel-me AOoCTyna K gOMeHaM

HacTpoiikin KOMMOHEHTOB

WHTerpayn MepeMeHHble OKPYXeHIs

HacTpoiikn MOHUTOpUHra (4

Bbi6epuTe Hy>XHbI LOMEH 11 HAXMUTE Ha KHOMKY pefakTnpoBaHus. Mocne BknodeHus dnara OrpaHnunTb

AOCTYN K AOMEeHY NoaBnTCH pasnen Cc 6onee getasnbHbIMU HaCTpOVIKaMVI.

OrpaHnYnTb JOCTYMN K JOMEHY — eC/ BKJIIOYEH TOSbKO 3TOT dJiar, B Nosie Huxe HyXXHo 6yaeT BeecTtu IP/

NOACETN, KOTOPbIM ByAeT pa3peLleH 4OCTYN K AOMeHY. TakxXe Bbl MOXeTe 406aBUTb KOMMEHTaPUK, ECA 3TO

HeoBXoaMMO.

HacTtpoiikn

Cetn JlOMeHHble MeHa XpaHunuwa LLlapavposaHue 1 pennukaumns b, HacTpolikn KOMMNOHEHTOB

account.vkwm-disk release.vkwm.ru as.vkwm-disk release.vkwm.ru

calendargrpc.vkwm-disk.release.vkwm.ru

VIHCTPYyMeHTbI paspaboTkit

MoHUTOpUHF cloud.vkwm-disk release.vkwm.ru

OrpaHuyeHne goctyna k cloclovkwm-disk-st.release.vkwm.ru

AoMeHam

sdc.cloud.vkwm-disk release vkwm.ru

MaHenb afMUHNCTPUPOBaHNS

cld-unzippervkwm-disk-st.release.vkwm.ru filinvkwm-disk.release.vkwm.ru

PaccbinbLumkn

docs vkwm-disk-st.release. vkwm.ru swa.vkwm-disk.release.vkwm.ru

HTTP(S)-npokcun

@ OrpaxnunTs AOCTYN K AOMEHY

Pexxm 3anpeTa — 3anpeluats cnefyiowum IP/nogcetam

|P/Mopcetnn

+ [o6asute

NHTerpauumn

cloclo-upload.cloud.vkwm-disk.release.vkwm.ru

cloclo-stock vkwm-disk-st.release.vkwm.ru

auth.vkwm-disk release.vkwm.ru

cld-uploader.cloud.vkwm-disk release.vkwm.ru

uploader.evkwm-disk.release. vkwm.ru

imgs.vkwm-disk.release.vkwm.ru

+ [o6asutb

MepemeHHble OKpYXeHVS

biz vkwm-disk release.vkwm.ru

openapi.cloud.vkwm-disk.release. vkwm.ru

HacTpolika pecypcos

c.vkwm-disk release.vkwm.ru
cloclo.cloud.vkwm-disk.release vkwm.ru
pu.cloud.vkwm-disk.releasevkwm.ru
thumb.cloud vkwm-disk release.vkwm.ru

o2vkwm-disk.release.vkwm.ru portal.vkwm-disk.release.vkwm.ru

webdav.cloud.vkwm-disk release vkwm.ru

[oMeH ansa Be6-nHTepdeiica aBToprsaLumn

KommeHTapwin

Pexxnum 3anpeTa — 3anpewatb cnegyowmm IP/nogcetam — ecnu BktoyeHbl 06a dnara (orpaHnyeHne

LOCTYMa 1 pexum 3anpeTa), LOCTyN K JoMeHaM 6yAeT 3anpelyeH |P/nogcetam, BBeLEHHbIM B Nosie.

He 3a6ynbTe NOBTOPUTD LArk Ha runepBrsope (Hy>XKHble Lar y>ke oTMedeHbl XenTbiM). Takke MOXHO HaxaTb

Ha KHonky Play B o6ueln cTpoke cocTosHus. [N 3Toro nepengute K ClUCKY LaroBs, KIMKHYB Mo I0roTuny

AdminPanel.
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BHumaHmne
[Na LOMEHOB becca. %% %x% *%% N bmw.**% *x% *%% MO YMOJSYaHMIO 3anpeLyeH 4oCcTyn Bcem |IP/nogceTsam.
YT06bl LO6aBUTL Kake-nn6o IP/nogceT B 6enblil CNMCOK, HEOBXOAMMO BKIIIOUYUTD oMo OrpaHnYmnTb JoCcTyn

K AOMEHY 1 fo06aBuUTb B nosne IP/nogcetn. Ecnu BkounTb 06a dnara, IP/noacetn, KoTopble 6binvi BBEAEHDI B
nosne, NonagyT B YEPHbIA CMINCOK.

MaHenb agMUHUCTPUNPOBaHUS

YTo6bl HaYaTb HACTPOVIKY, HAXMITE KHOMKY pefakTnposaHns (4 .

HacTtpoiikun
Cetn [JoMeHHble UMeHa XpaHunuia LlapavpoBsaHne 1 pennvikauus b, HacTpoiiku KOMNOHEHTOB NHTerpauun [MepemeHHble OKpYXeHS HacTpoiika pecypcos
HacTpoiikn naHenu agMMHNCTPUPOBaHNS @
MoHuTOPUHN
AAMVHUCTPATUBHbIE AOMEHbI (7): admin.qdit
OrpaHuyeHe fJocTyna K
fAoMeHam + Lo6asnts
MaHenb agMUHNCTPUPOBaHNS
PacchbibLyku HacTpoiiku nonbsosaTeneii, AOMEHOB NaHeny agMUHNCTPUPoBaHNS (&)
HTTP(S)-npokcn
KonunyecTso AHell nepeq, yaaneHem nonb3osaTtens: 14
Pasmep o6naka nosnbsosaTens no ymonyaxuio (M6): 10240

He npoBepsTh akTyanbHOCTb BKIIKOYEHHOTO dyHKLOHaNa (duy)

OGLLI,VIe nepemMeHHble OKPYXEHNS AN BCEX CEPBUCOB NaHeNn agMNHNCTPUPOBaHNSA:

+ [oBaButb

ApMUHUCTPATNBHbIE JOMEHbI — C NMOMOLLbIO KHOMKM [J06aBUTb MO OOHOMY BBEAMTE AOMEHbI (00 3HaKa @),
KOTOPbIM HY>XHO BblgaTb MakC/MaslbHble NpaBa.

KonunuecTtBO gHel nepepq yaaneHnem rnosib3oBaTenss — KONMYECTBO AHEN, Yepes KOTOPOE Nosb3oBaTe b
oyget yoaneH ns flucka. lsameHeHne HaCTPOKN MO YMOMYaHMIO akTyaslbHO NPy OGHOBPEMEHHOM
ncnonb3oBaHuy Aducka ¢ Active directory. o ymonyaHuio BbICTaBNEH CPOK 5 fiHeN, TO eCTb NoJib30BaTe b
6yneT yoanéH ns [lncka yepes 5 gHew nocne ero yganeHns ns AD.

Pasmep o6naka nonb3oBaTtens no ymondaHuio (M6) — npm Heo6xoaANMOCTIM OrpaHnybTe MakCuMasbHbI
pa3mep obnaka A5 KaXAoro Nosb3osaTens.

He npoBepsTb akTyaslbHOCTb BKJIIOYEHHOIO PpyHKUMOHana (puny) — npu BkIOYEHHOM drare yCTaHOBLLMK
6yneT NnponyckaTb Wwar bizf — addBizFeatures.

06u.w|e nepemMeHHble OKPpY>XXeHNa Ang BCexX CepBNCOB NaHenn agMUMHNUCTpupoBaHUA — C MNOMOLLbIO
KHOMKW ﬂ,OGaBIIITb Bbl MOXeTe BBECTU VIMA N 3HaYEeHNE NepeMEeHHbIX, KOTOPbIE NMPUMEHATCA K POAM bizf,
biz-celery-worker-* u biz-celery-beat . Bam He Hy>XHO ByOeT KaxAblll pa3 OTHENbHO AN BCEX ponen
nponncbiBatb NepemMeHHblie, OCTaTO4YHO ,D,O6aBVITb nxB o6|.|.|,|/|e nepeMeHHbIe OKPYXEeHNS.
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PaccbinbLuymnkin

B pasgene HacTpaunBaloTCcs CNy>XebHble MOYTOBbIE PACChIIKN A9 BHYTPEHHWX Nosib3oBaTenein. Ytobbl nepentin
K HACTpOVKaM, HaXXMUTE Ha KHOMKY peaakTupoBaHns. ECTb BO3MOXHOCTb co3gaTb paccbinku gns VK WorkDisk,

aoMVHNCTPATUBHON NaHeNn N yBegOMEHWIN 06 OT3blBE NUCbMa.

HacTtpoiiku

Cetn [oMeHHble nMeHa XpaHunuia LlapanpoBaHue 1 pennvikauuns B, HacTpoiiku KOMNOHEHTOB NHTerpaumn MepeMeHHble OKpYyXeHUst Hactpolika pecypcos

MOHUTOPYHT MaHenb agMUHNCTpPUpPOBaHNS m

OrpaHuyeHme focTyna k ) : . :
Email otnpasuTens: admin@admin.qdit

AoMeHam

MaHenb AOMUHNCTPUPOBaHNA Nms oTnpaBnTens: Byp.eT 1CNOIb30BaHO 3HaYeHMe No yMON4YaHuIo! A,EUVIV\HVICTPVIPOBSHME

Paccbinbluvikn
Appec cepBepa NepechiKiL: ByaeT ncnonb3oBaTbes BHYTREHI cCepBEP NepechiikA

HTTP(S)-npokcn

MopT cepBepa NepechIKn: 25

1. BBegute email n nms otTnpasuTens.
2. BBeguTe agpec 1 NopT cepBepa PacChiKu.
3. CoxpaHuTE N3MEHEHNS.

4. MepengnTte K CMICKY posfien 1 3anyCTnuTe aBTOMaTUYECKYIO YCTAaHOBKY, YTOBbI MPUMEHUTb HACTPOWKN.

,El,aane|7|Luaq HaCTpOI7IKa TPaHCNOPTHDbIX NPaBuJ1 MPON3BOANTCA B aJJ,MI/IHVICTpaTVIBHOI7I MaHesin Nno 3aBepLUeHnn

YCTaHOBKW.

Cuncrema yuyeTa A encTBUil Nosib3oBaTenen

YT106bl N3MEHUTD BpemMa XpaHeHUA JIOros, KNMKHNTE MO KHOMKEe pefakTpoOBaHNA.
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HacTpownku

Cemn [omeHHble uMeHa Xpawunuwa Wapaupoeakue v pennukauus B HacTpo#ku KoMNoOHeHToB WnTerpaumn MepemeHHble OKpYXeHWst
AsTopusaLus HacTponku cuctembl y4€Ta AencTBuin nonb3oBaTenemn
AppecHas kuura
Bpems xpaHeHus cobbiTuin No nonb3osatensm (B 0
HacTtpoiku nanenu cekyHpax):
anMUHUCTPUPOBAHNS XpaHuTb GeckoHeuHo
WHcTpymeHTbI paspaboTku @ BxniouuTs cratucTuky no 1P
HacTpoiku nouTtsb! Bpems xpaHeHus cobbiTuii no IP (B cekyHaax): 7776000
OrpaHuyeHue gocTyna K 3.00 mecsues

AoMeHam

MonuTuka uamexeHns

naponew nonb3osarenei

MoyToBbLIV TPaHCcNOpT

Cuctema yyéra fencTesumn
nons3osarenen

MOHUTOPUHI

HTTP(S)-npokcu

BpeMﬂ XpaHeHund CO6bITUI MO NoNb30BaTEeNAM (B ceKpr,ax) — Bbl MOXeTe YCTaHOBUTb BpeMs XpaHeHNA

oros. npl/l YCTaHOBNEHHOM 3Ha4YeHnn 0 CPOK XpaHeHnsd noros He 6y,u,eT OorpaHn4yeH.

BknounTb cTaTUCTUKY Mo IP — npu BkNoYeHHOM dnare NosiBUTCS OKHO A5 U3MEHEHNS CPOKa XpaHeHNs

noros o IP.

MoHUTOPUHr

HacTpoWkn MOHUTOPWHIa akTyasnbHbl 05 Cy4YaeB, KOrga Heo6XxooumMo NepPeKMoUNTbCS C BHYTPEHHErO
MOHUTOPWHra [ncka Ha BHeLHe cnuctembl MOHUTOpUHra (Graphite/Prometheus).

YTO6bI BKNIOYNTb BHELLHIOK CNCTeMY MOHUTOPWHra:

1. HaxxmuTte Ha @ 1 nepengnte B pasgen MpoaykThbl.

2. BkntounTe dnar Cucrtema cé6opa u otTnpaBku MeTpuK. [Mpn atom dnar Cnucrema MOHUTOPUHra 6yaeT

ABTOMaTUN4YEeCKW OTKJIIOHEH.
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AMUHVCTPaTVBHaA NaHenb v6.5.1 @
1 BUpTyanbHas MalwnHa Ha nioéom runepsusope, 16 GB RAM, 8 vCPU, 100 GB SSD

Cucrema rpynnoBbiX NOUTYK |Beta

WNHTerpaums c VK Teams

BcTpoeHHoe XpaHunuLe o6pa3oB KOHTENHEPOB

Cucrema MOHUTOpPWHra

Grafana, xpaHunuiie meTpuk Graphite, xpaHunuie metpuk Prometheus

Cuctema c60pa 1 OTNpaBku METPUK «©

CéopLuymku n TpaHecnsaTopbl Graphite n Prometheus-meTpurk

/" MNpumeyaHune

,D,aHHbIe, CO3faHHble 00 NepeKsito4eHd Ha BHELLHNIA MOHWUTOPWHT, NPOoOO0IKAT 3aHNMaTb MECTO Ha ONCKe.
HoBble gaHHble 6y,u,yT HanpaB/iIATbCA BO BHELLUHIOO CNCTEMY MOHUTOPWUHIA.

3. CoxpaHuTe N3MeHeHns 1 BEPHUTECD K CMIUCKY PONEeN.

4. BHM3y CTpaHuLbl HaXXmMnTe Ha KHoMKy CreHepupoBaTb aBTOMaTNYECKU, YTO6bl YCTaHOBLLMK

chopmmpoBas HoBblE POJIN.

A BHumaHune

He Hy>HO 3anyckaTb aBTOMaTUYECKYIO YCTaHOBKY Cpasy Nnocre reHepaunm KoHTenHepos. CHavana
HeoBXoOMMO yAannTb HeakTyalbHble ponu. ECnm 3anyCcTuTb yCTaHOBKY Cpa3y, BO3HUKHYT CETEBbIE
npo6énemsi.

5. YT0b6DI npeaoTBpaTTb BO3MOXHbIE I'Ip06ﬂeMbI, nepe|7|p,|/|Te B KOHCOJ1b 1 nepe3anyCctnte yCTaHOBLLUK C

MOMOLLbIO KOMaHObI:

sudo systemctl restart deployer

6. Mocne nepesanycka B CAXCKe ponen 0TOBpasaTcs Pon, KOTOpPbIE HYXXHO yaanuTb. Ecnn B uHtepdence He

NnoACBETUNINCD PO ONga yaaneHud, nepesarpy3nte CTpaHuLYy.
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calendarpg1 (172.20.4.166) ®
fstatdb1 (172.20.4.142) ®

graphite1 (100.70.81.216) (YIS

gravedb1 (172.20.4.143) ®
mcrouter1 (172.20.4.174) ®
mirage1 (172.20.4.134) ®
rpopdb1 (172.20.4.144) ®
seconddb1 (172.20.4.140) ®
swadb1 (172.20.4.136) ®

umi1 (172.20.4.138) ®

victoria-metrics1 (100.70.81.216)

graphite-cloud1 (172.20.4.160) ®

graphite-mail1 (172.20.4.149) ®

7. YpaneHne MOXeT 3aHATb HEKOTOPOE BpeEMA. Korpa Bce HeaKTyallbHble POJIn 6y,El,yT yOaneHobl, 3anyctuTte

aBTOMATNYECKYIO YCTaHOBKY.

8. [anee nepenignte B pasgen HacTpoilkv KOMNOHEeHTOB — MOHUTOPWHI. BBegute Heo6xonMble JaHHble

ona cCuctemMbl MOHUTOPWHIa, KOTOPYIO Bbl NCMOJIb3yeTe.

HacTtpoiikn

MoHuUTOpUHr @ BHewHnii cepeep Graphite

OrpaHutieHme AocTyia IP-agpec nnn gomeH Graphite-cepsepa:

AOMeHamMm
MaHenb aAMUHNCTPPOBaHNS MopT Graphite-cepsepa:

PaccbinbLykin
MpoTokon NoAKoHeHS:

HTTP(S)-npokcu
@ BHewHnii cepeep Prometheus

IP-appec unu gpomeH Prometheus-cepsepa:

MopT Prometheus-cepsepa:

Ha6op rotoBbix gawbéopnos ana Grafana

Cetn [oMeHHble nveHa XpaHunuuwa LWapaviposaHue 1 pennvikauvs B, HacTpoiiku koMnoHeHToB

HacTpoiikn MOHUTOpPWHra

tep/udp

WHTerpauun

MepemeHHble OKpYXeHNs

HacTpoiika pecypcos

9. CoxpaHunTe N3MEHEHMS.

Mo ccoinke Ha6op rotoBbix gawéopaos ana Grafana Bbl MOXeTe ckayaTb galibopnbl B popmate JSON gns

pob6asneHuns nx B Grafana.
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HacTtpounkun HTTP(S)-npokcn

Ecnun Bbl ncnonbayete npokcu-cepsep npu nogknodeHun knueHtos K cucteme VK WorkSpace, BkniounTte dnar
Mepepn VK WorkSpace ecTb npokcu-cepBep, HTO6bl KOHTENHEP, oTBevatowumin 3a HT TPS-coeguHeHne, mor
NPUHUMaTb TpadrK 6e3 WnNdpPoBaHUS.

HacTtpoiiku
Cetn [oMeHHble nMeHa XpaHunuia LapavipoBaHve v pennukauvs b, HacTpoiiku KOMMNOHEHTOB VHTerpayun MepemeHHble OKpyXeHs Hacrtpolika pecypcoB
HacTtpoiikn HTTP(S)-npokcu M
MoHuTOpUHF @ Nepen VK WorkSpace ecTb npokcu-cepeep ®

OrpaHiyeHrie gocTymna K

AomeHam Cnincok IP npoken-cepsepos () + Oo6aeuts

Manenb AOMUHNCTPUPOBaHNA

PaccbinbLuykmn

HTTP-3aronoBok Npokcy ¢ opuruHanbHbiv IP knvenTa @) X-Real-IP
HTTP(S)-npokcn

HTTP-3aronoBok NPOKCH C OpUriHabHbIM MPOTOKOOM X-Forwarded-Proto
NOAKNIOYEHNS KneHTa (®):

Cnucok IP npokcun-cepBepoB — BBEAUTE B Nosie Cnncok IP-agpecos, ¢ koTopbix [nck 6yaeT NpuHNMaTb
3arofioBKM C opurnHanbHbIMK IP KnneHTa n opurmHanbHbIM NPOTOKOIOM NMOAKMIOYEHNS.

HTTP-3aronoBoK NPOKCcKY € opurnHanbHbIM IP KnneHTa — go6aBbTe B NOse 3aroIOBOK NPOKCHK, KOTOPbIN

nepefaeT peanbHbili IP-agpec kMeHTa, Haye cepBirc ByaeT paboTaTb HEKOPPEKTHO.

HTTP-3aronoBokK NPOKCKY C OPUrMHasibHbIM NPOTOKOSIOM NOAKIIOUEHUS K/INEHTa — [/ KOPPEKTHOW
paboTbl CEPBUCOB BBEAVTE 3aro/IOBOK OPUIMHANIbHOrO MPOTOKOMA NOAKOUYEHNS.

LWar12. NHTerpaunn

B 6noke 6ynyT OTOBpaxaTbCs HTErpaLuy, KOTOpPbIe Bbl BKIIOUYUIM Ha 3Tane Bbibopa NpoayKTOB 11 oML
(HaCTpPOKN NHTErPaLLi MOTYT TakXXe HaXOAUTLCS B BEPXHEM MEHIO).

ViHTerpauusa ¢ Keycloak gna SSO-aBToprsaLy — B JOKYMEHTE COAEPXUTCA UHCTPYKLUSA MO HAaCTPOKe
VHTerpauum ¢ cepsumncom SSO-aBTOpU3aL .

HacTtpouTb oy6nnpoBaHne OenCcTBUA NOAb30BaTeNeN BO BHELLHNE XPaHUNLLA

HacTpoika nHterpauum ¢ BHELWHEN NoYTOoM

HacTpolika HTerpauum ¢ BHELLHE NOYTON HyXHa, YTOBbl MOMy4YaThb CRy>XebHble NMcbMa:

- MpurnaleHne nonbaosaTens B Nanky.
» IlHpopMaLIOHHOE COOBLLEHME O MOMbITKE 3arpy3nTb 3anpeLLEHHbI dopmaT.

- OpgHopasoBbIv Napornb ans MecceHpxepa.
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YT106bI HAaCTPOWTb NHTErpaunio:

1. MNepelignte B pasgen NHTerpaunm — MIHTerpauunsa c BHeLWWHel NoYToN.
2. BBeguTe agpec NoYTOBOro cepBepa 1 NopT.

3. HaxkmuTe kHorky CoxpaHuTb.

HacTtpoiikun
Cetn JlomeHHble nveHa XpaHunuia LapanposaHue 1 pennukauvis B, HacTpoliku KoMMoHeHToB VHTerpauyn MepemeHHble OKpyXeHns HacTpolika pecypcos
UnTerpauus ¢ VK Teams HacTpolikn HTerpauun ¢ BHeLWHel noyTon
[y6nupoBaHe aeincTainin
nonb3oBateneli Bo BHELLH/e
Appec cepsepa: smtp.vkwm-02.release.vkwm.ru
XpaHuMwa
WHTerpauus ¢ WOPI- MopT cepaepa: 25

pepakTopom

NuueHsus pegaktopa P7-
Oduc

WHTerpauus ¢ BHeLUHel
NoYTOM

4. 3anycTTe aBTOMAaTUYECKYIO YCTaHOBKY.

HacTponkun cucremol Bl-aHanntukmn

YT06bI NOMYYNTb BO3MOXHOCTb MPOCMaTpPUBaTh CTaTUCTUKY ncnonb3oBaHusa VK WorkDisk B
aoMUHUCTPATUBHON NaHenu ( biz.<gomen> ), B CMMCKE MPOAYKTOB HEOBXOAMMO BKIIOUYUTb onumio Cncrema Bl-

aHannTukn n Kafka BHYTpun NHCTangaunm 1 HaxaTb Ha KHOMKY COXpaHUTD.

/" MpumeyaHue

Ecnu Bbl cnonbayeTe BHelwHUi cepsep Kafka, BTOpyto onumio BKOYaTb HE HYXHO, HO MOTpe6yeTcs BHECTU
[aHHble onsa nogknodeHns. MNpu ncnonbzosaHny Kafka BHYTPW MHCTaNAALMN MOXHO Cpa3y NepexoamnTb K CrIUCKY

ponein.

YT106bl NOAKNOYNTLbCS K BHEWHEeMY cepBepy Kafka, nepengunte B pasgen UHTerpauyum — HacTpoiikin
cuctembl Bl-aHannTnkm 1 3anonHNTE COOTBETCTBYIOLLME NONS.
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HacTpownku

Cetn [omeHHble UMeHa Xpanunuwa LWapauposaHue u pennukaumna b HacTpoiiku KoMnoHeHToB WuTerpauun MepemeHHble OKpyXeHus
WnTerpauus ¢ WOPI- HacTponku nogkntodeHus kK BHelwHeMy cepBepy Kafka
penakTopom
InueHsus penaktopa P7- Anpec cepeepa Kafka + Nobasutb
Odpuc
O e ey Wms Tonuka aHanuTuku Kafka: example: analytics-events
Bl-AnanuTukn 1
Vmst Tonuka noutoBon aHanutuku Kafka: example: mail-events
CH0opLUMK NOYTDI
Mms Tonuka cobbiTun aBTopusauum Kafka: example: security-events

WHTerpauus ¢ apyrumu
uHcTannaumamm VK

WorkMail

[y6nuposaHue gencTsnin
nonb3oBarenei BO BHELLHWE
XpaHunuwa

CoxpaHuTe N3MeHeHus.

MepelgnTe K CNUCKY poseit, KNMKHYB no noroTtuny AdminPanel. BH13y cTpaHuubl HE06XoaMMo co3aaTh
AOMNONHUTENbHbIE POSIN.
1. HaxxmuTe Ha kHonky [lo6aBnuTb — HecKosbKo KOHTEHEePOB.
2. B none YcTtaHOBNEHO He 6onee: BBeauTe 3HayeHue 0. MosaBATCA KOHTENHEPDI AN pacnpeaneHuns.
3. Jo6aBbTe koHTemHepbl s Clickhouse Ha rmnepBr3opPbI 4N XPaHWNLL,

4. Ecnn Bbl ucnonbsyete Kafka BHyTpm nHctanaumm, pacnpepennte KoHTernHepsl ¢ Kafka Ha runepsusopbl

[ON19 6a3 JaHHbIX TEM Xe CNoco60M (C MOMOLLbIO KHOMKY [Lo6aBUTb).

5. Mo OKOHYaHWK reHepaL KOHTEHePOoB 3aMyCTTE aBTOMAaTNUYECKYIO YCTaHOBKY B O6LLel CTpokKe

COCTOAHNA.

Lar 13. Yka)KuTe nepemMeHHble OKpY>XXeHNS

B pasnene npon3BoanTCAd HaCTpOVIKa KaCTOMHbIX NepeMeHHbIX [MaHenn aAMNHNCTPAaTOoPAa.
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HacTtpoiikn

Cetn [lomeHHbie nmeHa Wapaviposakue n pennukauvs 6 HacTpoiiku komnoHeHTos Wnrerpaunn MNepemeHHble OKpyXeHNs

bi-kafia Monb3oBaTenbckue nepemeHHblie adloader: m

bind ADLOADER_LOG_LEVEL 0 -
biz-celery-beat + [o6asuts

biz-celery-worker-pdd

biz-celery-worker-pdd-check CNUCOK BO3MOXHDIX NEPEeMEHHbIX ANS PONN

biz-celery-worker-pdd-high

Wma nepemeHHOR noy O Bapuants
biz-celery-worker-pdd-update

ADLOADER_BIZ_EXTERNAL_REQUEST_TIMEOUT 5s
biz-pravda-kafka-consumer -
bizdb ADLOADER_BIZ_ONPREMISE true
bizf

ADLOADER_BIZ_RPS 1
biznginx
bizpostgres ADLOADER _BIZ_USE_CSRF false
bizredis ADLOADER_DEBUG_PPROF_ADDR 8400
cadvisor

ADLOADER_DEBUG_PPROF_ENABLED false
calico-libnetwork
calico-node ADLOADER_DOMAINS_UPDATE_INTERVAL 5m
carbonapi

ADLOADER_GRPC_ADDRESS 0.0.00:2222

clickhouse-keeper

A BHumaHune

HacTpolika nepeMeHHbIX OKPY>XEHMS BO3MOXHa TOJIbKO NOocsie KOHCYbTauun ¢ npenctasutenem VK.

YT106bl 0,O06aBNTb KACTOMHYIO MEPEMEHHYIO:

1. r_j/
HaxXMuTe Ha NKOHKY 1 kHornky Jo6aBunTb.
2. B BbinagatoLem MeHIO BbibepuTe Ha3BaHNEe NepeMeHHON.

3. Beegute 3HauyeHne nepeMeHHoN. 3Ha4YeHne NepeMeHHON SOMKHO 6biTb BBEAEHO KOPPEKTHO, NHaYe

YCTaHOBLLK HE MO3BOMNT CO34aTb NEPEMEHHYIO.
4. HaxkmuTe Ha KHonky COXpaHUTb.

5. HaxxmuTe Ha KHomky Janee A1 nepexofa K Crefyiolwemy Lwary.

LWar14. 3anycTuTe ycTaHOBKY BC€X MaLUWH

1' E
B Be6-nHTEpdElice yCTaHOBLMKa [TaHen agMUHNCTPAaTOPa KINKHUTE MO UKOHKE pPSOoOM C obLLen

CTpOKOI7I COCTOAHNA B BerHeIﬁ 4YaCTun SKpaHa.

2. MNoaTBeppuTe 3anyck aBTOMaTMYEeCKOM YCTaHOBKY, Ha)KaB Ha KHOMKY 3anyCTUTb.
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[MoaTeBepauTe 3anyck aBToMaTU4eCKon YyCTaHOBKN

ABTOMaTUYecKas yCTaHOBKa 3anyCcTUT NPOBEPKY BCEX LUAroB ¥ NPUMEHWT HaWAeHHbIe U3MEHEHUS.
BbiNonHeHWe oCcTaHOBUTCA B CNeAyIoLNX Cny4asnx:

1. Ecnu war tpebyer 3arpy3aku caitnos;

2. Ecnu war TpebyeT py4Horo 3anycka;

3. MNpou3zowna ownbka B NpoLecce BbINOMHEHUA.

[MpoUeHT KOHTeNHepPOB OAHOW PONK, yCTaHaBNMBaEMbIX O4HOBPEMEHHO:

0

BbinonHexue ycTaHOBKU/NPOBEPKN MOXHO OCTaHOBUTL. B Takom cnyyae ycTaHOBLUMK AOXKAETCA 3aBepLUeHNA

I SanyCTMTb

BbIMONHAEMOrO Luara U NPeKpaTUT yCTaHOBKY/NPOBEpKY.

B 3aBMCUMOCTIM OT 3Tana yCTaHOBKM 6yaeT MeHATbCS LBET MHANKATOPA:
- Cepblii — B OXNZaHUN Ha4yana reHepaumnn.
« CHUI — B NpoLecce reHepauuin.
- XenTbin — war 6yaeT NoBTOPEH (aBTOMaTUYECKN).
- KpacHbii — owmnéka.

3. OxupganTe 3aBepLUEHMa YCTaHOBKI. [1oKa npoLlecc naeT, PsSaoM CO CTPOKOM COCTOSHUSA ByaeT
OTOB6paxaTbCs KpacHas KHoMnka Stop.

Ecnns npouecce yCtaHOBK U HaCTpOI7IKI/I CUCTEMbI MPONCXOAAT NUSMEHEHWA KOHCI)I/IpraLI,I/IVI, HEKOTOpbIe

3agavyn MmoryT I'IOTpe6OBaTb NMOBTOPHOIO BbIMOJIHEHWA.

,D,J'IFI NMOBTOPHOIO 3anycka HEeOB6X0OMMO HaxaTb Ha NKOHKY m B 06LLEeN CTPpOKe COCTOAHNSA B BerHeI?I 4YacTin

SKpPaHa nnnm pagom C Ha3BaHnem KOHKPEeTHOIro KOHTeIZHepa.

War15. UHnunannsnpyinte gomeH n songunte B NaHenb
agMVHUCTpaTopa

Korpa ycrtaHoBka MaHenn agMuHuCTpaTopa 6yaeT 3aBeplueHa, COOTBETCTBYIOLLMIA CTaTyC OTOBPA3NTCA B

CTPpOKe COCTOAHNS.

1. HaxxmunTe Ha kHornky [lanee B NpaBoOM BEPXHEM YITy.
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@ AdminPanel Hactpoiiku O6cnyxusanue O~ Lanee

(> -]
CKpbITb 3aBEpLUEHHbIE O6bekToB BCTpOKe 1 v
[NokasaTb BCcroMoraTtesnbHble KOHTeﬁHepbl prnnmpoeKa Het v

doc-db-01 (100.70.160.6) [ ® s T2 Fo - |

mon (100.70.160.14) EF ® oo

doc-db-02 (100.70.160.7) £ ® (7R - |

doc-front-01 (100.70.160.16) X0 ® a@.

doc-front-02 (100.70.160.2) (2 ® (TR - |

doc-storage-01 (100.70.160.11) EJ ® mﬂ@.

doc-storage-02 (100.70.160.8) [ ® oo

doc-storage-03 (100.70.160.10) E3 ® lnn{o}.

registry1 (100.70.160.14) (3 ® GRs) - |

2. BBeguTte nMa JOMeHa 1 HaXXMUTE Ha KHoMKy JJo6aBUTb.

@ AdminPanel Hactpoitku O6cnyxusanue

Co3apaiiTe nepBbI NOYTOBLIN AOMEH - YacTk email-agpecos nocne "@".

[MoyTOBbLIE AOMEHBI KoHTewnHepsbl

vbastraOmail.onprem.ru

,D,OMeH CHNTaeTCd noaTBepPXAEeHHbIM nocne ,D,O6aBﬂeHVI$I B [MaHenb aAMVNHNCTPAaTOoPAa.

B agpecHyto CTpoKy ckonupyiTe agpec MNaHenn agMMHICTpaTopa 1 BBEAUTE daHHbIE:
- Vimst nonbzoBaTtens — admin@admin.qdit.

- Maponb HaxopguTca B darne — bizOwner.pass, 415 ero NPOCMOTPa BBEAUTE B KOHCON KOMaHAY:

cat <nyTb [0 OUPEKTopuM C ycTaHoBWWMKOM>/bizOwner.pass.

Ecnn normH n napoJib 6b1nn BBEeEeHbl NPaBWI1bHO, Bbl NMoNnageTe B [laHenb AOMUNHNCTPAaTopPa.

A BHumaHune

Mo 3aBepLUEHNN YCTaHOBKIM [OMYCKaETCS TOMNbKO YAaneHne apxnsa, N3 KOToporo 6bin pacnakoBaH AMCTPUOYTYB
B Hayane ycTaHoOBKU. Bce ocTanbHble daiifibl 4OMKHbI OCTaBaTbCs B Narke ¢ gpaiiniom onpremise-deployer_linux.
He ypanante nonb3oBaTtens deployer — aTa y4eTHas 3anvcb NoTpebyeTcs Ans O6GHOBNEHUS U fanbHenLWwen
akcnnyatauuu MNMaHenn agMUHNCTPaTOpPa.
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[Jo6aBneHve JonoJIHNTESIbHbIX AOMEHOB

Ecnwn Bbl nfaHnpyeTe Ncnosb3oBaTb HECKOJIbKO OMEHOB, [06aBbTe VX C MOMOLLbIO KHOMKW p,OG&BI/ITb AOMEH:

l AJJ,MVIHnaHenb mail.ru v | [Jo6aBuTb fOoMeH

&% Monb3osartenv > NMonb3oBaTenun
& AAMMHUCTPATOpS! & Cosg... AKTUBHOC'
@ Nonutuku
dPUNO *
™ Moura >
O Onck >
(O Meccenaxep >

AnpecHas KHura

3 CTpyKTypa opraHusauuii
YnpaBneHne LOMEHOM

KoHdurypaums >

Jlorn n nonesHblie KOMaHAbl

Bce komaHabl, nepevncrneHHble HUXe, crnenyeT BbiNOHATD B KOHCOAN MaLUHbI-MOHUTOPWIHTA.
1. Nepesanyck ycTaHOBLUYIKA:
sudo systemctl restart deployer
2. Jlorn yctaHoBLLU/Ka:
sudo journalctl -fu deployer
3. Cnncok 3anyLeHHbIX KOHTENHEPOB:

docker ps

CtpaHunua 60 13 61


/builds/vk-communications/docs/vkc-docs/workmail/public/disk/admin-panel-integration/11.png
/builds/vk-communications/docs/vkc-docs/workmail/public/disk/admin-panel-integration/11.png

4. JTorm KOHKPEeTHOro KOHTelnHepa:

sudo journalctl -eu uMA_KOHTeWHepa

5. CtaTyC KOHTelHepa:

systemctl status mMsA_koHTenHepa

6. NocMOTPETb CNUCOK KCTOMaHHbIX» KOHTENHEPOB:

docker ps -a|grep Exit

7. nOCMOTpeTb CNCOK BCeX HE 3anyCTUBLLUNXCA KOHTeI7IHepOBI

sudo systemctl | grep onpremise | grep -v running
8. YoanuTb KOHTENHep:

sudo docker rm uMMsi_KOHTeWHepa

& AsTop: Npy3ges HukunTa

( 11 HosiBps 2025r.

CTtpaHunua 6113 61
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