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Ha3HayeHe fOKyMeHTa

B mokyMeHTe onvcaHa npoLeaypa KnactepHol ycTaHoBkU Jockn. MUHManbHOW OTKa30yCTONYNBOINA
KOHdUrypaumen ans ycTaHOBKM CUCTEMbI CYATAETCH KNTacTeP Ha 8 MaLLVH.

Tpe6oBaHNs K agMUHNCTPaTOpPam

« 3HaHuMe Linux Ha ypOBHE CMCTEMHOIO agMNUHNCTPATOPA.

+ 3HaHMe OCHOB PaboTbl CruCcTeM ynpaBneHus 6asamu gaHHbIx (CYB[).
« 3HaHMe oCHOB PaboTbl Cnyx6 kaTanoros (Directory Service).

« [ToHNMaHNe OCHOB KOHTENHEpPU3aL .

« 3HaHMe OCHOB PabOoTbl CETEN N CETEBbBIX MPOTOKOOB.

» 3HaHNe OCHOBHbIX IHCTPYMEHTOB A9 pabOoThl B KOMaHAHOU CTpoke: bash, awk, sed.

JononHnTenbHas [OKYMEHTaLus

YT0 penatb, ecnu Npu BXOLE B NMaHesb agMUHNCTPAaTOPa NOSBASETCS oLnbKa «HeEBEPHbIN Naposiby
Kak 06HOBUTb NNLEH3VIOHHDbIN KoY
YCTaHOBLLMK HE MOXET NOMy4YnTb 4OCTYN A0 rMnepBr3opa

HacTporika nnterpauun ¢ Active Directory

CxeMma TeCcTOBOIO KJlacTepa

BHe 3aBMCUMOCTY OT pa3mMepa KilacTepa HY>KHO cobiofaTh CleayioLllee COOTHOLEHNE BUPTYasbHbIX MaLUVH:
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MuH1ManbHas OTka3oycTonYmMBas KOHPUIrypauys Ha 8 MmalluviH, KoTopas 6ygeT onvcaHa B LOKYMEHTE, BbIrnagunT
TakM 06pasom:

+1BM oTBOAUTCS NOA MOHUTOPWIHT,

« 2 BM — nopg, $poHTh;

« 2 BM — nop, 6a3bl JaHHbIX;

+ 3 BM — nopg xpaHunuia.

OuncTtpunbyTtmne Jockn n dann onpremise-deployer_linux AOSMKHbI HAXOAUTbCS Ha MMNEPBU30OPE, OTBEAEHHOM
nog, MOHUTOPVIHT.

TexHn4yeckune Tpeb6oBaHUA

I'Iop,p,epxmsaelvlble onepaunoHHble CUCTEeMbl 4J19 YCTaHOBKW ,D,OCKI/lI

- Astra Linux SE Open — Bepcusa 1.7.5+, Bepcus sgpa — 5.15.

- Astra Linux SE Open — Bepcuisi 1.8, Bepcua sgpa — 6.1.

- PEQ, OC — Bepcua 7.3.5, Bepcusa aapa — 6.1.

- PEQL OC — Bepcua 7.3c (cepTudunumpoBaHHas), Bepcus agpa — 6.1.
- PEQL OC — Bepcuia 8, Bepcus agpa — 6.6 nnn 6.12.

+ MosOS Arbat — Bepcus 15.5, Bepcus agpa — 5.14.
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ApxntekTypa cuctembl — X86_64.

OB6HOBNATb ONEPALMOHHYIO CUCTEMY MOXHO TOJbKO Ha NOAAePX1BaEMYIO BEPCUIO 1 TOSbKO NOCHe
kKoHcynbTauun ¢ npegctasutenem VK. Cnucok nogaepxxmnsaembix OC MOXET 6blTb YTOYHEH B paMKax paboT no
NHOVBUAOYaNbHOMY NPOEKTY.

BHumaHmne

Y7066l [locka VK WorkSpace paboTan KOPPEKTHO, HY>KHO YCTaHOBUTb onepaTnuBHoe o6HoBNeHue agpa OC
yKasaHHOI BbilLe Bepcum. Bepcusi omkHa 6biTb akTyaslbHOM Ha MOMEHT YCTaHOBKM.

Kak npaBuibHO HAaCTPOUTb aHTUBMPYC Ha cepBepax

Ha Bcex MalLnHax NpoBepbTe aHTUBMPYCHOE PELLEHNE U BbIMOMHUTE ClieaytoLe HaCTPOWKN:

- [lo6aBbTe B NCKMNIOYEHUS:

+ /opt/mailOnPremise — AaHHble NpuIoXxeHun, norn, b, xpaHnnuwa. Henbsa getanusnposaTtb dannbl

nogkaTanoru, Hy>KHO 4o06aBNTb BECb KaTanor /opt/mailOnPremise B UCKJTIOYEHUS.
« /home/deployer/ — OaHHblE AN NHCTANASTOPA, YCTAaHOBKA OB6HOBIEHN.
- nckun gns xpaHnnuiia.
« /var/lib/docker/ .
« OTKIIOUMTE NPOBEPKY KOHTEMHEPOB: ScanContainers: No, ContainerNameMask: * .
« He HacTpaunBanTe firewall Ha cnepytolyie ceTeBble NHTEPPENCDI:
. cali*
- docker*
- wireguard*
- tun*
- [lo6aBbTe B UCK/TIOYEHMS MyBAVYHbIe MOPTbl U3 pa3aena Crvcok NopTOB A5 YCTaHOBKN

- Ecnu Bbl ncnonbayete KESL, TO Ha cepBepax 415 CEPBUCOB KOHTENHEPU3aLMM OTKITIOUMTE 3a4a4n No

3aLuTe OT BE6-Yrpos U 3alLyTe OT CETEBbIX YrPo3.

+ BHUMaHune

He BHOCUTe n3meHeHus B Npasuna iptables.
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Mpumep HacTponkn napameTpos OC

A Ba)xHO

YcTaHOBKa AaHHbIX napamMeTpOoB BO3MOXHa TOJIbKO NMocsie KOHCYyNbTaun C BallMn CNCTEMHbIMU
AAMVHUCTpPaTopamMu.

1. Cospante dann /etc/sysctl.d/98-vkworkspace.conf € HacTponkamu sysctl:

kernel.pid_max=4194304

net
net.
net
net.
net.
net.
net.
net.
net.

ipvé6.conf

ipvé6.conf.
.nf_conntrack_max=4194304

netfilter

.ipv4.tcp_tw_reuse=1
netfilter.
.netfilter.
ipvé6.conf.
.default.disable_ipv6=1

nf_conntrack_tcp_timeout_time_wait=3
nf_conntrack_tcp_timeout_fin_wait=5
all.disable_ipv6=1

lo.disable_ipv6=1

ipv4.tcp_syncookies=1
ipv4.ip_forward=1

2. Cospante daiin /etc/security/limits.d/98-vkworkspace-limits.conf C HaCTpOMKaMu NVIMUTOB:

* % ok X

root
root
root
root

hard nofile 1048576
soft nofile 131072
hard nproc 257653
soft nproc 131072
hard nofile 1048576
soft nofile 262144
hard nproc 514106
soft nproc 262144
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/" [DononHuTenbHble HaCTPOIKK ANs cepTudnLMpoBaHHoii PEf, OC 7.3

®aiin /etc/sysctl.d/98-vkworkspace.conf € HacTpoiikamu sysctl ans ceptunumposaHHon PE[, OC 7.3

6y,u,eT oTnn4aTbCaA:

kernel.pid_max=4194304

net

net.
net.
net.
net.

.ipv4.tcp_tw_reuse=1
ipv6.conf.all.disable_ipv6=1
ipv6.conf.default.disable_ipv6=1
ipv6.conf.lo.disable_ipv6=1
ipv4.tcp_syncookies = 1

[o yctaHosku MNoytbl VK WorkSpace:

a. BHecuTe nsmeHeHne B KoHpurypauumm /etc/systemd/system.conf :

b. YcTaHoBUTE cnepytowme naketbl 13 penosuntopus PEL OC 7.3, nocTaBnssieMoro ¢ onepawioHHOMN

DefaultLimitNOFILE=524288:524288

CYCTEMOW:

- docker-ce-cli-20.10.24-1.el7.x86_64

- docker-ce-rootless-extras-20.10.24-1.el7.x86_64
- docker-ce-20.10.24-1.el7.x86_64

- docker-ce-20.10.24-1.el7.i686

- docker-compose-2.29.2-1.el7.x86_64

- docker-compose-switch-1.0.5-1.el7.x86_64

YCTaHOBUTb NakeTbl MOXHO C MOMOLLLbIO KOMaHb:

yum install docker-ce-cli-20.10.24-1.el7.x86_64 docker-ce-rootless-
extras-20.10.24-1.el7.x86_64 docker-ce-20.10.24-1.el7.x86_64 docker-
ce-20.10.24-1.e17.i686 docker-compose-2.29.2-1.el7.x86_64 docker-compose-
switch-1.0.5-1.el7.x86_64

/’ [AononHuTtenbHbie HacTponku gns MosOS Arbat

YcTtaHoBuTe docker 20.x n docker-compose 13 penosutopus MosOS:

zypper install -y docker docker-compose bind-utils ncat
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/" DononHutenbHbie HacTpownku gns Astra Linux1.8
[o yctaHosku MNoutbl VK WorkSpace:

a. B danne /etc/default/grub, B CTPOKY NnapameTpa GRUB_CMDLINE_LINUX_DEFAULT po6aBbTe

parsec.execstack=1:
GRUB_CMDLINE_LINUX_DEFAULT="parsec.mac=0 quiet net.ifnames=0 parsec.execstack=1"

b. BbinonHuTe komaHay sudo update-grub .

c. Mepesarpyante MaLLNHY.

3. MpuMeHNTE N3MEHEHNS:

sysctl -p /etc/sysctl.d/98-vkworkspace.conf
sysctl --system

Vinn nepesarpyanTte onepawuvioHHyo CUCTEMY.

Tpe6oBaHNA K pecypcam cepBepoB

4 BHumaHune

TpeboBaHNS HXKE He y4nTbIBatOT PaboTy aHTUBMpPYCca, DLP 1 opyrux 4ONOAHUTENbHbBIX CUCTEM YCTaHaBANBaEMbIX
Ha cepBepa. TpeboBaHNUS YYMTbIBAIOT TOSIbKO 6a30Bble bYHKLIW, EC Bbl XOTUTE BKIIOYNTb AOMOSMHUTESNbHbIE
MpopayKTbl, TO NpenBapuTeSbHO NPOKOHCYNLTUPYATECH ¢ NpeacTaBuTenemM VK o 4ONONHUTENbHbBIX CUCTEMHbIX
TpeboBaHusIX.

Mo Bonpocam co3paHna Cai3nHr-MOAeny CneumnanbHo AN Ballen KOMNaHUM 06paTUTECh K NpeacTaBUTENsIM
VK. MuHnmanbHble TEXHUYEeCKMe napaMeTpbl 4159 8 MaLUViH:

- YcTaHoBLWYIK + MOHUTOPWUHT: 8 VCPU, 16 GB RAM, 200 GB SSD;

« ®poHT N21: 16 vCPU, 40 GB RAM, 150 GB SSD;

« ®poHT N2 2:16 vCPU, 40 GB RAM, 150 GB SSD;

- basa paHHbix N21: 16 vCPU, 20 GB RAM, 150 GB SSD;

- baza pgaHHbix N22: 16 vCPU, 20 GB RAM, 150 GB SSD;

« XpaHnnuwe N21: 8 vCPU, 16 GB RAM, 250 GB SSD;

« XpaHnnuwe N22: 8 vCPU, 16 GB RAM, 250 GB SSD;

« Xpanunuwe N23: 8 vCPU, 16 GB RAM, 250 GB SSD.
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& PekomeHpaums

Mcnonbsyinte npoueccopsl Intel Xeon Gold 6140 n HoBee.

Kak ncnosnbsoBaTtb CUCTEMbI BUpPTYyailnsaumn

Ecnu Bbl Mcnonb3yeTe cUCTeMbl BUPTYanusaLmm onsa passeptbisaHnsa cepepos VK WorkSpace Heobxonunmo
YUYUTBIBaTb OCOBEHHOCTU BbIAENEHNS PECYPCOB:

vCPU

He ponyckainte nepenognucky. CymmapHble VCPU Ha XOCTe He OOMKHbI NPeBbILLIaTb KONNYECTBO PU3NYECKMX
a0ep, BblAENEHHbIX BCeM BUPTYaslbHbIM MalLHaM. [1pr aTOM He pekomMeHayeTcs cuntaTb Hyper-Threading
NOSIHOLLEHHbIMU iapaMN.

He BblgenanTe ogHOM BUPTYaibHOM MaLlLUMHE KOIMYECTBO S4ep 60/blUe, YEM KOIMYECTBO A4eP Ha PU3NYECKOM
cokeTe.

RAM

He HasHavanTe cymmapHyto VRAM Bbiwe dusmdyeckorn RAM xocTa.

MexaHn3mMbl 3KOHOMUKN NaMATN

He BkntovanTe mexaHnamsbl ballooning n cxatusa namsaTu.

swap

He ncnonbayinte swap — Kak Ha rmnepBrn3ope, Tak i BHYTPY BUPTYasbHbIX MaLUWH.

PezepBunpoBaHNa pecypcoB BUPTYyasibHbIX MaLUH

YcTaHaBAMBanTe BCIO BbIAENEHHYIO MaMsTb 1 MPOLLECCOpPbl B pe3epB A1 BUPTYasbHbIX MaLLUNH CUCTEMbI.
XpaHunuwe

He ncnonbaynrte TOHKME ancku (auckim Tmna Thin) — gUCKX C OTNOXEHHbBIM BblAeNIeHeM MPOCTPaHCTBa Ha
CX[O.

Ta6nuua coBMecTMOCTIA

TexHonorusa Bepcusa
MecceHaxep n BKC He CTapLue OBYyX NOCAEOHNX BEPCUiA

MS Exchange Server 2013/2016
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TexHonorusa Bepcusa

Keycloak 17, ¢ ncnonbzoaHnem OAuth 2.0
Kerberos 5
P7-Od¢unc 2024.4.2.721

/" MpumeuyaHue

Keycloak aBnsieTca BHELUHUM NPOBaN4epoM ayTEHTUDVKALVOHHON HPOPMaLuK (Proxy) U He BbICTyNaeT B

KayecTBe nonHoueHHom IDM cuctemsl.

MpepBapuTenbHble YCNOBUS

MNpepcTasutenn VK npegocTtaBunv Bam cnegylowme gaHHble:

« CcblfIKy Ha ckayvBaHe gucTpunbyTnsa Jockun 26.2.
- [Maponb oT apxmBa C ANCTPUBYTUBOM.
« JINUEH3VOHHDIN KoY.

- KomnnekT gokymMmeHTauun.
Takxe Bam noTpebyeTcs:

« Habop DNS-3anucen: A, CNAME, MX, SPF, TXT, NS.

- Moppepxxka npoueccopamn Habopa NHcTpykumin 3BDNow, ADX, AES, AVX, AVX2, BMI, BMI2, CMOV, MMX,
MODE®64, NOT64BITMODE, NOVLX, PCLMUL, SHA, SSE1, SSE2, SSE41, SSE42, SSSE3 1 XOP ons kaxaoro

rmnepsun3opa.

« DKIM-nognuce c cenekTopamu g Kaxgoro gomeHa (unuv Heckonbko DKIM ¢ pa3HbiMy cenekTopamu s

OHOro JOMEHA).
- docTyn K cepBepam no SSH ¢ npaBamMu agMUHNCTPATOPA (BXOA, MO KJIOYY UV MO Naposto).
- lokanbHas ceTb 10 GbE.
« OTKNIOYNTb SWap.
« Ceptudukatol SSL gnga kaxgoro CNAME vnn Wildcard-ceptudukat gna gomeHa.
- docTtyn k nopTtam: 25, 2525, 80, 143, 443, 465, 993,1025.
- [locTyn K agMUHNCTPATUBHbIM NopTaM: 22, 8888*.
- tar.
« YTnuta gnsa pacnakoBKW Zip-apXnBOB, HaNpUMep 7zip uam unzip.

- Active Directory nnu gpyras cny>x6a katanoro, pabéoTatowas no npotokony LDAP.
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YTO6bl 06ecneunTb 6e30nacHOCTb [1OCKM, Ha BaLlLUX cepBepax SOKHbI 6blTb JOCTYMHbI TO/IbKO HEOBXOONMbIE
noptbl. Ans gocTtyna k Be6-nHTepdercy: 80 (http), 443 (https). Bbl 4OMKHBI cCamMu onpenenunTb, C Kakux IP-

afpecoB 6yayT AOCTYMHbI MOPTbHI.

MopT 8888 ncnonbsyetcs cepsmncom deployer (yCTaHOBLLMK). PekoMeHayeTCs NPUMEHSTb clegytoLine

HanOXeHHble CPeaCcTBa 3aLnTbl:
- OTaenbHbIi MTLS npokcur-cepBep ¢ 0693aTeNbHON NPOBEPKOW KNMEHTCKNX CEPTUPUKATOB. YNpasneHne
KoYamu nponcxoant nocpenctsom PKI 3akasuumka.

- VlcnonbsoBaHune (Me)K)CGTeBbIX SKPaHOB KaK Ha Ol'lepaLl,I/IOHHOI‘/‘I cncrtemMe cepBepa yCTaHOBLMKA, TaK N Ha

aKTVIBHOM CETEBOM O60PYO0BaHNN.

- [lpokcun-cepsBepa Ana aytTeHTudrKauum N asTopmsaulny nocpecTBOM NpocToro napons, Kerberos nnu

OOMEeHHOro napong.

MOXHO MCNOob30BaTb HECKOJIbKO 13 NepeynCneHHbIX METOA0B. Bbibop MeTofa OCyLEeCTBASETCS UCXOAS 13
TEXHNYECKNX BO3MOXHOCTEN MHPPaCTPYKTYpPbl 1 TpeboBaHMin MHGOPMAaLMOHHON 6€30MacHOCTN.

MpoBepbTe cocTosiHMe SELinux

Ha kaxpom cepBepe npoBepbTe Tekyuiee coctosaHne SELinux:
sestatus

I'IapalvleTp SELinux status [OSMKEH MMETb 3Ha4YeHne disabled . Ecnm BbiBOAUTCS Opyroe 3HadyeHune:

1. OTKponTe gna pepakTnpoBaHusa Gamn /etc/selinux/config.

2. NlameHuTe 3HayeHre napameTpa SELINUX Ha disabled .

3. MNepeszarpysnte onepaLmoHHYIO CUCTEMY.

4. MoBTOpPHO NpoBepbTe cocTosiHME SELINUX C NOMOLLbIO KOMaHObl sestatus .

5. MapameTp SELinux status gonxeH nmeTb 3HadeHune disabled. SELinux 6yoeT OTK/IIOYEH.

Kak paéoTtaTb ¢ Wildcard-cepTtunpukaramm

OpawvH wildcard-cepTudurkaT OXxBaTblBaET TOMbKO OOVIH YPOBEHb NOAAOMEHOB. DTO O3HavaeT, yTo wildcard-
cepTuduKaT BbIMYLEHHbIN A5 domain.ru 6yaeT AeNCTBUTENbHbIM 419 BCEX M0 Cy60,0MEHOB TPETHETO
YPOBHS, HO He ByaeT paboTaTb 418 YeTBepToro. COOTBETCTBEHHO €C/ HEOBXOAMMA 3alLMTa NOALOMEHOB
4YeTBEPTOro 1 fJanee YPOBHEN HY>XHO MONYy4YnNTb OTAENbHbIN wildcard-cepTudukaT g poanuTenbckoro oMeHa
Kaxgoro ns Hux. Hanpumep, gomen gns [lockn onprem.ru, Torga B cepTudukaT Heo6XxoamMo 0o6aBUTb OANH

OOMEH: *.onprem.ru

Kakue npoTtokosnbl ncnonbayet JJocka

« HTTPS gnga poctyna K Be6-nHTepdency [Jockn ¢ ncnonb3oBaHvem TLS.
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- Kerberos nnn NTLM — npoTokon B3anmopgeicteusa ¢ Active Directory knuneHTa.

« IPin IP — npoTokon TyHHennpoBaHus IP.

3awunTa ceTeBbIX coegHeHN

[Nns 3aWmThl cETEBbIX COEANHEHNIA MexXnay cepBepamMmi, BUPTYallbHbIMU MallIHaM N KOHTeVIHepaMM CCTEMbI

ncnonbsyetcs MO WireGuard.

O6s3aTenbHble NpeaBapuTesibHble AeNCTBUS

HacTtpowuTte poTauyuio noros B journald

BbinonHuTe warn n3 nHCcTpykuum Kak HacTponTb poTaLmio Noros B journald.

Co3paHune DNS-3anuncen

[.ns paboTbl [JOCKM BaM HY>Hbl:

- OCHOBHOU JOMEH A9 JOCKN.

« Habop A- nnn CNAME-3anucein.

/' TMNpumeuanne

B cnyyae knacTepHom yCTaHOBKIM €CTb MUHUMYM AB€E BUPTYaslbHble MallHble BbiAeneHHble nod GpoHT. NoaTomy
BaM HY>XHO o6ecneynTb Pe30osiBUHI BCEX AOMEHHbIX MeH B IP-agpeca MaluviH, BbiAeneHHbIX nog, GpoHT.
PesoneBnHrom HasbiBaeTcs npouecc nonyyeHus IP-agpeca no cumBonnyeckomy MMeHu. Hanpumep, Bbl MOXeTe
co3pgaTb ABe A-3anncu ¢ OANHaKOBbIMI VIMEeHeM, HO pasHbiMu IP-agpecamn oT MalnH nog, GPOHT.

[lna npymepa B JOKYMEHTe ByOeT NCnonb3oBaTbes [JoMeH ans cepBUcoB [LocKn — onprem.ru .

BHumaHune
13MeHsATb CTPYKTYPY OCHOBHbIX SOMEHOB 3anpeLleHo! HecobniogeHne CTPYKTYpPbl 1 YPOBHS JOMEHOB MOXET

NPUBECTU K yTeuke AaHHbIX Yepes Nnpobpoc cookies. Takxe Bbl CTONKHETECH C OLUMBKaMM Ha 3Tane HaCTPOWKN

OOMEHHbIX NMEeH.

Hanee B Tabnuue npepctaBneH cnncok A- nnu CNAME-3anuncei, KOTopble HY>XHO cO3[aTh Nepes yCTaHOBKOM.

ﬂ,OMeHbI 13 TabnL, OMKHbI ABNATbCSA NoggoMeHaMun ans O0BYX OCHOBHbIX.
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Kak co3paeTca gomMeH: account (Cy6ooMeH 13 Tabnuubl) + onprem.ru (OCHOBHOWM JOMEH 13 NpUMeEpPa,
KOTOPbI Bbl 3aMEHUTE CBOUM) = account.onprem.ru .

HasHayeHune pomeHa Nmsa pomeHa Mpumep

JomeH ons npoBepkn gocTyna access access.onprem.ru
Be6-nHTepdelic aBTopursaumnm account account.onprem.ru
[JomeHHas aBTopu3aLms (BHYTPEHHME 3anpoChl auth auth.onprem.ru
6pay3epa)

VHTepdenc agMMHNCTPUPOBaHNS biz biz.onprem.ru
NuTerpaumns c APl NMoutbl VK WorkSpace corsapi corsapi.onprem.ru
CkaumBaHue cynepanna VK WorkSpace dl dl.mail.onprem.ru
CepBuc aBaTapokK filin filin.onprem.ru
VicnonHsemble cTaTnyeckune gaHHble imgs imgs.onprem.ru
OAUTH2-aBTOpUM3auus 02 02.onprem.ru
O6LwenopTanbHble CEPBUCHI aBTOPU3aLLUN portal portal.onprem.ru
[JowmeH pons obnaka, peanusyiowiero APl S3 hb hb.onprem.ru
LomeH ona server side Bsaumogencteus ¢ lNoyton serverside- serverside-

VK WorkSpace api api.onprem.ru
CepBep aBTOpPU3aLMN (MEXCEPBEPHbBIE 3aMPOChI) swa swa.onprem.ru
Appec knneHtckoro APl MecceHngxepa n BKC u u.onprem.ru
OcHoBHoW gomeH [Jocku board board.onprem.ru

BHUMaHune

3MeHATb LOMEHHbIE MEHa 13 TabnuLbl 3anpeu.|,eHo! YcTaHOoBLMK ncnonblyeT X Npu pa3BepTbiIBaHN CUCTEMbI.

Ecnu npw ycTaHOBKE He ByAeT HalgeH COOTBETCTBYIOLLIA LOMEH, MOXET NPON30NTI CEON.
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NMoaknioyeHne gNCcKos

K malmnHam, oTBeAeHHbIM Nof, XpaHUInLa, PEKOMEHAYETCS 3apaHee NOoAKoUNTb ANCKN. [oaknoYeHHble

OVICK HEOBXOOMO pa36VITb Ha pasfgenbl, 4Jid 9TOro MOXXHO NCNoJ1Ib30BaTb nobble npwBbIYHbIE YTUNNTDI,

Hanpumep fdisk.

Ha pasgenax ANckoB HEoBXxoAMMo co3paTtb pannosylo cuctemy. Mbl pekomeHgyem ext4d, Takxe

nogaepxusaetcs xfs.

Mpumep KoMaHgbl 05 co3panHna GannoBom cuctembl exts:

mkfs.ext4 <nyTb K ycTpoucTBy>

BHumaHmne

MuHManbHbI pasmvep pasgena gucka, NCnosibdyemMoro nog xpaHunuwe, coctaesnset 25 GB.

CnncoK NopToB A1 YCTaHOBKN

YT106bl 06ecneunTb 6e30nacHOCTb [JOCKM, Ha BalLMX CEpPBEPaXxX JOKHbI 6biTb JOCTYMHbI TO/TIbKO HEOBXOONMbIE

nopTbl. Ans gocTyna k Be6-nHtepdericy: 80 (http), 443 (https). Bbl 4OMXHBI cCaMy onpeaennTb, C Kakux IP-

afpecoB 6yayT AOCTYMHbI MOPTbI.

MpoTokon

TCP

TCP

TCP

TCP

MopT

9091

5000

2379

2380

Cnyxe6a/
KoHTeliHep

calico-
node

registry

infraetcd

infraetcd

OnuncaHue
cny>xébi/
KOHTelHepa

demoH
ONHaMUNYeCKom
MapLlpyT3aLmm

XpaHunuwe
docker-o6pasoB

etcd, koTopoe
XpaHnT
VHPPACTPYKTYPHbIE
JaHHble, Hanprvep
HaCTPOVIKK CETI

etcd, koTopoe
XPaHUT

NHPPACTPYKTYpPHbIE

HasHauyeHune
nopra

C6op meTpuk
prometheus

[NopknoueHmne K
cepsucy

MNogknioyeHmne
KJINEHTOB
(noTpebuTtenein)

Ob6LeHne mexay
MHCTaHcamu etcd

KTo o6paLiaeTcs

victoria-metrics

Bce malumHbl
NHCTanNnaumnmn

Bce mawmHbl n
KOHTEenHepbI
VHCTannaumm

Opyrue infraetcd
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MpoTokon

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

MopT

4001

8080

9100

2003

2004

22

179

8888

Cnyx6a/
KoHTeliHep

infraetcd

cadvisor

node-
exporter

carbclick

carbclick

sshd

Bird

OnuncaHue
cny>xébi/
KOHTelHepa

OaHHbIe, Hanpunvep

HaCTPOVIKK CETIU

etcd, koTopoe
XpaHnT

MHPPACTPYKTYPHbIE
JaHHble, Hanprvep

HaCTPOVIKK CETI

VIHCTpyMmeHT

CHATNA TenemMeTpunmn

C KOHTENHEPOB

VIHCTpyMmeHT

CHATNA TenemMeTpunmn

C rmnepBnsopos

Cepsuc, KOTOpPbIN
nPUHUMaeT
MEeTPUKMN 1
nepenaeT 1x B
clickhouse

Cepsuc, KOTOpPbIN
npEUHUMaeT
METPUIKIN 1
nepepaeT nx B
clickhouse

[emoH
onepaLvioHHON
CUCTEMDI,

npenocTaBnALWMIA

KOHCOIJ1b
Nnosib3oBaTesito

Calico. PaboTta BGP

ceccunin

MpunoxeHwnsa gns
YCTaHOBKU 1

HasHaueHune
nopra

MNogknioyeHmne
KJINEHTOB
(noTpebuTtenein)

C6op meTpuk
prometheus

Coop meTpuk
prometheus

Mprem MmeTpurk

Mprnem meTpuk

ssh nogknoyeHns

KTo o6paLtaeTcs

Bce mawmHbl n
KOHTEeNHepbI
VIHCTannauunm

victoria-metrics

victoria-metrics

Io6ble
KOHTENHEPDI

Jlio6ble
KOHTenHepbl

Onpremise-
deployer

Mexay Bcemu
cepBepamun
cUCTEMDI

ALQMUHCTPATOPb
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MpoTokon MopT Cnyx6a/
KoHTeliHep

onpremise-
deployer

UDP 2003 carbclick

DTanbl yCTaHOBKW

OnuncaHue
cny>xébi/
KOHTelHepa

HayasibHOW
HacTpouku VK
WorkSpace

Cepsuc, KOTOpPbIN
npEUHUMaeT
METPUKIN 1
nepepaeT nx B
clickhouse

Becb npouecc ycTaHOBKM MOXHO pasfenuTb Ha ABa aTana:

HasHaueHune KTo o6paLtaeTcs

nopra

NopknioyeHne

afMUHNCTPaTOPOB

Mprnem meTpuk Jlio6ble
KOHTenHepbl

1. B KOMaHZHOI CTpOKe Ha cepBepe BbINOJIHAIOTCA AEICTBUSA A5 3anyCKa YCTaHOBLLYKA.

2. Mocnepytolas yCTaHOBKa MNPON3BOANTCS B CrielunanbHOM BE6-nHTepoeiice.

Hencrenga B KOMaHAHON CTPOKe Ha cepBepe

LUar 1. Co3pganTe nonb3oBatens deployer

[Mpwn KNacTepHOW yCTaHOBKE BaM HY>XHO CO34aTb NMosib3oBaTtens deployer n ckonmpoBaTb Ssh-Ktoum Ha BCeX

BUPTYasbHbIX MalUMHax B knacTepe. Heob69a3aTtenbHO 006aBNATb OAUH U TOT Xe sSh-kJitoyY, rmaBHoOe, YTo6bl BM ¢

YCTaHOBLLMKOM MMena goctyn no ssh k gpyrum BM B knactepe. Hnxe anroputim, KOTOPbIA Hago BbIMOHUTDL Ha

BM c ycTaHoBLUKOM. Ha OCTanbHbIX MalLMHax HY>XHO cO3a4aTb nonb3oBatens deployer n ckonnpoBaTb ssh-

Knoun. /home/deployer/.ssh 1 /home/deployer/.ssh/authorized_keys [OSIKHbI 6biTb C NpaBamu 600

1. B komaHgHOIM CTpPOKe BbINOIHNTE NocniefoBaTe/ibHOCTb KOMaHL,:

Astra Linux

sudo -i

# 3ajaeMm naposb U cospaeMm nonb3oBaTena deployer

DEPLOYER_PASSWORD=mURvNxJ9Jr

useradd -G astra-admin -U -m -s /bin/bash deployer

echo deployer:"SDEPLOYER_PASSWORD" | chpasswd
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# Wrnopupyem ouwn6bky "HEY[JAYHbIA MAPO/Ib: error loading dictionary"
# B clyyae, ecliM OHa nosiBUsacb

# lMepenorunHuBaemcs nop nonb3oBaTeniem deployer
sudo -i -u deployer

ssh-keygen -t rsa -N
# Haxvumaem Enter (cornacutbcs ¢ BapMaHTOM MO YyMOJYaHUI)

# Konupyem ssh-Kfl4 B HYXHYW OUPEKTOPUID
cat /home/deployer/.ssh/id_rsa.pub >> /home/deployer/.ssh/authorized_keys

chmod 660 /home/deployer/.ssh/authorized_keys

# OnuMoHanbHO: MpoBepsieM, 4YTO caMu K ce6e MOXeM 3anTu 6e3 mapons
ssh deployer@localhost

exit
PE[Q OC
sudo -i

# 3apmaem Mapofib U cospgaeM nonb3oBaTena deployer
DEPLOYER_PASSWORD=mURvNnxJ9Jr

useradd -G wheel -U -m -s /bin/bash deployer
echo deployer:"SDEPLOYER_PASSWORD" | chpasswd

# lMepenorunHuBaemca nop nonb3oBaTensa deployer
sudo -i -u deployer

ssh-keygen -t rsa -N
# Haxvumaem Enter (cornacutbcsa ¢ BapMaHTOM MO YyMOJYaHUI)

# Konupyem ssh-KflY B HYXHYW OUPEKTOPUID
cat /home/deployer/.ssh/id_rsa.pub >> /home/deployer/.ssh/authorized_keys

chmod 660 /home/deployer/.ssh/authorized_keys

# OnuMoHanbHO: MpoOBEpPsieM, 4YTO caMu K ceb6e MOXeM 3anTu 6e3 napons
ssh deployer@localhost

exit
MosOS Arbat
sudo -i

# 3apaem naposb M co3paem nonb3oBaTens deployer
DEPLOYER_PASSWORD=xJ9JrmURvn
groupadd deployer

useradd -p "$(openssl passwd -crypt "SDEPLOYER_PASSWORD")" deployer
usermod -aG wheel deployer
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# MosOS aBTOMaTM4YeCcKW He co3gaeT Fpynny Ans HOBOrO Mojib3oBaTess

usermod -aG deployer deployer
mkdir -p /home/deployer/.ssh
chown deployer:deployer /home/deployer/.ssh

ssh-keygen -t rsa -f /home/deployer/.ssh/id_rsa -N ""
# Haxvumaem Enter (cornacutbcs ¢ BapMaHTOM MO YyMOJYaHUI)

# Konupyem ssh-Kfl4 B HYXHYW OUPEKTOPUID
cat /home/deployer/.ssh/id_rsa.pub >> /home/deployer/.ssh/authorized_keys

chmod 660 /home/deployer/.ssh/authorized_keys

chown deployer:deployer /home/deployer/.ssh
chown deployer:deployer /home/deployer/.ssh/#*

# ONuMOHaNbHO: MpoBepsieM, 4YTO camMu K ce6e MOXeM 3aWTu 6e3 mapons
ssh deployer@localhost

exit

A BHumaHune

Bcs panbHelwas ycTaHOBKa ByaeT NPOon3BOAUTLCS NOf, CO3AaHHbIM nofb3oBaTenem deployer. Ecnu bl
nnaHnpyeTe yCTaHaBAMBaTb Nog, 4PYIM Mob30BaTENEM, 3TO HEOBXOANMO YUYNTbIBATb NPW falbHENLWen
yCTaHOBKe. Takxe Nonb3oBaTesib AOSKEH NMETb NpaBa agMUHUCTpAaTOoPA.

2. BoinonHute kKoMaHgy sudo visudo .

3. B dainne /etc/sudoers ybepute # B Hayane cnepyiowen CTPOKK:

Astra Linux

# %astra-admin ALL=(ALL) NOPASSWD: ALL
PELO OC

# %wheel ALL=(ALL) NOPASSWD: ALL
MosOS Arbat

# %wheel ALL=(ALL) NOPASSWD: ALL

4. Boingute ns Vim c coxpaHeHnem dalina.

To e camoe MOXHO caenaTtb C MOMOLLbIO pefakTopa hano:
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sudo EDITOR=nano visudo
# HaxoOuMm HyXHYl CTPOKY, ypansem # B ee Havdane
# BbixoOMM M3 nano C COXpPaHEHUEM W3MEHEHUN

Lar 2. Pacnakynte guctpuéyTmnBe

1. PacnakyinTe gucTtpubyTne nog nosb3oBatensa deployer (B gupekTopuio /home/deployer ). Bol MOXeTe
pacrnakoBaTb apXxmB C AUCTPUBYTUBOM 1 B LPYryto Nanky M cos3gatb nognanky. HeT pasHuLbl, Kakum
aApPXMBATOPOM MOMb3oBaTbCA. Huxe npuBegeH npumMep gs unzip:

Astra Linux

# ECNM Ha MawuHy He YCTaHOBJIEH Unzip, cKayMBaem ero:
sudo apt-get install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -0 <uMsA_apxuBa>
PEL OC

# Ecnv Ha MawuMHY He yCTaHOBJIEH unzip, CKayuMBaeM ero:
sudo yum install unzip

# Ecnu B Bawen Bepcunm PEJl OC HeT yum, To ucnonb3ynte dnf
export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -0 <umsA_apxuBa>
MosOS Arbat

# Ecnv Ha MawuMHY He yCTaHOBJIEH unzip, cKayuMBaeM ero:
sudo zypper install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o <uMsi_apxusa>

2. CozpalniTe paboyyio ANPEKTOPMNIO A5 YCTAaHOBLLMKA:

mkdir -p /home/deployer
cd /home/deployer

3. PacnakyinTe ocHOBHOW apxuB deployer.tar:

tar -xf deployer.tar
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4. CospaiiTe QMpeKTOpuIo A8 CTaTUKN N pacrnakynTe apxms:
tar -xf static.tar.gz
5. MopgrotosbTe Docker-penosntopun

cp registry/mail/dockerRepo.tar source/
cp registry/mail/dockerDMZRepo.tar source/

6. Ckonupyite danabl mds:

cp registry/mail/dockerRepo.md5 source/
cp registry/mail/dockerDMZRepo.md5 source/

LLar 3. PaspewunTe Port Forwarding

[ns KOpPEeKTHOW paboTbl yCTaHOBLLMKA B HACTPOKax SSH Ha Bcex MalunHax fOIKEH 6biTb pa3pelweH TCP
Forwarding. Yto6bl nsmeHntb HacTpoiky TCP Forwarding, Hy>HO B ¢daline /etc/ssh/sshd_config ycTaHOBUTb
cnepytollee 3HayeHue:

AllowTcpForwarding yes

LWar 4. 3anycTnTte yCTaHOBLUWK KaK cepBuC

YcTaHoBLUMK onpremise-deployer_linux pekomeHayeTcs 3anyckaTb Kak cepBuc. [py TakoM 3anycke He
npugeTcs npuéeraTb K AONOHUTENbHbIM Mepam (screen, tmux, nohup), NO3BONASIOLLMM YCTaHOBLLMKY
NPOAOMKNTL PaboTy B Cnyyvae notepu coegunHeHuns no SSH.

Ba>xHO

[ns nogkniovyeHne agMHNCTPaTopa K BE6-NHTepdency yCTaHOBLLMKa UCrofb3yeTcs nopt 8888.
PekomeHpgyeTca HacTpouTb 3amTy nopTa Yepes firewall 160 HanoxeHHbIMK cpepcTBamu (TLS-proxy).

He pekomeHayeTcs OCTaBNSaTb YCTaHOBLUMK BKITIOYEHHbBIM, €C// Bbl HE MPOBOANTE PaboTbl MO YCTaHOBKE 1
HaCTpoKe cnucTembl. 3anycTnan yCTaHOBLLUMK — [NpoBenn yCTaHOBKY — Bbikniounam ycTaHOBLUMK. Ecnn Hy>Ha
[OHaCTpOKa CUCTEMbI, TO CHOBa BK/IOYMTE YCTaHOBLLMK.

YT06bI 3aNyCTUTb YCTAHOBLLVK Kak CePBIC, BbIMOAHNTE KOMaHAy (nogxoauT ans Astra Linux, PE[L OC, MosOS
Arbat):

sudo ./onpremise-deployer_linux -concurInstalllLimit 5 \
-serviceEnable -serviceMake -serviceUser deployer
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Mo yMOMYaHWoO BbICTABEH NMMMUT B 5 NOTOKOB, MPW HEOBXOAMMOCT Bbl MOXETE YBEMNUNTb KOMMYECTBO
notokos A0 10, 0fHaKO 3TO YBENYNT U Harpy3Ky Ha cucTemy. VicnonbsosaHve 6onee yem 10 NoTokoB He
pekomMeHgyeTcs.

OTBeT B Cllyyae yCMeLHOro 3anycka yCTaHOBLUMKA BbIFIAAUT Creayowmm 06pasom:

Astra Linux

deployer.service was added/updates

see status: <systemctl status deployer.service>

can't restart rsyslog services: [exit status 5]

OUT: Failed to restart rsyslog.service: Unit rsyslog.service not found.
deployer.service was enable and started

see status: <systemctl status deployer.service>

PE[, OC

deployer.service was added/updates

see status: <systemctl status deployer.service>

can't restart rsyslog services: [exit status 5]

OUT: Failed to restart rsyslog.service: Unit rsyslog.service not found.
deployer.service was enable and started

see status: <systemctl status deployer.service>

MosOS Arbat

deployer.service was added/updates

see status: <systemctl status deployer.service>

can't restart rsyslog services: [exit status 5]

OUT: Failed to restart rsyslog.service: Unit rsyslog.service not found.
deployer.service was enable and started

see status: <systemctl status deployer.service>

/' TMpumeuanne

HeBO3MOXHOCTb BKJIOYEHUS CYyX6bl rsyslog He MOBAUSET Ha KOPPEKTHOCTb PaboTbl cepBuca.

Ecnun Be6-uHTEepdelic He OTKPbIBAETCS NO agpecy http://server-ip-address:8888 , TO NPOBEPLTE XYpPHabI:

journalctl -u deployer

N y6epuTtecs, uto nopt 8888 cnyLiatoT:

ss -lanp|grep :8888
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dencteua B Be6-nHTepPpemnce yctaHoBLUMKA

1. MNepengnTe B BE6-NHTEpPdENC YCTaHOBLLVIKA, B aApeCHON CTPOKe bpay3epa ykaxunTe agpec: http://
server-ip-address:8888 . Ecnu nepeinTr no aTomy agpecy He ygaeTcsl, yéeamtecs, uTto firewall 6bin

OTKJTIOYEH.

2. Ha cTapTOBOW CTpaHuLE HaXXMUTE Ha KHOMKY YCTaHOBUTb.

VK WorkSpace

Passepan'e Ha Ballnx cepBepax ogvH Uin HeCKOJIbKO NpoaAyKTOB

YCTaHOBUTb

NHcTpyKumnn
YcTaHoBKa 1 HacTponka o6opyaoBaHuA
KnacTtepHaa ycTaHoBKa 1 HacTporika 060pyaoBaHuA
O6HoBNEHVE

O6HoBNEHME KNACTEPHOM YCTAHOBKM

Lar 1. [lo6aBbTe NNUEH3VNOHHDbIN KNIoY

1. BBeguTe NNLLEH3NOHHDIN KIIOY UK YKaxuTe NyTb K daliny niueHsun .lic.

CrtpaHunua 23 n3 53


/builds/vk-communications/docs/vkc-docs/workmail/public/doska/Assets/installation-assets/1SelectFullVersion.png
/builds/vk-communications/docs/vkc-docs/workmail/public/doska/Assets/installation-assets/1SelectFullVersion.png

VK WorkSpace

War1uns3

JlnueHsunoHHbin kntow VK WorkSpace
Beegute kntoy BpyYHyio 1nu Boibepute dain B dopmate .txt, lic, .key
JINLEH3NOHHDIN KN4

eyJhbGciOilQUzMANCIsInR5cCl6lkpXVCI9.eyJpZCl6ImMRhNmMIhMjg5LTNIZTMtNGQ1YSThYjY2LWZhMm
M3N2U3MzBiMSIsImIOZXIiOJEOLCJjbGllibnRfomFtZSI6im9ucHJIbS5ydSIsinByb2R1Y3Rzljp7ImlhaWwiOns

Bbi6paTb dann

2 lic_onprem.ru.lic

JnueHsna gna onprem.ru

uiD [encTBuTenbHa o
dabba289-3be3-4d5a-abb6-fa2c77e730bi 19.02.2225,14:10:50
Monb3oBaTenei

VK WorkMail: 3000, VK WorkDisk: 3000, VK Teams: 3000

PaspeluéHHble foMeHbI
admin.qditonprem.ru*.onprem.ru*.vkwm.ru*.on-premise.ru

Danee Hazag,

CoxpaHunTb

2. Haxxmunte kHonky COXpaHunTb.

3. HaxxmunTe Ha kHonky fanee.

NHdopmaymio o ToOM, kak OBHOBUTb JINLEH3VIOHHDIN K04 N NPOBEPUTD CPOKW OENCTBUS MNLEH3UN MO

npoayktam VK WorkSpace, Bbl CMOXeTe HaiTh B pa3fesie C AOMNONHUTENbHOW OOKYMEHTaLN.

LLUar 2. Bbi6epuTe NpoayKTbl N KOMMOHEHTbHI

1. BkniounTe dnar flocka VK WorkSpace.
2. HaxxmunTte Ha kHonky Janee.

3. BkntounTte HY>XHbl€ BaM KOMMOHEHTbI B pasfene AAMI/IHI/ICTpI/IpOBaHVIe.

A BHumaHune

Ona nHctannaumin go 100000 nonb3oBaTenen HeOBXOAMMO BKITIOUYNTb O6/IErYEHHYI0 BEPCUIO ayauTa Ha
PostgreSQL. Mo ymonyaHuto B [NoyTe BKIIOYEH NpoaykT Cuctema ayguTa AencTBuii nonb3oBaTtens Ha
ocHoBe ScyllaDB, oHa npepHa3HauYeHa ons MHCTannauum, rae nonb3osartenen 6onbiue 100000.
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MpoaykT

AyTeHTndunkaums v26.2.0

AyTeHTndpunkauyma v26.2.0. EguHbin
Bxop, (SSO)

AyTteHTnédunkauums v26.2.0. Bxog
yepes Kerberos

Bxop yepes Kerberos. Blitz
(BHELWHNIA)

Bxop, uepe3s Kerberos. Keycloak
(BHYTPW nHcTannauum) vi7.0.1

Bxop uepes Kerberos. Keycloak
(BHELLHWIN)

AyTeHTnédpunkauymsa v26.2.0.
[ByxdakTOopHasa ayTeHTUdMrKaLms

OByxdpakTopHas
ayTeHTUuUKauusa. Kogbl
nogreepxpenus B VK WorkSpace

AyaunT OENCTBUIN NOMb3oBaTeNs

AyanT feiicTBUIA Nosb3oBaTens.
[y6énupoBaHve oeAcTBulA
Nosnb3oBaTeNe BO BHELLHVE
XpPaHuuLLa

Cuctema Bl-aHanuTtukn

Cucrtema Bl-aHanuTtukn. Kafka
BHYTPW MHCTaNAsLumn

KoHconugauua cepsepos Tarantool

OnucaHune

O693aTenbHbI NPOoAYKT. HacTpolika cnoco60B BXoAa
1 3aLTbl akKayHTOB

Bxopg, B cuctemy Yepes BHELLHWI CEPBUC
noeHTndukauum (IdP)

Bxop yepes Kerberos ans nonb3oBaTenein
KOPMopaTNBHOI CETU

Beta

[JononHutenbHas npoBepKa JINYHOCTN Npn BXoge

MNonyyeHne kopgos noareepxaeHus B VK WorkSpace
npwn Bxoge B CUCTEMY

CepBucCbl 3aNUCU N YTEHNS OENCTBUIA NOMb30BaTENEN,
XpaHunuLe gencreui nonb3oBatenei (ScyllaDB)

Hy>HO, 4TOBbl XPaHNTb NCTOPWIO Onepauunn
rnonb3oBaTenen oTaeNbHO OT MOYTOBOW CUCTEMDI

Beta

16 GB RAM, 8 vCPU

I'IepeKmouaeT TapPaHTY/ bl Bbl6paHHbIX rpynn Ha
KOHCONnAnpoBaHHbIe
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MpoaykT

Basbl JaHHbIX

Basbl [JaHHbIX. /Icnonb3oBaTb
MySQL

VIHCTpyMeHTbI pa3paboTki

Mopoepxka Poccumckmx
KpunTorpadnyeckmnx CTaHGapPTOB
(TOCTTLS)

Cuncrema rPynnoBbIX NOJINTUK

Cunctema rpynnoBbiX NOANTUK.
Kafka BHyTpU vHCTannsauum

BcTpoeHHoe xpaHunuLLe o6pa3os
KOHTENHEpPOB

VK Kubernetes

PesepBHOe konupoBaHue (6akan)

MOHUTOPUHT

MoOHUTOPWHr. SKCNopTEP METPUK
13 Victoria Metrics B Zabbix

C60p v oTnpaBka METPUK

OnucaHune

BknioyeHune o6paTtHoO coBMmecTUMOoCTr ¢ Bepcusamm VK
WorkSpace gns onpegeneHHbix CepBUCOB, paHee
NoAAepPXMBatoLLIX TONbKO paboTy ¢ MySQL.

BkJiloyaeT gononHUTENbHbIE CepPBUCH! A5
TECTNPOBAHNS CUCTEMbI, HAMPUMEP, F’EeHepPUpPOBaHne
aKKayHTOB

Beta. [MozBonset VK WorkSpace paboTtaTb C
POCCUNCKNMUN KpUNTOrpadriecKnmMmmy CTaHgapTamu:
FOCT P 34.12-2015 (wudposanune) n FTOCT P 3410-2012
(anekTpOoHHbIe nognucK). ATo HEOBXOAVMO A9
obecneyeHyss 6e30MacHOro CoeanHeHs

Beta

16 GB RAM, 8 vCPU

XpaHeHus 06pa30B KOHTENHEPOB MOYTOBOW CUCTEMDI
BHYTPW BalLEN NHPPACTPYKTYPbI

Beta. Bo3amoXxHOCTb pa3BepTbiBaHUS B cpefe
KoHTenHepusaunn Kubernetes

CpencTBa pe3epBHOroO KONMMPOBaHWS AaHHbIX ANCKa,
noyTbl, KaneHgapen, npodunern noab3oBaTenen n
aPECHbIX KHUT

Habop cepBrcoB, o6ecnevnBaloLLX XPaHEHE METPNK
cepBuCOB B 6a3e AaHHbix Prometheus v Bu3yanusauuio
JaHHbIX C nomoLlpto Grafana

Cepsuc, obecneyrBatoLLLi OTAPAaBKY AaHHbIX N3
Victoria Metrics n Node Exporter B Zabbix

CoopLumkmn n TpaHcnsaTopbl Graphite n Prometheus-
METPUK
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MpoaykT OnucaHve

[MpOrHO3 N KOHTPOb O6bEMA Beta. MOHUTOPVHI 3aN0ONHEHNS XPaHNALLA NOYTbI
MOYTOBOrO XPaHUINLLA

VIHTerpauma ¢ pefakTopom
«MonOdunc» no npotokony WOPI

OTMEHNTb NPOBEPKY KOHTENHEPOB
OneDB nocne 3anycka

PepakTop «P7-Oducy BHyTpK MNo3BonsieT Mcnonb3oBaTb BCTPOEHHbIN B VK
NHCTanAsaumm WorkSpace pepaktop «P7-Oducy. TpebyeT
LOMNONMHUTENbHbIX PECYPCOB CUCTEMbI

VHTerpauuns c pegaktopom «P7-

Odwucx» no npotokony WOPI

AyauT OENCTBUIA NOMb3oBaTeNS CepBucCbl 3aN1CU N YTEHWS OENCTBIUIA NOMb30BaTENEN,
(oBneryéHHas Bepcus) XpaHunamLLe gencteui noab3oBatenen (PostgreSQL)
AyanT geiicTBUin Nonb3oBaTens Hy>HO, 4TOBbI XpaHNTb NCTOPUIO Onepauuni
(o6neruyéHHas Bepcus). nonb3oBaTenen oT4eNbHO OT MOYTOBOWV CUCTEMDI

Ly6nupoBaHne oencTaui
nosib3oBaTeneil BO BHELLHME

XpaHunnLa

A0p0o 06bEKTHOro XpaHumLa S3 O6sa3aTenbHbIV NPoAYyKT. CepBuiChl, 06ecneyrBaloL e
XPaHeHue NobbIX HECTPYKTYPUPOBAHHbIX AaHHbIX MO
npotokony S3

Anpo 06beKTHOro XxpaHunnuuia S3. O6sa3aTenbHbI NPoAyKT. OTBeYaeT 3a Nornky

Appo pacnpepenéHHoro pacnpegeneHns gaHHbiX No y3nam, LENOCTHOCTb U

$alninoBOro XpaHUINLLa OTKa30yCTONYMBOCTb XPaHUNLLA

ViHTerpaumsa noytsl ¢
mecceHgxepom VK WorkSpace

4. HaxxmuTe Ha kHonky [Janee.

LLar 3. [lo6aBbTe runepBu3opbl (cepBepbl)

1. MepeknoynTech Ha BK1agky PyyHas HacTpoiika.
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2. Haxxmnte Ha kHornky JLo6aBUTb.

3. 3anonHuTe nons:

- IP-appec — agpec MalLlVHbl, Ha KOTOPYIO NPOU3BOAUTCS YCTaHOBKaA.

- msa cepBepa — ykaxuTe ums cepepa (rMnepBrnsopa) Uim ocTaBbTe nose nycTbiM. B cnyyae ecnu Bbl
OCTaBUTE MOMe He3anoIHEHHbIM, VMS TUNepPBU3opa ByAeT B3STO U3 hostname -s 1 L06aBUTCS
aBTOMaTunyecku. B pokymeHTauum 6yneT ncnonb3oBaHo nms hypervisorl.

- Imsa nonb3oBaTtensa — yKkaxuTe UMsa TOro nosib3osaTtens, Nofd KOTOPbIM 3anyLieH YCTaHOBLLVK. B
paccmMaTprBaeMoM Npumepe 3To nonb3osaTtesb deployer.

4. B none MeTKU, HanpoTXB Server, B BbinagatoLlLeM MeHIo BoibepuTte onuuio docker.

MeTku:

+ [o6aButb MeTky ansible

- docker

MponycTnTb NPOBEPKY HEKPUTUYUHBIX TpeboBaHMi
helm
control-plane

worker

aio

5. Jo6aBbTe SSH-KMIOY, CreHeprpPOBaHHbIA Ha MaLLHE C YCTaHOBLLMKOM:

a. B none MpuBaTHbIN Koy BbiGepuTe [,o6aBUTb HOBbIN KJIOY.

IP-agpec:  10.12.115.1 22
* Ims cepepa:  hypervisor

* IMa nonb3oBatens: centos

* [pUBATHBIA KtOY

MeTKn : Wcnonb3osatb aBTOPU3aLMio Mo Naposo

default

+ [lo6aBuTb HOBbIN KAHOY
VY HDIX l’JCUUtSdHVlVI \_E’JBCP BU BHREWHREV (Ul11£) SUHE

[JlobaBuTh cepeep OTmeHa

b. B none Nmsa knoua BBeOUTE Ha3BaHKE KJto4a 019 ero ganbHenwen ngeHtndunkaumm, Hanprumep:
deployerRSA.

c. Nepengnte B KOHCOSb.
d. BbinonHuTe KOMaHfy cat ~/.ssh/id_rsa 1 CKOMUMPYATE KoY.

e. 3aTem BCcTaBbTe ero B nose MpuBaTHbIN KoY. EFro HY>XHO yKka3aTb NOSIHOCTbIO, BK/IOYas:

f. Mone Maponb KAoYa OCTaBbTE MYCTbIM.

g. KnnkHuTe no kHornke [,o6aBUTb.
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h. HoBbI kKNtoY JOMKEH OTOBPAa3NTCS B MaHenNn cnpasa.

[Job6aBneHue Knoyemn

* HasBaHue
Cnucok knoyen ssh

e deployer_RSA

* MpuBaTHbIN KoY

[Maponb kno4a

&

1o ymonyaHuio:

i. HaxxmnTe 3akpbITb.

6. OcTaBbTe Yekb60kc CepBep BO BHelHeln (dmz) 30He nyCTbiM.

7. lNocne 3anonHeHns Nonen HaXxMnTe Ha KHoNky [lo6aBUTb cepBep — rnepBun3op OTobpasnTcs B BE6-

nHTepdence yCcTaHOBLLMKA.

/' Mpumeuvanne

Mpw pobasneHnn cepsBepa peannsoBaHa NPOBEPKa Ha Hanyne KoMaHg, tar, scp 11 HeOBXOANMbIX
WHCTPYKLUMIA BUPTYanu3auum Ha npoueccopax. Ecnv npmn nposepke oHV He 6yayT HallAeHbl, TO cepBep He

oyneT fobaBreH, a agMUHNCTPATOP NOMYYNUT COOBLLEHNE 06 OLLNOKE.

8. AHanornyHbiM o6pa3om gobaBbTe eLe 7 rmnepBu3opPOB:
+ 2 —nop, $pPOHTHI,
+ 2 — nop, 6a3bl AaHHbIX,
« 3 — nop, XxpaHunuwia.

9. HaxxmuTte kHonky [lanee ons nepexofa K CregyloLlemy Lwary.

LLar 4. NpoBepbTe cepBepbl Ha COOTBETCTBUE TPE60BaHNAM

B oTKpbIBLUEMCS OKHE HaxXMUTE 3anycTUTb NPOoBepKN. byayT BbiNONIHEHbI criegylowme NpoBEepPKn:

« Mpoepka OC, gnucTpurbyTrBa 1 NapamMeTpbl Sapa.
- [MpoBepka apxutekTypbl CPU, konnyecTBa 9aep 1 o693aTernbHbIX Gud.

- [MpoBepka 0bLLero o6bema 1 xapakTepUCTUK OnepaTyiBHON NaMaTy.
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- [MpoBepka pasmepoBs 1 NapameTpoB daliioBbiX CUCTEM.

- [poBepKa NPON3BOANTENBHOCTU ANCKOBOW nogcmucTemsl no IOPS.
- MpoBepka AOCTYNHOCTN 1 COCTOSHNS 0B6a3aTENbHbIX MOPTOB.

- MpoBepka DNS-cepBepoB 1 3anucern.

- MpoBepka akTnBHOroO tuned npoduns.

. I'IpOBepKa Hann4ma n COCToAHNA swap.

[Nocne YCNEeLWHOro BbINOJIHEHWA BCEX MPOBEPOK HaXMUTE ﬂ,anee.

LLar 5. CeTeBble HaCTpPONKHN

YCTaHOBLLUVIK aBTOMATNYECKIN BblYMCNAET HEKOTOpPble CceTeBble NapamMeTpbl. oTn napamMeTpbl HeobxognmMo

npoBepuTb N OOMNONIHNTD, eClii HE BCE N3 HUX 6bln onpeneneHsol.

HacTtpolikn

Cemn [ OMeHHblEe MeHa XpaHunnuwa LWapanposaHne 1 pennvkaumsa b, HacTpolikn KOMNOHEHTOB NHTerpauun MepemeHHble oKpyXeHns

HacTpolikn ceTeBoro B3aumMogeiicTens BHYTPeHHel 30Hbl (internal) m

MopceTs, ncnonsayemas VK WorkSpace Ha cepBepax: 100.70.176.0/22
MopceTs, cnonblyemas BHYTPY KOHTEHEPOB: 172.20.0.0/20
MTU ceTn KOHTENHePOoB: 1450

HE ncnonb3osatb IP-in-IP 1 BIRD:

Cnncok DNS-cepBepoB. OcTaBbTe NycTbiM, ecnu ucnonsdyetcs DHCP: 10.2565.2.3

+ [o6asuTb

1. Ykaxute DNS-cepBep.

BHUMaHune

O6s3aTenbHo HacTponTe NTP Ha BM B cCOOTBETCTBUM C pekoMeHgaumamm K ncnonbdyemoinn OC: RedOS,
Astra Linux nnn MosOS Arbat.

2. Y6egunTecsh, uTo:
- MopceTb, ncnonbsyemas VK WorkSpace Ha cepBepax nmeeT goctyn Ha 80-i unn 443-i nopT.

- MopceTp, ncnosiblyemasi BHyTpu KOHTeﬁHepOB MOJIHOCTbIO CBO6OJJ,Ha, YHVKanbHa 1 NPUHaAJIEXNT

Tonbko [locke.
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/" MNpumeuyaHune

OTa nopceTb UCMOMb3YEeTCH TOMbKO ANs Tpadurka Mexay KOHTEeNHepamu BHYTpY cUcTembl. Ecnn
aBTOMAaTMYECKW BblYMCNEHHasi MOACETb YHIKasIbHa U HE NepeceKaeTCsl C APYrMY NOACETAMY 3aKas4lika,
3HaYeHUs MEHATb He HYXXHO. [Npu kKNnacTepHOM yCTaHOBKe B cpegHeM co3gaeTcs 6onee 1350 KoHTelHeposB,

NO3TOMY MO YMOJTHaHUIO NCNOJ1b3yeTCH 20-9 nopceTb.

Mone MTU ceTn KOHTEMHEPOB 3aMoHAETCA aBTOMaTU4YeCKU. ECnu Bbl XOTUTE n3MeHnTb paszmep MTU,

obpaTuTech Kk npeactasutento VK.

®nar HE ncnonbzosatb IP-in-IP 1 BIRD B 60bLUMHCTBE CNyYaeB AO/KEH OCTaBaTbCs HEAKTMBHbIM. Ecnn
Ha MallMHe NCNOoMb3yeTcs AHaMMYeckas MapLUpyTU3aumns 1 HEOBXOANMO BKIOYEHVE onumm, o6paTnTech

k npepcTasutento VK.

3. HaxxmuTe Ha KHoMKy COXpaHUTb 1 NepengnTe K cnegytowemy wary.

3anornHuTe HacTpoWKu CeTel.

HacTtpoiiku
Cetn [lomMeHHble nmeHa XpaHunuwa LLlapavpoBaxue n pennukaumst b HacTpoiikm komMnoHeHToB WHTerpaumm MepemeHHble OKpyxxeHus
CeteBble HaCTpOVIKVI
MoaceTb, ucnonb3yemasi NOYTON Ha cepsepax: 100.70.80.0/23
MopaceTb, Ucnonb3ayemast BHYTPU KOHTEMHEPOB: 172.20.0.0/20
MTU ceTu KOHTelHepoB: 1450

HE wncnonb3osarts IP-in-IP 1 BIRD:

Cnmcok NTP-cepsepos: ntp1.mail.ru —

~+ [o6GaButb

Cnucok DNS-cepsepos. OcTasbTe MycTbIM, ecni ucronbayercss DHCP: 10.255.2.3 -

~+ [o6aButb

Lar 6. JlomMmeHHble nMeHa

[MoppobHyo NHGOPMaLMIO O CO34aHNN LOMEHHbIX IMEH Bbl HangeTe B pasgene CosgaHne DNS-3anucern.
Ha Bk/lagke [JJoMeHHble MMeHa Heo6X0oAIMO 3aMNOoNHUTbL BCe Mons:
- HazBaHue Balwle KOMNaHNN — BBEAVTE Ha3BaHWE KOMMaHUK, KOTOpoe byaeT OTO6paxaTbCs B
nHTepdernce Jocku.

- CaT Baller KOMMaHUM — YKaXnTe CaliT Ballell KOMMaHuu.

- OCHOBHOWI ,OMEH A5l CEPBUNCOB — B MN0J1€ HEOBXOAVMO YKa3aTb paHee co3naHHbIi OCHOBHO JOMEH

ana Jocku.

- JloMeH g o6nauHbIX XPaHWNLL, — B NoJie BBeAUTE paHee Co3aaHHbI [JoMeH A8 06/1aquHbIX XpaHNLLL
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A BHumaHmne

ﬂ,ﬂﬂ OOMEHHbIX IMEeH Hesb3d NCNOoNb30BaTb etc/hosts .

Korga Bce nonsa 6yﬂ,yT 3anoJIHEHbI, HaXXMNTE Ha KHOMKY COXpaHI/ITb Ond nepexofa K cnefnyouliemy wiary.

HacTtponkn

Cetn [JomeHHble nmeHa XpaHunuwa LWapanposaHue n pennukaums b, HacTtpoikn

O6Luume HaCTPONKN AOMEHOB

Ha3BaHMe BaLuen KoMmnaHumn:

CalnT Ballen KoMmnaHuu:

http://biz.disk.onprem.ru

OCHOBHOI fOMEH 15 CePBUCOB:

disk.onprem.ru

[JoMeH ana o6nayHbIX XpaHUInLLY;:

disk-st.onprem.ru

[Mocne coxpaHeHnss LOMEHHbIX UMEH NosBATCSA owmnbkin. OHK NponagyT nocne gobasneHns SSL-ceptndurkaTos

Ha cnegyoLlem ware.
Jo6aeneHne SSL-cepTnjpukartos

1. HaxxmuTe Ha KHomnKy JLo6aBnTb cepTudumKkaT rnop, 3arosiloBkom SSL-ceptmndpunkaTbl.

2. B oTkpbiBLLUENCA DOpMe BBEAMTE cepTrdurKaT U KoY. VX HEOBXOAMMO yKa3aTb NMOMHOCTbIO, BKIOYas:

3. KnukHnte no kHornke CoXpaHUTb.
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[ob6asneHne SSL-cepTtucmkata

SSL-
cepTudukar:

Wnu BbiGepuTe dain ¢ ceptudmkaTom BbiGpaTtb thann

Krntou
ceptudukara:

BbiGpaTtb thann

Wnu BbiBepuTe hain ¢ kYoM cepTudmkaTa

EcTb BTOpOW BapmaHT:

1. HaxxmuTe Ha kHomky Bbi6paTb ¢pain.
2. YkaxxuTte nyTb K danny ¢ ceptudrkaTom .crt.
3. YkaxxunTe nyTb K danny ¢ knodom .key.

4. KnukHnTe no kHornke CoxXpaHnTb.

2’ MpumeyaHue

MpwrBaTHbIN KOY SOMKEH BbITb fO6aBNEH B OTKPbITOM BUAE, 6€3 ceKpeTHOM dpa3sbl. 3aKOANPOBaHHbIN KoY
OTNIn4aeTcs OT OTKPbITOro Hanuymem cnosa ENCRYPTED: BEGIN ENCRYPTED PRIVATE KEY .

Ecnun BCcé BepHO, B nHTEpPdEliCce He ByaeT OTO6paxaTbCst OLLNGOK 1 KPaCHO NoACBETKN. HaxmMunTe Ha 3eneHyio

kHonky Oanee.
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Cetn [omeHHble umeHa Xpanunuwa

HasBaHue Ballein KoMnaHuu:

VK Tech

Cant Bawen KoMNaHuu:

https://tech.vk.com/

OCHOBHOWN IOMEH ANsi CepPBUCOB:

doc-mail.docvk.tech

[omeH ans 06nayHbIX XpaHUULL:

doc-st.docvk.tech

[omeH ans Beb-uHTephenca asTopusaumm:

HacTponku

O6LwWune HacTponKkn AOMEHOB 4
SSL-cepTucukarsi:

[4 *-cloud.doc-mail.docvk.tech, *.doc-mail.docvk.tech, *.doc-

st.docvk.tech, *.e.doc-mail.docvk.tech, doc-mail.docvk.tech —

[ewncrteutene ¢ 03/07/2024 16:05:39 po 01/10/2024 16:05:38

Boina: Let's Encrypt (R11)

~+ [Aob6asuth ceptudmkar

HacTponkn 4OMEHHbIX UMEH

CepTudumkarsl:

0:*.cloud.doc-mail.docvk.tech, *.doc-mail.docvk.tech, *.doc-st.docvk.tech,

account.doc-mail.docvk.tech *.e.doc-mail.docvk.tech, doc-mail.docvk.tech go 01/10/2024 16:05:38 Df
CepTudmkarbl:

[omeH ans ckaunsanusa snoxenunn VK WorkMail: 0:*.cloud.doc-mail.docvk.tech, *.doc-mail.docvk.tech, *.doc-st.docvk.tech,

af.doc-mail.docvk.tech *.e.doc-mail.docvk.tech, doc-mail.docvk.tech go 01/10/2024 16:05:38 [-_j/

LLlar 7. YcTaHOBKa rmnepBn3opoB

,D,J'IS'-I Ha4asla yCTaHOBKN nepe|7|,u,|/|Te K CNCKY r’mnepBn3opoB — O14 3TOFr0O HaXXMUTE Ha J1OroTtumn B JIiEBOM

BEepPXHeM yrny Beb-nHTepodeica.

=

LWapavpoeanue v pennukauvs 51 HacTpoiku KOMMNOHEHTOB WuTerpauuu MepemeHHble OKPYXKEeHUs

[MopanoK yCTaHOBKIM MMMEPBMN30POB BaXeH, MOCKOMbKY HEOBXoaMO chopmmpoBaTb Knactep eted. [1na

KBOpyMa knactepy Heobxogumo N/2+1 sksemnnsapos etcd. B MUHUManbHOW KOHGUrypauumn yanbl ectd gomkHbl

6blTb YCTAaHOB/EHbI Ha TPW MaLUVHbI, fBE 113 KOTOPbIX AOJSIKHbI 6bITb MOCTOAHHO JOCTYMHbI. B LOKyMeHTe 6yaeT

OnyCaH BapunaHT yCTaHOBKM etcd B MUHUMAaNbHON KOHOUIYypaLun.

1. MNepengnTte B HACTPOWKN rMNepBrn3opa, OTBELEHHOIO NOL MOHUTOPUHT. Bpy4yHyto 3anycTuTe BCe Wwarn go

configure_etc_hosts BkntountenbHo.
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disable_NM_for_cali £
OTrniountb NetworkManager (ecnm oH ecTb) AN ceTeBbIx UHTepdelicos Calico .
disable_firewall 53

OTKNIIOUNTL MexceTeBol akpaH (firewall) 3anycTuTb .

disable_selinux 3

OTkntounTb selinux. BHUMAHWE! 3ToT Wwar nepesarpy3nT MallnHy, ecnu selinux Ha Hell He Bbik/tloueH. Ecnun 3anycTuTb .
eCTb Kakune-HNBYApb OrpaHNYeHNs Ha nepesarpysky, TO BbiK/lounTe selinux BpyyHyto!

check_needed_packs [

MpoBepuTb Hannyne Docker n Docker Compose 3anycTuTb .

hypervisor_repo (1) ByneT ncnonbsosaH hypervisorRepo.tar 13
XpaHnauLLa. 3arpy3uTb gpyron?

3arpysuTb apxvB NakeToB A8 rmnepsr3opa .
install_hypervisor_packs [Z1)

YCTaHOBUTb NakeTbl ANd 3anycka KOHTeI7IHepOB .
upload_docker_repo [E1)

Cospatb Docker Registry .

create_scripts [}

CreHepupoBaTh ClyXe6Hble CKPUMTbI 3anycTuTs .

configure_etc_hosts [

HacTpowuTb resolve nHGpacTpyKTYpPHbIX KOHTEAHEPOB 3anycTuTs .

2. BepHuTECh K CMNCKY MaLLH.

3. MNepelignTe B HACTPOIKM NOBOro rmnepBr3opa 1 BpyYHyio 3anycTtuTe warn go disable_firewall
BKJTIOYNTENBHO.

BbinonHuTe warun no HaCTpOﬁKe MaLUUHbI
tune_kernel

HaCTpOVITb napamMeTpsbl aapa 3aI'IyCTI/|Tb

disable_NM_for_cali

OtknounTb NetworkManager (ecnm oH ecTb) A ceTeBbix NHTepdeiicos Calico 3anycTiTb

v

v

disable_firewall

OTKIIIOUNTL MexceTeBol akpaH (firewall) 3anycTuTs

v

4. BpyuHyto 3anycTtuTe waru go disable_firewall BkniouynTenbHO Ha BCeX OCTasIbHbIX FTMNepBU3opax.
5. BepHuTECh K CNUCKY MaLUVIH 1 NepengnTe B HACTPOWKN MNepBrn3opa, OTBE4EHHOIO Nog, MOHUTOPVIHT.

6. Bpyynyto 3anycTtute warn: check_ports, tune_docker u restart_docker.
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create_scripts

CreHepupoBaTh CYXe6HbIE CKPUMTbI

v

3anyctuTb

check_ports

MpoBepuTb KpUTUYECKME NOPTbI Yepes cepauc PortGuard

tune_docker

HactpouTb Docker

restart_docker

3anycTuTb/MepesanycTuTs ceparc Docker ¢ OCTAHOBKOI BCEX CEPBUCOB

v

3anyctuTb

v

3anyctutb

-

3anyctuTb

install_etcd

HacTtpouTb etcd

v

3anyctutb

7. BepHuTech 06paTHO K CACKY MaLUVH 1 NeperanTe B HAaCTPOWKN NepBOro rmnepBr3opa-cTopaaxa.

8. BpyuHyio 3anycTtuTe waru ot disable_selinux po install_etcd BrkntountensHo. Mo 3aBepLlueHnn wara

nepsblll y3en etcd 6yneT yCTaHOBNEH.

check_needed_packs [[T113

MposepwuTb Hanuuue Docker n Docker Compose
hypervisor_repo [T
3arpyauTb apxuB NaKeToB ANsA runepsuopa

install_hypervisor_packs [T

YcTaHOBUTL NakeTbl ANA 3anycka KOHTeHepoB
upload_docker_repo
BarpysuTb 06pas n cosnate Docker Registry

configure_etc_hosts [T

HacTtpouTb resolve MHpacTpyKTYpHbIX KOHTEHEPOB

create_scripts [T

CreHepupoBaTh cnyxebHble cKpUnTbl

check_ports (53

MpoBepuTb KpUTUYECKE NOPThI Yepes cepauc PortGuard

tune_docker [T

Hactpoute Docker

restart_docker 113

Banyctutb/Mepesanyctute cepeuc Docker ¢ ocTaHOBKOW BCEX CEPBUCOB

3anyctutb

Byaet ucnonesosaH hypervisorRepo.tar ns xpanvnuua.
3arpy3uTb gpyron?

3anyctutb

3anycTutb

Bynet ucnonb3osaH dockerRegistry.tar us xpanunuwa.
3arpy3uTb gpyron?

3anycTutb

3anyctutb

3anyctutb

3anyctutb

install_etcd

Hactpouts eted

3anycTutb

9. BpyuHyto 3anyctuTte waru oT disable_selinux fo install_etcd BkntountenbHO Ha ocTasbHbIX

rMnepBn30opax-CTOPaaXKaxX.

10. MNMocne Toro, Kak knactep etcd cobpaH, 3anycTnTe yCTaHOBKY BCEX MMNEPBMN3OPOB MO NOPALKY VN OBLLYIO

aBTOMaTN4YeCKYIO YCTaHOBKY.
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A BHumaHmne

He 3ar|yCKa|7|Te YCTaHOBKY HECKOJIbKX rmnepBn3opoB OAHOBPEMEHHO — 3TO MOXET NPpBECTU K oLméKam.

Ha nso6paxeHunn Huxe NpriBeAeH Npumep Toro, Kak BblrMaanT Be6-nHTepdelic yCTaHOBLMKa Nocne

3aBepLleHna yCTaHOBKW BCEX T'MnepBn30pOB.

Moxanyicra, fo6aBbTe NO OAHOW MaLLMHE AN KaxaoW ponu.

_______8&8%

3asepwenriie: () Cabkonreiivepsi: (D KonoHok: 1 rpynnuposKa: ponb  cepsep
doc-db-01 (100.70.160.6) € ® oo
mon (100.70.160.14) (253 ® oo
doc-db-02 (100.70.160.7) € ® (R - |
doc-front-01 (100.70.160.16) (X0 ® (2R - |
doc-front-02 (100.70.160.2) (X0 ® CoR] - |
doc-storage-01 (100.70.160.11) 3 ® o0&
doc-storage-02 (100.70.160.8) ) ® oo

KAnkHuTE No 3Hayky @ 1 nepengnte B pasgen OnnucaHne cepBNCOB, HUTOGbI MOCMOTPETb PasBEPHYTYIO
nHdOoOpPMaLMIO O HadHaYeHN PONEN, UX Ay6ANpyeMoCTy, 3aBUCUMOCTSX U T.N. B 3TOM Xe BbinagatoLemM MeHo
Bbl HAAETE OOMNOSHUTESbHYIO LOKYMEHTALMIO, CMOXETE BKIOYMTb UMM BbIK/OUNTD MPOAYKTLI (BHYTPW pa3gena
MpopayKTbl) N OBHOBUTb JINLEH3NOHHbIA KITOY.

LLlar 8. PacnpepeneHne KOHTENHEPOB MO runepBn3opam

A BHumaHmne

YTO6bI NOBBLICUTH OTKa30yCTOVILIVIBOCTb MouTbl pacnpep,enﬂVlTe OOHONMEHHbIE CepPBUNCHI MO Pa3HbIM
rmnepBn3opam. Tak, B clly4dae BbiXO4a 13 CTPOA OAHOIo N3 rmnepBr30pPOB, [Moyta cmoxeT npoaO/DKNTb pa60Ty n
BOCCTaHOBJIEHNE TnepBn3opa r|p0|7u:|,eT 6bICTpee.

Mo 3aBepLUEeHNN YCTaHOBKIM BCEX MTNMNEPBU3OPOB MOXHO MPUCTYNaTb K pacnpefeneHunio 1 reHepawunmn
KOHTENHEepPOB.

B HMXXHe YacTu aKkpaHa BbibepuTe [Lo6aBnTb — HeckosibKo KOHTEHEPOB.
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Cepsep

KoHTenHep

Heckonbko KOHTENHepPOB

[Job6aButb ~

OTKpOETCa OKHO BblbOpa ponen.

Ponb I ¢

zipper

zabbix-exporter

wopi-tar
wopi-gowopi
vimana-carbonapi
victoria-metrics

ussr-tnt

> BblbpaHHble poin

Bbl6€pMTe rmnepBu3o0pbI
] Mnepsusop
release-vkwm-02-monitoring-1
release-vkwm-02-database-astra-1

release-vkwm-02-database-redos-1

release-vkwm-02-storage-redos-1
release-vkwm-02-storage-redos-2
release-vkwm-02-storage-astra-1

release-vkwm-02-frontend-redos-1

releace_vlaam-N2-frantend-actra-1

Bbibepute poau ana pobasneHus

YcraHoeneHo ¥

Oy6énupyetca ¥ Ter
Oa API
Oa MOHMTOPUHT

raft  Basa gawHbix  Tarantool

Oa
Xpanuaniwe

fa Baza AaHHbIX | Tarantool

Oa API

Oa MOHMTOPMHT

Oa MOHMTOPMHT

fa Ba3a AaHHbIX | Tarantool
Neir6nbi

Pexwm reHepauvn:

OtmeHa Nlo6asutb

«q

Ha oaHom u3 rvnepewsopos @) Ha kaxaom runepensope

«q

Mpopykr

[Auck VK WorkSpace

API 6onblunx BnoxeHuii VK WorkMail

3KkcnopTep MeTpuk u3 Victoria Metrics B
Zabbix

Mouta VK WorkSpace

WKTerpauua ¢ WOPI-peaakTopom

WKTerpauua ¢ WOPI-peaakTopom

MOHMTOPUHT

MOHMTOPUHT

YnpaeneHve asToyaaneHmem nucem

3oHa
internal
internal
internal
internal
internal

internal

internal

internal

Mpwn pacnpepeneHny ponein Hy>KHO COBOAATb TaKOM MNOPSAJOK:

1. XpaHunnnwa + raft
2. xtaz

3. basbl JaHHbIX

4. MOHNTOPWHT

5. MNoyToBbIN TPaHCNOPT
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6. API

7. Bce, 4To ocTanoch (onumMoHanbHo)

BHUMaHune

MopsAoK pacnpeneneHns ponen NPYHUMMNNAaNbHO BaXeH, NPyl ero HapyLUeHN Bbl CTOMIKHETECH C OLNGKaMU.

[na BoiGopa poneit ncnonb3yinte none Tern B kayectse GusTpa.

LWar 9. XpaHunuwia

BHumaHmne

MuHManbHbI pasmep pasgena gucka, NCrnosibdyemMoro nog xpaHunuwe, coctasnset 25 GB.

B pasnene CI)OpMVIpy}OTCFl LONCKOBbI€ Mapbl 414 rimnepBn30POB-XPaHUITALLL. PaszgeneHue Ha guckoBble napbl
NPONCXoOnT aBTOMaTU4eCKN, eCsin Bbl HE NOAKIIOYaI OONOJIHATESIbHbIE ONCKN. B Takom cllydyae MOXHO

nepexonuTb B HacTpolike Mescalito, onvcaHHol B cnefyioLllem Liare.

Mop, ANCKOBO Mapoli NoAPasyMeBaloTCs CBA3aHHble pasgesibl ANCKOB, KOTOpPble pasMeLLeHbl Ha ABYX PasHbIX
rvnepsBusopax. [11s NoBbILLEHNs OTKa30yCTOMYMBOCTY Ha AVCKOBYIO Mapy 3amnuCbiBAOTCS OOQHU U TE Xe AaHHbIe.

# BHumaHne

Ypansatb ANCKOBbIE napbl NOCN1e YCTaHOBKWN HEJb34. Ecnn YAaNUTb ANCKOBbIE Napbl, TO AaHHbIEe 6y,u,yT YTEePSAHbI.

Hwuxxe onncaHa npouenypa pyvyHoro pacnpeneneHna ounCckKoBbiX nap. ,D,VICKOBbIe Mapbl HY>XXHO pacnpenendatb
BPYUYHYIO, eCnin Bbl NogKNto4Yan oOnonHNTeNHble OUCKI.

MuHUManbHas OTKa3oyCTONUMBas KOHOUIypaLys COCTONT 3 TPEX MALLVH, Ha KaXX4oW 13 KOTOPbIX Mo 2

LOVCKOBbIX pasaena:

« Anck xpaHnnuia 1 pasgeneH Ha 2 4yacTu.
« Anck xpaHunuia 2 pa3geneH Ha 2 4yacTu.

« dnck xpaHunuwa 3 pa3geneH Ha 2 4yacTu.
Bcero 6 pasgenos AnckoB (2 Ha OQHOM rMnepBu3ope, 2 — Ha BTOPOM, ELLE 2 — Ha TPETbEM).
[Mpwn Takom KOHPUrypaunu:

- Bcerpa ectb napa Ha 3anunchb.

- OcTanbHble napbl OOCTYMHbI ON1A YTeHW4.

I'Ipm c6op|<e XpaHUnw, oOMCKoBble Napbl 06beaNHAIOTCS B «J1Ornmyeckmne TPEYrONbHUKID. O6benriHeHne

npoucxoguT no npuHuuny: 1-2, 2-3, 3-1.
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/' TpumeyaHne

CTpesnkn Ha n3o06paxKeHn NoKasblBaloT, Kake OUCKN o6beguHeHbl B napy. HUXHSAS YacTb n306paxeHus
UNAIOCTPYIPYET CUTYaLMIO, KOTAa O4HO 13 XPaHWNLL BbILLIO U3 CTPOS.

B crivicke cneBa [OCTYMHbIE XpaHWnLLa 6yayT OTMEeYeHbl BOCKINLATENbHbIMI 3HakaMu. HyxHO nepeiTu Ha

BKJTaAKY KaXgoro XxpaHunuiia 1 cdopMmnpoBaTb UCKOBbIE Napbl.
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HacTtponkn

Cetn [lomeHHble nmeHa Xpanunuwa Wapavposaxue v pennukauusa B HacTpoiikn komnoHeHToB WHTterpauun MepemMeHHble OKpyXeHUs
Xparunuuie caiinos WorkDisk u S3 o-
cldmetast
@ He penutb xpaHninLLe No HasHaYeHMO
blobcloud
mailcloud # Awnck 1 Awck 2 #
# KoHTponnep YcTpoicTBo Pa3mep KoHTponnep YcTpoicTBo Pazmep #
zepto_del
[oGaBuTb WM creHepupoBaTh AWCKOBbIE Napbl
zepto_main
[aHHble o guckax oT 14.03.2024, 12:01:31. O6HOBUTL
zepto_opt
zepto_skel

zepto_search
crow_index

mescalito

fstab

A BHumaHune

B nHTepdelice nog Ouckom 1 n nckom 2 nogpasyMeBaloTCs pasgesbl XpaHunuw,. Mexay cob0 TakKe HY>XHO
OyaoeT 06beNHNTb YacTb ANCKa, Pa3MELLEHHOMO Ha OQHOM XPaHWIMLLLE, C YaCTbio ANCKA, Pa3MELLLEHHOro Ha
ApYyroMm xpaHunue. Mpun yBenmyeHnmn Konm4ecTsa pa3nenos ANCKOB U/UAN NOAKIIOYEHHbIX ANCKOB NPUHLM
O6befNHEHNSI COXPaHSAETCS.

YT106bl [,O06aBUTD OMCKOBbIE Mapbl BPYYHYIO:

1. HaxxmuTe Ha kHonky [o6aBUTb.
2. B BbinagatoLem MEHIO BbIbEpUTE KOHTPOMNEP N YCTPONCTBO g [ducka 1 nepBoi napsbi.
3. BoibepuTe KOHTpONNeEp 1 yCTponcTeo gnsa [lncka 2 nepBow napbl.

4. MoBTOpUTE Warn 2-3 ewe 49 aByx nap.

Ha nsobpaxeHunn HxXe nprBegeH npumep a8 xpaHunuwa zepto_skel:

HacTponku
Cemn [omeHHble MMeHa Xpanunuwa LWapavposaxue u pennukauus B HacTtpoitku KoMnoHeHToB Wuterpauum MepemeHHble OKpYXeHUs
blobcloud XpaHunuie Ten nucem m-
Ha Tuna HDD
cldst
crow_index # Awnck 1 Auck 2 #
mailcloud # Kontponnep Homep Yetpoucteo Paamep KoHTponnep Homep YerpouncTeo Paamep #
stz-skel-bm1.qdit /devivdb1 (ext4) stz-skel-bm2.qdit [devivdb1 (ext4)
mescalito 1 1 50.00Gb 1 50.00Gb D/ m
mail-vkwm?2-st1 (astra) d08f96a7-0ad2-43b5-a256-5fd3d345dd7d mail-vkwm2-st2 (redos) 0c020513-ccb2-41e1-b18d-79b5a9%fe87e9
mescalito_metad stz-skel-bm2.qdit Idevivdb2 (xfs) stz-skel-bm3.qdit Idevivdb1 (extd)
2 50.00Gb 1 50.006b [&
zepto_del mail-vkwm2-st2 (redos) 1a353141-89fe-43d1-a8d3-4572623f42bd mail-vkwm2-st3 (alma) 2277dcea-2765-4b24-a0cf-bd8a4d6dag894
stz-skel-bm1.qdit /devivdb2 (xfs stz-skel-bm3.qdit /devivdb2 (xfs!
zepto_main 3 2 te) 50.00Gb 2 G 50.006b (4
mail-vkwm?2-st1 (astra) a683bb83-6541-4b72-a1fb-1a435effa72f mail-vkwm2-st3 (alma) 18b40182-0e47-4692-84e3-f88af269cb48
zepto_metad
[obaente MnM creHepupoBaTh AWUCKOBbIE Napbl
zepto_opt

MatHble o anckax ot 04.07.2024, 17:10:18. O6HOBUTL
zepto_search

zepto_skel

fstab
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Paspen Mescalito

[lna o6ecneyeHns 0TKa3oyCTONYNBOCTI B Pa3fene yxe 3afaHbl aBTOMaTYeCKe HaCTPOKY KNacTepoB
XPaHUANLL, MCeM.

KnacTtepbl xpaHunuw, nHgekcos nucem VK WorkMail

N2 knactepa MonoH @ Tun Awmkos O6pa6oTuuku @) XpaHunuiia NHoeKcos
stmi xtazl
wm-storel wm-storel

B stm2 xtaz2

1 KOpnopaTunsHbI
wm-store2 wm-store2
stm3 xtaz3
wm-store3 wm-store3
stm2 xtaz4
wm-store2 wm-storel

_ stmi xtaz5

2 CepBUCHDIN
wm-storel wm-store2
stm3 xtazé
wm-store3 wm-store3

[ns po6asneHuns ewé ofHOro Knactepa Ao6asbTe KOHTENHEPDI ponu xtaz

« O6paboTumkm nucem (mescalito) — cneumasnbHble NPOoLEeCChl BHYTPYW KOHTENHepOoB stm. 3agaya
06paboTynKa — CoBpaTb MMCbMO 13 YaCTeN, HAXOOALLMXCS B Pa3HbIX XPaHWUIINLLLAX.

» XpaHunuia nHaekcos (tarantool xtaz) — xpaHunmLLa «ropsYnx» AaHHbIX MOYTOBbIX ALLKOB.

0 NHdpopmauusa

Ecnn B norax KOHTEHEPOB xtaz ecTb owmbka failed to allocate X bytes (MM OWMNGBKW C NOLOBHOM
$OPMYIMPOBKOIA), TO KOHTEMHEPaM He XBaTaeT NamsITu.

CyuiecTByeT 2 TUMNa ALWMKOB:

« CepBucHbIn — admin@admin.qdit (agMuHncTpaTopbl [Lockn).

. KOpI'IOpaTI/IBHbIVI — BCe€ OCTaJlbHbl€ ALLMNK/ CUCTEMDbI, KOTOPbIE aAMNHUNCTPUPYIOTCA B biz.<gomeH> .

BHUMaHune

O6paboTunkm paboTaloT B OGHOMOTOUYHOM pexunme. lNepeHanpaBnerHne nHdopmMaL i Ha Apyron o6paboTymnk
6yneT Npon3BOAUTLCS TOMbKO B CllyYae HELLOCTYMHOCTY XPaHUNLLA, Ha KOTOPOM YCTaHOBNEH
COOTBETCTBYIOLMIA Stm.
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YT106bl 0O6ECneynTb OTKa30yCTONYMBOCTb A1 KaXAO0ro Kiactepa HEOBXOAMMO Ha3HayaTb No 2-3 06paboTyumka,
KOTOPbIE HAXOAATCH Ha Pa3HbIX MaLUMHAaX UV B PasHbIX faTa-LLeHTpax.

KoHTelnHepbl stm yCTaHaBAMBAOTCSA Ha KaXabll TUMEPBMN30P, MO3TOMY KOMYECTBO O6pabOTUMKOB PaBHO
KONNYeCTBY MalUVH, OTBEAEHHbIX NOA XpaHuama. MNpu Heo6Xo4NMOCTY MOTYT 6blTb CTrEHEPUPOBAHbI
LOMONHUTENbHbIE KOHTENHEePbI Stm BpYyYHYIO.

fstab

Pasgen akTyaneH ans cuTyauuia, korga 6biiv No4KMoYEHb! AONOMHUTENbHbIE OVCKU.

Heo6xoaumbili HaBop TOMOB AJ151 KOHTENHEPOB XPaHWLLA BblgaeTcs B BUAe Habopa 3anncein gna /etc/
fstab .

BHUMaHune

YCTaHOBLUVIK HNYErO HE MOHTUPYET U HE N3MEHSIeT B /etc/fstab .

OTtpepakTupoBaTh fstab 1 CMOHTUPOBaTb pasgesbl HY>XHO CaMOCTOSITENbHO B KOHCOAN. MOHTUpPOBaTb
pekomeHayetcsa no UUID.

Hwxe gnsa npumMmepa npmeeaeH CKPUHLWIOT C O4HOIro N3 HallX TeCTOBbIX CTEHOOB.

FSTab
mail-vkwm2-db-2 mail-vkwm2-f-2 mail-vkwm2-st-2 mail-vkwm2-f-1 mail-vkwm2-mon-1 mail-vkwm2-db-1 mail-vkwm2-st-3 mail-vkwm2-st-1
uuiD v defaults 0 v 0 v

# <device-spec>  <mount-point> <fs-type> <options> <dump> <pass>

UUID=2b0dcada-4f9c-41e1-b7e4-221713585ed2 /opt/mailOnPremise/dockerVolumes/s3storage1/storage/1 ext4 defaults 0 0
UUID=c3521227-dd6f-435f-9eeb-cd063cdf5237 /opt/mailOnPremise/dockerVolumes/s3storage/storage/3 ext4 defaults 0 0
UUID=d769e833-021e-4075-a3b3-8bd352267c5¢ /opt/mailOnPremise/dockerVolumes/stz-skel-bm1/zepto/disk 1 xfs defaults 0 O
UUID=ab4d08f0-0fe2-4e4e-83c5-cc47b2d039af /opt/mailOnPremise/dockerVolumes/stz-skel-bm1/zepto/disk2 ~ xfs defaults 0

I'Ipl/uvlep KOMaHL 0nda MOHTUPOBaHNA pa3fenos:

vi /etc/fstab

# BcTaBnseM CTPOYKM, CKOMMWPOBAHHble M3 Beb-MHTepdenca ycTaHOBWMKA.
# CoxpaHseM W3MEeHEeHUs .

mount -a

# Monyyaem Habop npepynpexgeHWin <myTb> mount point does not exist
mkdir -p <nyTb>

# oBTopsAeM Ana BCex MNyTewn

mount -a
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Lar 10. llapanpoBaHue un pennukauus b,

HacTpoliika B 3TOM pasgese akTyasibHa TOSIbKO A1 OYEHb KPYMHbIX MHCTaNAALNIA. B 60NblLUMHCTBE CyYaeB
LOCTaTOYHO HACTPOEK MO YMOMYaHMIO, U MOXHO MNepenTn K CreayoLemMy Lary ¢ noMoLbio kHonky Janee.

BHumaHmne

[No6anaTb knactepbl B[l MOXHO TONMbKO Ha 3Tane NepBOHaYaNbHOW YCTaHOBKN.

YTo6bl 006aBUTb 60SIEE OQHOrO KlacTepa, NoTpebyeTca CreHepupPoBaTb AOMNONHUTENbHbIE KOHTEHEPDI.

HacTponku
Cetv  [lomeHHbie umera  Xpawunuwa  lapavposatue v pennvkauust Bl HacTpoiikn KoMnoHeHToB  ViHTerpauum  [lepemeHHble okpyxeHus
Barpyautb 13 6a3bl Onpocutk Bee Overlord'bl
Wms B Homep knacrepa OTKa30yCTONYMBOCTL Macrep CocraB
abookpdd-tar Heobxoauma HacTpoiika
addrbook-tar Heobxoauma HacTpoiika
addrbook-tar1 addrbook-tar1
addrbook-tar 1 Overlord
mail-vkwm2-db1 addrbook-tar2
addrbook-tar3
addrbook-tar 2 Overlord addrbook-tar3
mail-vkwm2-db2
aliases-tar Heobxoauma HacTpoiika

appass-tar1 appass-tar1

mail-vkwm2-db1 appass-tar2

appass-tar 1 Overlord

appass-tard appass-tard

mail-vkwm2-db1 appass-tar4

appass-tar 2 Overlord

YT106bI 0,O6aBUTDL KITACTEp:

1. HaxxmunTe kHornky [o6aBUTb B MEPBON CTPOKE, OTMEYEHHOW KPaCHbIM.

2. HaxxmuTte kHonky Jlo6aBuTb KOHTelHep B[, B 3aBycMOCTN OT TMNa 6a3bl AaHHbIX MOXET 6bITb A06aBeH
OLOVIH NN fBa KOHTENHEpPa.

3. CoxpaHuTE N3MEHEHIS.

4. MNosTopuTe Warn 1-4 ons Kaxkaowm CTPOKY, OTMEYEHHOW KPaCHbIM.

Mocne no6aBneHnst BCex KlacTepoB NOSIBUTCSH BO3MOXHOCTb NEPENTU K CliegytowemMy Lwary ¢ moOMOLLbIO
KHoMkn Oanee.
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. Hactpoiikn  O6cnyxusanne n
@ AdminPanel [Ch Ranee

Hactporikn
Cet  [lomenHbie uMeHa  XpaHunuuwa  Lapauposanye v pennvkaus B} HacTpoiikin KoMMoHeHTos  UkTerpaunnt  TepemeHHble OkpyxXeHUs:
3arpyauTb 13 6asbl Onpocutb Bee Overlord bl
Wwms BO Homep knactepa OTKa30yCTOM4MBOCTb Macrep CocraB

abookpdd-tar2 abookpdd-tar2

abookpdd-tar 1 Overlord
mail-vkwm2-db2 abookpdd-tar1
addrbook-tar1 addrbook-tar1

addrbook-tar 1 Overlord
mail-vkwm2-db1 addrbook-tar2
addrbook-tar3

addrbook-tar 2 Overlord addrbook-tar3
mail-vkwm2-db2
addrbook-tar4

addrbook-tar 3 Overlord addrbook-tar4
mail-vkwm2-db1
aliases-tar1 aliases-tar1

aliases-tar 1 Overlord =
mail-vkwm2-db1 aliases-tar2
appass-tar1 -tar1

appass-tar 1 Overlord PP appass-tar
mail-vkwm2-db1 appass-tar2

War1l. H A
ar 1l. nactpomka KOMMNoOHeHTOB
B pasnene BbINMOJIHAIDTCA HAaCTPOUKN PAa3JINYHbBIX KOMIMOHEHTOB CUCTEMDbI.
HacTponku
Cetun [loMeHHble uMeHa Xpanunuwa LapavpoBanue n pennukauus 6 HacTpoiikv kKomnoHeHToB VHTerpauum [MepemeHHble oKpyxeHusa

HacTponkn aBTopusaumm (4

ApnpecHas kHura .
HacTpoiikn aBTopusaumm no Naporto Yepes BHeLHNe NpoTokosnbl (@)

HacTtporikn nanenu @ mep
aIMUHUCTPUPOBaHNSA @ suTP
HacTtpoiiku noytsl @ WebDav
@ calbav
OrpaHuyeHve gocTyna k
filomeHam @D BkiioumnTb CUCTEMY NPOTUBOAENCTBIS NOAGOPY Naponeil

MonuTuka nameHeHus
OrpaHuyeHme nonbITok asTopusauum o IP

naponen nonb3oBatenem

. MonbITOK B MUHYTY:
MouToBbI TpaHcnopT Ty 20
Cucrema yqéra MonbITok B Yac: 250
nencTenm
none3osarenemn
MonbITOK B AeHb: 1000

HTTP(S)-npokcu

Cncok IP ¢ HeorpaHU4eHHbIM KONM4eCcTBOM
nonbITOK

OrpaqueHme AOoCTyna K gOMeHaM

Bbi6epuTe Hy>XHbI LOMEH 11 HAXMUTE Ha KHOMKY pefakTnpoBaHus. Mocne BkioveHus ¢dnara OrpaHnunTb
BOCTYN K JIOMEHY MOSBUTCS pasfen c 6osee fAeTabHbIMY HaCTPOMKaMU.
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OrpaHI/I"IVITb AO0CTYynN K AOMEHY — eC/l BKJIIOYEH TOJIbKO 3TOT cbnar, B NoJie HXe HY>XHO 6yp,eT BBECTU |P/

noaceTn, KOTOPbIM 6yp,eT pa3peLwueH JOCTyn K AOMEHY. Tak>Xe Bbl MOXeTe JJ,OGaBVITb KOMMEHTapun, ecnn aTto

Heo6xoaMMoO.
HacTtpownku
Cetu [loMeHHble UMeHa Xpauunuwa LapavposaHue u pennukaumus B HacTpoiiku KoMNoHeHTOB WnTerpauum MepemeHHbIe OKpYXeHUs
AsTopusaums account.dev12.on-premise.ru af.dev12.on-premise.ru af.dev12st.on-premise.ru ampproxy.dev12st.on-premise.ru apf.dev12.on-premise.ru
AppecHas knura apf.dev12st.on-premise.ru as.dev12.on-premise.ru auth.dev12.on-premise.ru biz.dev12.on-premise.ru blobcloud.e.dev12.on-premise.ru bmw.dev12.on-premise.ru
Hactporiku nanenu c.dev12.on-premise.ru calendar.dev12.on-premise.ru calendartouch.dev12.on-premise.ru calendarx.dev12.on-premise.ru cloud.dev12.on-premise.ru
aIMUHUCTPUPOBaHNS

cld-uploader.cloud.dev12.on-premise.ru cloclo.cloud.dev12.on-premise.ru cloclo.dev12st.on-premise.ru

HacTpoiku no4ts!

OrpaHuyeHue foCTyna K
[noMeHam

MonuTuka uameHeHUs
naponei nonb3osarenei

openapi.cloud.dev12.on-premise.ru pu.cloud.dev12.on-premise.ru sdc.cloud.dev12.on-premise.ru
thumb.cloud.dev12.on-premise.ru cld-unzipper.dev12st.on-premise.ru corsapi.dev12st.on-premise.ru

img.dev12.on-premise.ru imgs.dev12.on-premise.ru 02.dev12.on-premise.ru portal.dev12.on-premise.ru

cloclo-upload.cloud.dev12.on-premise.ru

cloclo-stock.dev12st.on-premise.ru uploader.e.dev12.on-premise.ru
e.dev12.on-premise.ru filin.dev12.on-premise.ru

proxy.dev12st.on-premise.ru docs.dev12st.on-premise.ru

hb.dev12st.on-premise.ru swa.dev12.on-premise.ru tmpatt.dev12st.on-premise.ru webdav.cloud.dev12.on-premise.ru

MowToseii Tparenopt [omeH anst Be6-uHTepdenca asTopusayum

Cuctema y4éTa feincTeuit
; @ OrpaHnunTb AOCTYN K AOMEHY
nonk3osarenei

HTTP(S)-npokcu Pexum 3anperta — 3anpewiats cneaytowum IP/noacetam

IP/Moacetn

+ Nobasute

+ [Oob6asutb

Kommentapuii

Pexxum 3anpeTta — 3anpewiatb cnegyowmm IP/nopgcetam — ecnm BktoUYeHbl 06a dpnara (orpaHnyeHmne

LOCTYMa 1 PeXnM 3anpeTa), LOCTYN K AoMeHaMm 6yaeT 3anpeLueH IP/nogcetam, BBEAEHHbIM B nosie.

He 3a6yp,bTe NOBTOPWTD LWarn Ha runepsnsope (Hy)KHbIe warv y>xe otMme4yeHbl )KeJ'ITbIM). Tak>Xe MOXHO HaxaTb

Ha KHorky Play B o6Lein cTpoke cocTosHus. [1ns 3Toro nepengnte K CAUCKy Laros, KIMKHYB MO NOroTuny B

NIEBOM BEPXHEM YIny Be6-HTepdelca.

A BHumaHune

none, nonagyTB qepr||7| CMnncok.

[na LOMEHOB becca. %% k% *%% N bmw.**x . *x% x%% MO YMOJYaHMIO 3anpeLleH JocTyn Bcem IP/nogcetsam.
YT06bl LOBaBUTL Kakmne-nn6o IP/nogceti B 6enblii CMNCOK, HEOBXOAMMO BKAKUYNTD onuuio OrpaHnunTb gocTtyn
K AOMEHY 1 fo6aBuTb B none IP/nogcetu. Ecnn BknounTb o6a dnara, IP/nogceTn, koTopble 6bi11 BBEOEHDI B

MaHenb agMNHNCTPpUpoBaHNA

YTo6bl HauaTb HACTPOVIKY, HAXMITE KHOMKY pefakTuposaHns (4 .
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HacTponku

Cetn [lomeHHble MeHa Xpanunuwa LLapaupoBaHue u pennukauus B HacTponku koMnoHeHToB WHTerpauuun MepemMeHHble OKpYXeHUs

AsTopusaus HacTpoiiku naHenu aaMUHUCTPUPOBaHNS

AnpecHas kHura

AAMUHACTpaTUBHbIE AoMeHb! (B): admin.qdit —_
WHCTpyMeHTbI paspaboTku

+ [obasutb
HacTpoitkin nouTs!

Orpan«eHMe AO0CTyNna K AOMeHam -
Hactpoiikn DKIM n SPF ans cepsepa

MaHenb aaMUHUCTPUPOBAHMS
CepsepHas SPF-sanuce @): Bynet ucnonb3oBaHo 3HaveHue no ymonyanuio: _spf.vkwm1.on-premise.ru

MonuTuka nameHeHus naponeit

nonb3osarenen .
onesosarene DKIM-cenekTop @: mailru

MouToBbLIN TPAHCNOPT

Paccbinbmkm " "
HacTpoiku nonb3osateneit, AOMEHOB NaHenu aaMUHUCTpUpoBaHus (@

CucTeMa paciuMpeHHbIX TPAHCMOPTHbIX

npasun KonudyecTBo AHeit Nnepes yaaneHem nonb3osarens: 5

Cuctema y4éta AencTBUN

- Pa3smep obnaka nonb3osatens no ymonuatuio (M6): 1024
nonk3osarenei

HTTP(S)-npokcu @ PaspewnTb NpeaBapuTenbHYIO HACTPOVKY CEOPLUMKOB ANs BCEro AoMeHa

He npoBepaTb akTyanbHOCTb BKMIOYEHHOTO yHKUMOHana (cuy)

O6wwme nepemeHHble OKPY>KEHWUS Ansi BCeX CEPBUCOB NaHenn agMUHUCTPUPOBAHUS:

+ Hobasuts

ApMUNHUCTPATNBHbIE JOMEHbI — C NMOMOLLbIO KHOMKM [J06aBUTb MO OOHOMY BBEAMTE AOMEHbDI ([0 3Haka @),

KOTOPbIM HY>XHO BblAaTb MaKClMallbHbI€ MpaBa.

KonunuecTtBo gHel nepep, yaaneHnem nosib3oBaTesis — KONMYEeCTBO AHel, Yepes KOTOPOe MoJib3oBaTeNb
6ynet yoaneH us Jocku. IsameHeHne HaCTPOIKI MO YMOYaHNIO aKTyaslbHO NPu OgHOBPEMEHHOM
ncnonb3oBaHuy [locku ¢ Active directory. [No ymonuyaHuio BbiICTaBfIEH CPOK 5 AHEN, TO eCTb NoSb30BaTENb
oeynet yoanéH ns [Jockn yepes 5 gHen nocne ero yganexuns us AD.

Pasmep o6naka nosbzoBaTens No ymonyanuio (M6) — npu HEO6XOANMOCTY OrPaHNYbTE MaKCUMAaJIbHbIN
pa3mep obnaka A5 KaXaoro nosb3osaTtens.

He npoBepATb aKkTyanbHOCTb BKJIIOUEHHOro pyHKLUMOHana (pud) — npu BKIOYEHHOM driare yCTaHOBLLK
6yneT nponyckaTb Wwar bizf — addBizFeatures.

O6LMe nepemMeHHble OKPYXXeHNs A1 BCEX CEPBUCOB NaHeNn agMUHUCTPUPOBAHNS — C MOMOLLLbIO
KHOMKM JLo6aBUTb Bbl MOXETE BBECTU VIMS 1 3HAYEHNE NePEMEHHbIX, KOTOPbIE MPUMEHSTCSA K POnsM bizf,
biz-celery-worker-* N biz-celery-beat . Bam He Hy>XXHO 6yOeT KaXablli pa3 OTAENbHO A1 BCEX Posiel
MPOMNMCbIBaTb NEPEMEHHbIE, [OCTAaTOYHO A06aBUTL X B O6LUME NEPEMEHHDIE OKPYXEHNS.

HacTtpounkn HTTP(S)-npokcn

Ecnun Bbl ncnosnbsyeTe Npokcu-cepeep npu nogxiodeHnn knneHTos K cucteme VK WorkSpace, BknounTte dnar
Mepep VK WorkSpace ecTb npokcu-cepBep, 4HTo6bl KOHTENHEP, OTBevatow i 3a HT TPS-coeguiHeHne, mor
NPUHUMaTb TpadrK 6e3 WndpPoBaHUS.
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HacTtpowku

Cetn [omeHHble umeHa Xpanunuwa LWapavposanue u pennukauvs B HacTtpoiiku koMnoHeHToB WuTterpauumn [NepemeHHble OKpYXXeHUs
AsTopu3aLus Hactponkn HTTP(S)-npokcu
AppecHas kHura @ nNepen VK WorkSpace ects npokcu-cepsep (&)

Hactpoiku naHenu

aAMUHWUCTPUPOBAHNA

Cnucok IP npokcu-cepsepos (&) 10.70.80.1 —
WHCcTpymeHTbI paspaboTku
Py pasp + [o6asutb
HacTponku no4Ts!
OrpaHuyeHue focTyna K
fomeHam HTTP-3aronoBok Npokcy ¢ opuruHanbHeiM IP knueHTa X-Real-IP
Monutuka nameHeHus
naponen nonb3osarenen
MoyToBbINA TpaHcnopT
HTTP-3aronoBok Npokcy ¢ opuruHanbHbIM NPOTOKONIOM X-Forwarded-Proto
CucTema yuéTa neicTauii NOAKIo4eHNA KnenTa @:

nonb3osarenen

MOHUTOPUHI

HTTP(S)-npokcun

Cnucok IP npokcun-cepBepoB — BBEAUTE B Nose cnncok IP-agpecos, ¢ koTopbix [Jocka 6yaeT NpuH1UMaTb
3arofioBKM C OpuUrnHanbHbIMU IP KNeHTa 1 OpUrHabHbIM NPOTOKOIOM NOOK/TIOYEHNS.

HTTP-3aronoBok Npokcu ¢ opurnHanbHbiM IP kKnneHTa — go6aBbTe B NOJe 3aro/IoBOK MPOKCH, KOTOPbI
nepepaeT peanbHbli IP-agpec knneHTa, nHavye cepBuc byaeT paboTaTb HEKOPPEKTHO.

HTTP-3aronoBoK MPOKCcKY ¢ OpUrnHasbHbIM NPOTOKOSIOM NOAKJIIOUEHNS KIIMEeHTa — 419 KOPPEKTHOMN
[paboTbl CEPBNCOB BBEAMTE 3aro/IOBOK OPUTHaIbHOIO NPOTOKOSA NOOKIOYEHNS.

War12. NHTerpaunn

B 6noke 6ynyT 0TO6paxaTbCs HTErpaLLuy, KOTOPbIE Bbl BKIIOUYUM Ha 3Tane Bbi6opa NpoayKTOB 1 OMLA
(HaCTpPOKN NHTErPAaLL MOTYT TakXXe HaXOANTLCS B BEPXHEM MEHIO).

ViHTerpauusa ¢ Keycloak gna SSO-aBToprsaL iy — B JOKYMEHTE COAEPXUTCH UHCTPYKLUSA MO HAaCTpOKe
VHTerpauum ¢ cepsumncom SSO-aBTOpU3aL .

HacTtpouTb oy6nnpoBaHne OeNCTBUA NOAb3oBaTeNe BO BHELLHME XPaHUNVLLA

Lar13. Yka)kuTte nepemMeHHble OKpY>XXeHNSA

B pasgene nponsBognTcs HaCTPOKa KAaCTOMHbIX MepeMeHHbIX [NaHenn agMuHncTpaTopa.
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HacTtpoiikn

Cetn [lomeHHbie nmeHa Wapaviposakue n pennukauvs 6 HacTpoiiku komnoHeHTos Wnrerpaunn MNepemeHHble OKpyXeHNs

bi-kafia Monb3oBaTenbckue nepemeHHblie adloader: m

bind ADLOADER_LOG_LEVEL 0 -
biz-celery-beat + [o6asuts

biz-celery-worker-pdd

biz-celery-worker-pdd-check CNUCOK BO3MOXHDIX NEPEeMEHHbIX ANS PONN

biz-celery-worker-pdd-high

Wma nepemeHHOR noy O Bapuants
biz-celery-worker-pdd-update

ADLOADER_BIZ_EXTERNAL_REQUEST_TIMEOUT 5s
biz-pravda-kafka-consumer -
bizdb ADLOADER_BIZ_ONPREMISE true
bizf

ADLOADER_BIZ_RPS 1
biznginx
bizpostgres ADLOADER _BIZ_USE_CSRF false
bizredis ADLOADER_DEBUG_PPROF_ADDR 8400
cadvisor

ADLOADER_DEBUG_PPROF_ENABLED false
calico-libnetwork
calico-node ADLOADER_DOMAINS_UPDATE_INTERVAL 5m
carbonapi

ADLOADER_GRPC_ADDRESS 0.0.00:2222

clickhouse-keeper

A BHumaHune

HacTpolika nepeMeHHbIX OKPY>XEHMS BO3MOXHa TOJIbKO NOocsie KOHCYbTauun ¢ npenctasutenem VK.

YT106bl 0,O06aBNTb KACTOMHYIO MEPEMEHHYIO:

1. r_j/
HaxXMuTe Ha NKOHKY 1 kHornky Jo6aBunTb.
2. B BbinagatoLem MeHIO BbibepuTe Ha3BaHNEe NepeMeHHON.

3. Beegute 3HauyeHne nepeMeHHoN. 3Ha4YeHne NepeMeHHON SOMKHO 6biTb BBEAEHO KOPPEKTHO, NHaYe

YCTaHOBLLK HE MO3BOMNT CO34aTb NEPEMEHHYIO.
4. HaxkmuTe Ha KHonky COXpaHUTb.

5. HaxxmuTe Ha KHomky Janee A1 nepexofa K Crefyiolwemy Lwary.

LWar14. 3anycTuTe ycTaHOBKY BC€X MaLUWH

1' E
B Be6-nHTEpdElice yCTaHOBLMKa [TaHen agMUHNCTPAaTOPa KINKHUTE MO UKOHKE pPSOoOM C obLLen

CTpOKOI7I COCTOAHNA B BerHeIﬁ 4YaCTun SKpaHa.

2. MNoaTBeppuTe 3anyck aBTOMaTMYEeCKOM YCTaHOBKY, Ha)KaB Ha KHOMKY 3anyCTUTb.
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nOATBepAMTe 3anyck aBTOMaTuyeckomn YCTaHOBKMU

ABTOMaTMUECKan yCTaHOBKa 3anyCTUT NPOBEPKY BCEX LWAroB U NPUMEHMUT HaliieHHbIe N3MEHEHMA. MpoBepku nepes, 3anyckom
BbIMO/IHEHME OCTAHOBUTCA B CIEAYHOLMX CyYanX: CereBas gocTynHocTs ()
1. Ecm war TpebyeT 3arpysku ¢aiinos; ®narvt aapa @)

§4 LlenoctHoctb
2. Ecvt war TpebyeT pyyHoro 3anycka; Gu ®

Bepcun Docker )
3. MpouzoLwua owwrbKa B NPOLECCe BbIMONHEHNS.

®aiinbl noakaukm (@)
KonmuecTBo KOHTENHEPOB OAHOM PO/IY, YCTaHABAUBAEMbIX OAHOBPEMEHHO

0 %
100

BbINonHeHWe ycTaHOBKW/MPOBEPKM MOXHO OCTaHOBWTb. B TakoM C/lyuae yCTaHOBLUMK AOXAETCA
3aBepLUEHNA BbINONHAEMOTO LWara U NPeKpaTuT yCTaHOBKY/NPOBEPKY

OtmeHa || 3anyctutb

B 3aBUCUMOCTIM OT 3Tana yCTaHOBKM 6yaeT MEHATLCS LBET MHAMKATOPA:
- Cepblii — B OXNAAHWM Havaa reHepaumm.
+ CHMIA — B NMpoLiecce reHepauun.
- XXentbin — war 6ygeT NoBTOPEH (aBTOMaTUYECKW).
- KpacHbiin — owmnéka.

3. OxunpganTte 3aBepLUEHNS YCTaHOBKU. [Toka MpoLecc NgeT, psgom CO CTPOKOWM COCTOsHNS 6yaeT

oToBpaxaTbCs KpacHast KHonka Stop.

Ecnu B npoLuecce yCTaHOBKN W HACTPOWKN CUCTEMbI MPOVCXOAAT U3MEHEHNS1 KOHOWIYypaLuun, HEKOTopble

3agavyn MmoryT I'IOTpe6OBaTb MOBTOPHOIO BbINMOJIHEHUA.

[1na NOBTOPHOro 3anycka HEOBXOAVIMO HaXaTb Ha NKOHKY E B OBLLEN CTPOKE COCTOSIHV/SA B BEPXHEN YaCTu

3KpaHa Un PALOM C Ha3BaHEM KOHKPETHOIO KOHTEHepa.

LWar 15. NHnunannsunpymnte pomeH n songute B NMaHenb
agMUHNCTpPaTopa

Korpa yctaHoBka MNaHenn agMHuCTpaTopa 6yAeT 3aBeplLleHa, COOTBETCTBYIOLLMI CTaTyC OTO6PasnTCs B

CTpOKe COCTOAHNS.

1. HaxxmunTe Ha KHonKy [ianee B npaBOM BEPXHEM YII1y.
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VK WorkSpace Hactpoiikn O6cnyxusatie

YcTaHoBKa 3aBepLUeHa >
sasepuenrvie: @) Casronreiinepsi: (I KonoHoK: 1 rpynnupoBKa: | Het cepaep

VK Workspace
hypervisor 8 (157]
infraeted 3 3]
calico-libnetwork 8 (8]
calico-node 8 e
bind 8 16 ]
optimus-agent 2 2]

optimus-agent1 100.70.178.93 ® (R - |

optimus-agent2 10070.178.53 ® ke - |

2. BBeguTe nmsa goMeHa 1 HaxxMmmTe Ha KHornky Jo6aBuUTb.

VK WorkSpace Hacrpoiku O6cnyxusatve

CospanTe nepebivi NOYTOBLIN AOMEH - YacTb email-agpecos nocne "@".

MoyToBbLIE AOMEHBI KoHTenHepb!

vbastraOmail.onprem.ru

[omeH cunTaeTca NnogTBEPXAEHHbIM Nocse Ao6aBneHuns B [NaHeb agMHUCTpaTopa.

B agpecHyto cTpoky ckonupyite agpec MNaHenn agMUHUCTpaTopa Vi BBeAUTE AaHHbIE:
- Vimst nonbzoBaTtens — admin@admin.qdit.

- Maponb HaxoguTcs B daiine — bizOwner.pass, /19 ero NPOCMOTPa BBEANTE B KOHCOMV KOMaHAY:

cat <nyTb [JO OUPEKTOPMM C YyCTaHOBUWMKOM>/bizOwner .pass .

Ecnn normH n naposib 6blNVI BBEAEHDI npaBuJIbHO, Bbl NoNageTe B [laHenb AAMUNHNCTPAaTOpPa.
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BHumaHune
Korpa ycTaHOBKa 3aKHUMTCS MOXHO YOanTb apXUB, 3 KOTOPOTrO 6blf1 pacnakoBaH OUCTPUBYTUB B Havane
YCTaHOBKW. Bce ocTasnbHble daiinbl 4OMKHbI OCTaBaTbCs B Narnke ¢ daisiom onpremise-deployer_linux. He

ypananTte nonb3oBaTtensa deployer — aTa yyeTHas 3anncb NoTpedyeTcs A9 O6HOBNEHNS U JanbHenLwen
akcnnyaTauum MaHenn agMuHUCTPaTopa.

No6aBneHe AonNoJIHNTENbHbIX JOMEHOB

Ecnu Bbl nnaHMpyeTe Ncnonb3oBaTb HECKObKO AOMEHOB, [06aBbTE NX C MOMOLLbIO KHOMKK JLo6aBNTb [OMEH:

l Ap,MI/IHnaHenb mail.ru v | [Jo6aBuTb fomMeH

&2 lMonb3osatenu > MNonb3oBaTenn
Y AnMMHUCTPaTOPSI 8, Coan... AKTVBHOC

@ Nonutukm

dNo ¢
™ Mouta >
O Ouck >
(O MecceHoxep >

AnpecHas KHUra

-3 CTpyKTypa opraHusaumi
YnpasneHue JOMEHOM

KoHdurypaums >

Jlorn n nonesHbie KOMaHAbI

Bce koMaHAbl, NepeyrCneHHble HUXe, CeAyeT BbINMOMHSATb B KOHCOMN MaLUNHbI-MOHUTOPVIHTA.
1. MNepesanyck ycTaHOBLUMIKA:

sudo systemctl restart deployer
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2. Jlorn yctaHoBLLUVKa:
sudo journalctl -fu deployer
3. Cnncok 3anyLLeHHbIX KOHTENHEPOB:
docker ps
4. Jlorv KOHKPETHOrO KOHTEeHepa:
sudo journalctl -eu MMA_KOHTeWHepa
5. CtaTyC KOHTelHepa:
systemctl status umaA_koHTelnHepa
6. MocMOoTpPEeTb CNUCOK «CITOMaHHbIX» KOHTENHEPOB:
docker ps -a|grep Exit
7. TIoCMOTpPETb CMNCOK BCEX HE 3aMyCTVBLLUNXCS KOHTENHEPOB:
sudo systemctl | grep onpremise | grep -v running
8. Yoanutb KOHTENHep:

sudo docker rm uMs_KOHTeWHepa

& AsTop: lNpy3ges HukunTa

(S 23 nioHs 2026.
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