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Ha3HayeHe fOKyMeHTa

B mokymeHTe onucaHa npoueaypa yctaHoskn Jockn VK WorkSpace B MuHMManbHOM paboyein KoHdurypaumn

Ha OfHY BUPTYasibHYIO MalUWHy. [og, NpoayKTVBHOW YCTaHOBKOW NofapasyMeBaeTcs yCTaHoBKa [locky Ha

cepBepa KIIMeHTa n HaCTpOVIKa KOMMOHEHTOB OJ14 nocnieaytowero Ncrnojib3aoBaHNA COTPYOHNKaMN.

Tpe6oBaHNs K agMUHNCTPaTOpPam

« 3HaHuMe Linux Ha ypOBHE CMCTEMHOIO agMNHNCTPATOPA.

+ 3HaHMe OCHOB PaboTbl CuCcTeM ynpaBneHus 6asamu gaHHbIx (CYB[).
« 3HaHMe OCHOB PaboTbl Cnyx6 kaTanoros (Directory Service).

« [TOoHNMaHNe OCHOB KOHTENHEpPU3aL .

« 3HaHMe OCHOB PabOoTbl CETEN N CETEBbBIX MPOTOKOJOB.

» 3HaHNe OCHOBHbIX IHCTPYMEHTOB A9 paboTbl B KOMaHAHON CTpoke: bash, awk, sed.

JononHnTenbHas [OKYMeEHTaLus

YT0 genatb, ecnu Npu BXOLE B NMaHesb agMUHNCTPAaTOPa NOSBASETCSA oLnbKa «HeBEPHbIN Naposiby
Kak 06HOBUTb NNLEH3VIOHHbIN KoY

HacTporika nnterpauumn ¢ Active Directory

TexHun4yeckune TpeboBaHNs

I'Iop,p,epx(leaeMble onepaunoHHbIe CUCTEMbI 419 YCTaHOBKW ﬂ,OCKI/II

- Astra Linux SE Open — Bepcusa 1.7.5+, Bepcus sgpa — 5.15.

- Astra Linux SE Open — Bepcua 1.8, Bepcus sgpa — 6.1.

- PEO, OC — Bepcua 7.3.5, Bepcusa aapa — 6.1.

« PELL OC — Bepcua 7.3c (cepTudunumpoBaHHas), Bepcus agpa — 6.1.
- PEQ, OC — Bepcus 8, Bepcus agpa — 6.6 nnm 6.12.

+ MosOS Arbat — Bepcunsa 15.5, Bepcusa agpa — 5.14.

ApxntekTypa cnuctembl — X86_64.
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O6HOBNATb onepaynoHHYIO CUCTEMY MOXHO TOJIbKO Ha nogaepXnsaemMyto BEPCUIO 1 TOJIbKO nocne
KOHCYynbTauunn C npenctasmntTenemMm VK. Cnncok nognep>XXmsaemMblx OC MOXET 6bITb YTOYHEH B paMKaxX pa60T no

WHAVBYAYaIbHOMY MPOEKTY.

BHUMaHune

YT06bl [locka VK WorkSpace paboTana KOpPPEKTHO, Hy>XHO YCTaHOBUWTb onepaTnBHoe o6HoBneHune sgpa OC
yKas3aHHOI BbllLe Bepcumn. Bepcuns gomkHa 6biTb akTyanbHOM Ha MOMEHT YCTaHOBKM.

Kak npaBuJbHO HACTPOUTb aHTUBNPYC Ha CepBepax

Ha Bcex malmHax npoBepbTe aHTNBMPYCHOE peLleHne 1 BbINoJIHNTE cnegytouimne HaCTpOIZKI/IZ

- [lo6aBbTE B NCK/TIOYEHUS:

« /opt/mailOnPremise — fJaHHble MpUIoOXeHui, noru, B, xpaHunuiwa. Henbss getanmanposatb daiisib 1

nogkKaTanoru, Hy>XHO LO6aBNTb BECb KaTanor /opt/mailOnPremise B NCKIIIOYEHUS.

+ /home/deployer/ — OaHHblE AN MHCTANNATOPA, YCTaHOBKa OB6HOBIEHUN.

« Anckun pns xpaHunuiia.

» /var/lib/docker/ .
« OTKNIOYMTE NPOBEPKY KOHTEMHEPOB: ScanContainers: No, ContainerNameMask: * .
- He HacTpaunsanTe firewall Ha cnegytoLye cetesble NHTEPHENCHI:

- cali*

- docker*

- wireguard*

- tun*
- [lo6aBbTe B NCKIOYEHNS NMYBNYHbBIE MOPTHI.

- Ecnu Bbl ncnonbayete KESL, To Ha cepBepax 19 CEPBNCOB KOHTENHEPU3ALVIN OTKITIOYTE 3a4a4n No

3aunTe oT Be6—yrpo3 1 3alLTE OT CETEBbIX YIrPO3.

4 BHumaHune

He BHOCUTe n3meHeHus B Npasuna iptables.

Kak ncnosnbsoBaTtb CUCTEMbI BUpPTYyaJilnsaumn

Ecnu Bbl MCcnonb3ayeTe cUcTeMbl BUPTYanusauun gns passeptbiBaHna cepeepos VK WorkSpace Heo6xoanmo

YUYNTbIBATb OCOBEHHOCTY BbIAENEHNS PECYPCOB:

vCPU
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He ponyckante nepenognucky. CymmapHblie VCPU Ha XoCTe He oMXHbl MPEBbILLAaTb KONMMYECTBO PUINYECKIX
a0ep, BblAeNeHHbIX BCEM BMPTYasibHbIM MaLuviHaMm. [1pn aTom He pekoMeHgyeTcs cumTatb Hyper-Threading

NMOJIHOUEHHbIMW a0paMn.

He BbigenanTe ogHOM BUPTYanibHOM MalUVHE KOTMYECTBO S4ep 60/blUe, YeM KOMYECTBO A4eP Ha PU3NYECKOM
cokeTe.

RAM

He HasHavanTe cymmapHyto VRAM Bbilwe ¢pusmyeckon RAM xocTa.

MexaHn3mMbl 3KOHOMUKN NaMATN

He BkntoyanTe mexaHnambl ballooning n cxatus namaTu.

swap

He ncnonbayinTe swap — Kak Ha rmnepBrn3ope, Tak U BHYTPY BUPTYasbHbIX MaLLWH.

PezepBupoBaHuna pecypcoB BUPTYyasbHbIX MaLLNH

YcTaHaBnMBanTe BCIO BbIAENEHHYIO NaMsITb 1 MPOLLECCOpPbl B pe3epB A1 BUPTYasbHbIX MaLLNH CUCTEMbI.
XpaHunuwe

He ncnonb3aylite TOHKNEe anckn (aucku Tuina Thin) — ANCKN C OTAOXEHHbIM BblAeIEHNEM MPOCTPAHCTBa Ha

CX[O.

Mpumep HacTponku napameTpos OC

BaXxHO

YcTaHOBKa JaHHbIX NnapamMeTpOoB BO3MOXHa TOJIbKO NMocsie KOHCYybTauln C BallMn CNCTEMHbIMU

agMVIHUCTpaTOpaMu.

1. CospanTte dann /etc/sysctl.d/98-vkworkspace.conf € HacTponkamu sysctl:

kernel.pid_max=4194304

net.ipv4.tcp_tw_reuse=1
net.netfilter.nf_conntrack_tcp_timeout_time_wait=3
net.netfilter.nf_conntrack_tcp_timeout_fin_wait=5
net.ipv6.conf.all.disable_ipv6=1
net.ipv6.conf.default.disable_ipv6=1
net.ipv6.conf.lo.disable_ipv6=1
net.netfilter.nf_conntrack_max=4194304
net.ipv4.tcp_syncookies=1

net.ipv4.ip_forward=1

2. Co3panTte daiin /etc/security/limits.d/98-vkworkspace-limits.conf C HaCTpOMKaMu NVIMUTOB:

* hard nofile 1048576
* soft nofile 131072
* hard nproc 257653
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* soft nproc 131072
root hard nofile 1048576
root soft nofile 262144
root hard nproc 514106
root soft nproc 262144

#" DononHuTenbHbie HACTPOIIKMN AN cepTudMuMpoBaHHol PES, OC 7.3

®aiin /etc/sysctl.d/98-vkworkspace.conf € HacTpoikamu sysctl ans ceptudnumposaHHon PEL OC 7.3
ByneT oTnMYaTbhCs:

kernel.pid_max=4194304
net.ipv4.tcp_tw_reuse=1
net.ipv6.conf.all.disable_ipv6=1
net.ipvé.conf.default.disable_ipv6=1
net.ipvé.conf.lo.disable_ipv6=1
net.ipv4.tcp_syncookies = 1

[o yctaHosku MNoytbl VK WorkSpace:

a. BHecuTe nsmeHeHne B koHpurypauunm /etc/systemd/system.conf :
DefaultLimitNOFILE=524288:524288

b. YcTaHoBUTE cnepytowme naketbl 13 penosuntopus PEL OC 7.3, nocTaBnsseMoro ¢ onepawioHHOW

CCTEMOIA:
- docker-ce-cli-20.10.24-1.el7.x86_64
- docker-ce-rootless-extras-20.10.24-1.el7.x86_64
- docker-ce-20.10.24-1.el7.x86_64
- docker-ce-20.10.24-1.el7.i686
- docker-compose-2.29.2-1.el7.x86_64
- docker-compose-switch-1.0.5-1.el7.x86_64
YCTaHOBWTb MNaKeTbl MOXHO C MOMOLLbIO KOMaHLbI:
yum install docker-ce-cli-20.10.24-1.el7.x86_64 docker-ce-rootless-
extras-20.10.24-1.el7.x86_64 docker-ce-20.10.24-1.el7.x86_64 docker-

ce-20.10.24-1.el17.i686 docker-compose-2.29.2-1.el7.x86_64 docker-compose-
switch-1.0.5-1.e17.x86_64

/’ JononHuTenbHble HacTpoliku ansa MosOS Arbat

YctaHoBuTte docker 20.x n docker-compose 13 penosutopus MosOS:

zypper install -y docker docker-compose bind-utils ncat
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/" DononHutenbHbie HacTpownku gns Astra Linux1.8
[o yctaHosku MNoutbl VK WorkSpace:

a. B danne /etc/default/grub, B CTPOKY NnapameTpa GRUB_CMDLINE_LINUX_DEFAULT po6aBbTe

parsec.execstack=1:
GRUB_CMDLINE_LINUX_DEFAULT="parsec.mac=0 quiet net.ifnames=0 parsec.execstack=1"

b. BbinonHuTe komaHay sudo update-grub .

c. Mepesarpyante MaLLNHY.

3. MpuMeHNTE N3MEHEHNS:

sysctl -p /etc/sysctl.d/98-vkworkspace.conf
sysctl --system

Vinn nepesarpyanTte onepawuvioHHyo CUCTEMY.

Tpe6oBaHNSA K pecypcam cepBepa

Mo Bonpocam co3naHns Cai3nHr-MOAeNy 06paLlaiTeCh K COTPYAHVKaM U napTHepam komnaHum VK.

MpopyKTVBHasa BEPCUS YCTaHaBNBAETCS Ha OAVH CEPBEP CO CNeayoLein KoHGUrypaumen:

- 32 vCPU;
- 96 GB RAM;
- 1000 GB SSD;

« HDD pgns BnoxeHun, o6beM pacCynTbiBaETCH Ha OCHOBAHUW Cali3nHra.

6 PekomeHpauuns

Vicnonb3ynTte npoueccopsbl Intel Xeon Gold 6140 v Hosee.

Ta6nuua coBMeCcTMOCTU

TexHonorus Bepcusa
MecceHpxep n BKC He CTapLue OBYyX NOCAEOHVX BEPCUNA

MS Exchange Server 2013/2016
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TexHonorusa Bepcusa

Keycloak 17, ¢ ncnonbzoaHnem OAuth 2.0
Kerberos 5
P7-Od¢unc 2024.4.2.721

/" MpumeuyaHue

Keycloak aBnsieTca BHELUHUM NPOBaN4epoM ayTEHTUDVKALVOHHON HPOPMaLuK (Proxy) U He BbICTyNaeT B

KayecTBe nonHoueHHom IDM cuctemsl.

MpepBapuTenbHble YCNOBNS AJ1 YCTaHOBKMN

MNpepcTasutenn VK npegocTtaBunv Bam cnegylowme gaHHble:

« CcblfIKy Ha ckayvBaHe gucTpunbyTnsa Jockun 26.2.
- [Maponb oT apxmBa C ANCTPUBYTUBOM.
« JINUEH3VOHHDIN KoY.

- KomnnekT gokymMmeHTauun.
Takxe Bam noTpebyeTcs:

« Habop DNS-3anucen: A, CNAME, MX, SPF, TXT, NS.

- Moppepxxka npoueccopamn Habopa NHcTpykumin 3BDNow, ADX, AES, AVX, AVX2, BMI, BMI2, CMOV, MMX,
MODE®64, NOT64BITMODE, NOVLX, PCLMUL, SHA, SSE1, SSE2, SSE41, SSE42, SSSE3 1 XOP.

« DKIM-nognuce ¢ cenekTopamu g Kaxgoro gomeHa (unuv Heckonbko DKIM ¢ pa3HbiMy cenekTopamu s

OOHOro JOMEHA).
- locTyn K cepBepy No SSH ¢ npaBamMu agMUHNCTPATOPA (BXO4, MO KJIOYY UK MO Naposio).
- JlokanbHasa ceTb 1 GbE nnn 10 GbE.
« OTKAIOUNTD SwWap.
« Ceptudukatol SSL gnga kaxgoro CNAME vnn Wildcard-ceptudunkat gna gomeHa.
- ocTtyn k nopTtam: 25, 80, 143, 443, 465, 993, 1025.
- [locTyn K agMUHNCTPATUBHbIM NopTaM: 22, 8888*.
- tar.
« YTnuta gnsa pacnakoBKW Zip-apXnBOB, HaNpuUMep 7zip uam unzip.

- Active Directory nnu gpyras cny>x6a katanoro, pabéoTatowas no npotokony LDAP.
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YTO6bl 06ecneunTb 6e30nacHOCTb [1OCKM, Ha BaLlLUX cepBepax SOKHbI 6blTb JOCTYMHbI TO/IbKO HEOBXOONMbIE
noptbl. Ans gocTtyna k Be6-nHTepdercy: 80 (http), 443 (https). Bbl 4OMKHBI cCamMu onpenenunTb, C Kakux IP-

afpecoB 6yayT AOCTYMHbI MOPTbHI.

MopT 8888 ncnonbsyetcs cepsmncom deployer (yCTaHOBLLMK). PekoMeHayeTCs NPUMEHSTb clegytoLine

HanOXeHHble CPeaCcTBa 3aLnTbl:
- OTaenbHbIi MTLS npokcur-cepBep ¢ 0693aTeNbHON NPOBEPKOW KNMEHTCKNX CEPTUPUKATOB. YNpasneHne
KoYamu nponcxoant nocpenctsom PKI 3akasuumka.

- VlcnonbsoBaHune (Me)K)CGTeBbIX SKPaHOB KaK Ha Ol'lepaLl,I/IOHHOI‘/‘I cncrtemMe cepBepa yCTaHOBLMKA, TaK N Ha

aKTVIBHOM CETEBOM O60PYO0BaHNN.

- [lpokcun-cepsBepa Ana aytTeHTudrKauum N asTopmsaulny nocpecTBOM NpocToro napons, Kerberos nnu

OOMEeHHOro napong.

MOXHO MCNOob30BaTb HECKOJIbKO 13 NepeynCneHHbIX METOA0B. Bbibop MeTofa OCyLEeCTBASETCS UCXOAS 13
TEXHNYECKNX BO3MOXHOCTEN MHPPaCTPYKTYpPbl 1 TpeboBaHMin MHGOPMAaLMOHHON 6€30MacHOCTN.

MpoBepbTe cocTosiHMe SELinux

[MpoBepbTe Tekylee cocTosiHue SELinux:
sestatus

I'IapalvleTp SELinux status [OSMKEH MMETb 3Ha4YeHne disabled . Ecnm BbiBOAUTCS Opyroe 3HadyeHune:

1. OTKponTe gna pepakTnpoBaHusa Gamn /etc/selinux/config.

2. NlameHuTe 3HayeHre napameTpa SELINUX Ha disabled .

3. MNepeszarpysnte onepaLmoHHYIO CUCTEMY.

4. MoBTOpPHO NpoBepbTe cocTosiHME SELINUX C NOMOLLbIO KOMaHObl sestatus .

5. MapameTp SELinux status gonxeH nmeTb 3HadeHune disabled. SELinux 6yoeT OTK/IIOYEH.

Kak paéoTtaTb ¢ Wildcard-cepTtunpukaramm

OpawvH wildcard-cepTudurkaT OXxBaTblBaET TOMbKO OOVIH YPOBEHb NOAAOMEHOB. DTO O3HavaeT, yTo wildcard-
cepTuduKaT BbIMYLEHHbIN A5 domain.ru 6yaeT AeNCTBUTENbHbIM 419 BCEX M0 Cy60,0MEHOB TPETHETO
YPOBHS, HO He ByaeT paboTaTb 418 YeTBepToro. COOTBETCTBEHHO €C/ HEOBXOAMMA 3alLMTa NOALOMEHOB
4YeTBEPTOro 1 fJanee YPOBHEN HY>XHO MONYy4YnNTb OTAENbHbIN wildcard-cepTudukaT g poanuTenbckoro oMeHa
Kaxgoro ns Hux. Hanpumep, gomen gns [lockn onprem.ru, Torga B cepTudukaT Heo6XxoamMo 0o6aBUTb OANH

OOMEH: *.onprem.ru

Kakue npoTtokosnbl ncnonbayet JJocka

« HTTPS gnga poctyna K Be6-nHTepdency [Jockn ¢ ncnonb3oBaHvem TLS.
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- Kerberos nnn NTLM — npoTokon B3anmopgeicteusa ¢ Active Directory knuneHTa.

« IPin IP — npoTokon TyHHennpoBaHus IP.

O6s53aTenbHble NpeaBapuTeNbHble AeCTBUS

HacTtpownTte poTauyuto sioros B journald

BblinonHUTe Wwarn n3 HCTpyKLUun Kak HacTpouTb poTaL o N1Ioros B journald.

CospaHune DNS-3anuncen

Ona paboTbl [LOCKM BaM HY>HbI:

« OcHoBHOWM gomeH ansa [lockn

« Habop A- nnn CNAME-3anucei.

[ns npumepa B [OKyMeHTe ByaeT UCrnosib3oBaTbCa [LOMeH ans cepBncoB [LOCKN — onprem.ru .

BHUMaHmne

VI3aMeHsATb CTPYKTYPY OCHOBHbIX JOMEHOB 3anpelleHo! HecobniogeHne CTRYKTYPb! 1 YPOBHSA OMEHOB MOXET

npnBeCTn KyTeyke gaHHbIX Yepes np06poc cookies. Takxe Bbl CTOSIKHETECH C OLUMBKaMU Ha 3Tane HaCTpOVIKI/I

OOMEHHbIX NMEeH.

Hanee B Tabnuue npegctasneH cnucok A- nnn CNAME-3anucei, KOTopble HY>XXHO cO30aTb nepeq yCTaHOBKOW.

,D,OMeHbI 13 TabnunL, 4OMKHbI ABNATbCA No440MeHaMn 4ns O0BYX OCHOBHbIX.

Kak cospaeTca goMeH: account (Cy6oomMeH 13 Tabnuubl) + onprem.ru (OCHOBHOW JOMEH 13 NpUMeEpPa,

KOTOPbI Bbl 3aMEHUTE CBOUM) = account.onprem.ru .

HasHauyeHne pomeHa

[lomeH ons npoBepkun gocTyna

Beb-nHTepdeinc astopuzaumn

[JomeHHas aBTopum3aLms (BHYTPEHHME 3anpocChl
6pay3epa)

VHTepdenc agMHNCTPUPOBaHNS

Nma pomeHa

access

account

auth

biz

Mpumep

access.onprem.ru

account.onprem.ru

auth.onprem.ru

biz.onprem.ru
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Ha3HayeHne gomeHa

WuTerpaumns c APl Moutbl VK WorkSpace

CkaumBaHue cynepanna VK WorkSpace

CepBuc aBaTapok

VlcnonHgemble cTaTnyeckne gaHHble

OAUTH2-aBTOpM3aLus

O6LwenopTanbHble CEPBUCHI aBTOPU3aLLN

[lomeH onsa obnaka, peanusyiowiero APl S3

[lomeH ona server side BzanmogencTeus ¢ lNoyton
VK WorkSpace

CepBep aBTOPU3aLIMN (MEXCEPBEPHbBIE 3aMPOChI)

Appec knneHtckoro APl MecceHngxepa n BKC

OcHoBHoW gomeH [lockn

BHUMaHmne

Nma pomeHa

corsapi

dl

filin

imgs

02

portal

hb

serverside-
api

Swa

board

Mpumep

corsapi.onprem.ru

dl.mail.onprem.ru

filin.onprem.ru

imgs.onprem.ru

02.onprem.ru

portal.onprem.ru

hb.onprem.ru

serverside-
api.onprem.ru

sSwa.onprem.ru

u.onprem.ru

board.onprem.ru

13MeHATb LOMEHHbIE MEHa 13 TabnuLbl 3anpeu.|,eHo! YCTaHOBLLUMK MNCnonb3yeT X Npu pa3BepTbiIBaHN CUCTEMDbI.

Ecnun npwn ycTaHOBKe He ByaeT HallgeH COOTBETCTBYIOLLIA LOMEH, MOXET NPON30NTN COON.

AnckoBoe NpoCcTpaHCTBO

MuHManNbHbIN PEKOMEHOYEMbIN O6bEM NaMATU 419 Pa3LeNos:

+576 — /boot;

<4016 — /;

«100 6 — /home;

«406 — /var/log;

+150 16 — /var/lib/docker ;

20076 — /opt;
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<4076 — /tmp.

B 3aBMCKMOCTW OT KOJIMYECTBA MoJIb30BaTeNell MOXET 6blTb yBENMYEH 06beM NamsaATh pasgena /opt/

mailOnPremise/dockerVolumes .

BHumaHmne

OTknounTe darn nogkayku (SWAP).

MopkroueHne ANCKoB

Ecnwn Bbl nnaHnpyeTe MOHTNPOBaHE AONONHUTENbHbIX ONCKOB, PpeKoOMeHOYyeTCA NOAKITIOHNTb UX 00 Hadana
YCTaHOBKW. [MoakntoYeHHbIe ONCKN HEOBXOANMO pa36I/ITb Ha pasfesnbl, 419 3TOro MOXHO NCNOoJ1b30BaTb no6ble

NPWBbIYHbIE YTUANTBI, Hanpumep fdisk.

Ha pasgenax guckoB Heobxoanmo co3gaTb dannoByto cuctemy. Mbl pekomeHgyem extd, Takke
nopoepxveaetcs xfs.

Mprmep koMaHAabl 419 co3paHuns GannoBor cuctembl exts:

mkfs.ext4 <nyTb K yCTpoOuCTBY>

DTanbl yCTaHOBKW

Becb npouecc YCTaHOBK MOXHO pas3fefinTb Ha ABa 3Tana:

1. B komaHgHOIM CTPOKe Ha cepBepe BbIMOTHAOTCA OencTema ons 3anycka yCTaHOBLMKa.

2. MNocnepyioLas yCTaHOBKa NPON3BOANTCH B CNeLaibHOM Be6-HTepdeice.

dencrena B KOMaHOHOW CTPOKe Ha cepBepe

LWar 1. Co3pganTe nosb3oBaTtens deployer

1. B KOMaHOHOW CTPOKE BbINOMHNTE NOCIEA0BaTENbHOCTb KOMaHA,

Astra Linux

sudo -i

# 3apaem naposb U co3gaeMm nosib3oBaTena deployer
DEPLOYER_PASSWORD=mURvNnxJ9Jr
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useradd -G astra-admin -U -m -s /bin/bash deployer
echo deployer:"SDEPLOYER_PASSWORD" | chpasswd

# WUrHopupyem oun6ky "HEY[JAYHbIA MAPOJIb: error loading dictionary'
# B cnyyae, ecnv oHa nosiBUNachb

# lNepenoruHuBaemcs nop nosb3oBaTenem deployer
sudo -i -u deployer

ssh-keygen -t rsa -N ""
# Haxvumaem Enter (cornacutbca ¢ BapMaHTOM MO YyMOJYaHMI0)

# Konvpyem ssh-kn4 B HyXHYW OUPEKTOPUI0
cat /home/deployer/.ssh/id_rsa.pub >> /home/deployer/.ssh/authorized_keys

chmod 600 /home/deployer/.ssh/authorized_keys

# OnuuoHanbHO: MpoBepsieM, 4YTO camuM K cebe MoxeM 3anWTu 6e3 napons
ssh deployer@localhost

exit
PEQ OC
sudo -i

# 3apgaeMm naponb M cosfgaeMm nonb3osaTena deployer
DEPLOYER_PASSWORD=mURvNnxJ9Jr

useradd -G wheel -U -m -s /bin/bash deployer
echo deployer:"SDEPLOYER_PASSWORD" | chpasswd

# lNepenorvHusaemcsa nop nonb3oBaTens deployer
sudo -i -u deployer

ssh-keygen -t rsa -N
# Haxvumaem Enter (cornacutbCcs C BapMaHTOM MO YMOJYaHUI0)

# Konuvpyem ssh-Kni4Y B HyXHYW OUPEKTOPUI0
cat /home/deployer/.ssh/id_rsa.pub >> /home/deployer/.ssh/authorized_keys

chmod 600 /home/deployer/.ssh/authorized_keys

# OnuMoOHanbHO: MpoBepsieM, UYTO caMum K cebe MOXeM 3aMTu 6e3 napons
ssh deployer@localhost

exit
MosOS Arbat
sudo -i

# 3apaeMm naposb M cospaem nonb3oBaTensa deployer

DEPLOYER_PASSWORD=xJ9JrmURvn
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groupadd deployer
useradd -p "$S(openssl passwd -crypt "SDEPLOYER_PASSWORD")" deployer
usermod -aG wheel deployer

# MosOS aBToMaTuyecku He co3faeT rpynny OJs HOBOro Mosib3oBaTens
usermod -aG deployer deployer

mkdir -p /home/deployer/.ssh

chown deployer:deployer /home/deployer/.ssh

ssh-keygen -t rsa -f /home/deployer/.ssh/id_rsa -N ""
# Haxvumaem Enter (cornacutbca ¢ BapMaHTOM MO YyMOJYaHMI0)

# Konvpyem ssh-kn4 B HyXHYW OUPEKTOPUI0
cat /home/deployer/.ssh/id_rsa.pub >> /home/deployer/.ssh/authorized_keys

chmod 600 /home/deployer/.ssh/authorized_keys

chown deployer:deployer /home/deployer/.ssh
chown deployer:deployer /home/deployer/.ssh/#*

# OnuMoHanbHO: MpoBepsieM, 4YTO caMu K ceb6e MOXeM 3anTu 6e3 napons
ssh deployer@localhost

exit

A BHmaHune

Bcs panbHenwas YCTaHOBKa 6yp,eT npon3BoanTbCA Noa Co3aaHHbIM NMOoJib3oBaTeENEM deployer. Ecnn Bbl
nnaHnpyeTe yCTaHaBABaTb No4 Apyrinm nojibsoBartenem, ato HEoBXoANMO y4nTbiBaTb npn DanbHenwen
YCTaHOBKe. Takoke nonb3oBaTesb JOMKEH UMETb npaBa agMHUCTpPAaTopPa.

2. BoinonHnte KomaHgy sudo visudo .

3. B danne /etc/sudoers ybepute # B Ha4yane cnegytowen CTPOKN:

Astra Linux

# %astra-admin ALL=(ALL) NOPASSWD: ALL
PEf, OC

# %wheel ALL=(ALL) NOPASSWD: ALL
MosOS Arbat

# %wheel ALL=(ALL) NOPASSWD: ALL

4. Boingute ns Vim c coxpaHeHnem dalina.
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To e camoe MOXHO cAenaTtb C MOMOLLbIO pefakTopa hano:

sudo EDITOR=nano visudo
# HaxoOuMm HyXHYl CTpPOKY, yphanfewm # B ee Havdane
# BbIXOAWM M3 Nano C COXpPaHEeHUEM W3MEeHEeHWUn

LUar 2. Pacnakynte gucrtpuéyTmnBs

1. PacnakyinTe gucTtpubyTuns nog nosb3oBatensa deployer (B gupekTopuio /home/deployer ). Bol MOXeTe
pacnakoBaTb apXuB C ANCTPUBYTNBOM 1 B SPYTYIO Nanky uim cosgaTb nognanky. HeT pasHuLbl, Kakum
apX1BaTOPOM MOJIb30BaTbCA. Hudke NpuBepeH NnprMmep Ana unzip:

Astra Linux

# Ecnv Ha MawuMHy He yCTaHOBJIeH unzip, ckKayuMBaeM ero:
sudo apt-get install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o <uMsi_apxuBa>
PEQ OC

# Ecnum Ha MawvHy He YCTaHOBMEH unzip, cKayuBaem ero:
sudo yum install unzip

# Ecnu B Baweyn Bepcunm PEJl OC HeT yum, To ucnonb3dymnte dnf
export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o <ums_apxuBa>
MosOS Arbat

# ECnu Ha MawMHy He YCTaHOBJIeH unzip, cKauuBaem ero:
sudo zypper install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o <umA_apxuBa>

2. CospanTe pabouyio ANPEKTOPUIO ANS YCTaHOBLLMKA:

mkdir -p /home/deployer
cd /home/deployer

3. PacnakyinTe ocHoBHOI apxus deployer.tar:
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tar -xf deployer.tar

4. CospaiiTe QUPEKTOPUIO OJ18 CTaTUKW N pacrnakynTe apxumB:
tar -xf static.tar.gz

5. MNoprotosbre Docker-penosuntopuii

cp registry/mail/dockerRepo.tar source/
cp registry/mail/dockerDMZRepo.tar source/

6. Ckonupyite dannbl mds:

cp registry/mail/dockerRepo.md5 source/
cp registry/mail/dockerDMZRepo.mdS source/

LLar 3. PaspewnTe Port Forwarding

[nsa KoppeKTHOM paboTbl yCTaHOBLLMKA B HACTpokax SSH gomkeH 6biTb pa3pelueH TCP Forwarding. YTo6bl
n3meHunTb HacTpoiky TCP Forwarding, Hy>HO B paine /etc/ssh/sshd_config yCTaHOBUTb criepyioLliee
3HaYeHwve:

AllowTcpForwarding yes

LWar 4. 3anycTnTte yCTaHOBLUWK KaK cepBuC

YcTaHoBLUMK onpremise-deployer_linux pekomeHayeTcs 3anyckaTb Kak cepsuc. [py TakoM 3anycke He
npugeTcs npubéeraTtb K ONOAHUTENbHbIM MepaM (screen, tmux, nohup), NO3BONSIOLLNM YCTaHOBLLMKY
NPOAOMKNTb PAaboTy B CNyyae noTepun coeanHeHns no SSH.

BaXxHO

[ns nogkntoyeHne agMHNCTpaTopa K BE6-NHTEPdENCY YCTaHOBLLMKA UCMOoSb3yeTcs nopT 8888.
PekomeHpyeTcs HacTpouTb 3awmTy NopTa Yepes firewall nn6o HanoxeHHbIMy cpepcTBamu (TLS-proxy).

He pekomeHayeTcs OCTaBNATb YCTaHOBLUMK BKIIIOYEHHbBIM, €C/V Bbl HE MPOBOANTE PaBoTbl MO YCTaHOBKE U
HaCTpoliKe CUCTEMbI. 3anyCTUM YCTaHOBLLIK — MNpoBenn yCTaHOBKY — BbIK/OYMAN yCTaHOBLUMK. ECnuv Hy>KHa
[LOHaCTpOliKa CUCTEMbI, TO CHOBa BKJTIOYMTE YCTaHOBLLMK.

YT106bI 3aNyCTUTb YCTAHOBLLNK Kak CEPBUC, BbINOAHUTE KOMaHAy (nogxogunT gns Astra Linux, PEL OC, MosOS
Arbat):

sudo ./onpremise-deployer_linux -concurInstalllLimit 5 \
-serviceEnable -serviceMake -serviceUser deployer
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Mo yMOMYaHWoO BbICTABEH NMMMUT B 5 NOTOKOB, MPW HEOBXOAMMOCT Bbl MOXETE YBEMNUNTb KOMMYECTBO
notokos A0 10, 0fHaKO 3TO YBENYNT U Harpy3Ky Ha cucTemy. VicnonbsosaHve 6onee yem 10 NoTokoB He
pekomMeHgyeTcs.

OTBeT B Cllyyae yCMeLHOro 3anycka yCTaHOBLUMKA BbIFIAAUT Creayowmm 06pasom:

Astra Linux

deployer.service was added/updates

see status: <systemctl status deployer.service>

can't restart rsyslog services: [exit status 5]

OUT: Failed to restart rsyslog.service: Unit rsyslog.service not found.
deployer.service was enable and started

see status: <systemctl status deployer.service>

PE[, OC

deployer.service was added/updates

see status: <systemctl status deployer.service>

can't restart rsyslog services: [exit status 5]

OUT: Failed to restart rsyslog.service: Unit rsyslog.service not found.
deployer.service was enable and started

see status: <systemctl status deployer.service>

MosOS Arbat

deployer.service was added/updates

see status: <systemctl status deployer.service>

can't restart rsyslog services: [exit status 5]

OUT: Failed to restart rsyslog.service: Unit rsyslog.service not found.
deployer.service was enable and started

see status: <systemctl status deployer.service>

/' TMpumeuanne

HeBO3MOXHOCTb BKJIOYEHUS CYyX6bl rsyslog He MOBAUSET Ha KOPPEKTHOCTb PaboTbl cepBuca.

Ecnun Be6-uHTEepdelic He OTKPbIBAETCS NO agpecy http://server-ip-address:8888 , TO NPOBEPLTE XYpPHabI:

journalctl -u deployer

N y6epuTtecs, uto nopt 8888 cnyLiatoT:

ss -lanp|grep :8888
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dencteua B Be6-nHTepPpemnce yctaHoBLUMKA

1. MNepengnTe B BE6-NHTEpPdENC YCTaHOBLLVIKA, B aApeCHON CTPOKe bpay3epa ykaxunTe agpec: http://
server-ip-address:8888 . Ecnu nepeinTr no aTomy agpecy He ygaeTcsl, yéeamtecs, uTto firewall 6bin

OTKJTIOYEH.

2. Ha cTapTOBOW CTpaHuLE HaXXMUTE Ha KHOMKY YCTaHOBUTb.

VK WorkSpace

Passepan'e Ha Ballnx cepBepax ogvH Uin HeCKOJIbKO NpoaAyKTOB

YCTaHOBUTb

NHcTpyKumnn
YcTaHoBKa 1 HacTponka o6opyaoBaHuA
KnacTtepHaa ycTaHoBKa 1 HacTporika 060pyaoBaHuA
O6HoBNEHVE

O6HoBNEHME KNACTEPHOM YCTAHOBKM

Lar 1. [lo6aBbTe NNUEH3VNOHHDbIN KNIoY

1. BBeguTe NNLLEH3NOHHDIN KIIOY UK YKaxuTe NyTb K daliny niueHsun .lic.

CrtpaHunua 19 n3 43


/builds/vk-communications/docs/vkc-docs/workmail/public/doska/Assets/installation-assets/1SelectFullVersion.png
/builds/vk-communications/docs/vkc-docs/workmail/public/doska/Assets/installation-assets/1SelectFullVersion.png

VK WorkSpace

War1uns3

JlnueHsunoHHbin kntow VK WorkSpace
Beegute kntoy BpyYHyio 1nu Boibepute dain B dopmate .txt, lic, .key
JINLEH3NOHHDIN KN4

eyJhbGciOilQUzMANCIsInR5cCl6lkpXVCI9.eyJpZCl6ImMRhNmMIhMjg5LTNIZTMtNGQ1YSThYjY2LWZhMm
M3N2U3MzBiMSIsImIOZXIiOJEOLCJjbGllibnRfomFtZSI6im9ucHJIbS5ydSIsinByb2R1Y3Rzljp7ImlhaWwiOns

Bbi6paTb dann

2 lic_onprem.ru.lic

JnueHsna gna onprem.ru

uiD [encTBuTenbHa o
dabba289-3be3-4d5a-abb6-fa2c77e730bi 19.02.2225,14:10:50
Monb3oBaTenei

VK WorkMail: 3000, VK WorkDisk: 3000, VK Teams: 3000

PaspeluéHHble foMeHbI
admin.qditonprem.ru*.onprem.ru*.vkwm.ru*.on-premise.ru

Danee Hazag,

CoxpaHunTb

2. Haxxmunte kHonky COXpaHunTb.

3. HaxxmunTe Ha kHonky fanee.

NHdopmaymio o ToOM, kak OBHOBUTb JINLEH3VIOHHDIN K04 N NPOBEPUTD CPOKW OENCTBUS MNLEH3UN MO

npoayktam VK WorkSpace, Bbl CMOXeTe HaiTh B pa3fesie C AOMNONHUTENbHOW OOKYMEHTaLN.

LLUar 2. Bbi6epuTe NpoayKTbl N KOMMOHEHTbHI

1. BkniounTe dnar flocka VK WorkSpace.
2. HaxxmunTte Ha kHonky Janee.

3. BkntounTte HY>XHbl€ BaM KOMMOHEHTbI B pasfene AAMI/IHI/ICTpI/IpOBaHVIe.

A BHumaHune

Ona nHctannaumin go 100000 nonb3oBaTenen HeOBXOAMMO BKITIOUYNTb O6/IErYEHHYI0 BEPCUIO ayauTa Ha
PostgreSQL. Mo ymonyaHuto B [NoyTe BKIIOYEH NpoaykT Cuctema ayguTa AencTBuii nonb3oBaTtens Ha
ocHoBe ScyllaDB, oHa npepHa3HauYeHa ons MHCTannauum, rae nonb3osartenen 6onbiue 100000.
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MpoaykT

AyTeHTndunkaums v26.2.0

AyTeHTndpunkauyma v26.2.0. EguHbin
Bxop, (SSO)

AyTteHTnédunkauums v26.2.0. Bxog
yepes Kerberos

Bxop yepes Kerberos. Blitz
(BHELWHNIA)

Bxop, uepe3s Kerberos. Keycloak
(BHYTPW nHcTannauum) vi7.0.1

Bxop uepes Kerberos. Keycloak
(BHELLHWIN)

AyTeHTnédpunkauymsa v26.2.0.
[ByxdakTOopHasa ayTeHTUdMrKaLms

OByxdpakTopHas
ayTeHTUuUKauusa. Kogbl
nogreepxpenus B VK WorkSpace

AyaunT OENCTBUIN NOMb3oBaTeNs

AyanT feiicTBUIA Nosb3oBaTens.
[y6énupoBaHve oeAcTBulA
Nosnb3oBaTeNe BO BHELLHVE
XpPaHuuLLa

Cuctema Bl-aHanuTtukn

Cucrtema Bl-aHanuTtukn. Kafka
BHYTPW MHCTaNAsLumn

KoHconugauua cepsepos Tarantool

OnucaHune

O693aTenbHbI NPOoAYKT. HacTpolika cnoco60B BXoAa
1 3aLTbl akKayHTOB

Bxopg, B cuctemy Yepes BHELLHWI CEPBUC
noeHTndukauum (IdP)

Bxop yepes Kerberos ans nonb3oBaTenein
KOPMopaTNBHOI CETU

Beta

[JononHutenbHas npoBepKa JINYHOCTN Npn BXoge

MNonyyeHne kopgos noareepxaeHus B VK WorkSpace
npwn Bxoge B CUCTEMY

CepBucCbl 3aNUCU N YTEHNS OENCTBUIA NOMb30BaTENEN,
XpaHunuLe gencreui nonb3oBatenei (ScyllaDB)

Hy>HO, 4TOBbl XPaHNTb NCTOPWIO Onepauunn
rnonb3oBaTenen oTaeNbHO OT MOYTOBOW CUCTEMDI

Beta

16 GB RAM, 8 vCPU

I'IepeKmouaeT TapPaHTY/ bl Bbl6paHHbIX rpynn Ha
KOHCONnAnpoBaHHbIe
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MpoaykT

Basbl JaHHbIX

Basbl [JaHHbIX. /Icnonb3oBaTb
MySQL

VIHCTpyMeHTbI pa3paboTki

Mopoepxka Poccumckmx
KpunTorpadnyeckmnx CTaHGapPTOB
(TOCTTLS)

Cuncrema rPynnoBbIX NOJINTUK

Cunctema rpynnoBbiX NOANTUK.
Kafka BHyTpU vHCTannsauum

BcTpoeHHoe xpaHunuLLe o6pa3os
KOHTENHEpPOB

VK Kubernetes

PesepBHOe konupoBaHue (6akan)

MOHUTOPUHT

MoOHUTOPWHr. SKCNopTEP METPUK
13 Victoria Metrics B Zabbix

C60p v oTnpaBka METPUK

OnucaHune

BknioyeHune o6paTtHoO coBMmecTUMOoCTr ¢ Bepcusamm VK
WorkSpace gns onpegeneHHbix CepBUCOB, paHee
NoAAepPXMBatoLLIX TONbKO paboTy ¢ MySQL.

BkJiloyaeT gononHUTENbHbIE CepPBUCH! A5
TECTNPOBAHNS CUCTEMbI, HAMPUMEP, F’EeHepPUpPOBaHne
aKKayHTOB

Beta. [MozBonset VK WorkSpace paboTtaTb C
POCCUNCKNMUN KpUNTOrpadriecKnmMmmy CTaHgapTamu:
FOCT P 34.12-2015 (wudposanune) n FTOCT P 3410-2012
(anekTpOoHHbIe nognucK). ATo HEOBXOAVMO A9
obecneyeHyss 6e30MacHOro CoeanHeHs

Beta

16 GB RAM, 8 vCPU

XpaHeHus 06pa30B KOHTENHEPOB MOYTOBOW CUCTEMDI
BHYTPW BalLEN NHPPACTPYKTYPbI

Beta. Bo3amoXxHOCTb pa3BepTbiBaHUS B cpefe
KoHTenHepusaunn Kubernetes

CpencTBa pe3epBHOroO KONMMPOBaHWS AaHHbIX ANCKa,
noyTbl, KaneHgapen, npodunern noab3oBaTenen n
aPECHbIX KHUT

Habop cepBrcoB, o6ecnevnBaloLLX XPaHEHE METPNK
cepBuCOB B 6a3e AaHHbix Prometheus v Bu3yanusauuio
JaHHbIX C nomoLlpto Grafana

Cepsuc, obecneyrBatoLLLi OTAPAaBKY AaHHbIX N3
Victoria Metrics n Node Exporter B Zabbix

CoopLumkmn n TpaHcnsaTopbl Graphite n Prometheus-
METPUK

CtpaHunua 22 n3 43



MpoaykT OnucaHve

[MpOrHO3 N KOHTPOb O6bEMA Beta. MOHUTOPVHI 3aN0ONHEHNS XPaHNALLA NOYTbI
MOYTOBOrO XPaHUINLLA

VIHTerpauma ¢ pefakTopom
«MonOdunc» no npotokony WOPI

OTMEHNTb NPOBEPKY KOHTENHEPOB
OneDB nocne 3anycka

PepakTop «P7-Oducy BHyTpK MNo3BonsieT Mcnonb3oBaTb BCTPOEHHbIN B VK
NHCTanAsaumm WorkSpace pepaktop «P7-Oducy. TpebyeT
LOMNONMHUTENbHbIX PECYPCOB CUCTEMbI

VHTerpauuns c pegaktopom «P7-

Odwucx» no npotokony WOPI

AyauT OENCTBUIA NOMb3oBaTeNS CepBucCbl 3aN1CU N YTEHWS OENCTBIUIA NOMb30BaTENEN,
(oBneryéHHas Bepcus) XpaHunamLLe gencteui noab3oBatenen (PostgreSQL)
AyanT geiicTBUin Nonb3oBaTens Hy>HO, 4TOBbI XpaHNTb NCTOPUIO Onepauuni
(o6neruyéHHas Bepcus). nonb3oBaTenen oT4eNbHO OT MOYTOBOWV CUCTEMDI

Ly6nupoBaHne oencTaui
nosib3oBaTeneil BO BHELLHME

XpaHunnLa

A0p0o 06bEKTHOro XpaHumLa S3 O6sa3aTenbHbIV NPoAYyKT. CepBuiChl, 06ecneyrBaloL e
XPaHeHue NobbIX HECTPYKTYPUPOBAHHbIX AaHHbIX MO
npotokony S3

Anpo 06beKTHOro XxpaHunnuuia S3. O6sa3aTenbHbI NPoAyKT. OTBeYaeT 3a Nornky

Appo pacnpepenéHHoro pacnpegeneHns gaHHbiX No y3nam, LENOCTHOCTb U

$alninoBOro XpaHUINLLa OTKa30yCTONYMBOCTb XPaHUNLLA

ViHTerpaumsa noytsl ¢
mecceHgxepom VK WorkSpace

4. HaxxmuTe Ha kHonky [Janee.

LLar 3. [lo6aBbTe runepBu3opbl (cepBepbl)

1. MepeknoynTech Ha BK1agky PyyHas HacTpoiika.
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2. Haxxmnte Ha kHornky JLo6aBUTb.

3. 3anonHuTe nons:

- IP-appec — agpec MalLlVHbl, Ha KOTOPYIO NPOU3BOAUTCS YCTaHOBKaA.

- msa cepBepa — ykaxuTe ums cepepa (rMnepBrnsopa) Uim ocTaBbTe nose nycTbiM. B cnyyae ecnu Bbl
OCTaBUTE MOMe He3anoIHEHHbIM, VMS TUNepPBU3opa ByAeT B3STO U3 hostname -s 1 L06aBUTCS
aBTOMaTunyecku. B pokymeHTauum 6yneT ncnonb3oBaHo nms hypervisorl.

- Imsa nonb3oBaTtensa — yKkaxuTe UMsa TOro nosib3osaTtens, Nofd KOTOPbIM 3anyLieH YCTaHOBLLVK. B
paccmMaTprBaeMoM Npumepe 3To nonb3osaTtesb deployer.

4. B none MeTKU, HanpoTXB Server, B BbinagatoLlLeM MeHIo BoibepuTte onuuio docker.

MeTku:

+ [o6aButb MeTky ansible

- docker

MponycTnTb NPOBEPKY HEKPUTUYUHBIX TpeboBaHMi
helm
control-plane

worker

aio

5. Jo6aBbTe SSH-KMIOY, CreHeprpPOBaHHbIA Ha MaLLHE C YCTaHOBLLMKOM:

a. B none MpuBaTHbIN Koy BbiGepuTe [,o6aBUTb HOBbIN KJIOY.

IP-agpec:  10.12.115.1 22
* Ims cepepa:  hypervisor

* IMa nonb3oBatens: centos

* [pUBATHBIA KtOY

MeTKn : Wcnonb3osatb aBTOPU3aLMio Mo Naposo

default

+ [lo6aBuTb HOBbIN KAHOY
VY HDIX l’JCUUtSdHVlVI \_E’JBCP BU BHREWHREV (Ul11£) SUHE

[JlobaBuTh cepeep OTmeHa

b. B none Nmsa knoua BBeOUTE Ha3BaHKE KJto4a 019 ero ganbHenwen ngeHtndunkaumm, Hanprumep:
deployerRSA.

c. Nepengnte B KOHCOSb.
d. BbinonHuTe KOMaHfy cat ~/.ssh/id_rsa 1 CKOMUMPYATE KoY.

e. 3aTem BCcTaBbTe ero B nose MpuBaTHbIN KoY. EFro HY>XHO yKka3aTb NOSIHOCTbIO, BK/IOYas:

f. Mone Maponb KAoYa OCTaBbTE MYCTbIM.

g. KnnkHuTe no kHornke [,o6aBUTb.
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h. HoBbI kKNtoY JOMKEH OTOBPAa3NTCS B MaHenNn cnpasa.

[Job6aBneHue Knoyemn

* HasBaHue
Cnucok knoyen ssh

e deployer_RSA

* MpuBaTHbIN KoY

[Maponb kno4a

&

1o ymonyaHuio:

i. HaxxmnTe 3akpbITb.

6. OcTaBbTe Yekb60kc CepBep BO BHelHeln (dmz) 30He nyCTbiM.

7. lNocne 3anonHeHns Nonen HaXxMnTe Ha KHoNky [lo6aBUTb cepBep — rnepBun3op OTobpasnTcs B BE6-

nHTepdence yCcTaHOBLLMKA.

/' Mpumeuvanne

Mpw pobasneHnn cepsBepa peannsoBaHa NPOBEPKa Ha Hanyne KoMaHg, tar, scp 11 HeOBXOANMbIX
WHCTPYKLUMIA BUPTYanu3auum Ha npoueccopax. Ecnv npmn nposepke oHV He 6yayT HallAeHbl, TO cepBep He
oyneT fobaBreH, a agMUHNCTPATOP NOMYYNUT COOBLLEHNE 06 OLLNOKE.

8. Haxxmute kHonky Janee og nepexofa K crefyiolemy Lwary.

LLar 4. NpoBepbTe cepBepbl Ha COOTBETCTBUE TPE60BaHNAM

B oTKpbIBLUEMCS OKHE HaxXMUTE 3anycTUTb NpPoBepKN. byayT BbiNOSIHEHbI criegylowme NpoBEepPKn:

- Nposepka OC, ANCTpubyTMBa 1 NapaMeTpPbl 94pa.

- [MpoBepka apxutekTypbl CPU, konnyecTBa saep v o693aTernbHbIX Gud.
- [MpoBepka 0bLLero o6bema 1 xapakTepUCTK OnepaTyIBHON NaMaTy.

- MpoBepka pa3mepoB 1 NapamMeTPoB GalTIOBbIX CUCTEM.

- [MpoBepKa NPOnN3BOANTENBHOCTU ANCKOBOW nogcmucTemsl no IOPS.

- MpoBepka AOCTYNHOCTN 1 COCTOSHNS 0B6A3aTENbHbIX MOPTOB.

- [MpoBepka DNS-cepBepoB 1 3anmcern.
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- MpoBepka akTMBHOrO tuned npoduns.

. I'IpOBepKa Hann4ma n COCToAHNA swap.

[Nocne YCNEeLWHOro BbINOJIHEHWA BCEX MPOBEPOK HaXMUTE ﬂ,anee.

LLar 5. CeTeBble HaCTpPONKHN

YCTaHOBLLUVK aBTOMATNYECKIN BblYMCNAET HEKOTOpPble CceTeBble NapamMeTpbl. oK napamMeTpbl HeobxognMmMo

npoBepuTb N OOMNONIHNTD, eCnii HE BCe N3 HUX 6bln onpeneneHsol.

HacTpolikn

Cemn [ OMeHHblEe MeHa XpaHunnuwa LWapanposaHne 1 pennvkaumsa b, HacTpolikn KOMNOHEHTOB NHTerpauun MepemeHHble oKpyXeHns

HacTpolikn ceTeBoro B3aumMogeiicTens BHYTPeHHel 30Hbl (internal) m

MopceTs, ncnonsayemas VK WorkSpace Ha cepsepax: 100.70.176.0/22
MopceTs, cnonb3yemas BHYTPY KOHTEHEPOB: 172.20.0.0/20
MTU ceTn KOHTENHePOoB: 1450

HE ncnonb3osatb IP-in-IP 1 BIRD:

Cnincok DNS-cepBepoB. OcTaBbTe NycTbiM, ecnv ucnonsdyetcs DHCP: 10.2565.2.3

+ [o6asuTb

1. Ykaxxute DNS-cepBep.

BHUMaHune

O6s3aTenbHo HacTponTe NTP Ha BM B cOOTBETCTBUM C pekoMeHgaumamm K ncnonbdyemoin OC: RedOS,

Astra Linux nnn MosOS Arbat.

2. Y6egunTecsh, uTo:

- MopceTb, ncnonbsyemas VK WorkSpace Ha cepBepax nmeeT goctyn Ha 80-i unn 443-i nopT.

- MopceTb, ncnosiblyemasi BHyTpu KOHTeﬁHepOB MOJIHOCTbIO CBO6OJJ,Ha, YHVKanbHa 1 NPUHaAJIEXNT

Tonbko [locke.

/' TpumeyaHne

OTa nogceTb NCMNOMb3yeTcs TONbKO A5 Tpadurka Mexay KOHTEHepamuy BHYTPY cucTtembl. Ecnn
aBTOMaTM4YeCKN BblYMCJIeHHaa NogceTb YHUKaJIbHa 1 He NepeceKaeTcd C gpyrmMmmn nogceTdamMmim 3akas4mka,
3HaYeHNsA MeHATb He HY>HO. MNpwu ycTaHoBKe Ha 1 BM B cpegHem cospaeTcs 6onee 650 KOHTENHEPOB,

No3TOMY MO YMONYaHumio ncnonbayercsa 20-9 noaceTb.
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Mone MTU ceTn KOHTEMHEPOB 3arMoHAETCS aBTOMaTU4YeCKU. ECnu Bbl XOoTUTE n3ameHnTb pasmep MTU,

obpaTuTech Kk npeactasutento VK.

®nar HE ncnonb3oBath IP-in-IP 1 BIRD B 601blUNHCTBE CllyYyaeB fOSIKEH OCTaBaTbCst HEAKTUBHbIM. Ecnn
Ha MallMHe NCNoMb3yeTcs AHaMUYeckas MapLUpyTU3auuns 1 HEOBXOANMO BKIOYEHVE onummn, o6paTnTech

k npepctasutento VK.

3. HaxxmuTe Ha KHonky COXpaHUTb 1 NepengnTe K cnegytowemy wary.

3anornHuTe HacTpoWKu ceTel.

HacTtporikn

Cetn [oMeHHble nmeHa Xpanunuwa LLlapavpoBaHnue u pennvkauusa B HacTtpoiiku KoMMNoHeHToB WHTerpaumm MepemeHHble oKkpyxeHus

CeTeBble HaCTPOWKM

MoaceTb, ucnonb3yemas NOYTON Ha cepsepax: 100.70.80.0/23

MopaceTb, Ucnonb3ayemast BHYTPU KOHTEMHEPOB: 172.20.0.0/20
MTU ceTu KOHTeNHepoB: 1450
HE ucnonksosarts IP-in-IP 1 BIRD:

Cnucok NTP-cepsepos: ntp1.mail.ru -_

+ do6asuts

Cnucok DNS-cepsepos. OcTtaBbTe NycTbiM, ecnu ucnosnbsayetcs DHCP: 10.255.2.3 —_

~+ [o6aButb

Llar 6. [loMeHHble nMeHa

[MoppobHyto NHGOPMaLMIO O CO34aHNN LOMEHHbIX UMEH Bbl HangeTe B pasgene CosgaHne DNS-3anucen.
Ha Bk/lagke [JoMeHHble MMeHa Heo6X0oA MO 3aMNOoNHUTbL BCe Noss:

- HasBaHue Baluell KOMMNaHUN — BBEAUTE Ha3BaHVIE KOMMaHUK, KOTOpOoe ByAeT OTO6paXaTbCs B

nHTepdence Jockn.
- CaliT Bawuein KOMMaHNM — yKaxnTe CaliT Ballel KOMMAaHWN.

« OCHOBHOIN AOMEH AN CEPBUNCOB — B N0OJ1€ HEOH6XOOVIMO yKa3aTb paHee co3fgaHHbIt OCHOBHOW JOMEH
ana lockn.

- loMmeH ans o6nayHbIX XpaHUAWLL, — B Nofe BBEAUTE paHee co3aaHHbI [lomeH Ang o6nayuHbIX XpaHULL,

BHUMaHune

[ns [OMEHHbIX IMEH Henb3s UCMOJb30BaTb etc/hosts .

Korpa Bce nons 6yayT 3anofiHEHbl, HAXMUTE Ha KHOMKY COXpaHUTb A8 NEPEXoa K ClefyoLlemy Lary.
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HacTtpounkun

Cetun [JomMeHHble nMeHa XpaHunnuwa LapanposaHue n pennukauns b, HacTpownkn

O6Lume HaCTPONKN AOMEHOB

Ha3BaHMe BaLlen KoMmnaHunn:

CanT Ballen KoMnaHnn:

http://biz.disk.onprem.ru

OCHOBHOI fOMEH 19 CePBUCOB:

disk.onprem.ru

[JomeH ona obnavHbIX XpaHUnLL,

disk-st.onprem.ru

[Mocne coxpaHeHnss OMEHHbIX UMEH MosaBATCS owmnbkn. OHM NponagyT nocne gobasneHns SSL-ceptndrkaTos

Ha cnepfyoLlem ware.
Ho6aBneHne SSL-cepTnjpukaTtos

1. HaxxmuTe Ha kHonky [o6aBuUTb cepTudunkaT nog 3aronoskom SSL-ceptndpunkarbl.

2. B oTkpbiBLLECS POpMe BBeamTe cepTudmkaT 1 KoY. IIX Heo6XxogMo yKasaTb MOAHOCTbIO, BKIIIOYas:

3. KnukHnTe no kHornke CoxXpaHUTb.
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[ob6asneHne SSL-cepTtucmkata

SSL-
cepTudukar:

Wnu BbiGepuTe dain ¢ ceptudmkaTom BbiGpaTtb thann

Krntou
ceptudukara:

BbiGpaTtb thann

Wnu BbiBepuTe hain ¢ kYoM cepTudmkaTa

EcTb BTOpOW BapmaHT:

1. HaxxmuTe Ha kHomky Bbi6paTb ¢pain.
2. YkaxxuTte nyTb K danny ¢ ceptudrkaTom .crt.
3. YkaxxunTe nyTb K danny ¢ knodom .key.

4. KnukHnTe no kHornke CoxXpaHnTb.

2’ MpumeyaHue

MpwrBaTHbIN KOY SOMKEH BbITb fO6aBNEH B OTKPbITOM BUAE, 6€3 ceKpeTHOM dpa3sbl. 3aKOANPOBaHHbIN KoY
OTNIn4aeTcs OT OTKPbITOro Hanuymem cnosa ENCRYPTED: BEGIN ENCRYPTED PRIVATE KEY .

Ecnu Bcé BepHO, B nHTEpdElice He ByaeT OTO6paxaTbCsa OLUNBOK 1 KPAaCHOW NoacBeTKU. HaxmuTe Ha 3enenyto

kHonky Oanee.

Lar 7. 3anyck ycTaHOBKU runepBunsopa

1. HaxxmmnTe Ha NoroTun B JIEBOM BEPXHEM YTy BEG-UHTepdelca, YTObbl NepenTu K O6LLEN CTPOKe

COCTOSIHUSI.
2. KnukHuTe no kHonke Play (TpeyronbHuK) psagom ¢ 06LLel CTPOKOW COCTOSHNS B BEPXHEN YacTy 9KpaHa.
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VK WorkSpace Hactpoiikn O6cnyxusarme O~

3anycTuTe yCTaHOBKY BCEX rMnepBr3opoB. Bbl MoXeTe BOCnonb30BaTbesi thyHKLME aBTOMATUHECKON Y [ns sT0rO0 KHOMKY «3anycTuTb KYIO YCTAHOBKY» (CMHWIA TPEYroMnbHUK B
0BlLieli CTPOKE COCTOSIHMS).
BHUMAHME! Hactporika DPOB BHOCUT B CUCTEMHbIe HAacTPOKW MalunH. MoxeT noHagobuTtbes nepesarpyska.

Takoke Bbl MOXeETe B LiMNsiX OTNaKM 3anyckaTb YCTAHOBKY KaXKI0i MalLMHBI MO OTAENLHOCTM (TPEyrofbHUK B CTPOKE MMNepBr3opa) Ui NoLLaroBo BbIMOMHSTL 3aAa4N Ha CTPaHuLe Kaxaoi MalmHsl. [ins aToro
nepeaunTe Ha CTPaHMLY MalLUWHbI (LUECTEPEHKA B CTPOKE MaLLMHBI).

3aBepLueHHble () CabkoHTeliHepb! : () KonoHoK: 1 rpynnupoBka: ponb  cepsep
doc-01 (100.70.160.11) ® Co B > | - |

3. MoaTBepanTe 3anyck aBTOMaTUYECKOWM YCTaHOBKY, HaxaB Ha KHOMKY 3anycTuTb. MNepes 3anyckom

aBTOMAaTNYECKOW YCTaHOBKM OCTaBbTe BKJTIOYEHHbIMU BCe NpoBepku. MNogpobHee o paboTe NpoBepok
MOMXHO MpoYnTaTh 34ech: [lnarHocTika cucTeMbl B BEG-NHTepbeice yCTaHOBLLKA

nOATBepﬂMTe 3anyck aBTOMaTUUecKom YCTaHOBKU

ABTOMaTUueckas YyCTaHOBKa 3anyCTuUT NPOBEPKY BCEX LWaros U NpUMeHUT HaliieHHble U3MEHEHUA. npoaepKM nepej 3anyckom

BbINoNHEHWe OCTAHOBUTCA B CIEAYIOLMX CyUasX: CeTeBas gocTynHocTsb (3)

1. Ecam war Tpebyer 3arpysku daiinos; ®narvt agpa @)

4 LlenoctHoctb
2. Ecam war Tpe6yeT pyyHOro 3anycka; Qu ®

Bepcum Docker )
3. Mpou3oLuNa owHBKa B NPOLIECCE BLINOAHEHNS.

®aiinbl noakauku @)
KOMMUECTBO KOHTEliHEPOB OAHOM PO/, YCTaHaBAMBAEMbIX OAHOBPEMEHHO

0 %
100

BbINoHEeHWe yCTaHOBKM/MPOBEPKM MOXHO OCTaHOBUTb. B TakoM Cyuae yCTaHOBLUVK AOXAETCA
3aBepLUEeHMA BbIMONHAEMOTO LLara v MPeKpaTUT yCTaHOBKY/MpOoBepKy

OtmeHa || 3anyctutb

4. NoxanTech 3aBepLUEHMs YCTaHOBKIM rnnepBur3opa. Noka npouecc NAET, PSAOM CO CTPOKOW COCTOSHUS
BygeT oTobpaxaTbCs KpacHasa KHomka Stop.

VK WorkSpace Hacrpoiiku O6cnyxusatne

BCEX T Bbl MmoxeTe i n [insi 3TOro HAXMUTE KHOMKY " y (3enéHbiin Tp! B CTpOKe 06LLeil CTaTUCTIKN).
BHUMAHUE! i BHOCUT B VKU MaLLIVH.
Takke Bbl MOXETe B LieNsX OTNAAKN 3aNnycKaTb YCTaHOBKY KaX/A0il MALMHBI N0-OTAENBHOCTM (TPEYTOMNLHMK B CTPOKE MALUMHBI), Wk 3apa4M Ha CTp: K&XOOV MALHbI. [l STOTO NepeiauTe Ha CTPaHMLLY MalMHb!

(WwecTepéHka B CTPOKE MalLNHbI).

27.78%

B mpoLiecce yCcTaHOBKYM 1 HACTPOWKY CUCTEMbI MPOVCXOAAT U3MEHEHUS KOHOUIYpauun. BupTyanbHas MallviHa
MOXET Nepe3arpy3nTbes, U NOTPeByeTCs MOBTOPHbIN 3aMyCk aBTOMATNYECKON YCTaHOBKU.

[lna NOBTOPHOro 3anycka HaxXmunTe Ha KHOrMKy Play B BepxHel o6Lell CTpOoKe COCTOSHUS NN PSAOM C
Ha3BaHMEM rMnepBmnsopa.
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LLar 8. leHepauns KOHTENHepoB

1. HaxxmuTe Ha kHonky CreHepupoBaTb aBTOMaTUYECKIN, YTO6bl 4O6aBUTb MO OOHOMY KOHTENHEPY 414
KaXkgom ponu.

VK WorkSpace Hactpoiikn O6cnyxviBaHne (0}
MoxanyiicTa, Jo6aBLTE NO OAHOW MaLLMHE ANs Kaxaoi ponu. Haxmute "CreHepupoBaTh aBTomaTuieckn” Ans GbICTPOro cosgaHus.
YcTaHoBKa 3aBepLueHa -

CKpbITb 3aBEPLUEHHbIE O6bekToB B cTpoke 1 v
MokasaTb BCiomMoraTesnbHble KOHTEHEPbI lpynnupoBka = Het v
hypervisor1 (100.70.81.216) m@‘

CreHepu1poBaTh aBTOMaTU4YeCKM

Ha akpaHe HayHyT NOSIBNATbCSH CreHepupOBaHHbIE KOHTEHEPbI. B cnyyae nosiBneHuns owmnbéok
ncnonbaynTte pasgen Jlorn v nonesHbie KoMaHAabl.

Yepes HekoTopOe BpeMSs B MPaBOM BEPXHEM YIiy NOsSIBUTCS KHOMKa [Janee, HanpoTuyB runepsunsopa
nosiBUTCS KHonMka Play.

VK WorkSpace Hactpoiikn O6cnyxuBaHne (©)d ﬂanee
r20% 8
3aBeplueHHble: O CabKoHTeliHepb! C’ konoHok: 1 rpynnuposka: ponb  cepsep

hypervisor1 (100.70.81.216) 1§03

registry1 (100.70.81.216)
infraetcd1 (100.70.81.216)
calico-libnetwork1 (100.70.81.216)

calico-node1 (100.70.81.216) [

bind1 (172.20.5.102) (TS

*BBQBE

2. KnukHuTe no kHonke Play HanpoTuB rmnepsunsopa.

3. MNoaTBepanTEe aBTOMATNYECKINIA 3aMyCK 3a4a4 Ha r’MnepBrn3ope, Haxas Ha KHOMKY 3anyCcTuTb.
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[MoaTeBepauTe 3anyck Bcex 3agad Ha hypervisor1

Mocne 3anycka Wwaros 0CTaHOBUTb MX BbiNOMHEHWE DyaeT HEBO3MOXKHO.

BbinonHeHne 0CTaHOBUTCS B cneayrwumx cny4yaax:

1. Ecnu war TpedyeT 3arpy3ku ¢aiinos;

2. Ecnu war TpebyeT py4HOro 3anycka;

3. MNMpowusowna owmnbka B Npouecce BbiNONMHEHUA.

4. Ha reHepauuio TpebyeTtcsa BpeMs. [NogoxanTte, noka ncyesHeT KHomnka Play HanpoTuvB runepsusopa.

5. HaxxmunTe Ha KHorky [lanee 019 nepexofa K cnefylowemy Liary.

KnnkHnTe no 3Hauky @ 1 nepengnte B pasgen OnncaHve cepBUCOB, YTO6bl MOCMOTPETb Pa3BEPHYTYIO

vmcbopmau,vuo O Ha3Ha4YeHunn pone|7|, nx ,D,y6ﬂ|/|pyeMOCTI/I, 3aBNCUMOCTSX U T.M. B 3TOM Xe BbiNagatloem MeHIo

Bbl Ha|7|p,eTe LOOMNONHNTENIbHYIO AOKYMEHTaUNIO, CMOXETE BKTKOYNTDb 1A BbIKJTIOHNTD MPOAYKThI (BHyTpVI pa3nena

MpoayKTbl) N OBHOBUTb NLEH3NOHHbIA KITIOY.

[Mpn nossBNeHUn OLWNBOK Ha rTMNepPBU30PE Ha HEM NosiBUTCA Ter He oTBevaeT, a Ha KOHTENHEePaX, OTHOCSLLLCS

K 3TOMy runepsrizopy — He oTBeuaeT runepeunsop.

front2 (100.70.137.210) (20 (T3 ©

He otseuaer runepausop [> ‘

del2

1
(172.20.2.132) £
[ roma] >
He otBevaer runepenaop
@
del-mailloader2, del-
2zeptoproxy?2, del-zubr2,

del-donjuan2, del-
aestat2, del-envoy2

biz-celery- 1
worker-pdd- {o}
high2 > ‘
(172.20.3.1)

®

biz-celery-worker-pdd-

high-envoy2

smtp2 1

(172.20.2.133) $o}
[ ront NB
He oTBevaer runepsuiop

0]

He orsevaer runepensop

mpop2

mpop-zubr2, mpop-
donjuan2, mpop-
aestat2, mpop-ameli2,
mpop-zp2, mpop-
envoy2, mpop-apache-
exporter2, mpopd-far2,
mpopd-scn2, mpopd-
m2, mpopd-pn2,
mpopd-mspq2, mpopd-
Is2, mpopd-recaller2

fallback2 1
(172.20.2.135) {53

(6]

fallback-zubr2, fallback-
aestat2, fallback-
envoy?2, fallback-
reexim2, fallback-
relmtpd2

1
(172.20.2.188) {0}
[ rontz] NE
He oTB&uaeT runepemuaop
(0]

panda2

(0]

panda-zubr2, panda-
donjuan2, panda-
aestat2, panda-
delivery-canceller2,
panda-envoy2

fallback-dip2 1

(172.20.2.136) {3
 front2 | D |-
He orsevaer rMnepensop

(0]
fallback-dip-zubr2,
fallback-dlp-aestat2,
fallback-dip-envoy2,
fallback-dIp-reexim2,
fallback-dip-relmtpd2

1
(172.20.2.190) §o}
[ contz] NE
He oTBevaer runepsn3op

He oTBevaer runepausop

(172.20.2.138)
 front2 -
He orBevaer runepaniop

(TR - |

biz-celery-

1
worker-pdd- {03
check2 > .
(172.20.3.8)
0]
biz-celery-worker-pdd-
check-envoy2

relay2 1
(172.20.2.137) 3

(6]

relay-zubr2, relay-
aestat2, relay-envoy2,
relay-reexim2, relay-
relmtpd2

3aTem nepenguTe B KOMaHOHYIO CTPOKY 1 yCTpaHUTe owmnbky. 1o 3aBepLueHnn HeO6Xo4MMO HaxaTb Ha

LIeCTepEeHKyY B CTPOKE MnepBr3opa 1 eLe pas Ha CTpaHuLEe CCKa LAaros Ha rmnepBusope.
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mail-vkwm2-st1 (100.70.80.79) [E3 ®

BbinonHuTe waru no HaCTpOﬁKe MalUUHbI

3arpy3uTb 63kan BuibepuTe cann 6akana

BHVWMAHMUE! Mpouecc BoccTaHoBneHua u3 6akana yaeT sanyweH cpaay nocne 3arpysku daiina!

tune_kernel 1313

HacTtpoutb napametpel sgpa .
disable_NM_for_cali [T513

OtkniounTe NetworkManager (ecnu oH ecTb) Ans ceTesblx uHTepdericos Calico .
disable_firewall (7113

OTkniounTe MexceTesoit akpaH (firewall) 3anycTuTs .

disable_selinux [T
OtkniounTk selinux. BHUMAHUE! 3tot war nepesarpysut malumHy, ecnu selinux Ha Hel He BblkntoyeH. Ecnu ecTb kakue-Hubyab .
orpaHWyeHVs Ha nepesarpysky, TO BblKo4MTe selinux Bpy4Hyio!

check_needed_packs 13

Mpoeeputk Hanuune Docker u Docker Compose 3anycTuts

B okHe HacTpoek runepsrn3opa HaxXmMmTe Ha KHONMKY O6HOBUTbD.

HaseaHue malwuHb! P SSH-nopt Mms runepeusopa
hypervisor1 100.70.80.79 22 mail-vkwm2-st1

Mms nonb3osartens Maponb MpuBaTHbI KoY Data Center
deployer vkwm?2 v  astra

WHTepdenc ans mexcepsepHOro B3aumoaencTemns

100.70.80.79 (eth0) v

Tern

st

[JJ MponycTuT NPOBEpPKY HEKPUTWUYHBIX TpeBoBaHMI

OTmeHa

BbinonHuTte waru no HaCTpOﬁKe MalUUHbI
3arpysuTe 63kan Buibepute ¢haiin 63kana

BHUMAHWE! Mpouecc BoccTaHoBneHus us 6akana 6yaer sanyweH cpasy nocne sarpysku canna!

tune_kernel 1513

HaCTpOVITb napameTpbl aapa .

[TOBTOPHO 3anycCTuTE aBTOMATUYECKYIO YCTaHOBKY.
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Lar 9. XpaHunuwa

[1lna yCTaHOBKW Ha Of4HY MallVHY AOCTaTOYHO aBTOMaTUYEeCKOro pacnpeneneHs no gNCcKoBbiM napam,

NMO3TOMY AOMONIHUTENbHAsA HACTPOIKa He TpeByeTcs, HaXXMUTe Ha KHonky danee.

Cetn [oMeHHble umMeHa

cldst @
cldmetast

blobcloud

mailcloud
zepto_del
zepto_main
zepto_opt
zepto_skel

zepto_search

crow_index
mescalito
fstab

Xpanunuwa

# KoHTponnep
blobcloud1.qdit
mail-vkwm2-st1 (astra)
blobcloud?2.qdit
mail-vkwm2-st2 (redos)

blobcloud1.qdit

mail-vkwm2-st1 (astra)

LWapaupoBaHue u pennukaums b

Auck 1

YcTpoicTeo

HeT paHHbIx

Het gaHHbIx

Het gaHHbIX

HacTpowiku

HacTpoiikn KOMNOHeHTOB WHTerpauumn

BpeMeHHbIe BIOXeHUA

MepeMeHHble OKpyXeHus

Ouck 2
Pasmep KouTponnep YcTpoiicTBO
blobcloud2.qdit
100.00Gb Het paHHbIx
mail-vkwm2-st2 (redos)
blobcloud3.qdit
100.00Gb HeT gaHHbIxX
mail-vkwm2-st3 (alma)
blobcloud3.qdit
100.00Gb HeT aaHHbIxX

mail-vkwm2-st3 (alma)
[o6aBuTe WM creHepupoBaTh [AWUCKOBbIE Napbl

[aHHble o guckax ot 14.03.2024, 12:01:31. O6HOBUTL

LWar 10. llapanpoBaHue n pennukauus b/,

Ha Bknagke WapgupoBaHue u pennukauna B, HaxxmuTe Ha kHonky [anee.

VK WorkSpace

HacTpoliiku

Cetn J[lomeHHble nmeHa

msa B,

addrbook-onedb

alisa-onedb

appass-onedb

Hactpoiikn  O6cnyxueaHne

XpaHunuwa

CHayana knactepa b/} ¢ npo6nemamn @

Homep knactepa

LLlapaviposaHue 1 pennvkauwa B0,

HacTpolik1 KOMMOHEHTOB

ViHTerpauyn TepeMeHHbIe OKPYXEHUs!

OnpocuTb 6a3bl AaHHbIX

OTKa30yCTON4NBOCTb. Mactep ®
addrbook-onedbl
Overlord
release-vkwm-02-database-astra-1
alisa-onedbt
Overlord
release-vkwm-02-database-astra-1
appass-onedbl
Overlord

release-vkwm-02-database-astra-1

HacTpoiika pecypcos

HacTtpoiikn ¥

@

#

Pa3mep #
100.00Gb (4
100.00Gb 4
100.00Gb @

Cocras

addrbook-onedbl

addrbook-onedb2

alisa-onedbl

alisa-onedb2

appass-onedbl

appass-onedb2

LLlapgupoBaHue (cermeHTnpoBaHne) Bl ncnonbsyercs B KNacTepHOW yCTaHOBKE AN o6ecnevyeHus

OTKa30yCTOMHMBOCTM n MaCLLITa6I/IpyeMOCTI/I, B MOHOVIHCTanNaunm He NCnosb3yeTcqd.
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LLar 11. HacTpoika KOMNOHEHTOB

B pasgene BbinonHsoTCS HaCTpOVIKM PasNINYHbIX KOMIMOHEHTOB CNCTEMDbI.

HacTtpownkn

Cetun [lomeHHble nmeHa XpaHunuia WapavposaHve n pennukauus b HacTpoikn KOMNOHEHTOB WHTerpaummn [MepemeHHbIe oKpyxeHus

HacTtponkn asTopusaummn 4

AppecHas kKHura

HacTpoliki aBTopr3aLmMm Mo Naposio Yepes BHeLLHWe NpoTokosbl &)

HacTpoiiku naHenm @ VAP
a[MUHUCTPUPOBAHMS @ sMTP
HacTpoiiku noyTs! @ WebDav
@ calbav
OrpaHuyeHme aocTyna K
aoMeHam @ BkrnlounTs cCcTeMy NpoTuBoAeiicTBMA noabopy napornei

MonuTtrka nameHeHus
OrpaHunyeHne nonbIToK asTopmaauum no IP

naponen nonb3osarenemn

o MonbITOK B MUHYTY: 20
MouToBbIN TpaHcnopT yy
Cucrema yuéta IMonbITOK B Yac: 250
nencTeumn
nonb3osarenen
MonbITOK B AeHb: 1000

HTTP(S)-npokcu

Cnucok IP ¢ HeorpaHU4eHHbIM KOTMYECTBOM
nonbITOK

OrpaqueHme AO0CTYynNa K AgOMeHaM

BbibepuTe HYXHbI LOMEH 1 HaXXMUTE Ha KHOMKY pefakTupoBaHus. [Nocne BktodeHns dnara OrpaHn4nTb
AOCTYI K AOMEHY NOoSBUTCS pa3fen ¢ 6onee getanbHbIMU HAaCTPONKaMU.

OrpaHnYnTb JOCTYN K AOMEHY — €C/V BKJTIOYEH TOSIbKO 3TOT diar, B None HMXKe Hy>XXHO 6yaeT BeecTu IP/
nopceTu, KOTOPbIM 6yAeT pa3peLueH JOCTYN K AOMEHY. Takxe Bbl MOXeTe f06aBUTb KOMMEHTapWW, ECN 3TO
HeoB6XoMMO.
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HacTtponku

Cetn JlomeHHble uMeHa Xpauunuwa LWapavposanue u pennukaumua B HacTpoiiku koMnoHeHToB WHTerpauumn MepemeHHbIe OKpYXeHUA

AsTopusauus account.devi12.on-premise.ru af.dev12.on-premise.ru af.dev12st.on-premise.ru ampproxy.dev12st.on-premise.ru apf.dev12.on-premise.ru

AppecHas kHura apf.dev12st.on-premise.ru as.dev12.on-premise.ru auth.dev12.on-premise.ru biz.dev12.on-premise.ru blobcloud.e.dev12.on-premise.ru bmw.dev12.on-premise.ru
Hacrpoiku nanenu c.dev12.on-premise.ru calendar.dev12.on-premise.ru calendartouch.dev12.on-premise.ru calendarx.dev12.on-premise.ru cloud.dev12.on-premise.ru
a[MUHUCTPUPOBAHNA

cld-uploader.cloud.dev12.on-premise.ru cloclo.cloud.dev12.on-premise.ru cloclo.dev12st.on-premise.ru cloclo-upload.cloud.dev12.on-premise.ru
HacTtpo#ku no4ts!
openapi.cloud.dev12.on-premise.ru pu.cloud.dev12.on-premise.ru sdc.cloud.dev12.on-premise.ru cloclo-stock.dev12st.on-premise.ru uploader.e.dev12.on-premise.ru

OrpaHuyerure gocTyna k

AOMeHam thumb.cloud.dev12.on-premise.ru cld-unzipper.dev12st.on-premise.ru corsapi.dev12st.on-premise.ru e.dev12.on-premise.ru filin.dev12.on-premise.ru

MONUTHKA U3MEHeHUS img.dev12.on-premise.ru imgs.dev12.on-premise.ru 02.dev12.on-premise.ru portal.dev12.on-premise.ru proxy.dev12st.on-premise.ru docs.dev12st.on-premise.ru

naponeu non3osarenen hb.dev12st.on-premise.ru swa.dev12.on-premise.ru tmpatt.dev12st.on-premise.ru webdav.cloud.dev12.on-premise.ru

MovTosiit Tparcnopr [owmeH ansa Be6-uHTepdenica aBTopusaumm

Cuctema y4éTa geicTemii

@ OrpaHnuuTs AOCTYN K AOMEHY

nonb3osarenen
HTTP(S)-npokcu Pexwum 3anperta — 3anpeluats cneaytolum IP/noacetam
IP/Moacetv KommenTapuit
+ [obasutb 4
+ Hobaeuts

Pexxnm 3anpeTa — 3anpewatb cnegyowmm IP/nogcetam — ecnu BktoyeHbl 06a dnara (orpaHnyeHne
LOCTYMa 1 pexunm 3anpeTa), LOCTYN K JoMeHaM 6yaeT 3anpeLeH |IP/nogceTtam, BBEAEHHbIM B Nose.

He 3a6yabTe NOBTOPUTD LWarv Ha rmnepBrn3ope (HY>KHbIE LLAry y>Xe OTMEYEHbI XENTbIM). TakKe MOXHO HaxaTb
Ha KHornky Play B o6Lel cTpoke cocTosHuS. 19 3TOro nepengnTte K CNUCKY Waros, KIUKHYB MO IOroTuny B
JIEBOM BEPXHEM YTy Be6-nHTepdelca.

A BHumaHmne

[N DOMEHOB becca. x*% . xx%.%xx U bmw.*%% . x%% *x%x MO yMOSYaHMIO 3anpeLeH foctyn scem IP/nogcetam.
YT06bl L06aBUTL Kake-nn6o IP/nogceT B 6enblil CNMCOK, HEOBXOAMIMO BKIIOUYUTD Onumio OrpaHn4mnTb JOCTyn
K AOMEHY 1 fo6aBunTb B nose IP/nogceTun. Ecnm BknounTb o6a ¢nara, IP/nogceTu, koTopble 6bi11 BBELEHDI B
nose, NonagyT B YEPHbIA CMINCOK.

MaHenb agMUHUCTPNPOBaHUS

YTo6bl HaYaTb HACTPOVIKY, HAXMITE KHOMKY pefakTnposaHns (4 .

CtpaHnua 36 n3 43


/builds/vk-communications/docs/vkc-docs/workmail/public/doska/Assets/installation-assets/9ComponentsDomainAccess1.png
/builds/vk-communications/docs/vkc-docs/workmail/public/doska/Assets/installation-assets/9ComponentsDomainAccess1.png
/builds/vk-communications/docs/vkc-docs/workmail/public/doska/Assets/installation-assets/EditButton.png
/builds/vk-communications/docs/vkc-docs/workmail/public/doska/Assets/installation-assets/EditButton.png

HacTponku

Cetn [lomeHHble MeHa Xpanunuwa LLapaupoBaHue u pennukauus B HacTponku koMnoHeHToB WHTerpauuun MepemMeHHble OKpYXeHUs

AsTopusaus HacTpoiiku naHenu aaMUHUCTPUPOBaHNS

AnpecHas kHura

AAMUHACTpaTUBHbIE AoMeHb! (B): admin.qdit —_
WHCTpyMeHTbI paspaboTku

+ [obasutb
HacTpoitkin nouTs!

Orpan«eHMe AO0CTyNna K AOMeHam -
Hactpoiikn DKIM n SPF ans cepsepa

MaHenb aaMUHUCTPUPOBAHMS
CepsepHas SPF-sanuce @): Bynet ucnonb3oBaHo 3HaveHue no ymonyanuio: _spf.vkwm1.on-premise.ru

MonuTuka nameHeHus naponeit

nonb3osarenen .
onesosarene DKIM-cenekTop @: mailru

MouToBbLIN TPAHCNOPT

Paccbinbmkm " "
HacTpoiku nonb3osateneit, AOMEHOB NaHenu aaMUHUCTpUpoBaHus (@

CucTeMa paciuMpeHHbIX TPAHCMOPTHbIX

npasun KonudyecTBo AHeit Nnepes yaaneHem nonb3osarens: 5

Cuctema y4éta AencTBUN

- Pa3smep obnaka nonb3osatens no ymonuatuio (M6): 1024
nonk3osarenei

HTTP(S)-npokcu @ PaspewnTb NpeaBapuTenbHYIO HACTPOVKY CEOPLUMKOB ANs BCEro AoMeHa

He npoBepaTb akTyanbHOCTb BKMIOYEHHOTO yHKUMOHana (cuy)

O6wwme nepemeHHble OKPY>KEHWUS Ansi BCeX CEPBUCOB NaHenn agMUHUCTPUPOBAHUS:

+ Hobasuts

ApMUNHUCTPATNBHbIE JOMEHbI — C NMOMOLLbIO KHOMKM [J06aBUTb MO OOHOMY BBEAMTE AOMEHbDI ([0 3Haka @),

KOTOPbIM HY>XHO BblAaTb MaKClMallbHbI€ MpaBa.

KonunuecTtBo gHel nepep, yaaneHnem nosib3oBaTesis — KONMYEeCTBO AHel, Yepes KOTOPOe MoJib3oBaTeNb
6ynet yoaneH us Jocku. IsameHeHne HaCTPOIKI MO YMOYaHNIO aKTyaslbHO NPu OgHOBPEMEHHOM
ncnonb3oBaHuy [locku ¢ Active directory. [No ymonuyaHuio BbiICTaBfIEH CPOK 5 AHEN, TO eCTb NoSb30BaTENb
oeynet yoanéH ns [Jockn yepes 5 gHen nocne ero yganexuns us AD.

Pasmep o6naka nosbzoBaTens No ymonyanuio (M6) — npu HEO6XOANMOCTY OrPaHNYbTE MaKCUMAaJIbHbIN
pa3mep obnaka A5 KaXaoro nosb3osaTtens.

He npoBepATb aKkTyanbHOCTb BKJIIOUEHHOro pyHKLUMOHana (pud) — npu BKIOYEHHOM driare yCTaHOBLLK
6yneT nponyckaTb Wwar bizf — addBizFeatures.

O6LMe nepemMeHHble OKPYXXeHNs A1 BCEX CEPBUCOB NaHeNn agMUHUCTPUPOBAHNS — C MOMOLLLbIO
KHOMKM JLo6aBUTb Bbl MOXETE BBECTU VIMS 1 3HAYEHNE NePEMEHHbIX, KOTOPbIE MPUMEHSTCSA K POnsM bizf,
biz-celery-worker-* N biz-celery-beat . Bam He Hy>XXHO 6yOeT KaXablli pa3 OTAENbHO A1 BCEX Posiel
MPOMNMCbIBaTb NEPEMEHHbIE, [OCTAaTOYHO A06aBUTL X B O6LUME NEPEMEHHDIE OKPYXEHNS.

HacTtpounkn HTTP(S)-npokcn

Ecnun Bbl ncnosnbsyeTe Npokcu-cepeep npu nogxiodeHnn knneHTos K cucteme VK WorkSpace, BknounTte dnar
Mepep VK WorkSpace ecTb npokcu-cepBep, 4HTo6bl KOHTENHEP, OTBevatow i 3a HT TPS-coeguiHeHne, mor
NPUHUMaTb TpadrK 6e3 WndpPoBaHUS.
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HacTtpowku

Cetn [omeHHble umeHa Xpanunuwa LWapavposanue u pennukauvs B HacTtpoiiku koMnoHeHToB WuTterpauumn [NepemeHHble OKpYXXeHUs
AsTopu3aLus Hactponkn HTTP(S)-npokcu
AppecHas kHura @ nNepen VK WorkSpace ects npokcu-cepsep (&)

Hactpoiku naHenu

aAMUHWUCTPUPOBAHNA

Cnucok IP npokcu-cepsepos (&) 10.70.80.1 —
WHCcTpymeHTbI paspaboTku
Py pasp + [o6asutb
HacTponku no4Ts!
OrpaHuyeHue focTyna K
fomeHam HTTP-3aronoBok Npokcy ¢ opuruHanbHeiM IP knueHTa X-Real-IP
Monutuka nameHeHus
naponen nonb3osarenen
MoyToBbINA TpaHcnopT
HTTP-3aronoBok Npokcy ¢ opuruHanbHbIM NPOTOKONIOM X-Forwarded-Proto
CucTema yuéTa neicTauii NOAKIo4eHNA KnenTa @:

nonb3osarenen

MOHUTOPUHI

HTTP(S)-npokcun

Cnucok IP npokcun-cepBepoB — BBEAUTE B Nose cnncok IP-agpecos, ¢ koTopbix [Jocka 6yaeT NpuH1UMaTb
3arofioBKM C OpuUrnHanbHbIMU IP KNeHTa 1 OpUrHabHbIM NPOTOKOIOM NOOK/TIOYEHNS.

HTTP-3aronoBok Npokcu ¢ opurnHanbHbiM IP kKnneHTa — go6aBbTe B NOJe 3aro/IoBOK MPOKCH, KOTOPbI
nepepaeT peanbHbli IP-agpec knneHTa, nHavye cepBuc byaeT paboTaTb HEKOPPEKTHO.

HTTP-3aronoBoK MPOKCcKY ¢ OpUrnHasbHbIM NPOTOKOSIOM NOAKJIIOUEHNS KIIMEeHTa — 419 KOPPEKTHOMN
[paboTbl CEPBNCOB BBEAMTE 3aro/IOBOK OPUTHaIbHOIO NPOTOKOSA NOOKIOYEHNS.

War12. NHTerpaunn

B 6noke 6ynyT 0TO6paxaTbCs HTErpaLLuy, KOTOPbIE Bbl BKIIOUYUM Ha 3Tane Bbi6opa NpoayKTOB 1 OMLA
(HaCTpPOKN NHTErPAaLL MOTYT TakXXe HaXOANTLCS B BEPXHEM MEHIO).

ViHTerpauusa ¢ Keycloak gna SSO-aBToprsaL iy — B JOKYMEHTE COAEPXUTCH UHCTPYKLUSA MO HAaCTpOKe
VHTerpauum ¢ cepsumncom SSO-aBTOpU3aL .

HacTtpouTb oy6nnpoBaHne OeNCTBUA NOAb3oBaTeNe BO BHELLHME XPaHUNVLLA

Lar13. Yka)kuTte nepemMeHHble OKpY>XXeHNSA

B pasgene nponsBognTcs HaCTPOKa KAaCTOMHbIX MepeMeHHbIX [NaHenn agMuHncTpaTopa.
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HacTtpoiikn

Cetn [lomeHHbie nmeHa Wapaviposakue n pennukauvs 6 HacTpoiiku komnoHeHTos Wnrerpaunn MNepemeHHble OKpyXeHNs

bi-kafia Monb3oBaTenbckue nepemeHHblie adloader: m

bind ADLOADER_LOG_LEVEL 0 -
biz-celery-beat + [o6asuts

biz-celery-worker-pdd

biz-celery-worker-pdd-check CNUCOK BO3MOXHDIX NEPEeMEHHbIX ANS PONN

biz-celery-worker-pdd-high

Wma nepemeHHOR noy O Bapuants
biz-celery-worker-pdd-update

ADLOADER_BIZ_EXTERNAL_REQUEST_TIMEOUT 5s
biz-pravda-kafka-consumer -
bizdb ADLOADER_BIZ_ONPREMISE true
bizf

ADLOADER_BIZ_RPS 1
biznginx
bizpostgres ADLOADER _BIZ_USE_CSRF false
bizredis ADLOADER_DEBUG_PPROF_ADDR 8400
cadvisor

ADLOADER_DEBUG_PPROF_ENABLED false
calico-libnetwork
calico-node ADLOADER_DOMAINS_UPDATE_INTERVAL 5m
carbonapi

ADLOADER_GRPC_ADDRESS 0.0.00:2222

clickhouse-keeper

A BHumaHune

HacTpolika nepeMeHHbIX OKPY>XEHMS BO3MOXHa TOJIbKO NOocsie KOHCYbTauun ¢ npenctasutenem VK.

YT106bl 0,O06aBNTb KACTOMHYIO MEPEMEHHYIO:

1. r_j/
HaxXMuTe Ha NKOHKY 1 kHornky Jo6aBunTb.
2. B BbinagatoLem MeHIO BbibepuTe Ha3BaHNEe NepeMeHHON.

3. Beegute 3HauyeHne nepeMeHHoN. 3Ha4YeHne NepeMeHHON SOMKHO 6biTb BBEAEHO KOPPEKTHO, NHaYe

YCTaHOBLLK HE MO3BOMNT CO34aTb NEPEMEHHYIO.
4. HaxkmuTe Ha KHonky COXpaHUTb.

5. HaxxmuTe Ha KHomky Janee A1 nepexofa K Crefyiolwemy Lwary.

LWar14. 3anycTuTe ycTaHOBKY BC€X MaLUWH

1' E
B Be6-nHTEpdElice yCTaHOBLMKa [TaHen agMUHNCTPAaTOPa KINKHUTE MO UKOHKE pPSOoOM C obLLen

CTpOKOI7I COCTOAHNA B BerHeIﬁ 4YaCTun SKpaHa.

2. MNoaTBeppuTe 3anyck aBTOMaTMYEeCKOM YCTaHOBKY, Ha)KaB Ha KHOMKY 3anyCTUTb.

CtpaHnua 39 n3 43


/builds/vk-communications/docs/vkc-docs/workmail/public/doska/admin-panel-integration/14.png
/builds/vk-communications/docs/vkc-docs/workmail/public/doska/admin-panel-integration/14.png
/builds/vk-communications/docs/vkc-docs/workmail/public/doska/admin-panel-integration/4.png
/builds/vk-communications/docs/vkc-docs/workmail/public/doska/admin-panel-integration/4.png
/builds/vk-communications/docs/vkc-docs/workmail/public/doska/admin-panel-integration/9.png
/builds/vk-communications/docs/vkc-docs/workmail/public/doska/admin-panel-integration/9.png

nOATBepAMTe 3anyck aBTOMaTuyeckomn YCTaHOBKMU

ABTOMaTMUECKan yCTaHOBKa 3anyCTUT NPOBEPKY BCEX LWAroB U NPUMEHMUT HaliieHHbIe N3MEHEHMA. MpoBepku nepes, 3anyckom
BbIMO/IHEHME OCTAHOBUTCA B CIEAYHOLMX CyYanX: CereBas gocTynHocTs ()
1. Ecm war TpebyeT 3arpysku ¢aiinos; ®narvt aapa @)

§4 LlenoctHoctb
2. Ecvt war TpebyeT pyyHoro 3anycka; Gu ®

Bepcun Docker )
3. MpouzoLwua owwrbKa B NPOLECCe BbIMONHEHNS.

®aiinbl noakaukm (@)
KonmuecTBo KOHTENHEPOB OAHOM PO/IY, YCTaHABAUBAEMbIX OAHOBPEMEHHO

0 %
100

BbINonHeHWe ycTaHOBKW/MPOBEPKM MOXHO OCTaHOBWTb. B TakoM C/lyuae yCTaHOBLUMK AOXAETCA
3aBepLUEHNA BbINONHAEMOTO LWara U NPeKpaTuT yCTaHOBKY/NPOBEPKY

OtmeHa || 3anyctutb

B 3aBUCUMOCTIM OT 3Tana yCTaHOBKM 6yaeT MEHATLCS LBET MHAMKATOPA:
- Cepblii — B OXNAAHWM Havaa reHepaumm.
+ CHMIA — B NMpoLiecce reHepauun.
- XXentbin — war 6ygeT NoBTOPEH (aBTOMaTUYECKW).
- KpacHbiin — owmnéka.

3. OxunpganTte 3aBepLUEHNS YCTaHOBKU. [Toka MpoLecc NgeT, psgom CO CTPOKOWM COCTOsHNS 6yaeT

oToBpaxaTbCs KpacHast KHonka Stop.

Ecnu B npoLuecce yCTaHOBKN W HACTPOWKN CUCTEMbI MPOVCXOAAT U3MEHEHNS1 KOHOWIYypaLuun, HEKOTopble

3agavyn MmoryT I'IOTpe6OBaTb MOBTOPHOIO BbINMOJIHEHUA.

[1na NOBTOPHOro 3anycka HEOBXOAVIMO HaXaTb Ha NKOHKY E B OBLLEN CTPOKE COCTOSIHV/SA B BEPXHEN YaCTu

3KpaHa Un PALOM C Ha3BaHEM KOHKPETHOIO KOHTEHepa.

LWar 15. NHnunannsunpymnte pomeH n songute B NMaHenb
agMUHNCTpPaTopa

Korpa yctaHoBka MNaHenn agMHuCTpaTopa 6yAeT 3aBeplLleHa, COOTBETCTBYIOLLMI CTaTyC OTO6PasnTCs B

CTpOKe COCTOAHNS.

1. HaxxmunTe Ha KHonKy [ianee B npaBOM BEPXHEM YII1y.
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VK WorkSpace Hactpoiikn O6cnyxusatie

YcTaHoBKa 3aBepLUeHa >
sasepuenrvie: @) Casronreiinepsi: (I KonoHoK: 1 rpynnupoBKa: | Het cepaep

VK Workspace
hypervisor 8 (157]
infraeted 3 3]
calico-libnetwork 8 (8]
calico-node 8 e
bind 8 16 ]
optimus-agent 2 2]

optimus-agent1 100.70.178.93 ® (R - |

optimus-agent2 10070.178.53 ® ke - |

2. BBeguTe nmsa goMeHa 1 HaxxMmmTe Ha KHornky Jo6aBuUTb.

VK WorkSpace Hacrpoiku O6cnyxusatve

CospanTe nepebivi NOYTOBLIN AOMEH - YacTb email-agpecos nocne "@".

MoyToBbLIE AOMEHBI KoHTenHepb!

vbastraOmail.onprem.ru

[omeH cunTaeTca NnogTBEPXAEHHbIM Nocse Ao6aBneHuns B [NaHeb agMHUCTpaTopa.

B agpecHyto cTpoky ckonupyite agpec MNaHenn agMUHUCTpaTopa Vi BBeAUTE AaHHbIE:
- Vimst nonbzoBaTtens — admin@admin.qdit.

- Maponb HaxoguTcs B daiine — bizOwner.pass, /19 ero NPOCMOTPa BBEANTE B KOHCOMV KOMaHAY:

cat <nyTb [JO OUPEKTOPMM C YyCTaHOBUWMKOM>/bizOwner .pass .

Ecnn normH n naposib 6blNVI BBEAEHDI npaBuJIbHO, Bbl NoNageTe B [laHenb AAMUNHNCTPAaTOpPa.
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BHumaHune
Korpa ycTaHOBKa 3aKHUMTCS MOXHO YOanTb apXUB, 3 KOTOPOTrO 6blf1 pacnakoBaH OUCTPUBYTUB B Havane
YCTaHOBKW. Bce ocTasnbHble daiinbl 4OMKHbI OCTaBaTbCs B Narnke ¢ daisiom onpremise-deployer_linux. He

ypananTte nonb3oBaTtensa deployer — aTa yyeTHas 3anncb NoTpedyeTcs A9 O6HOBNEHNS U JanbHenLwen
akcnnyaTauum MaHenn agMuHUCTPaTopa.

No6aBneHe AonNoJIHNTENbHbIX JOMEHOB

Ecnu Bbl nnaHMpyeTe Ncnonb3oBaTb HECKObKO AOMEHOB, [06aBbTE NX C MOMOLLbIO KHOMKK JLo6aBNTb [OMEH:

l Ap,MI/IHnaHenb mail.ru v | [Jo6aBuTb fomMeH

&2 lMonb3osatenu > MNonb3oBaTenn
Y AnMMHUCTPaTOPSI 8, Coan... AKTVBHOC

@ Nonutukm

dNo ¢
™ Mouta >
O Ouck >
(O MecceHoxep >

AnpecHas KHUra

-3 CTpyKTypa opraHusaumi
YnpasneHue JOMEHOM

KoHdurypaums >

Jlorn n nonesHbie KOMaHAbI

Bce koMaHAbl, NepeYnCreHHbIe HXE, CeayeT BbiNMOMHSATb B KOHCOSN.
1. MNepesanyck ycTaHOBLUMIKA:

sudo systemctl restart deployer
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2. Jlorn yctaHoBLLUVKa:

sudo journalctl -fu deployer

3. Cnuncok 3anyLLLeHHbIX KOHTENHEPOB:

docker ps

4. Jlorv KOHKPETHOrO KOHTEeHepa:

sudo journalctl -eu MMA_KOHTeWHepa

5. CtaTyC KOHTelHepa:

systemctl status umaA_koHTelnHepa

6. MocMOoTpPEeTb CNUCOK «CITOMaHHbIX» KOHTENHEPOB:

docker ps -a|grep Exit

7. ﬂOCMOTpeTb CMNNCOK BCEX HE3aNyCTUBLLUNXCA KOHTeVIHepOBI

sudo systemctl | grep onpremise | grep -v running
8. Yoanutb KOHTENHep:

sudo docker rm uMs_KOHTeWHepa

& AsTop: lNpy3ges HukunTa

(S 23 nioHs 2026.

CtpaHunua 43 n3 43



	Назначение документа
	Требования к администраторам
	Дополнительная документация
	Технические требования
	Как правильно настроить антивирус на серверах
	Как использовать системы виртуализации
	Пример настройки параметров ОС

	Требования к ресурсам сервера
	Таблица совместимости

	Предварительные условия для установки
	Проверьте состояние SELinux
	Как работать с Wildcard-сертификатами
	Какие протоколы использует Доска

	Обязательные предварительные действия
	Настройте ротацию логов в journald
	Создание DNS-записей
	Дисковое пространство
	Подключение дисков

	Этапы установки
	Действия в командной строке на сервере
	Шаг 1. Создайте пользователя deployer
	Шаг 2. Распакуйте дистрибутив
	Шаг 3. Разрешите Port Forwarding
	Шаг 4. Запустите установщик как сервис

	Действия в веб-интерфейсе установщика
	Шаг 1. Добавьте лицензионный ключ
	Шаг 2. Выберите продукты и компоненты
	Шаг 3. Добавьте гипервизоры (серверы)
	Шаг 4. Проверьте серверы на соответствие требованиям
	Шаг 5. Сетевые настройки
	Шаг 6. Доменные имена
	Добавление SSL-сертификатов

	Шаг 7. Запуск установки гипервизора
	Шаг 8. Генерация контейнеров
	Шаг 9. Хранилища
	Шаг 10. Шардирование и репликация БД
	Шаг 11. Настройка компонентов
	Ограничение доступа к доменам
	Панель администрирования
	Настройки HTTP(S)-прокси

	Шаг 12. Интеграции
	Шаг 13. Укажите переменные окружения
	Шаг 14. Запустите установку всех машин
	Шаг 15. Инициализируйте домен и войдите в Панель администратора

	Добавление дополнительных доменов
	Логи и полезные команды

