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Ha3HayeHe fOKyMeHTa

B LokyMeHTe onvcaHa npoLeaypa KnacTepHo yCTaHoBKM [MoyTbl. MUHUMaNbHON OTKa3oyCTOMYMBO
KOHdUrypaumen ans ycTaHOBKM MOYTOBOM CUCTEMbI CYNTAETCS KNlacTep Ha 8 MaLLVIH.

Tpe6oBaHNs K agMUHNCTPaTOpPam

« 3HaHuMe Linux Ha ypOBHE CMCTEMHOIO agMNUHNCTPATOPA.

+ 3HaHMe OCHOB PaboTbl CruCcTeM ynpaBneHus 6asamu gaHHbIx (CYB[).

« 3HaHMe oCHOB PaboTbl Cnyx6 kaTanoros (Directory Service).

« [ToHNMaHNe OCHOB KOHTENHEpPU3aL .

« 3HaHMe OCHOB PabOoTbl CETEN N CETEBbBIX MPOTOKOOB.

+ 3HaHNE OCHOBHbIX UHCTPYMEHTOB 411 PaboTbl B KOMaHAHOW CTpoke: bash, awk, sed.

- 3HaHMe OCHOB PaBOTbl MHPPACTPYKTYPbI [OCTABKN MOYThI.

JonosHnTenbHas [OKYMEHTaL s

VIHCTpYKLIMS MO yCTaHOBKE OBHOBMIEHWIN Ha KNnacTep

YTO0 genatb, ecnu Npu BXOLE B NMaHesb agMUHNCTPAaTOPa NOSBASETCS olwmnbKa «HeEBEPHbIN Maposiby
Kak 06HOBUTb NNLEH3VIOHHDbI KoY

YCTaHOBLLMK HE MOXET NOMYy4YnTb AOCTYN A0 rMnepBr3opa

HacTporika nnterpauumn ¢ Active Directory

CxeMma TeCcTOBOIO KJlacTepa

BHe 3aBucumocTu ot Pa3mMepa KaCtepa HYy>XHO cobnogaTtb cnenyouiee COoTHOWEeHne BUPTYallbHbIX MaLUVH!
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MuH1ManbHas OTka3oycTonYmMBas KOHPUIrypauys Ha 8 MmalluviH, KoTopas 6ygeT onvcaHa B LOKYMEHTE, BbIrnagunT
TakM 06pasom:

+1BM oTBOAUTCS NOA MOHUTOPWIHT,

« 2 BM — nopg, $poHTh;

« 2 BM — nop, 6a3bl JaHHbIX;

+ 3 BM — nopg xpaHunuia.

OuncTtpunbyTtme MNouTbl 1 dann onpremise-deployer_linux [OMKHbI HAXOAUTBCS Ha FTMNEPBU30PE, OTBEAEHHOM
nog, MOHUTOPVIHT.

TexHn4yeckune Tpeb6oBaHUA

I'Io,cl,p,epx(msaeMble onepaunoHHble CUCTEeMbl 4J19 YCTaHOBKW MoyTbi:

- Astra Linux SE Open — Bepcusa 1.7.5+, Bepcus sgpa — 5.15.

- Astra Linux SE Open — Bepcuisi 1.8, Bepcua sgpa — 6.1.

- PEQ, OC — Bepcua 7.3.5, Bepcusa aapa — 6.1.

- PEQL OC — Bepcua 7.3c (cepTudunumpoBaHHas), Bepcus agpa — 6.1.
- PEQL OC — Bepcuia 8, Bepcus agpa — 6.6 nnn 6.12.

+ MosOS Arbat — Bepcus 15.5, Bepcus agpa — 5.14.

CtpaHunua 6 n3 88


/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/installation-assets/cluster-architecture.png
/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/installation-assets/cluster-architecture.png

ApxntekTypa cuctembl — X86_64.

OB6HOBNATb ONEPALMOHHYIO CUCTEMY MOXHO TOJbKO Ha NOAAePX1BaEMYIO BEPCUIO 1 TOSbKO NOCHe
kKoHcynbTauun ¢ npegctasutenem VK. Cnucok nogaepxxmnsaembix OC MOXET 6blTb YTOYHEH B paMKax paboT no
NHOVBUAOYaNbHOMY NPOEKTY.

BHumaHmne

Y706bI Mouta VK WorkSpace paboTana KOPpPEKTHO, HY>KHO YCTaHOBUTb onepaTBHOe o6HoBneHne aapa OC
yKasaHHOI BbilLe Bepcum. Bepcusi omkHa 6biTb akTyaslbHOM Ha MOMEHT YCTaHOBKM.

Kak npaBuibHO HAaCTPOUTb aHTUBMPYC Ha cepBepax

Ha Bcex MalLnHax NpoBepbTe aHTUBMPYCHOE PELLEHNE U BbIMOMHUTE ClieaytoLe HaCTPOWKN:

- [lo6aBbTe B NCKMNIOYEHUS:

+ /opt/mailOnPremise — AaHHble NpuIoXxeHun, norn, b, xpaHnnuwa. Henbsa getanusnposaTtb dannbl

nogkaTanoru, Hy>KHO 4o06aBNTb BECb KaTanor /opt/mailOnPremise B UCKJTIOYEHUS.
« /home/deployer/ — OaHHblE AN NHCTANASTOPA, YCTAaHOBKA OB6HOBIEHN.
- nckun gns xpaHnnuiia.
« /var/lib/docker/ .
« OTKIIOUMTE NPOBEPKY KOHTEMHEPOB: ScanContainers: No, ContainerNameMask: * .
« He HacTpaunBanTe firewall Ha cnepytolyie ceTeBble NHTEPPENCDI:
. cali*
- docker*
- wireguard*
- tun*
- [lo6aBbTe B UCK/TIOYEHMS MyBAVYHbIe MOPTbl U3 pa3aena Crvcok NopTOB A5 YCTaHOBKN

- Ecnu Bbl ncnonbayete KESL, TO Ha cepBepax 415 CEPBUCOB KOHTENHEPU3aLMM OTKITIOUMTE 3a4a4n No

3aLuTe OT BE6-Yrpos U 3alLyTe OT CETEBbIX YrPo3.

+ BHUMaHune

He BHOCUTe n3meHeHus B Npasuna iptables.
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Mpumep HacTponkn napameTpos OC

A Ba)xHO

YcTaHOBKa AaHHbIX napamMeTpOoB BO3MOXHa TOJIbKO NMocsie KOHCYyNbTaun C BallMn CNCTEMHbIMU
AAMVHUCTpPaTopamMu.

1. Cospante dann /etc/sysctl.d/98-vkworkspace.conf € HacTponkamu sysctl:

kernel.pid_max=4194304

net
net.
net
net.
net.
net.
net.
net.
net.

ipvé6.conf

ipvé6.conf.
.nf_conntrack_max=4194304

netfilter

.ipv4.tcp_tw_reuse=1
netfilter.
.netfilter.
ipvé6.conf.
.default.disable_ipv6=1

nf_conntrack_tcp_timeout_time_wait=3
nf_conntrack_tcp_timeout_fin_wait=5
all.disable_ipv6=1

lo.disable_ipv6=1

ipv4.tcp_syncookies=1
ipv4.ip_forward=1

2. Cospante daiin /etc/security/limits.d/98-vkworkspace-limits.conf C HaCTpOMKaMu NVIMUTOB:

* % ok X

root
root
root
root

hard nofile 1048576
soft nofile 131072
hard nproc 257653
soft nproc 131072
hard nofile 1048576
soft nofile 262144
hard nproc 514106
soft nproc 262144
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/" [DononHuTenbHble HaCTPOIKK ANs cepTudnLMpoBaHHoii PEf, OC 7.3

6y,u,eT oTnn4aTbCaA:

kernel.pid_max=4194304
net.ipv4.tcp_tw_reuse=1
net.ipvé.conf.all.disable_ipv6=1
net.ipvé.conf.default.disable_ipv6=1
net.ipvé6.conf.lo.disable_ipv6=1
net.ipv4.tcp_syncookies = 1

[o yctaHosku MNoytbl VK WorkSpace:

a. BHecuTe nsmeHeHne B KoHpurypauumm /etc/systemd/system.conf :

DefaultLimitNOFILE=524288:524288

CNCTEMOIA:
- docker-ce-cli-20.10.24-1.el7.x86_64
- docker-ce-rootless-extras-20.10.24-1.el7.x86_64
- docker-ce-20.10.24-1.el7.x86_64
- docker-ce-20.10.24-1.el7.i686
- docker-compose-2.29.2-1.el7.x86_64
- docker-compose-switch-1.0.5-1.el7.x86_64
YCTaHOBUWTb NakKeTbl MOXHO C MOMOLLbIO KOMaHbl:
yum install docker-ce-cli-20.10.24-1.el7.x86_64 docker-ce-rootless-
extras-20.10.24-1.e17.x86_64 docker-ce-20.10.24-1.el7.x86_64 docker-

ce-20.10.24-1.e17.i686 docker-compose-2.29.2-1.el7.x86_64 docker-compose-
switch-1.0.5-1.el7.x86_64

®aiin /etc/sysctl.d/98-vkworkspace.conf € HacTpoiikamu sysctl ans ceptunumposaHHon PE[, OC 7.3

b. YcTaHoBUTE cnepytowme naketbl 13 penosuntopus PEL OC 7.3, nocTaBnssieMoro ¢ onepawioHHOMN

/’ [AononHuTtenbHbie HacTponku gns MosOS Arbat

YcTtaHoBuTe docker 20.x n docker-compose 13 penosutopus MosOS:

zypper install -y docker docker-compose bind-utils ncat

3. MNprMeHNTE N3MEHEeHNS:

sysctl -p /etc/sysctl.d/98-vkworkspace.conf
sysctl -p /etc/security/limits.d/98-vkworkspace-limits.conf
sysctl --system

Vinn nepesarpyanTte onepauvioHHyo CUCcTeMy.
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Tpe6oBaHUs K pecypcam cepBepoB

# BHumaHne

TpeboBaHNSa H/XKE HE yYNTbIBaOT PaboTy aHTUBMpPYCca, DLP 1 gpyrx [ONONHUTENbHbBIX CUCTEM YCTaHaBANBaEMbIX
Ha cepBepa. TpeboBaHNS YYMTbIBAIOT TOIbKO 6a30Bble GYHKLIW, ECI Bbl XOTUTE BKITIOYNTb AOMNOMHUTENbHbIE
MpopayKTbl, TO NpenBapuTENbHO NPOKOHCYNLTUPYNTECH C NpepcTaBuTenem VK o 4ONONHUTENbHbBIX CUCTEMHbIX
TpeboBaHUSIX.

Mo Bonpocam co3faHnst Can3nHr-mMmogen crneLlmanbHo 4ns Baller KOMnaHUuym o6paTUTeCh K NpeacTaBuTeNsm
VK. MyHMasnbHble TexH1Yecke napameTpbl Ans 8 MallviH:

« YcTaHoBLWWMIK + MOHUTOPUHT: 8 vVCPU, 16 GB RAM, 200 GB SSD;

- ®poHT N21: 16 vCPU, 40 GB RAM, 150 GB SSD;

« ®poHT N2 2:16 vCPU, 40 GB RAM, 150 GB SSD;

- basa paHHbIx N21: 16 vCPU, 20 GB RAM, 150 GB SSD;

- basa paHHbix N22: 16 vCPU, 20 GB RAM, 150 GB SSD;

« Xpanunuwe N21: 8 vCPU, 16 GB RAM, 250 GB SSD;

« XpaHunuwe N22: 8 vCPU, 16 GB RAM, 250 GB SSD;

- XpaHunuwe N23: 8 vCPU, 16 GB RAM, 250 GB SSD.

& PekomeHpaums

Vcnonbsyinte npoueccopsl Intel Xeon Gold 6140 n HoBee.

MuHnManbHble TpeboBaHNs K SSD-anckam:

Onepauuii YyTeHus, Onepauuii 3anucu, MakcumanbHas 3apepiXkKa onepauum,
IOPS IOPS Mc
10 000 5000 <1

MwuHManbHble TpeboBaHWs K NokanbHbiM HDD-aunckam:

Onepauuii YTeHuns, Onepauuii 3anucn, MakcumanbHas 3agep>kka onepauun,
IOPS IOPS MC
1000 — 2400 500 — 800 <20

JlokanbHble HDD-guckmn MOXHO NOAKMoYaTb TOSIbKO K HEKOTOPbIM KOMMOHEHTaM [ouTbl. Takme KOMMNOHEHTHI
nomeYeHbl B Be6-HTepdence yCTaHOBLLMKA.
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[MpoBepka coBmecTMOCTN € gpyrumn Tunamm CX[, ocylwecTBnsgeTcs nHamsmngyansHo. Oépatntecs K

npenctasutenam VK 3a KoHCcynbTaumnen.

Kak ncnosibsoBaTtb cucTtemMbl BUpTyanmsauunm

Ecnu Bbl ncnonbayeTe cUCTEMbI BUPTYanmnsauumn ans passepToiBaHusa cepBepoB VK WorkSpace Heobxogmo

YUNTbIBaTb OCO6EHHOCTI BblAENEHSA PECYPCOB:
vCPU

He ponyckainte nepenognucky. CymmapHblie VCPU Ha XOCTe He [OMKHbI MPEBbILaTb KONNYECTBO GpU3NYECKMX
a0ep, BblOENEHHbIX BCEM BUPTYaslbHbIM MalLMHaM. [py 3TOM He pekoMeHayeTcs cunTaTb Hyper-Threading

MOJIHOUEHHbIMW aapaMn.

He Bbigenante ogHowm BVIpTyaJ'IbHOI7I MallnHe KONn4eCTBO aaep 60nblUe, YeM KONNYECTBO A0ep Ha ¢|/|3|/|qu|<0|\/|

cokerTe.
RAM

He HasHavanTe cymmapHyto VRAM Bbiwe ¢ursnyeckon RAM xocTa.

MexaHn3Mbl 3KOHOMUW NaMATN

He Bkloyarite mexaHnambl ballooning n cxatna namsaTu.

swap

He ncnonbayinTe swap — Kak Ha rmnepBrns3ope, Tak U BHYTPY BUPTYasbHbIX MaLLUH.

PesepBupoBaHns pecypcoB BUPTYasbHbIX MaLUVH

YcTaHaBMBanTe BCIO BblAENEHHYIO NaMSATb 1 MPOLLEeCCOopbl B pe3epB A5 BUPTYasibHbIX MaLUNH CUCTEMDI.
XpaHunuwe

He I/ICﬂOﬂbSyI7ITe TOHKNe anckKmn (JJ,VICKI/I TnMa Thin) — AVCKWN C OTJTIOXEHHbIM BblaeneHnem npoCcTpaHCTBa.

Ta6nuua cCoBMecTMOCTIA

TexHonorus Bepcusa
MecceHaxep n BKC He CTapLue OBYX NOCAEOHVX BEPCUIA
MS Exchange Server 2013/2016

Keycloak 17, ¢ ncnonbzoaHnem OAuth 2.0
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TexHonorusa Bepcusa

Kerberos 5

P7-Odunc ee-202411.375.rev1

/' TNpumeyaHne

Keycloak aBnseTcs BHELWHNM NPOBaiAepoOM ay TEHTUPUKALLMOHHON MHOOPMaLK (Proxy) 1 HE BbICTYMNaET B

KayecTBe nonHoueHHom IDM cucrtemsl.

MpepBapuTenbHble YCNOBUS

MpepacTasutenn VK npegoctaBuiv Bam crieqytoLe gaHHble:

« Ccbiniky Ha CKaumBaHme gucTpudyTtmea Moutbl 26.1.
« Maponb OT apxunBa C ANCTPUBYTUBOM.
+ JINLLEH3VIOHHBI KIou.

- KomnnekT gokymeHTauum.
Takke Bam NoTpebyeTcs:

« Ha6op DNS-3anucein: A, CNAME, MX, SPF, TXT, NS.

- Mopgaep>xka npoueccopamn Habopa nHcTpykumin 3BDNow, ADX, AES, AVX, AVX2, BMI, BMI2, CMOV, MMX,
MODE®64, NOT64BITMODE, NOVLX, PCLMUL, SHA, SSE1, SSE2, SSE41, SSE42, SSSE3 1 XOP ons kaxgoro

rnepBr3opa.

« DKIM-nognucb ¢ cenektopammn 4ns Kaxaoro gomMmeHa (nnv Heckosnbko DKIM ¢ pasHbiMy cenekTopamm ans

OOHOro JOMeHa).
- DocTyn k cepBepam no SSH ¢ npaBaMy agMUHUCTPaTOPa (BXOA, MO KoYy UV MO Naporio).
« NlokanbHas ceTb 10 GbE.
« OTKIIOUNTD Swap.
- Ceptudukatol SSL gna kaxgoro CNAME vnn Wildcard-ceptudukat gna gomeHa.
- JocTtyn k nopTtam: 25, 2525, 80,143, 443, 465, 993, 1025.
- [locTyn K agMHNCTPaTUBHbIM NopTam: 22, 8888*.
- tar.
« YTunuTa g9 pacnakoBKY Zip-apXyBOB, HAaNpUMep 7zip uam unzip.
« Active Directory unu gpyras cnyx6a katanoros, patoTtatoLasa no npotokony LDAP.

YT106bl 06ecneunTb 6€30nacHOCTb [MoYTbl Ha BalLMX cepBEpPax SOKHbI 6blTb OCTYMHbI TO/TbKO HEOBXOONMbIE
nopTbl. [Ana gocTyna k Be6-uHTepdency: 80 (http), 443 (https). Ona oTnpaBku 1 nonyyeHns noytbl: 2525
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(smtp), 25 (mx), 110 (pop3), 995 (pop3s), 143 (imap), 465(smtps), 993 (imaps). Bbl LOMKHbI CamMu ONPERENNTb C
Kakux IP-agpecos 6ygyT AOCTYMHbI MOPTbI.

MopT 8888 ncnonbsyetcs cepsmncom deployer (yCTaHOBLLMK). PekOMeHayeTCs NPUMEHSTb clegytoLine

HanOXeHHble CPeaCcTBa 3aLNTbl:
- OTaenbHbIn MTLS npokcur-cepBep ¢ 0693aTeNbHON NPOBEPKOW KNMEHTCKNX CEPTUPUKATOB. YNpasneHne
KoYamm nponcxoant nocpenctsom PKI 3akasyumka.

- icnonb3oBaHune (Me)K)CGTeBbIX SKPaHOB KaK Ha Ol'lepaLl,I/IOHHOI‘/‘I cncrtemMe cepBepa yCTaHOBLUMKa N Ha

aKTUBHOM CETEBOM O60pPYA0BaHUN.
- [lpokcun-cepsBepa Ana aytTeHTudrKauum 1 asTopmsauny nocpecTBOM NpocToro napons, Kerberos nnu

OOMEeHHOro napong.

MOXHO NCcnonb3oBaTb HECKOSbKO 13 nepevncrieHHbIX MeToaoB. Bbl60p MeTOoOa OCyLeCTBNdeTCA NCXOoaA U3

TEXHNYECKNX BO3MOXHOCTEN MHPPaCTPYKTYpPbl 1 TpeboBaHMin MHGOPMAaLMOHHON 6€30MacHOCTN.

MpoBepbTe cocTosiHMe SELinux

Ha kaxpom cepBepe npoBepbTe Tekyuiee coctoaHne SELinux:
sestatus

I'IapalvleTp SELinux status [OSMKEH MMETb 3Ha4YeHne disabled . Ecnm BbiBOAUTCS Opyroe 3HadyeHune:

1. OTKponTe gna pefakTnpoBaHusa Gamn /etc/selinux/config.

2. NlameHunTe 3HayeHve napameTpa SELINUX Ha disabled.

3. MNepeszarpysnte onepaLmoHHYIO CUCTEMY.

4. MoBTOpPHO NpoBepbTe cocTosiHMEe SELINUX C NOMOLLbIO KOMaHObl sestatus .

5. MapameTp SELinux status gonxeH nmeTb 3HadeHune disabled. SELinux 6yoeT OTK/IIO4YEH.

Kak paéoTtaTb ¢ Wildcard-cepTtunpukaramm

OpawvH wildcard-cepTudurkaT OXxBaTblBaET TOMbKO OOVIH YPOBEHb MNOAAOMEHOB. DTO O3HavaeT, yTo wildcard-
cepTuduKaT BbIMYLEHHbIN A5 domain.ru 6yaeT AeNCTBUTENbHbBIM 419 BCEX M0 Cy600MEHOB TPETHETO
YPOBHS, HO He ByaeT paboTaTb 419 YeTBepToro. COOTBETCTBEHHO €CN HEOBXOAMMA 3alLMTa NOALOMEHOB
4YeTBEPTOro 1 fJanee YPOBHEN HY>XHO MNONYy4YnNTb OTAENbHbIN wildcard-cepTudukaT g poanuTenbckoro oMeHa
Kaxgoro n3 HuX. Hanpumep, 4oMeH Ans novtbl mail.onprem.ru, a8 QOMEH OJ19 XpaHUUWa mail-st.onprem.ru,
Torga B ceptudukatT HEO6X04MMO [06aBUTb LUECTb JOMEHOB:

« x.mail.onprem.ru

- *.,e.mail.onprem.ru

- *.cloud.mail.onprem.ru

« *.calendartouch.mail.onprem.ru
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« *.calendarx.mail.onprem.ru

« x.mail-st.onprem.ru

Kakune NPOTOKOJIbl NCNOJIb3yeT MouTa

« SMTP, ESMTP — npoTOKOsbl OTNPaBKY MOYTOBbIX COOBLLEHNI (MOPT 2525/465).
« IMAP — npoTokon nony4yeHns NoYToBbIX CoobLUeHuin (mopT 143/993).

« POP3 — npoTokon nofy4yeHns nouToBbix coobLyeHunn (nopt 110/995).

« HTTPS pgnsa poctyna K Be6-nHTepdency noyTbl C UCNnonb3oBaHnem TLS.

- CalDAV [fn1s CUHXPOHM3aLM KaneHgaps.

- CardDAV ans CUHXPOHM3aLMN N YNPaBAeHNS KOHTaKTaMU.

+ WebDAV pns pa6oTbl ¢ nckom.

- Kerberos nnn NTLM — npoTtokon BsanmogencTeus c Active Directory knneHTa.

«IPin IP — npoTtokon TyHHennpoBaHus IP.

3alnTa ceTeBbiX coegnHEeHNA

[.na 3aWmThl CEeTEeBbIX COEAVHEHNIA MexXay cepBepamMi, BUPTYasbHbIMY MaLLMHAMU N KOHTeNHepamy MOYTOBO
cuctembl ncnonbsyetca MO WireGuard.

O6s3aTenbHble NpeaBapuTesbHbie AeCTBUS

HacTtpownTte poTauyuio sioros B journald

BblinonHUTe Wwarn n3 HCTpyKLUun Kak HacTpouTb poTaL o N1I0ros B journald.

CospaHune DNS-3anuncen

Ona paboTbl [MoYTbl BaM HY>KHbI:

« MX-3anuceo (pekomeHayembin nproputeT — 10), KoTopas 06s3aTeNlbHO BE4ET HA MXS.<[0MeH /s MoyTbl>
+ [1Ba OCHOBHbIX AOMEHa: O719 MOYTbl 1 AN XPaHWINLL.

« Habop A- nnn CNAME-3anucei.
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/builds/vk-communications/docs/vkc-docs/workmail/public/mail/how-to-store-logs/#journald-logs

/" MpumeuyaHue

B clnyyae KﬂaCTepHOVI YCTAaHOBKW €CTb MNHMYM OB€ BMPTYallbHble MalllHbl€ BblgeNeHHble No[, (prHT. |_|03TOMy
BaM HY>XXHO obecneunTb PEe30NBNHI BCEX LOMEHHbIX NMEH B IP—ap,peca MaLlUWH BblgEeNeHHbIX Mo q)pOHT.
PesonBnHrom HasbiBaeTcs npouecc nosiyvyeHmns IP—ap,peca Nno CMMBOJTINYECKOMY NMEHW. Harlpl/lmep, Bbl MOXeETe
co3patb ABe A-3anncu ¢ OANHAKOBbIMY MEHEM, HO Pa3HbIMIN IP—a,u,pecaMM OT MallH Nofa, q)pOHT.

[lna npumepa B LOKyMeHTe 6yayT MCnonb3oBaTbhea cregytoLue DNS-3anucu:

- lomeH pansa cepBUCOB NOYTbl — mail.onprem.ru. [py CO30aHNM NOYTOBOrO AOMEHA PEKOMEHOYETCS
COBIOAEHNE CTPYKTYPbI: *%*mail.xxx &%k WUAN ***xmail.*+* .
- lomeH pna o6nauHbIX XPaHUANLL, — mail-st.onprem.ru . [TPUMEpP CTPYKTYPbI: ***St.%%* k%% UM

*xkcloud.*** .

,D,OMeH ond 06/1a4YHbIX XpPaHUNnL, 0O0/HKeH 6bITb TOrO Xe YPOBH4A, YTO 1 AOMEH N4 CepPBNCOB NMOYThbl, N UMETb

CBO€ YHUMKaJIbHOE V4.

BHumaHmne

VI3MeHsATb CTPYKTYpPY OCHOBHbIX JOMEHOB 3anpelleHo! HecobniogeHne CTPYKTYPbl 1 YPOBHS OMEHOB MOXET
NPVIBECTY K yTeUKe AaHHbIX Yepes Npobpoc cookies. Takxke Bbl CTOIKHETECH C OLUNGKAaMU Ha 3Tane HaCTPOKM

OOMEHHDbIX NMEH.

[anee B Tabnuuax npepctasneH cnucok A- nnn CNAME-3anucein, KoTopble Hy>XXHO CO3[aTb nepep, yCTaHOBKOW

cepsuca Noyta. [lomeHbl 13 TabnuL, LOMXKHbI ABASATbCA NOgAOMEHaMN A719 OBYX OCHOBHbIX.
Ang noursbi:

Kak cospaeTcs gomMeH: account (Cy6oomeH 13 Tabnuupl) + mail.onprem.ru (OCHOBHOW AOMEH N3 NPUMEPa,

KOTOprI7I Bbl 3aMeHNTE CBOI/IM) = account.mail.onprem.ru.

HasHayeHune pomeHa Nmsa pomeHa Mpumep
Be6-uHTepdenc aBTopunsaumm account account.mail.onprem.ru
JomeH gns nposepkn gocTyna access access.mail.onprem.ru
[JomeH ans akkayHT-cepBuUca as as.mail.onprem.ru
Cka4dmaHue BnoxeHun Moyl af af.mail.onprem.ru
MpocmoTp BROXEHWI [NoYTbl apf apf.mail.onprem.ru
auth auth.mail.onprem.ru
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Ha3HayeHne gomeHa

[JomeHHas aBTOpUM3aLns
(BHYTpPEHHINX 3anpocoB

6pay3epa)

[JomeH gnsa naHenw
pacLUPEHHOro NPOCMOTPA
JEeNCTBUN NoNb3oBaTenem

NHTepodernc
aAMUHNCTPUPOBaHNSA

Blobcloud-aTTaum

NowmeH gna BMW gRPC
3anpocos

Kanya

JomeH gnsa gRPC-3anpocos
Kanenpaps

Kanenpapb

[JomeH nHtepdeica

kanenpaps ons Cynepanna VK

WorkSpace

Mo6unbHbIN KaneHgapb

CTaTnyeckre faHHble
KaneHzaps

VK WorkDisk

3arpyska ¢annos B VK
WorkDisk

CkauvBaHue dannos B Be6-
nHTepdence VK WorkDisk

Nma pomeHa

becca

biz

blobcloud.e

bmw

calendargrpc

calendar

calendarmsg

shared.calendartouch

shared.calendarx

cloud

cld-uploader.cloud

cloclo.cloud

cloclo-upload.cloud

Mpumep

becca.mail.onprem.ru

biz.mail.onprem.ru

blobcloud.e.mail.onprem.ru

bmw.mail.onprem.ru

c.mail.onprem.ru

calendargrpc.mail.onprem.ru

calendar.mail.onprem.ru

calendarmsg.mail.onprem.ru

shared.calendartouch.mail.onprem.ru

shared.calendarx.mail.onprem.ru

cloud.mail.onprem.ru

cld-uploader.cloud.mail.onprem.ru

cloclo.cloud.mail.onprem.ru

cloclo-upload.cloud.mail.onprem.ru
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HasHauyeHne gpomeHa Nma pomeHa Mpumep

3arpyska ¢pannos B VK

WorkDisk

NHTterpauns ¢ APl VK WorkDisk openapi.cloud openapi.cloud.mail.onprem.ru
3arpyska $pansoB B Ny6nyHbIe pu.cloud pu.cloud.mail.onprem.ru

nankn B VK WorkDisk

MopTanbHasa asTopuzauums VK sdc.cloud sdc.cloud.mail.onprem.ru
WorkDisk
3arpyska 60/bLLNX MOYTOBbIX uploader.e uploader.e.mail.onprem.ru

Brnoxenun B VK WorkDisk

MpeBbto dpannos B VK thumb.cloud thumb.cloud.mail.onprem.ru
WorkDisk

Be6-nHtepdenc Moyt e e.mail.onprem.ru
CepBuc aBaTapok filin filin.mail.onprem.ru
IMAP lMoyTbl imap imap.mail.onprem.ru
HeuncnonHsemble cTaTnyeckmne img img.mail.onprem.ru
[aHHble

VicnonHgaemble cTaTnyeckue imgs imgs.mail.onprem.ru
AaHHble

MX Moyt mxs mxs.mail.onprem.ru
OAUTH2-aBTOpM3aLms 02 02.mail.onprem.ru
O6LwenopTanbHble CEPBUCHI portal portal.mail.onprem.ru
aBTOpU3aLNN

POP3 MouTbl pop pop.mail.onprem.ru
CepBep aBTOPU3aLUN swa swa.mail.onprem.ru

(MexxcepBepHble 3anpocChl)
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HasHauyeHne gpomeHa Nma pomeHa

Webdav webdav.cloud

[ocka VK Workspace board

CepBepHoe B3anmopgencTemne cloud-serverside-api
¢ Ouckom VK WorkSpace

CepBepHOe B3aMOfencTeme serverside-api

¢ MNMouton VK WorkSpace

CoxpaHeHune dpainnos 13 cloclo-int
MecceHgxepa n BKC B [lnck

VK WorkSpace

[lomeH ans ckadvBaHns dl
cynepanna VK WorkSpace

Appec knneHTckoro API u

MecceHpxepa n BKC

Ona xpaHnnnuy:

Mpumep

webdav.cloud.mail.onprem.ru

board.mail.onprem.ru

cloud-serverside-api.mail.onprem.ru

serverside-api.mail.onprem.ru

cloclo-int.mail.onprem.ru

dl.mail.onprem.ru

u.mail.onprem.ru

Kak co3pgaeTca gomMeH: tmpatt (cy6aoMeH ns Tabnuupl) + mail-st.onprem.ru (OCHOBHOW JOMEH 13

nprMepa, KOTOPbIA Bbl 3aMEHNTE CBOMM) = tmpatt.mail-st.onprem.ru.

HasHayeHune pomeHa

CkaymBaHue NCNOTHAEMbIX BNOXEHMI [1oyTbl

[MpoKCUpOBaHME aKTMBHOMO KOHTEHTa BIOXEHWIN
[MoyTbl

[MpOCMOTP NCMONHAEMbIX BIOXEHUA [Mo4YTbl

3awmTa oT XSS-aTtak npu ckayvBaHU Gannos 13
VK WorkDisk

CkaumBaHme 60/bLUNX MOYTOBbIX BNoXeHun n3 VK
WorkDisk

Nwmsa
AOMEHa

af

ampproxy

apf

cloclo

cloclo-
stock

Mpumep

af.mail-st.onprem.ru

ampproxy.mail-
st.onprem.ru

apf.mail-st.onprem.ru

cloclo.mail-st.onprem.ru

cloclo-stock.mail-
st.onprem.ru
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Ha3HayeHne gomeHa

Pacnakoska apxnsoB B nHTepdence VK WorkDisk

NHuTerpauns ¢ APl Moyt

[MpokcunpoBaHme BHELLHNX BNOXEHMIN [10YTbI

[JomeH onsa TekctoBoro pepaktopa P7-Odunc

O6nako, peanusyiouiee S3 API

O6nako BpeEMEHHbIX BIOXEHUN MoyTbl

[JowmeH gna Grafana

BHUMaHmne

Nwmsa
AoMeHa

cld-
unzipper

corsapi

Proxy

docs

hb

tmpatt

grafana

Mpumep

cld-unzipper.mail-
st.onprem.ru

corsapi.mail-st.onprem.ru

proxy.mail-st.onprem.ru

docs.mail-st.onprem.ru

hb.mail-st.onprem.ru

tmpatt.mail-st.onprem.ru

grafana.mail-st.onprem.ru

13MeHsATb JOMEHHble MeHa 13 Tabnuubl 3anpeLleHo! YecTaHoBLYK cepBirca NMoyvTa ncnonbayeT ux npu

pasBepTbiBaHUN CUCTEMbI. ECn npu ycTaHOBKe He ByaeT Half4eH COOTBETCTBYIOLLNIA AOMEH, MOXET MPON30NTHY

cébon.

MoaknioyeHne aNCKoB

K MallvHam, oTBEOEHHbIM MO[, XpaHUnna, pekoMmeHayeTcqd 3apaHee NogKJIIoHNTb ONCKW. MoaknoYeHHble

OVICK HEOBXOOIMO pa36VITb Ha pasfersbl, 4Jid 3TOro MOXHO NCNOJIb30BaTb no6éble NPuBbIMHDbIE YTUNTDI,

Hanpumep fdisk.

Ha pasgenax guckos Heobxoanmo co3gaTb dannosyto cuctemy. Mbl pekomeHgyem extd, Takxke

nogaepxunsaetcs xfs.

MprMep KomMaHAabl 419 CO30aHNsA GpalinoBoOn cUcTeMbl extd:

mkfs.ext4 <nyTb K yCTpoWCTBY>

BHUMaHmne

MuHUMasbHbIA pasmMep pasgena ANcKa, UCMnosib3yeMoro nog XxpaHunuiwe, coctasnaeT 25 GB.
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Cnncok NopToB A1 YCTaHOBKN

YT106bl 06ecneunTb 6€e30nacHOCTb MMoYTbl Ha BalLVX CEpPBEPaXxX JOKHbI 6biTb OCTYMHbI TO/TbKO HEOBXOOMbIE

nopTbl.

Ona poctyna k Be6-nHtepdercy: 80 (http), 443 (https). [Ans oTnpasky 1 nonydYeHns nouTsl: 2525 (smtp), 25

(mx), 110 (pop3), 995 (pop3s), 143 (imap), 465(smtps), 993 (imaps). Bbl 4omKHBI cCamy onpegennTb ¢ Kakux IP-

afpecoB 6yayT AOCTYMHbI MOPTbI.

MpoTokon

TCP

TCP

TCP

TCP

TCP

TCP

TCP

MopT

9091

5000

2379

2380

4001

8080

9100

Cnyxe6a/
KoHTeliHep

calico-
node

registry

infraetcd

infraetcd

infraetcd

cadyvisor

node-
exporter

OnuncaHune cnyXxeébi/
KOHTelHepa

[JemoH
ONHaMNYeCKOoWn
MapLipyT3aLmm

XpaHunuwe docker-
06pa3os

etcd, koTopoe
XpaHnT
VHPPACTPYKTYPHbIE
JaHHble, Hanprvep
HaACTPOVIK/ CETI

etcd, koTopoe
XpaHuT
VHPPAaCTPYKTYPHbIE
JaHHble, Hanpuvep
HaCTPOWKN ceTu

etcd, koTopoe
XpaHuT
MHOPACTPYKTYpPHbIE
OaHHble, HanpumMep
HaCTpPOVIKK CeTU

VIHCTpymMeHT cHATUS
TenemeTpun c
KOHTENHEPOB

VIHCTPYMEHT cHaTuA
TenemeTpum ¢
rMNepBN30OPOB

Ha3sHauyeHune
nopra

C6op meTpuk
prometheus

NopknoyeHne K
cepsucy

NogknioyeHmne
KJINEHTOB
(noTpebuTtenen)

ObLeHne mexay
MHCTaHcamu etcd

MNopknioyeHne
KNNEHTOB
(noTpebuTtenen)

C6op meTpukK
prometheus

C6op meTpuk
prometheus

KTo o6paLtaeTc

victoria-metrics

Bce malmHbl
NHCTanNNaumnmn

Bce mawmnHbl n
KOHTEWNHEPDI
MHCTaNnsaumm

Opyrue infraetcc

Bce maLumHbl
KOHTENHEPDI
VHCTannsaumm

victoria-metrics

victoria-metrics
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MpoTokon

TCP

TCP

TCP

TCP

TCP

TCP

UbP

MopT

2003

2004

22

50051

179

8888

2003

Cnyx6a/
KoHTeliHep

carbclick

carbclick

sshd

optimus-
agent

Bird

onpremise-
deployer

carbclick

OnucaHune cnyxe6bi/
KOHTelHepa

CepBuc, KOTOPbIN
NPUHUMaeT METPUKI
v nepefaeT nx B
clickhouse

Cepsuc, KOTOpPbIN
NPEUHUMaET METPUIKIA
1 nepefaeT ux B
clickhouse

[JemoH
onepaunioHHON
CUCTEMDI,
NPEeROCTaBNAOLLNI
KOHCOIb
Nnonb3oBaTeNio

AreHT oTBEYalOLW NI
3a
aBTOMAaTU3NPBaHHYIO
npoBepKy
VHPPAaCTPYKTYypPbI
nepea Havyanom
yCTaHOBKW/
OBHOBNEHUS.

Calico. PaboTta BGP
ceccumin

Mpunoxerwsa gns
YCTaHOBKU 1
HayvasibHOW
HacTpovku VK
WorkSpace

Cepsuc, KOTOpPbIN
NPEUHUMaET METPUIKIA
1 nepegaeT ux B
clickhouse

HasHaueHmne
nopra

Mpnem meTpuk

Mpnem meTpuk

ssh nopknoveHns

MpoBepka sgpa n
nopToB

MNopknioyeHne
AOMUHNCTPATOPOB

Mpnem meTpuk

KTo o6paLaeTc

To6bie
KOHTEeHepb!

Jlio6ble
KOHTelHepb!

YcTaHoBLMK (on
premise
deployer)

YcTaHoBLMK (on
premise
deployer)

Mexgy Bcemu
cepBepammn
CUCTEMDI

AOMUHNCTPATOR

Jliobble
KOHTeHepb!
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DTanbl YCTaHOBKW

Becb npouecc ycTaHOBKM MOXHO pa3fenuTb Ha ABa 3Tana:

1. B KOMaHZHOI CTpOKe Ha cepBepe BbINOIHAIOTCA AECTBUSA A5 3anyCKa YCTaHOBLLMKA.

2. Mocnepytolas yCTaHOBKa MPON3BOANTCS B CreluaibHOM BE6-nHTepoeiice.

Hencrenga B KOMaHAHON CTPOKe Ha cepBepe

Llar 1. CospaHune nosb3oBaTtensa deployer

[Mpwn KNacTepHOW yCTaHOBKE BaM HY>XHO CO34aTb NMosib3oBaTtens deployer 1 ckonmpoBaTb SSh-Ktoum Ha BCeX
BUPTYasbHbIX MalLUMHax B knacTepe. Heob69a3aTtenbHO 006aBNATb OAUH U TOT Xe sSh-kJitoyY, rmaBHOe, YTo6bl BM ¢
YCTaHOBLLMKOM MMerna gocTtyn no ssh k gpyrum BM B knactepe. Huxe anroputm, KOTOPbIA Hago BbIMOJHUTbL Ha
BM c ycTaHOBLLMKOM. Ha oCTanbHbIX MaLliHax HY>XKHO cO3aaTb nofib3oBaTens deployer n ckonnposaTtb ssh-

Knoun. /home/deployer/.ssh 1 /home/deployer/.ssh/authorized_keys [OSKHbI 6biTb C NpaBamu 600

1. B KOMaHOHOW CTPOKE BbINOMHUTE NOCNEA0BaTENbHOCTb KOMaHA,

Astra Linux

sudo -i

# 3ajaeMm naposb U cospaeM nonb3oBaTena deployer
DEPLOYER_PASSWORD=mURvNnxJ9Jr

useradd -G astra-admin -U -m -s /bin/bash deployer
echo deployer:"SDEPLOYER_PASSWORD" | chpasswd

# Wrnopupyem omwmbky "HEYIAYHbIW MAPOJNIb: error loading dictionary"
# B cnydvae, ecnu oHa nosiBUIach

# MNepenorvHuBaemcs nof nosbsosaTenem deployer
sudo -i -u deployer

ssh-keygen -t rsa -N
# Haxumaem Enter (cornmacuTbCsA C BapuMaHTOM MO YMOJYaHuio)

# Konuvpyem ssh-knio4 B HyXHYW AUMPEKTOPUIO
cat /home/deployer/.ssh/id_rsa.pub >> /home/deployer/.ssh/authorized_keys

chmod 6606 /home/deployer/.ssh/authorized_keys

# OnuMoOHanbHO: MpoBepsieM, 4YTO caMu K cebe MoxeM 3alWTW 6e3 Mapons
ssh deployer@localhost

exit
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PE[] OC

sudo -i

# 3apgaem naponb M cospgaeMm nonb3osaTena deployer
DEPLOYER_PASSWORD=mURvNnxJ9Jr

useradd -G wheel -U -m -s /bin/bash deployer
echo deployer:"SDEPLOYER_PASSWORD" | chpasswd

# lMepenorunHuBaemcs nop nonb3oBaTens deployer
sudo -i -u deployer

ssh-keygen -t rsa -N ""
# Haxumaem Enter (cornacuTbCcs C BapMaHTOM MO YyMOJYaHUI0)

# Konvpyem ssh-Kni4Y B HyXHYW OUPEKTOPUI0
cat /home/deployer/.ssh/id_rsa.pub >> /home/deployer/.ssh/authorized_keys

chmod 600 /home/deployer/.ssh/authorized_keys

# OnuuoHanbHO: MpoBepsieM, 4YTO camuM K cebe MoxeM 3anTu 6e3 napons
ssh deployer@localhost

exit
MosOS Arbat
sudo -i

# 3apaem naposb M cospaem nonb3oBaTensa deployer
DEPLOYER_PASSWORD=xJ9JrmURvn

groupadd deployer
useradd -p "S(openssl passwd -crypt "SDEPLOYER_PASSWORD")" deployer
usermod -aG wheel deployer

# MosOS aBTOMaTU4yeckm He co3paeT rpynny nna HOBOIMO nojib3oBaTenA

usermod -aG deployer deployer

mkdir -p /home/deployer/.ssh

chown deployer:deployer /home/deployer/.ssh
ssh-keygen -t rsa -f /home/deployer/.ssh/id_rsa -N ""
# Haxumaem Enter (cornacuTbcsi ¢ BapuMaHTOM MO YMOJYaHUI)

# Konupyem ssh-knw4 B HyXHYKW AUPEKTOPMI0
cat /home/deployer/.ssh/id_rsa.pub >> /home/deployer/.ssh/authorized_keys

chmod 600 /home/deployer/.ssh/authorized_keys

chown deployer:deployer /home/deployer/.ssh
chown deployer:deployer /home/deployer/.ssh/*

# ONuMOHaNbHO: MpoBepseM, 4YTO camu K cebe MOXeMm 3aWTu 6e3 mnapons
ssh deployer@localhost
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exit

BHmaHune

Bcs panbHelwas ycTaHOBKa ByAeT NPOM3BOANTLCS Nof, CO3AaHHbIM Nofb3oBaTtenem deployer. Ecnu bl
niaHvpyeTe yCTaHaBAMBaTb NO4 APYrM Nonb3oBaTeneM, 3TO HEOBXOAMMO YYNTbIBaTb NPW anbHelLWen
yCTaHOBKe. TakXe Nosb3oBaTesib AOJIKEH NMETb NpaBa agMUHUCTpAaToPa.

2. BoinonHute kKoMaHgy sudo visudo .

3. B danne /etc/sudoers ybepute # B Ha4ane cnegytoLern CTPOoKN:

Astra Linux

# %astra-admin ALL=(ALL) NOPASSWD: ALL
PE[Q OC

# %wheel ALL=(ALL) NOPASSWD: ALL
MosOS Arbat

# %wheel ALL=(ALL) NOPASSWD: ALL

4. Bbingute ns Vim c coxpaHeHnem dalina.
To >xe camoe MOXHO CAenaThb C MOMOLLbIO PEeAaKkTopa hano:

sudo EDITOR=nano visudo
# HaxoOum HYXHYW CTPOKY, ypandem # B ee Hayane
# BbixoOMM M3 nNano C COXpPaHEHUEeM W3MEHEHUN

LLar 2. PacnakoBka gucTtpunéyTtinBa

Pacnakylite gnctpnbyTme nog nons3opatens deployer (B gupektopuio /home/deployer ). Bbl MOXxeTe
[pacrnakoBaTb apXmB C AUCTPUBYTUBOM 1 B APYrYI0 Nanky UM co3gaTtb nognanky.

HeT nprHumMnanbHOW pasHULLbI, KakUM apXBaTOPOM MOMb30BaTbCH. Hue NpriBegeH npumep A4 unzip:

Astra Linux

# Ecnu Ha MawuHy He yCcTaHOBJSIeH unzip, cKayMBaeMm ero:
sudo apt-get install unzip
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export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o -P <naponb> <uMA_apxuBa>
PELQ OC

# ECNM Ha MawMHY He YCTaHOBJIEH UNZip, CKayMBaeM ero:
sudo yum install unzip

# Ecnu B Bawen Bepcum PEJl OC HeT yum, To ucnonb3ynte dnf
export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o -P <naponb> <uMsA_apxuBa>
MosOS Arbat

# ECNM Ha MawMHY He YCTaHOBJIEH UNzip, CKayMBaeM ero:
sudo zypper install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o -P <naponb> <uMsA_apxuBa>

BHumaHmne

MNMocne pacnakoBKU He yaananTe Hukakue daiinbl. o 3aBepLUeHUr YCTaHOBKM AOMNYCKAaeTCs TOMbKO yaaneHne
apXu1Ba, U3 KOTOPOTO 6bINT PACMakoBaH AUCTPUEYTUB.

Lar 3. PaspewnTb Port Forwarding

[ns KOppPeKTHOW paboTbl yCTaHOBLLMKA B HACTpOlKax SSH Ha Bcex MaluMHax fOJIKEH 6biTb paspelleH TCP
Forwarding. YTto6bl nsmeHnTb HacTpoiky TCP Forwarding, Hy>HO B daline /etc/ssh/sshd_config yCTaHOBUTb

cnenyluiee 3Hav4eHne:

AllowTcpForwarding yes

LLar 4. 3anyck ycTaHOBLLMKa KaK cepBuca

YcTaHoBLUMK onpremise-deployer_linux pekomeHayeTcs 3anyckaTb Kak cepBuc. [py TakoM 3anycke He
npugeTcs npuéeraTb K 4ONOHUTENbHbIM Mepam (screen, tmux, nohup), NO3BONAAIOLLMM YCTaHOBLLKY
NPOAOMKNTL PaboTy B Cnyyvae notepu coegmnHeHns no SSH.
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Ba)kHo

[ns nogkntovyeHne agMHNCTpaTopa K BE6-NHTEepPENCy yCTaHOBLLMKa UCMob3yeTcs nopT 8888.
PekomeHpayeTcs HaCTpPOUTb 3aWuUTy NopTa Yepes firewall n6o HanoxeHHbIMK cpeacTBamu (TLS-proxy).

He pekomeHOyeTca OCTaBNATb YCTAHOBLLMK BKJIKOYEHHbBIM, €CK Bbl HE NMPOBOANUTE PabOoTbl MO YCTaHOBKE 1
HaCTpOoiike cucTeMbl. 3anyCTUIN YCTaHOBLUMK — [MpOBeNn yCTaHOBKY — BbIK/IOUMAM YCTAHOBLUMK. ECIIN HY>Ha
[OHACTPOlIKa CUCTEMbI, TO CHOBA BKJTIOUMTE YCTaHOBLLVIK.

YTO6bl 3aMyCTUTb YCTAHOBLLVIK Kak CEPBIC, BbINONHUTE KOMaHAy (noaxoamTt gns Astra Linux, PE[ OC, MosOS
Arbat):

sudo ./onpremise-deployer_linux -concurInstalllimit 5 \
-serviceEnable -serviceMake -serviceUser deployer

Mo ymonyaHwuio BbICTaBAEH IMMUT B 5 MOTOKOB, NPY HEOBXOAVMOCTU Bbl MOXETE YBENNYNTb KONYECTBO
notokos A0 10, ofgHaKo aTO YBENUYNT 1 Harpy3ky Ha cuctemy. VicnonbsosaHue 6onee yem 10 NOTOKOB He
pekomeHayeTcs.

OTBeT B CllyYyae YCMeLHOro 3anycka yCTaHOBLLKA BbIFAAUT Creayowmm 06pasoMm:

Astra Linux

deployer.service was added/updates

see status: <systemctl status deployer.service>

can't restart rsyslog services: [exit status 5]

OUT: Failed to restart rsyslog.service: Unit rsyslog.service not found.
deployer.service was enable and started

see status: <systemctl status deployer.service>

PE[, OC

deployer.service was added/updates

see status: <systemctl status deployer.service>

can't restart rsyslog services: [exit status 5]

OUT: Failed to restart rsyslog.service: Unit rsyslog.service not found.
deployer.service was enable and started

see status: <systemctl status deployer.service>

MosOS Arbat

deployer.service was added/updates

see status: <systemctl status deployer.service>

can't restart rsyslog services: [exit status 5]

OUT: Failed to restart rsyslog.service: Unit rsyslog.service not found.
deployer.service was enable and started

see status: <systemctl status deployer.service>
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/" MpumeuyaHue

HeBO3MOXHOCTb BKOUYEHMS Cﬂy)K6bI rsyslog He NOBNAET Ha KOPPEKTHOCTb pa6OTbI cepBuca.

Ecnu Be6-umHTEepdenc He OTKpbIBaeTCs NO agpecy http://server-ip-address:8888, TO MpOBEpPbLTE XYpPHasbl:
journalctl -u deployer
N y6epuTtecs, 4yTo nopt 8888 cnyLatoT:

ss -lanp|grep :8888

dencteua B Be6-nHTepdpemnce yctaHoBLUMKA

1. MNepengnTe B BE6-NHTEpPdENC YCTaHOBLLVIKA, B aApeCHON CTPOKe bpay3epa ykaxunTe agpec: http://
server-ip-address:8888 . Ecnu nepeinTr no aTomMy agpecy He ygaeTcsl, yéeamtecs, uTto firewall 6bin

OTKJTIOYEH.

2. Ha cTapTOBOW CTpaHuLE HaXXMUTE Ha KHOMKY YCTaHOBUTb.

VK WorkSpace

Pasaepan'e Ha Ballnx cepBepax oguvH Uin HeCKOJIbKO NpoayKTOB

YCTaHOBUTb

NHcTpyKunn
YcTaHoBKa 1 HacTponka o6opyaoBaHuA
KnacTtepHana ycTaHoBKa 1 HacTporika 06opynoBaHuA
O6HoBNEHVE

O6HOBNEHWE KNACTEPHOM YCTaHOBKMU

Lar 1. [lo6aBbTe NNUEH3VNOHHDbIN KNIoY

1. BBeguTe NMLLEH3NOHHDIN KIIOY UK YKaxuTe NyTb K daliny niueHsun .lic.
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VK WorkSpace

War1uns3

JlnueHsunoHHbin kntow VK WorkSpace
Beegute kntoy BpyYHyio 1nu Boibepute dain B dopmate .txt, lic, .key
JINLEH3NOHHDIN KN4

eyJhbGciOilQUzMANCIsInR5cCl6lkpXVCI9.eyJpZCl6ImMRhNmMIhMjg5LTNIZTMtNGQ1YSThYjY2LWZhMm
M3N2U3MzBiMSIsImIOZXIiOJEOLCJjbGllibnRfomFtZSI6im9ucHJIbS5ydSIsinByb2R1Y3Rzljp7ImlhaWwiOns

Bbi6paTb dann

2 lic_onprem.ru.lic

JnueHsna gna onprem.ru

uiD [encTBuTenbHa o
dabba289-3be3-4d5a-abb6-fa2c77e730bi 19.02.2225,14:10:50
Monb3oBaTenei

VK WorkMail: 3000, VK WorkDisk: 3000, VK Teams: 3000

PaspeluéHHble foMeHbI
admin.qditonprem.ru*.onprem.ru*.vkwm.ru*.on-premise.ru

Danee Hazag,

CoxpaHunTb

2. Haxxmunte kHonky COXpaHunTb.

3. HaxxmunTe Ha kHonky fanee.

NHdopmaymio o ToOM, kak OBHOBUTb JINLEH3VIOHHDIN K04 N NPOBEPUTD CPOKW OENCTBUS MNLEH3UN MO

npoayktam VK WorkSpace, Bbl CMOXeTe HaiTh B pa3fesie C AOMNONHUTENbHOW OOKYMEHTaLN.

LLUar 2. Bbi6epuTe NpoayKTbl N KOMMOHEHTbHI

1. BkniounTe dnarv Ameck VK WorkSpace n Nouta VK WorkSpace.
2. HaxxmunTte Ha kHonky Janee.

3. BkntounTte HY>XHbl€ BaM KOMMOHEHTbI B pasfene AAMI/IHI/ICTpI/IpOBaHVIe.

A BHumaHune

Ona nHctannaumin go 100000 nonb3oBaTenen HeOBXOAMMO BKITIOUYNTb O6/IErYEHHYI0 BEPCUIO ayauTa Ha
PostgreSQL. Mo ymonyaHuto B [NoyTe BKIIOYEH NpoaykT Cuctema ayguTa AencTBuii nonb3oBaTtens Ha
ocHoBe ScyllaDB, oHa npepHa3HauYeHa ons MHCTannauum, rae nonb3osartenen 6onbiue 100000.
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MpoaykT

AsTOpun3zauus

ABTopuzaums. Single sign-on
ayTeHTuduKaums

CucTema ayguta gENCTBUIN
nosib3oBaTtens

Cuctema Bl-aHanuTtukn

Cucrtema Bl-aHanuTtunkn. Kafka

BHYTPW MHCTannaunmn

Basbl aHHbIX

Basbl [JaHHbIX. /Icnonb3oBaTb
MySQL

VIHCTpyMeHTbI pa3paboTki

Moppepxka Poccnmckmx
KpunTorpapuyeckmnx
ctaHpgapTtoB (TOCT TLS)

Cuctema rPynnoBbIX NOJINTUK

CuncTtema rpynnosbix
nonnTtuk. Kafka BHyTpn
NHCTannsaumm

BcTtpoeHHoe xpaHunnuwe
06pa30B KOHTENHEPOB

VK Kubernetes

OnucaHune

O6sa3aTenbHbI NpoayKT. CepBuChl, pacLunpsaowme
BO3MOXHOCTM OBbI4HON aBTOPU3aLMM

SSO nos3BoOASET NONb30OBATENO BONTU B CUCTEMY OAUH Pa3 n
NOMYYNTb JOCTYN K HECKOSbKIM CBA3aHHbIM NPUIOXEHNSM
NN cepsBucam

CepBuChbl 3aNNCK N YTEHUS AENCTBUN NONb3OBaTENEN,
XpaHunuLLe gencTeui nonb3osatenen (ScyllaDB)

Beta

16 GB RAM, 8 vCPU

BknioyeHune o6paTtHoO coBMecTUMocTu ¢ Bepcusaimm VK
WorkSpace gns onpefeneHHbix CEpBUCOB, paHee
NoAAepPXMBalOLWMX TONbKO paboTy ¢ MySQL.

BktovyaeT LononHUTENbHbIE cepBUChI ond TeCTnpoBaHNA
CUCTeMbl, Hanpumep, reHepnpoBaHe akkayHTOB

Beta. [MosBonset VK WorkSpace pa6oTaTb C pOCCUACKNMU
KpunTorpadpundecknmm ctaHgaptamu: FOCT P 34.12-2015
(wndposaHme) n FTOCT P 34.10-2012 (anekTpOoHHbIE
nognucy). ATo HeobxogMmo Ansg obecrnedyeHns 6e30nacHoOro
coepuHeHus

Beta

16 GB RAM, 8 vCPU

XpaHeHus 06pa30B KOHTEHEPOB MOYTOBOW CUCTEMDI
BHYTPW Ballen nHPpPacTpPyKTypbI
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MpoaykT

CpepncTBa pe3epBHOro
KOMMpPOBaHWS (63KannpoOBaHNS)

Cuctema MOHUTOPUHTa

CucTtema cbopa 1 OTnpaBKin
MeTpuK

[MpOrHoO3 N KOHTPOb O6bEMA
MOYTOBOrO XPaHUINLLA

VIHTerpaumsa c pegaktopom
«MoinOdunc» no NnpoTokony
WOPI

OneDB Tarantool Groups

Pepaktop «P7-Oducy» BHyTpK
NHCTanNsLmm

VIHTerpaums ¢ pegaktopom
«P7-Oduc» no npotokony
WOPI

Anpo 06beKTHOrO XpaHUKLLA
S3

Anpo o6beKTHOro
XpaHununwa S3. Agpo
pacnpepenénHoro ¢annoBoro
XpaHnAnLLLa

VHTerpaunsa c Kerberos (SSO-
aBTOpU3aLMA)

OnucaHune

Bo3MOXHOCTb pa3BepTblBaHWS B cpefe KOHTenHepunsaLumm
Kubernetes

CpepncTtBa pe3epBHOro KONMPOBaHNS JaHHbIX AVCKa, MOYTbI,
KaneHgapew, npodunen nonb3oBaTenen N agpPeCcHbIX KHUAM

Habop cepBurcoB, o6ecneynBaloLNX XpaHeHEe MeTPUK
CcepBUCOB B 6a3e gaHHbiXx Prometheus 1 Buayanmnsauuio
JaHHbIX ¢ nomoLpto Grafana

Coopumkn n TpaHcnaTopbl Graphite n Prometheus-meTpuik

Beta. MOHVITOpVIHI' 3aMnoJIHEHUA XPaHWNLLLa NOYTbI

MepeknioyaeT TapaHTYyJSbl BbIBPaHHbIX TPy Ha PENnMBOPK
OneDB

MosBonseT ncnonblosatb BCTpoeHHbIN B VK WorkSpace
pepakTop «P7-Oduncy. TpebyeT AONOMHUTENbHbBIX PECYPCOB
CnCTEMbI

O693aTenbHbIN NpoayKT. CepBlCbl o6ecneyrBatoLme
XPaHeHue NobblX HECTPYKTYPUPOBAHHbIX AaHHbIX MO
npotokony S3

O69a3aTenbHbIn NpoayKT. OTBEYaEeT 3a NOrnky
pacnpepgeneHnd AaHHbIX Mo y3niam, LeJIOCTHOCTb 1
OTKa30yCTONYMBOCTb XPaHUANLLA

MosBonsieT ncnonbaosatb SSO gns aBToprsaLn B
npogpyktax VK WorkSpace
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MpoaykT

NHTerpauus c Kerberos.

BHelwHaa web-aBTopun3aums

Yyepes nposaingepa blitz

NHTerpauus c Kerberos.

Keycloak BHYTpW NHCTannsumm

NuTerpauusa c Kerberos.
VIHTerpaumns ¢ BHELLHUM
Keycloak cepsepom

[ByxdakTOpHas
ayTeHTudurKaums

VHTerpaums noytbl ¢
mMecceHpxepom VK
WorkSpace

4. HaxxmuTe Ha KHomMky [anee.

OnucaHune

Beta

[lo6aBneHre LONONHNTENbHON NPOBEPKI MPY aBTOPU3aLLIAN
LN yCUEHNs 6€30MacHOCTU

5. BkniounTe Hy>XHble BaM KOMMNOHEHTbI B pasgene MNouta VK WorkSpace.

MpoaykT

Cuctema Antispam

KaneHgapb

KaneHpapb. Murpauuns
KaneHgapen no NpoToKony
EWS

KaneHpapsb. VIHTerpauus
kaneHgaps ¢ TrueConf

(cepBep)

KaneHpapsb. VIHTerpauus
kaneHgaps ¢ TrueConf
(nnarnn)

OnuncaHve

Komnnekc cepBncoB aHann3npyoLLx NMcbma 1
nomMevaloLLmx nx kak crnam. NMogpobHee: Kak BKIOUNTD
AHTNCNam cnctemy

O6g3aTenbHbIn NpoayKT. MpoaykT VK WorkSpace ans
ynpaBAeHns KaneHgapsaMu 1 COBbITUSMU

Murpauusa kaneHgapein nonb3osBaTenen N3 BHELHNX CUCTEM
onsa paéotbl B VK WorkSpace. Murpauus nponsBognTcs no
npotokony EWS

[nsa cospaHmns ccbinok Ha 3BoHKM TrueConf npw
nnaHNpPOBaHNN BCTPEY
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MpoaykT

KaneHpapb. boT kaneHgaps
ons meccenpxepa VK
WorkSpace

Mopoepikka NpPOTOKONa
CardDAV

API 6onbLumx BnoxeHun VK
WorkMail

CucTtema pacLUpeHHbIX
TPaHCMOPTHbIX NPaBWAN

BHewwHsa 3oHa (DMZ)

YnpaBneHue pazmepamu
ALLMKOB 1 NONUTNKAMWU

XpaHeHna nncem B NOYTOBbIX

ALLKaX

mnopT gaHHbIx 13 Microsoft

Exchange

PacnpepenéHHasa nHcTannauus

OnucaHue

HacTpoliku ons aBTomMaTuyeCcKom OTnpaBKy yBeOOMAEHNA O
cobbiTnsx Kanenpaps B 60T mecceHaxepa VK WorkSpace

CVIHXPOHM3aLLUV KOHTAKTOB MEXAY MOYTOBOW CUCTEMOW U
KJIMEHTCKUMW NPUNIOXEHNAMIN

O6s5a3aTeNbHbIV NPOAYKT. Habop CepBMCOB 415 XpaHeHMs
601bLUNX BAIOXEHWI MOYTbI

HaCTpOVlKVI onga ynpasnieHna NoToKaMm BXOoOAaLWNX
mexogdawmx nmcem B Lenax ycmneHmnd 6e30MmacHOCTU

Onuwia BKItoYaeT BO3MOXHOCTb CO3faBaTb CepBepa 4/s
pa3meLLeHns nx 8 DMZ-3oHe. DMZ (Demilitarized Zone) —
3TO N30NMNPOBAHHbI CEFMEHT CETW, KOTOPbIN HaXOANTCS
MeX Ay BHELLUHEN (MHTEPHET) U BHYTPEHHEN (4OBEPEHHOI)
ceTbto opraHusaumn. CnyxxnT gns pasmeLeHns
06LLEeAOCTYMHbIX CEPBUNCOB, TaknX Kak BE6-CcepBepb,
noyTtoBble cepBepbl 1 DNS-cepBepbl, 4TO NO3BONSET
MUHUMN3NPOBAaTb PUCKW OJ19 BHYTPEHHNX PECYPCOB U
CepBUCOB

Beta. HasHaueHe rpynnoBbiX NONTUK XPaHEeHS Ha
OTAEeNbHbIE FPYNMbl Nofib3oBaTENEN

Beta. Cepsuic nonyyveHus nsz MS Exchange in-place apxuBsos,
NonNb3oBaTENbCKIMX NPaBna 06pPaboTKI NOYTbI

BO3MOXHOCTb HAaCTPOWKW CBA3EN MEXAY OTAENbHO
Pa3BEPHYTHIMU VHCTaNAALUAMN ANS YNPaBNEeHNS
MapLUpyTM3auern NoYTbl, NPOCMOTPa 3aHATOCTU
nonb3oBaTenen B KaeHaapsax 1 O6beANHEHNS KOHTAKTOB B
OBLLYIO aApPECHYIO KHUTY. HEnpuMeHMo s MHCTannsuwmm,
Pa3BEPHYTOW B MUHUMAaNbHO paboyert KOHOUrypaLunm Ha
OfOHOW BMPTYyasbHON MaLlvHe. lNMogpobHee:
leopacnpepeneHHas Noyvta VK WorkSpace

Beta. [laeT Bo3moxHoOCTb ycTaHoBuTb VK WorkSpace B
KaTacTpodoycTonymBom koHdurypaumm Ha gayx LLOL n
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MpoaykT

Mopoepxka pexuma
KaTacTpodpoyCTONYNBOCTU 2
LOO + witness

OKCNOPT COBLITUN BO BHELLHUN
6pokep (Kafka)

PepakTnpoBaHme gaHHbIX BO
BHewwHem Active Directory

ynpaBneHme aBTOMaTUN4YEeCKNM
YAoaneHmnem nncem

BOT HOBbIX MOYTOBbIX
COOb6LEeHNIA oNna ong
mecceHpgxepa VK WorkSpace

ABTOMaTN4YeCcKoe yoaneHne
CTapbIiX nncem

KomnakTHas Bepcund
HEKOTOPbIX CepBNCOB

VIHTerpauunsa c gpyrumm
nHcTannaumavmn VK
WorkSpace

CucTtema nowvcka nmcem Bo
BCEeX flLMKax, A4OCTYyMHa B
nHTepderice
ALMNHUCTPATNBHON NaHenu

Mopoepxka npotokona POP3

Cuctema otnpasku push-
YBEAOMJIEHNIA Ha MOBWJIbHbIE
YCTPOICTBA

CepBVIC aHaJn3a J1oros
O0OCTaBKW MOYTbI

OnucaHue

OONONHNTENbHOM CepBepe, He HaxogdalweMCd B 9TUX ABYX

LoL4

[Mos3BonsieT HaCTPOUTb AKCNOPT CO6bITUIN BO BHelHIO Kafka
ONa ganbHenLwen aHannTnkn

Beta. CepBuc pegaktupoBaHus gaHHbix B Active Directory

Beta. HacTpoiikn ynpaBneHns aBToMaTU4YECKM yaaneHnem
nmcem

YBEOOMNEHNS O HOBbIX MOJTyYEHHbIX MMCbMax BYayT
oTnpasnaTbecs B 60T mecceHpxepa VK WorkSpace

Deprecated. [laeT BO3MOXHOCTb HacTpamBaTb
aBTOMaTMYeCcKoe yaaneHve CTapbix nucem. YcTapesLlas
®YHKLNOHaNbHOCTb

KomnakTHas Bepcusi CepBrCOB 06pabaTbiBalOLLIVIX MOYTOBbIE
ouepeam

Deprecated. YcTapeBLuas Bepcusa reopacnpeneneHHom
Moutbl VK WorkSpace. He nogaepxvBaetcs n He
peKoOMeEHOYyeTCs K BKITIOYEHNIO

®YHKLNOHaNbHOCTb MO3BONSET NCKaTb 1 yaanaTb NMCbMa 13
nHTepdenca

Onuwsa BkItoYaeT Nogaep KKy npotokona POP3

Beta. Bk/loueHune Habopa CepBUCOB O6ECTIEYNBAIOLLNX
NIOrMpoBaHKe NoYTbl. XPaHUT B 6a3e [aHHbIX CBeeHNs O
nosnyvaTene, oTNPaBUTENM, TEME NCbMa U BPEMEHN
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MpoaykT OnucaHue

NPOXOXOEHNS COOBLLEHNA Yepes cepBepa BHYTPN
YCTaHOBKM

/" MNpumeuyaHune

EcTb KOMNOHEHTbI, HACTPOIKa KOTOPbIX MPON3BOANTCS B aAMUHUCTPATUBHOW NaHenun
(biz.<nouToBLHI JOMeH> ), HO BKIIOUUTb NX HYXXHO NpK yCTaHoBKe. Hanpumep, Cncrtema paclumpeHHbIX
TPaHCMOpPTHbIX NpaBui 1 Cncrema murpaumm Aucka VK WorkSpace ns BHeLLHNX CepBUCOB.

6. HaxxmunTe Ha kHonky OJanee.

7. BkniounTe Hy>KHble BaM KOMMNOHEHTbI B pa3gene Auck VK WorkSpace.

MpopgykT OnuncaHue

Cuctema murpauunmn ucka VK Beta. [locne Bkto4YeHs onummy nosiBUTCA BO3MOXHOCTb
WorkSpace 13 BHeLLHNX murpupoBaTtb B VK WorkSpace dannbl n3 Microsoft
CepBuCOB OneDrive, Google Drive, NextCloud

Cuctema nposepkin Gainnos Beta. HacTpoiikn gononHnTenbHon nposepku danos
[Ouncka yepes DLP [ncka c nomoLupto BHelHeln DLP-cuctembl gns noBbiLEHNS

YPOBHS 6€30MacCHOCTU

VIHTerpaums c aHTBUPYCOM [aeT BO3MOXHOCTb MHTErprpoOBaTh CTOPOHHNE
no npotokony ICAP aHTMBMpYyCcHble cuctembl ¢ VK WorkSpace

8. HaxxmunTe Ha kHonky OJanee.

Lar 3. lo6aBbTe runepBn3opbl (cepBepbl)

1. HaxxmunTe Ha kHornky [lo6aBuUTb.

2. B BbinagatoLiem MeHio Boibepute CepBep.

Moxanyiicta, no6asbTe wr 1 M KnacTep ku Ponb hypervisor - 970 BUpTYyanbHas MaluiHa, Ha KOTOPOI 6yAyT 3anyLLEeHbl KOMNOHEHTbI NPOAYKTa B KOHTENHepax. Ponb ext-k8s - a1o knacTep kubernetes.

3aBeplUeHHble: o CabKoHTeliHepbi : () KonoHok: 1 rpynnuposka: ponb  cepsep
Cepee%‘7

BHewwHui knactep Kubernetes

OTKpoech OKHO 06aBneHus rmnepsr3opa:
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3aBeplUeHHble: C’ CabkoHTeiiHepb! : C’

IP-agpec:  10.12.115.1
# Vims cepsepa:  hypervisor
“ VIMa nonb3osatens:  centos
Mapoib:  sesesssees
*# MpuBaTHEIA KtOY:  VICno/b30BaTe aBTOPM3ALIAIO MO Napoio

MeTku:

+ [obasuTb MeTky

MponycTnTb NPOBEPKY HEKPUTUYHBIX TpeboBaHWIi CepBep Bo BHeluHelt (dmz) 30He

3. 3anonHuTe nons:

- IP-apgpec — agpec MalUnHbl, Ha KOTOPYIO NPON3BOAUNTCS YCTaHOBKA.

KonoHoK: 1 rpyNnupoBKa: | HeT | poib  cepeep

22

@ &

[lo6aBuTb cepeep OtmeHa

- ima cepBepa — ykaxunTe umsi cepeepa (rMnepBrnsopa) im ocTaBbTe nose nycTbiM. B cnyyae ecnv Bbl

OCTaBUTe noJie He3anoJIHEHHbIM, MA rMnepBn30pa 6y,u,eT B3STO U3 hostname -s 1 Jo6aBUTCA

aBTOMaTU4Yeckun. B gokymeHTauum 6yaeT ncnonbsosaHo nvis hypervisori.

- Uma nonb3oBatena — YKaXnTe NMA TOro Nosib3oBaTtenid, nod KOTOpPbIM 3anyueH YCTaHOBLLUNMK. B

paccmaTprBaeMoM npumepe 3To nosib3osaTtesnb deployer.

. I'Iapo.nb — HeobXoAnMO BBECTU NMapoJib NoJib3oBaTesNid, No4 KOTOPbIM 3anyLlleH YCTaHOBLLVIK, eCJin OH

6bin 3agaH Npw cosgaHnn. MoasaneTcs, ecnu B none MpuBaTHBIN KoY BbiGpaHa onums

Ncnonb3oBaTb aBTOpM3aynio No naposnio.

4. B none MeTKWU, HanpoTXB Server, B BbinagatoLlemM MeHo BoibepuTte onuuio docker.

MeTku:

+ [Job6aBuTb MeTKy

MpomnycTuTb NPOBEPKY HEKPUTUYHBIX TpeboBaHWI

5. MNpwn HeobxognmMocTn fobaBbre SSH-koY:

a. B none MpuBaTHbIN Kitod BbiGepuTe [,o6aBUTb HOBbIN KJIOY.

ansible
docker

helm
control-plane
worker

aio
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IP-agpec:  10.12.115.1 22

# Wmsa cepepa:  hypervisor

* IMa nonb3oBarens: centos

* [prBaTHbIN KAKOY:

MeTku: Wcnonb3osatb aBTOpPU3aLMio Mo Naposio

default

+ [o6aBuTb HOBbIN KHOY
VY HDbIX IPEUUBdHVIW \_EPBEP BU BHEWHREW (UI11£) SUHE

[Jlo6aBuTb cepsep OtmeHa

b. B none Nimsa kniova BBeANTE Ha3BaHVE KJlOYa 419 ero fanbHenwen naeHTudukaLmm, Hanprumep:
deployerRSA.

c. NepengnTte B KOHCONb.
d. BoinonHnTe KOMaHgy cat ~/.ssh/id_rsa 1 CKOMUPYNTE KoY.

e. 3aTeM BCTaBbTe ero B nosie MpuBaTHbBIN KoY. Ero Hy>HO yKa3aTb NOSIHOCTbIO, BK/KOYas:

f. Mone Maponb knoYa OCTaBbTE MYCTbIM.
g. KnnkHuTte no kHonke CoxpaHnTb.
6. Mpn HeOBXOANMOCTIN HACTPOWTE AOMNONHNTESIbHbIE MONS:

- MponycTuTb NpPoBepPKY HEKPUTUYHbIX TPE60BAHUI — eCVi OTMETUTb YEKBOKC, ByAeT MPOonyLLeHa
npoBepka Bepcun sapa 1 Gaaros npoLeccopa (sse2, avx). B 6oabluHCTBE c/yyYaeB BbI6Op YEK6OKCa

He TpebyeTcs.
- CepBep BoO BHewHel (dmz) 3oHe — OcTaBbTe YEK6OKC MYyCTbIM.

7. MNocne 3anonHeHns Nonen HaxxMmuTe Ha KHoNKy [Lo6aBUTb cepBep — rnepBrn3op 0To6pasnTcs B BE6-

NHTepdence yCTaHOBLLMKA.

/" MNpumeyaHune

Mpwn po6aBneHn cepBepa pean3oBaHa MPOBEPKa Ha Hannye KoMaHg, tar, Scp 1 Heo6XoaVIMbIX
WNHCTPYKLUUA BUPTYyanu3aLumm Ha npoueccopax. Ecnm npu npoBepke oHW He ByAyT HalgeHbl, TO CepBep He
oyneT AO6aBIEH, @ agMUHUCTPATOP NOMYYNT COOBLLEHNE 06 OLUNBKE.

8. AHanornyHbiM o6pa3om gobaBbTe eLle 7 rmnepBn3opOB:
+ 2 —nop, GPOHTHI,
« 2 — nop, 6a3bl JaHHbIX,
+ 3 — nopg, XxpaHunumLa.

9. HaxxmuTe Ha 3eneHyio KHonky [lanee B MpaBoM BEPXHEM Yy 4715 Nepexofa K CefyiolemMy Lwary.
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LLar 4. CeTeBble HaCTPOWMKU

YCTaHOBLLVIK aBTOMaTNYECKI BbIYUCTIET HEKOTOPbIE CETEBbIE NapaMeTpPbl. DTY NapamMeTpbl HEOBXOAUMO

npoBepuTb N OOMNOJIHNTD, eCilii He BCe N3 HUX 6bln onpefeneHsobl.

HacTpolikn

Cetn JoMeHHble nmeHa XpaHunuia LLlapavpoBaHue 1 pennukauns B, HacTpolikn KOMNOHEHTOB HTerpauumn [MepemeHHble oKpy>XxeHns

HacTpolikn ceTeBoro B3anMogencTeuns BHyTpPeHHel 30HbI (internal) m

Mopcetsb, ncnonsdyemas VK WorkSpace Ha cepsepax: 100.70.176.0/22
MopceTb, Ncnonb3yemas BHyTPY KOHTEAHEPOB: 172.20.0.0/20
MTU ceT KOHTEHEPOB: 1450

HE ncnonb3osats IP-in-IP 1 BIRD:

Cnncok DNS-cepeepos. OcTtaBbTe nycTbiM, ecnv ncnonbsyetcs DHCP: 10.255.2.3

+ Ho6asuth

1. Ykaxute DNS-cepBep.

BHuMaHune

O6sa3atenbHo HacTponTe NTP Ha BM B cooTBeTCTBUM C pekomeHaaunsmu K ncnonbzyemon OC: RedOS,
Astra Linux nnn MosOS Arbat.

2. Y6eguTecs, uTo:
- MopceTb, ncnonbsyemas VK WorkSpace Ha cepBepax nmeet goctyn Ha 80-1 unv 443-11 NopT.

- MopceTb, ncnosiblyemasi BHyTpu KOHTeI7IHepOB NOMHOCTbIO CBOBOAHA, YHVKanbHa 1 NPUHaANIEXNT

TONbKO [MoyTe.

/' Mpumeyanne

OTa nogceTb NCMOoMb3yeTCs TOMNbKO A5 Tpadurka Mexay KOHTENHepamuy BHYTPW cuctembl. Ecnn
aBTOMAaTNYECKW BblMMCNEHHast MOACETb YHIUKasbHa 1 He MepeceKkaeTCs C APYrMY NOACETAMY 3aKa34uika,
3HaYeHNs MeHsATb He HYXXHO. [pu knacTepHOn yCTaHOBKe B cpegHeM co3gaeTcs 6onee 1350 KoHTelHeposB,

NO3TOMY MO YMONYaHMO ncnonb3yetcs 20-9 nogceTb.

Mone MTU ceTn KOHTENHEPOB 3aMosHAETCH aBTOMaTNYecKn. Ecnm Bbl XoTuTe nameHunTb pasmep MTU,

obpatuTech k npegctasutento VK.

®nar HE ncnonb3oBatb IP-in-IP 1 BIRD B 601blUNHCTBE ClyYaeB fOSIXEH OCTaBaTbCst HEAKTUBHbIM. Ecnn

Ha MalllHe Cnob3yeTCcAa AMHaMnYeCKad MapLlipyTmsauna 1 HEO6X04MMO BKJIlOYEHME ONLUWY, 06paTI/ITer

K npepctasutenio VK.

3. HaxxmuTe Ha KHonky COXpaHUTb 1 nepenguTe K cnegytowemy wary.
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3anosnHuTe HacTPONKK ceTeil.

HacTtponkn

Cetn [lomMeHHble nmeHa XpaHunuwa LLlapavpoBaxue u pennukauust b HacTpoiikm KoMnoHeHToB WHTerpaumm MepemeHHble OKpyxxeHus
CeteBble HaCTpOVIKVI

MopceTb, Ucnonb3yemas no4yTol Ha cepeepax: 100.70.80.0/23

MoaceTb, Ucnonb3yemas BHYTPU KOHTENHEPOB: 172.20.0.0/20

MTU ceTu KoHTelHepoB: 1450

HE ncnonb3osarts IP-in-IP 1 BIRD:

Cnncok NTP-cepeepoB: ntp1.mail.ru -
~+ [Oo6asutb

Cnucok DNS-cepsepos. OcTasbTe nycTbiM, ecnv ucnonbayetcs DHCP: 10.255.2.3 -
+ [o6aButb

Lar 5. lJoMeHHble nMeHa

[Moppo6Hyo NHGOPMaLVIO O CO34aHNN LOMEHHbIX IMEH Bbl HangeTe B pasgene CosgaHne DNS-3anucern.
Ha Bknagke [JOMeHHble NMeHa HEO6XOAMMO 3aMoNHNTb BCE NONS:

- HasBaHuMe Balueil KOMNaHUN — BBEAVITE Ha3BaHNE KOMMaHWY, KOTOpOe byaeT OTO6paxaTbCs B

VHTEPdENCE NOYTHI.
- CaliT Balell KOMMaHUN — yKaXX1UTe CanT Ballel KOMMaHWN.

- OCHOBHOIN AOMEH AN CePBNCOB — B MN0J1€ HEO6XOOVIMO yKa3aTb paHee co3fgaHHbI OCHOBHOW JOMEH
0N NOYTbI.

- loMeH ansa o6nayHbIX XpaHWUANLL, — B NOSe BBEAWTE paHee Co3aaHHbIA [JoMmeH Ang o6naduHbIX XPaHUMLL

BHumaHmne

,D,J'Iﬂ OOMEHHbIX IMEeH HeJlb3d NCNOoNb30BaTb etc/hosts .

Korga Bce nons 6yﬂ,yT 3anoJiIHEHbI, HaXXMNTE Ha KHOTMKY COXpaHI/ITb Ond nepexofa K cnegyouliemy wiary.
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HacTtpounkun

Cetun [JomMeHHble nMeHa XpaHunnuwa LapanposaHue n pennukauns b, HacTpownkn

O6Lume HaCTPONKN AOMEHOB

Ha3BaHMe BaLlen KoMmnaHunn:

CanT Ballen KoMnaHnn:

http://biz.disk.onprem.ru

OCHOBHOI fOMEH 19 CePBUCOB:

disk.onprem.ru

[JomeH ona obnavHbIX XpaHUnLL,

disk-st.onprem.ru

[Mocne coxpaHeHnss OMEHHbIX UMEH MosaBATCS owmnbkn. OHM NponagyT nocne gobasneHns SSL-ceptndrkaTos

Ha cnepfyoLlem ware.
Ho6aBneHne SSL-cepTnjpukaTtos

1. HaxxmuTe Ha kHonky [o6aBuUTb cepTudunkaT nog 3aronoskom SSL-ceptndpunkarbl.

2. B oTkpbiBLLECS POpMe BBeamTe cepTudmkaT 1 KoY. IIX Heo6XxogMo yKasaTb MOAHOCTbIO, BKIIIOYas:

3. KnukHnTe no kHornke CoxXpaHUTb.
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[ob6asneHne SSL-cepTtucmkata

SSL-
cepTudukar:

Wnu BbiGepuTe dain ¢ ceptudmkaTom BbiGpaTtb thann

Krntou
ceptudukara:

Wnu BbiBepuTe hain ¢ kYoM cepTudmkaTa BbiGpaTtb thann

EcTb BTOpOW BapmaHT:

1. HaxxmuTe Ha kHomky Bbi6paTb ¢pain.
2. YkaxxuTte nyTb K danny ¢ ceptudrkaTom .crt.
3. YkaxxunTe nyTb K danny ¢ knodom .key.

4. KnukHnTe no kHornke CoxXpaHnTb.

2’ MpumeyaHue

MpwrBaTHbIN KOY SOMKEH BbITb fO6aBNEH B OTKPbITOM BUAE, 6€3 ceKpeTHOM dpa3sbl. 3aKOANPOBaHHbIN KoY
OTNIn4aeTcs OT OTKPbITOro Hanuymem cnosa ENCRYPTED: BEGIN ENCRYPTED PRIVATE KEY .

Ecnu Bcé BepHO, B nHTEpdElice He ByaeT OTO6paxaTbCsa OLUNBOK 1 KPAaCHOW NoacBeTKU. HaxmuTe Ha 3enenyto

kHonky Oanee.

Lar 6. YcTaHOBKa rmnepBn3opoB

[nga Havana YCTaHOBKU nepe|7|p,v|Te K CMNCKY rmnepBr30p0OB — OJ19 3TOro HaXXMUTE Ha IOroTun B IEBOM

BEPXHEM yriy Be6-uHTepdenca.

[MopsanoK yCTaHOBKIN MMMNEPBN30POB BaXeH, MOCKOMbKY HeOBXxoanmo chopmmpoBaTtb knactep eted. [1ns
KBOpYyMa kflactepy Heobxogumo N/2+1 aksemnnspos etcd. B MyuHVManbHom KoHUrypawum yanbl ectd goskHbI
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6bITb YCTaHOBJ1E€Hbl Ha TPW MaLUWHbI, ABE 3 KOTOPbIX OOJIXKHbI 6bITb MOCTOAHHO OOCTYIHbI. B OOKYMEHTe 6yp,eT
OnncaH BapunaHT YCTaHOBKN etcd B MUHVIMaSIbHOW KOHq)I/IpraLI,VII/I.

1. Mepenante B HACTPOWKN rMNepBrn3opa, OTBEAEHHOro NOA MOHUTOPVIHT. BpyyHyio 3anycTuTe BCe warv Ao
configure_etc_hosts BkiountensHo.

disable_NM_for_cali £
OTrniountb NetworkManager (ecnm oH ecTb) AN ceTeBbix UHTepdelicos Calico .
disable_firewall 53

OTKNIOYNTL MexceTeBol akpaH (firewall) 3anycTuTb .

disable_selinux 3

OTkntounTb selinux. BHUMAHWE! 3ToT Wwar nepesarpy3nT MaLlnHy, ecnu selinux Ha Hell He Bbik/tloyeH. Ecnun 3anycTuTb .
eCTb Kakune-HNBYApb OrpaHNYeHNs Ha nepesarpysky, TO BbiK/louMTe selinux Bpy4YHyto!

check_needed_packs [

MpoBepuTb Hannyne Docker n Docker Compose 3anycTuTb .

hypervisor_repo (1) ByneT ncnonbsosaH hypervisorRepo.tar 13
XpaHnnuLa. 3arpy3uTb gpyron?

3arpysunTb apxvB NakeToB A8 rmnepsusopa .
install_hypervisor_packs [Z1)

YCTaHOBUTb NakeTbl ANd 3anycka KOHTeI7IHepOB .
upload_docker_repo [F1)

Cospatb Docker Registry .
create_scripts [}

CreHepupoBaThb CNy>Xe6Hble CKPUMTbI .

configure_etc_hosts [

HacTpouTb resolve nHGpacTpyKTYpPHbIX KOHTEAHEPOB 3anycTuTs .

2. BepHuTECh K CMNCKY MaLLUH.

3. MNepengnTe B HACTPOWKN NIOBOro rmnepBr3opa-CcTopaaXa 1 BPYYHYIO 3anycTuTe warn 4o
disable_firewall BkniounTtensHo.

BbinosHUTe Warm no HaCTpOﬁKe MaLlWHbI
tune_kernel

HacTpownTb napameTpsl sapa

v

3anyctuTb

disable_NM_for_cali

OtknounTb NetworkManager (ecnvn oH ecTb) A ceTeBbix NHTepdeiicos Calico

v

3anyctuTb

disable_firewall

OTKIIIOUNTL MexceTeBol akpaH (firewall)

v

3anyctuTb

4. BpyyHyto 3anycTtuTe warn go disable_firewall BkiounTeNbHO Ha OCTaNbHbIX MNEPBUN30PaX-CTOPAAKAX.

5. BepHuTech K cnncky MallviH 1 NepengnTe B HACTPOWKIN rMnepBn3opa, OTBEAEHHOMO Nog MOHUTOPWHT.
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6. Bpyunyto 3anycTtute warun: check _ports, tune_docker u restart_docker.

create_scripts

CreHepypoBaTh Cy>XeBHble CKPMMTbI

v

3anyctutb

check_ports

MpoBepuTb KpUTUYECKME NOPTHI Yepes cepauc PortGuard

tune_docker

Hactpoutb Docker

restart_docker

3anycTtuTb/MepesanycTuts ceparic Docker ¢ 0CTaHOBKOI BCEX CEpBICOB

3anyctntb

-

3anyctuTb

v

3anyctutb

install_etcd

HactpouTb eted

3anyctutb

7. BepHuTECh 06pPAaTHO K CANCKY MaLUUH 1 NepengnTe B HaCTPOKW NEPBOro rinepBn3opa-cTtopanxa.

8. BpyuHyto 3anycTtuTe warun ot disable_selinux go install_etcd BkniountenbHo. Mo 3aBepLueHnn wara

nepBsbll y3en etcd 6ygeT yCTaHOBNEH.

check_needed_packs [[T113

MpoeepuTb Hanu4ue Docker n Docker Compose
hypervisor_repo [T
Sarpyamb apxvB NakeToB Ans runepsus3opa

install_hypervisor_packs 1113

YcTaHOBUTL NakeTbl ANs 3anycka KOHTeMHepoB
upload_docker_repo
BarpysuTb 06pa3 u coagate Docker Registry

configure_etc_hosts [T

HactpouTs resolve MHbpacTpyKTypHBIX KOHTEHepoB

create_scripts [T

CreHepupoBaTh cnyxebHble CKpUNThbI

check_ports (23

MposepuTb KpUTUYECKME NOPTHI Yepes cepeunc PortGuard

tune_docker [

Hactpoute Docker

restart_docker [T

Banyctute/lMNepesanyctuts cepsuc Docker ¢ ocTaHOBKOI BCex cepBUCOB

3anycTutb

Bynet ucnonb3oeaH hypervisorRepo.tar n3 xpanunuwa.
3arpy3uTb gpyron?

3anycTutb

3anyctutb

Byaet ucnons3osaH dockerRegistry.tar ns xpaHunuuia.
3arpy3uTb gpyron?

3anyctutb

3anyctutb

install_etcd

Hactpouts etcd

3anyctutb

9. BpyuHyto 3anyctuTte waru oT disable_selinux go install_etcd BkntountenbHO Ha ocTasbHbIX

rmnepBr3opax-cTopagXxax.
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10. Mocne Toro, kak knactep etcd cobpaH, 3anyCTUTE YCTaHOBKY BCEX MMMNEPBN30POB MO NOPSAAKY I O6LLYIO
aBTOMATUYECKYIO YCTaHOBKY.

A BHumaHune

He 3anyckaliTe yCTaHOBKY HECKOJbKVIX IMNEPBN30POB OQHOBPEMEHHO — 3TO MOXET MNPUBECTY K OLLNGKaM.

Ha nzo6bpaxeHnn Hxe NnpuBegeH nprMep Toro, Kak BbliraanT Be6-nHTepdelic yCTaHOBLUKa Noce
3aBepLUEHNs YCTaHOBKI BCEX MNepBU3opOB.

Moxanyicra, go6aBbTe N0 OQHOW MaLUMHE ANS KaXa0W ponu.

T

3asepuwensie: (M Cabkonreiivepsi: (D KonoHOK: | 1 rpynnuposKa: ponb  cepsep
doc-db-01 (100.70.160.6) €1 ® Cs[oB] - |
mon (100.70.160.14) (253 ® oo
doc-db-02 (100.70.160.7) €1 ® Coo R - |
doc-front-01 (100.70.160.16) 20 ® (oo R - |
doc-front-02 (100.70.160.2) ® R -
doc-storage-01 (100.70.160.11) 3 ® o0&
doc-storage-02 (100.70.160.8) 3 ® ool

KnukHUTE No 3Hauky @ 1 nepengnTe B pasgen OnncaHne cepBUCOB, YTO6bl MOCMOTPETb Pa3BEPHYTYIO
NHPOPMALMIO O Ha3HaUYEH poneit, ux oy6nnpyeMocTil, 3aBUCUMOCTSX U T.M. B 3TOM e BbiNagaloLem MeHIO
Bbl HAAETE JOMNOMHUTENbHYIO OKYMEHTaLMIO, CMOXETE BKIIOUNTD AN BbIK/TIOYUTb MPOJYKThI (BHYTPU pa3gena
MpoayKTbl) 1 OGHOBUTb JINLLEH3VIOHHDBIA KO,

LLUar 7. PacnpegeneHne KOHTENHEepPOB Mo rmnepensopam

A BHumaHmne

YTO6bI NOBBLICUTH OTKa30yCTOVILIVIBOCTb MouTbl pacnpep,enﬂVlTe OOHONMEHHbIE CepPBUNCHI MO Pa3HbIM
rmnepBn3opam. Tak, B clly4dae BbiXO4a 13 CTPOA OAHOIo N3 rmnepBr30pPOB, [Mouta cmoxeT npoaO/DKXKNTb pa60Ty n
BOCCTaHOBJIEHNE rnepBn3opa r|p0|7u:|,eT 6bICTpee.

Mo 3aBepLUEeHNN YCTaHOBKIM BCEX MTNMNEPBU3OPOB MOXHO MPUCTYNaTb K pacnpefeneHunio 1 reHepawunmn
KOHTENHEePOB.

B HMXXHe YacTu aKkpaHa BbibepuTe [Lo6aBnTb — HeckosibKo KOHTEHEPOB.
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Cepsep

KoHTenHep

Heckonbko KOHTeNHepoB

OTKpOEeTCH OKHO Bbl6Opa poseii.

Bbibepute ponu ana gobaeneHus

KonuyecTso ponen, aocTynHbix Ana aobasnenuns: 231

YcraHoBneHo /

O Ponb
Adybnupyetcs

OJ registry 1 [a
O infraeted 3 [a
O calico-libnetwork 8 [a
O bind 8 [a
O queue-ss 0 Da
O serverside-api 0 [a
OJ cld-mailer-tnt 0 Ja
O memcached 0 [a
OJ consul 0 [a
O calendarrabbit 0 [a
O mailetcd 0 Ja

Mowck: Teru: MpoaykTbi:
Mowck Terun v Bce

YcTaHoBnNeHo He MeHee: YcraHosneHo He Bonee: OybnupyemocTb:
YCTaHOBNEHO HE MeHee YctaHoBneHo He 6onee Bce

Ter MpoaykT
BcrpoenHoe xpanunuwe obpasos
UndpacTpykTypa KOHTeHHEepOB
WUndpacrTpykrypa mi'
VK WorkMail

WUndpacrpykrypa
WUndpacrpykrypa

(it ] Gasa v ] Taantoo!

VK WorkMail
VK WorkMail

Appo pacnpepenéHHoro
thannoBoro xpaHunwa

m VK WorkMail
[rat | G233 nav J Tarantool VK WorkDisk

Basa panHbix | memcached

(5220 o] rat VK Workiai

(5033 panvoix J ot
€D CIYID GI VK Workiai

Mpw pacnpeneneHnn poniei HyXXHO cobniofaTb Takol NoPALOK:

1. XpaHunumwa + raft
2. xtaz

3. basbl gaHHbIX
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4. MOHUTOPWIHT
5. MNouTtoBbI TpaHCNOPT
6. API

7. Bce, 4To ocTanoch (OnumoHanbHo)
BHumaHne
Mopagok pacnpefeneHns ponein NPUHLMUMNNANbHO BaxXeH, MPu ero HapyLLEeHNN Bbl CTONKHETECH C OLUMEGKaMU.
[.ns Bbibopa ponen ncnonbdynte none Tern B kayectse punbTpa.
Mopsagok gencTeBnin Npu pacnpeaeneHnn KOHTeNHepoB
XpaHnnuwa

MepBbIMY AOMKHbI BbITb BbIBPAaHbI PO A9 XPAHVALL

1. B BbinagatoLem MeHio BbibepuTe Ter XpaHunnuwe.
2. ns dunnbTpa YCTaHOBNEHO He 60osee: yCTaHOBUTE 3HayeHne 0.

3. OTmeTbTE BCe L0OCTYMHble A1 YCTaHOBKW POJIN C NOMOLLbIO yekb60Kca B Tabnuue.
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Mowck:

Mowuck

YcraHoBnNeHo He meHee:

YCTaHOBNEHO He MeHee

Ponb

stz-opt-bm

stz-metad-
bm
stz-skel-bm
s3storage
stz-main-bm
stz-del-bm
stz-search-
bm
crow-index

extract-http

stz

metad-xtaz

Teru:

Xpanunuwe X

YcraHosneHo He 6Gonee:

0

KonuyecTtso ponei, gocTynHeix Ans gobasnexnusa: 22

YcraHoBneHo /
Oy6nupyertcsa

MpoaykTbil:

Bce

OybnupyemocTb:

Bce

Ter MpoaykT
Jda VK WorkMail
VK WorkDisk

ﬂa APl 6onbwux snoxesnn VK

WorkMail
da VK WorkMail
Anpo pacnpegenénHoro annoBoro
fla

Jda VK WorkMail
Oa VK WorkMail
Hda VK WorkMail
Oa VK WorkMail
Oa VK WorkMail
Oa VK WorkMail
rat ] 5222 nanweix | Tarantool VK WorkDisk

,[la APl 6onbwux Bnoxennn VK

4. Huxe B crnncke rmnepBmr3opPOB OTMETbTE Te, KOTOPbIe 6blNI OTBEAEHDI NOA, XpaHunuia.

5. Pexxum reHepauvn — Ha kaXxgaom runepseunsope.
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Bbibepute runepsunsopsbl

[Mnepsuaop [ara-ueHTp MeTku
O doc-db-01 1 [ db |

OJ mon 2 [ mon |
O doc-db-02 2 [ db |

O doc-front-01 3 [ front |

O doc-front-02 1 [ front |
doc-storage-01 1 st
doc-storage-02 2 st ]
doc-storage-03 3 st |
Pexum redepaumm O Ha ogHOM 13 rMNepBU3opoB ® Ha kaxgom runepemsope

6. HaxxmuTe Ha kHonky [Lo6aBUTb. BcrbiBaloLee OKHO, B KOTOPOM BbIMOSHANMCD NpeablayLune OencTeus,

3aKpoeTca.

Ha runepBusopbi-XpaHuvwa HEO6XoaMo f06aBUTb KiacTep raft.

1. B BbinagatoLem MeHio BbibepuTe Ter raft.

2. ng dnnbTpa YcTaHOBNEHO He 6onee: yCTaHoBUTe 3HadeHne 0. Ecnm nponycTuTb 3TOT GUbTP, KNnacTtep

He cobepeTcs.

3. OTMeTbTE BCe [OCTYMHbIE A/19 YCTaHOBKW PO C MOMOLLLbIO YEKBOKCa B Tabnmue.

4. Hmxe B cnncke rmnepBr30pPOB OTMETbTE T€, KOTOPbIE 6blIl OTBEAEHDbI NOA, XpaHunmua.

5. Pexxum reHepauun — Ha kaxkgom runepsunsope.

6. HaxkmunTe Ha kHonky JJo6aBnTb. BcnnbiBatlowee OKHO, B KOTOPOM BbINOAHAANCH NpeabiayLine AencTBus,

3aKpoeTcq.

Ha kaxxgom 13 rmMnepBr30POB-XPaHWITNLL HY>XHO OOMNOJIHNTESIbHO CreHepmnpoBaTb eLlle no o gHoOMy KOHTeVIHepy

xtaz.

BHUMaHune

B paccmaTpriBaeMoli KOHGUIypaLuum knactepa Ha 8 MallunH obLiee KOIMYeCTBO KOHTEHepOoB Xtaz LO/MKHO CTaTb

paBHbIM 6.

1. B noncke BBeguTe xtaz.
2. OuncTuTe 3HadyeHne puabTpa YCTaHOBIIEHO He 6onee:.

3. BoibepuTe KOHTenHep Xtaz c NToMOoLLbio YEK6OKCOB.

4. B cnncke rmnepBn3OpPOB OTMETbTE TE, KOTOPbIE 6bI5I1 OTBEAEHDI NOL, XpaHunna.
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5. Pexxm reHepauvn — Ha kaXxgom runepsusope.

6. HaxkmuTe Ha kHonky [Jo6aBnTb. BcnnbiBalowee OKHO, B KOTOPOM BbINOAHAANCH NpeabiayLine AencTBus,

3aKpoerTcs.
Bboibepute ponun gna gobasneHus *
Mownck: Terw: MpoaykTbi:
xtaz Tern Bce
YCTaHOBNEHO He MeHee: YcTaHOBNEHO He 6onee: [yénupyemocTb:
YCTaHOBNEHO HE MeHee YcTaHoBneHo He bonee Bce

KonuyecTtso poneir, 4OCTYNHbIX Ana gobasneHuns: 2

YcTtaHosneHo /
O Ponb Ter MpoaykT
Oybnupyetcs
o memd . [rft | Gasa pavax | Torantool
xtaz [ Xpavumae |
Basa parrix | Tarantool
IHI ez 9 ¥ T v Lo

Bbi6epuTe runepensopbl

[ata-

MMnepsunsop MeTku
LEeHTP

0 release-vkwm-01-

monitoring-1
0 release-vkwm-0Ol-database
0 release-vkwm-0l-database
release-vkwm-01-storage
release-vkwm-01-storage
release-vkwm-01-storage

Pexum reHepaLmm O Ha ogHom 13 runepsnsopos @® Ha kaxnom runepsusope

m
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BHumaHmne

[ns Bcex nocneayowmx ponen OmKHO 6biTb YCTaHOBNEHO 3HaveHne O B punbTpe YCTaHOBNEHO He 6onee.

Ecnv nponycTuTb 3TOT GUABLTP, KNaCcTep He Co6epeTcs.

Bba3sbl gaHHbIX

Cnepyowun Wwar — pacnpegeneHne ponen s 6a3 gaHHbIX.

1. BoibepuTe Ter basa gaHHbIX.

2. ns dunnbTpa YCTaHOBNEHO He 60onee: yCTaHOBUTE 3HayeHue 0.
3. OTmeTbTe Bee pocTynHbie A5 yCTaHOBKU POJIN.

4. Hnxe BblbepuUTE rMnepBn3opbl, OTBEAEHHbIE NOoL 6a3bl AaHHbIX.
5. Pexxum reHepaunn — Ha kaXxgom runepBusope.

6. HaxkmunTe Ha kHonky JJo6aBunTb.

MoOHUTOpPUHr

Y1060l [OBaBUTL POV 71 MOHUTOPWHIA, MOBTOPHO OTKPOWTE OKHO Bbi6Opa ponen.

1. Boibepute Ter MOHUTOPUHF.

2. ns dnnbTpa YcTaHOBNEHO He 60onee: yCTaHOBUTE 3HayeHue 0.
3. OTmeTbTe Bee pocTynHbie oNns yCTaHOBKU POSIN.

4. BbibepuTe rmnepsu3op-MOHUTOPUIHT.

5. Pexxum reHepaun — Ha kaXxgom runepsusope.

6. HaxkmunTe Ha kHonky [Jo6aBunTb.

PPOHTDI

Hanee Hy>XHO pacnpegennTb ponn Ans NOYTOBOro TpaHcnopTa. [epengnTte B OKHO BbiIGOpa ponen, Haxas
Jo6aBnTtb — Heckosibko KOHTENHEepPOB.

1. BoibepuTe Ter MovToBbIV TPaHCMOPT.

2. ns dunnbtpa YCcTaHOBNEHO He 6oJiee: yCTaHOBMTE 3HavyeHne 0.

3. OTmeTbTe BCe gocTynHble AN YCTaHOBKN POJIN.

4. BoibepunTe rmunepBmn3opbl, OTBEAEHHbIE Nog, GPOHTbI.

5. Pexxum reHepaum — Ha kaXxgom runepsusope.

6. HaxkmunTe Ha kHonky JJo6aBnTb.
3aBepLualowmin aTan — pacnpegenutb ponu gns AP

1. Boibepute Ter APIL.
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2. Ona éunstpa YcTaHOBNEHO He 6onee: ycTaHoBUTE 3HavyeHne 0.
3. OTmeTbTe Bee gocTynHble Ans YCTaHOBKN POSIA.

4. BbibepuTe rmnepBun3opbl, OTBEAEHHbIE NOA, PPOHTDI.

5. Pexxuim reHepauun — Ha kaXxgom runepsusope.

6. HaxxmuTe Ha kHonky [Jo6aBnTb.

Y6epuTech, UTO BCe POJIN pacnpeaesieHbl

1. OTKponTE OKHO fO6aBNEHNS BbibOpa poseil, Haxas Ha [lo6aBUTb — Heckonbko KOHTEHepOoB.
2. Ong dnnetpa YcTaHOBNEHO He 6onee: yCTaHoBUTE 3HadeHue O.

3. Cnncok ponen, OOCTYMHbIX AN 4o6aBNeHNs, [OMKEH 6biTb MyCTbIM. ECNn 3TO He Tak, pacnpegenure
OCTaBLUMECS POnu Mo rMneBn3opam B COOTBETCTBUN C TEramul.

[locne TOro kak Bce KOHTeI7IHepr CreHepunpoBaHbl, HaXXMUTE Ha 3€/1eHYIO KHOMMKY ,El,anee B NMNpaBOM BEpPXHEM

yrny.

Mocrne Toro Kak BCe KOHTEHepbl CreHepupPOBaHbl, HAXXMUTE Ha 3eieHyIo KHOMKY [lanee B MpaBoOM BEpPXHEM

yrny.

Lar 8. XpaHunnuwa

BHUMaHune

MuHManbHbIA pasmep pasfena gucka, NCrnosibdyemMoro nog xpaHunuwe, coctasnset 25 GB.

B paspene dopmMmpytoTcs AMCKOBbIE Mapbl 4S5 TMNepPBU30POB-XpaHunnLL,. PasgeneHie Ha ACKOBbIE Napbl
NPOVCXOQNT aBTOMATUYECKI, ECNN Bbl HE NMOAKIIOYANN OMOMHUTENbHbIE AUCKN. B TakoM crlyyae MOXHO
nepexoguTb B HacTpolike Mescalito, onvcaHHoOl B cnefyiollem Lare.

Mog pmckoson rlap0|7| noapasymeBaloTCAa CBA3aHHbIe pa3aesibl ANCKOB, KOTOPbIE pa3MeLLeHbl Ha ABYX Pa3HbIX
rmnepBmn3opax. ,D,J'Iﬂ NMoBbILLEeHNA OTKa30yCTOMqMBOCTM Ha OVCKOBYIO Napy 3anncblBaloTCA O4HW N T€ XXe OaHHbIe.

4 BHumaHne

YoanaTb ANCKOBbIE napbl Nocne yCTtaHOBKW HENb34. Ecnn YOannTb ONCKOBbIE Napbl, TO AaHHble 6yﬂ,yT YTEPSAHbI.

Oco6eHHOCTIN paboTbl C XpaHnnuwamm zepto

Kaxxgomy knacTtepy zepto Hy>XXeH 060CO6EHHbIV ANCK. Zepto coBepLuaeT pag maintenance-onepauui,
NMOMWMO YTEHUS 1 3aMNCIK C OUCKOB. Hanpumep, cBepsieT KOHTPOJSIbHbIE CyMMbl dainoB. Takmne onepawum
CO3[al0T OOMONMHUTENBHYIO Harpy3ky Ha guck. Noatomy zepto HEOBXOANM SKCKMO3UBHbIA OCTYM K OUCKY. Tak
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OH CMOXET KOPPEKTHO MJIaHNPOBaTb OHJalH 1 obaiiH 3aga4n Nno OCTYNy K AVCKY U MPY 3TOM COXPaHSATb
LOMYCTVMbIA YPOBEHb Harpy3ki Ha AUCKOBYIO MOACUCTEMY.

He nopgknioyanTe 2 zepto-knactepa Ha OOHU 1 TE Xe QUCKW, ANCKN MOTYT OerpagnpoBaTh 13-3a NOBbILLEHHOMO
YPOBHS Harpy3kun. He ycTaHaBnmBamTe K y)Ke yCTaHOBIEHHOMY KrlacTepy zepto nio6oin 4pyro KOMMNOHEHT,
CO3[al0LLNI HAarpy3Ky Ha OUCK.

Kak pacnpepenntb AUCKoBble Napbl BPYYHYIO

Huxe onmncaHa npouenypa py4YHoro pacnpeneneHns guckosbix nap. JUCKOBbIE Napbl HYXKHO pacnpenensTb
BPYYHYIO, €CNK Bbl MOAKOYANN SOMOMAHUTENHbIE AUCKN.

MwH1nmanbHas OTKa30yCTOMHMBaﬂ KOHC])I/IpraLJ,I/IFl COCTOUT U3 TpeX MalllH, Ha Kaxkgom n3 KOTOPbIX NO 2
ONCKOBbIX pasfena:

« dunck xpaHunuwa 1 pasgeneH Ha 2 YacTu.
« [Inck xpaHnnumiLa 2 pasgeneH Ha 2 YacTu.

« Anck xpaHnnuia 3 pasgeneH Ha 2 YacTu.
Bcero 6 pasgenos ANCkoB (2 Ha OgHOM rMnNepBu3ope, 2 — Ha BTOPOM, ELLE 2 — Ha TPETbEM).
[Mpw Takon KOHGUrypaLnn:

- Bcerga ecTb napa Ha 3anucob.

- OcTarnbHble rMapbl OOCTYMHbI 419 YTEHWA.

Mpwn c6opKe XpaHNNLL, NCKOBbIE Napbl O6bEANHSAIOTCS B «1OrMYeCcKne TpeyronbHnkn». O6begnHeHne
NPOUCXOaUT NO NpuHuuny: 1-2, 2-3, 3-1.
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/' TpumeyaHne

CTpesnkn Ha n3o06paxKeHn NoKasblBaloT, Kake OUCKN o6beguHeHbl B napy. HUXHSAS YacTb n306paxeHus
UNAIOCTPYIPYET CUTYaLMIO, KOTAa O4HO 13 XPaHWNLL BbILLIO U3 CTPOS.

B crivicke cneBa [OCTYMHbIE XpaHWnLLa 6yayT OTMEeYeHbl BOCKINLATENbHbIMI 3HakaMu. HyxHO nepeiTu Ha

BKJTaAKY KaXgoro XxpaHunuiia 1 cdopMmnpoBaTb UCKOBbIE Napbl.
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HacTtponkn

Cetn [lomeHHble nmeHa Xpanunuwa Wapavposaxue v pennukauusa B HacTpoiikn komnoHeHToB WHTterpauun MepemMeHHble OKpyXeHUs
Xparunuuie caiinos WorkDisk u S3 o-
cldmetast
@ He penutb xpaHninLLe No HasHaYeHMO
blobcloud
mailcloud # Awnck 1 Awck 2 #
# KoHTponnep YcTpoicTBo Pa3mep KoHTponnep YcTpoicTBo Pazmep #
zepto_del
[oGaBuTb WM creHepupoBaTh AWCKOBbIE Napbl
zepto_main
[aHHble o guckax oT 14.03.2024, 12:01:31. O6HOBUTL
zepto_opt
zepto_skel

zepto_search
crow_index

mescalito

fstab

A BHumaHune

B nHTepdelice nog Ouckom 1 n nckom 2 nogpasyMeBaloTCs pasgesbl XpaHunuw,. Mexay cob0 TakKe HY>XHO
OyaoeT 06beNHNTb YacTb ANCKa, Pa3MELLEHHOMO Ha OQHOM XPaHWIMLLLE, C YaCTbio ANCKA, Pa3MELLLEHHOro Ha
ApYyroMm xpaHunue. Mpun yBenmyeHnmn Konm4ecTsa pa3nenos ANCKOB U/UAN NOAKIIOYEHHbIX ANCKOB NPUHLM
O6befNHEHNSI COXPaHSAETCS.

YT106bl [,O06aBUTD OMCKOBbIE Mapbl BPYYHYIO:

1. HaxxmuTe Ha kHonky [o6aBUTb.
2. B BbinagatoLem MEHIO BbIbEpUTE KOHTPOMNEP N YCTPONCTBO g [ducka 1 nepBoi napsbi.
3. BoibepuTe KOHTpONNeEp 1 yCTponcTeo gnsa [lncka 2 nepBow napbl.

4. MoBTOpUTE Warn 2-3 ewe 49 aByx nap.

Ha nsobpaxeHunn HxXe nprBegeH npumep a8 xpaHunuwa zepto_skel:

HacTponku
Cemn [omeHHble MMeHa Xpanunuwa LWapavposaxue u pennukauus B HacTtpoitku KoMnoHeHToB Wuterpauum MepemeHHble OKpYXeHUs
blobcloud XpaHunuie Ten nucem m-
Ha Tuna HDD
cldst
crow_index # Awnck 1 Auck 2 #
mailcloud # Kontponnep Homep Yetpoucteo Paamep KoHTponnep Homep YerpouncTeo Paamep #
stz-skel-bm1.qdit /devivdb1 (ext4) stz-skel-bm2.qdit [devivdb1 (ext4)
mescalito 1 1 50.00Gb 1 50.00Gb D/ m
mail-vkwm?2-st1 (astra) d08f96a7-0ad2-43b5-a256-5fd3d345dd7d mail-vkwm2-st2 (redos) 0c020513-ccb2-41e1-b18d-79b5a9%fe87e9
mescalito_metad stz-skel-bm2.qdit Idevivdb2 (xfs) stz-skel-bm3.qdit Idevivdb1 (extd)
2 50.00Gb 1 50.006b [&
zepto_del mail-vkwm2-st2 (redos) 1a353141-89fe-43d1-a8d3-4572623f42bd mail-vkwm2-st3 (alma) 2277dcea-2765-4b24-a0cf-bd8a4d6dag894
stz-skel-bm1.qdit /devivdb2 (xfs stz-skel-bm3.qdit /devivdb2 (xfs!
zepto_main 3 2 te) 50.00Gb 2 G 50.006b (4
mail-vkwm?2-st1 (astra) a683bb83-6541-4b72-a1fb-1a435effa72f mail-vkwm2-st3 (alma) 18b40182-0e47-4692-84e3-f88af269cb48
zepto_metad
[obaente MnM creHepupoBaTh AWUCKOBbIE Napbl
zepto_opt

MatHble o anckax ot 04.07.2024, 17:10:18. O6HOBUTL
zepto_search

zepto_skel

fstab
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Paspen Mescalito

[lna o6ecneyeHns 0TKa3oyCTONYNBOCTI B Pa3fene yxe 3afaHbl aBTOMaTYeCKe HaCTPOKY KNacTepoB
XPaHUANLL, MCeM.

KnacTtepbl xpaHunuw, nHgekcos nucem VK WorkMail

N2 knactepa MonoH @ Tun Awmkos O6pa6oTuuku @) XpaHunuiia NHoeKcos
stmi xtazl
wm-storel wm-storel

B stm2 xtaz2

1 KOpnopaTunsHbI
wm-store2 wm-store2
stm3 xtaz3
wm-store3 wm-store3
stm2 xtaz4
wm-store2 wm-storel

_ stmi xtaz5

2 CepBUCHDIN
wm-storel wm-store2
stm3 xtazé
wm-store3 wm-store3

[ns po6asneHuns ewé ofHOro Knactepa Ao6asbTe KOHTENHEPDI ponu xtaz

« O6paboTumkm nucem (mescalito) — cneumasnbHble NPOoLEeCChl BHYTPYW KOHTENHepOoB stm. 3agaya
06paboTynKa — CoBpaTb MMCbMO 13 YaCTeN, HAXOOALLMXCS B Pa3HbIX XPaHWUIINLLLAX.

» XpaHunuia nHaekcos (tarantool xtaz) — xpaHunmLLa «ropsYnx» AaHHbIX MOYTOBbIX ALLKOB.

0 NHdpopmauusa

Ecnn B norax KOHTEHEPOB xtaz ecTb owmbka failed to allocate X bytes (MM OWMNGBKW C NOLOBHOM
$OPMYIMPOBKOIA), TO KOHTEMHEPaM He XBaTaeT NamsITu.

CyuiecTByeT 2 TUMNa ALWMKOB:

« CepBucHbIn — admin@admin.qdit (agMUHNCTPATOPbI NOYTbI).

. KOpI'IOpaTI/IBHbIVI — BC€ OCTaJlbHbl€ ALK/ CUCTEMDbI, KOTOPbIE aAMNHUNCTPUPYIOTCA B biz.<no4yToBbINA

NOMEH> .

BHUMaHune

O6paboTunki paboTaloT B OGHOMNOTOUYHOM pexunme. lNepeHanpaBnerHne nHdopmMaL i Ha gpyron o6paboTymnk
6yneT Npon3BOAUTLCS TOMbKO B CllyYae HELOCTYMHOCTM XPaHUNLLA, Ha KOTOPOM YCTaHOBNEH
COOTBETCTBYIOLMIA Stm.
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YT106bl 0O6ECneynTb OTKa30yCTONYMBOCTb A1 KaXAO0ro Kiactepa HEOBXOAMMO Ha3HayaTb No 2-3 06paboTyumka,
KOTOPbIE HAXOAATCH Ha Pa3HbIX MaLUMHAaX UV B PasHbIX faTa-LLeHTpax.

KoHTelnHepbl stm yCTaHaBAMBAOTCSA Ha KaXabll TUMEPBMN30P, MO3TOMY KOMYECTBO O6pabOTUMKOB PaBHO
KONNYeCTBY MalUVH, OTBEAEHHbIX NOA XpaHuama. MNpu Heo6Xo4NMOCTY MOTYT 6blTb CTrEHEPUPOBAHbI
LOMONHUTENbHbIE KOHTENHEePbI Stm BpYyYHYIO.

fstab

Pasgen akTyaneH ans cuTyauuia, korga 6biiv No4KMoYEHb! AONOMHUTENbHbIE OVCKU.

Heo6xoaumbili HaBop TOMOB AJ151 KOHTENHEPOB XPaHWLLA BblgaeTcs B BUAe Habopa 3anncein gna /etc/
fstab .

BHUMaHune

YCTaHOBLUVIK HNYErO HE MOHTUPYET U HE N3MEHSIeT B /etc/fstab .

OTtpepakTupoBaTh fstab 1 CMOHTUPOBaTb pasgesbl HY>XHO CaMOCTOSITENbHO B KOHCOAN. MOHTUpPOBaTb
pekomeHayetcsa no UUID.

Hwxe gnsa npumMmepa npmeeaeH CKPUHLWIOT C O4HOIro N3 HallX TeCTOBbIX CTEHOOB.

FSTab
mail-vkwm2-db-2 mail-vkwm2-f-2 mail-vkwm2-st-2 mail-vkwm2-f-1 mail-vkwm2-mon-1 mail-vkwm2-db-1 mail-vkwm2-st-3 mail-vkwm2-st-1
uuiD v defaults 0 v 0 v

# <device-spec>  <mount-point> <fs-type> <options> <dump> <pass>

UUID=2b0dcada-4f9c-41e1-b7e4-221713585ed2 /opt/mailOnPremise/dockerVolumes/s3storage1/storage/1 ext4 defaults 0 0
UUID=c3521227-dd6f-435f-9eeb-cd063cdf5237 /opt/mailOnPremise/dockerVolumes/s3storage/storage/3 ext4 defaults 0 0
UUID=d769e833-021e-4075-a3b3-8bd352267c5¢ /opt/mailOnPremise/dockerVolumes/stz-skel-bm1/zepto/disk 1 xfs defaults 0 O
UUID=ab4d08f0-0fe2-4e4e-83c5-cc47b2d039af /opt/mailOnPremise/dockerVolumes/stz-skel-bm1/zepto/disk2 ~ xfs defaults 0

I'Ipl/uvlep KOMaHL 0nda MOHTUPOBaHNA pa3fenos:

vi /etc/fstab

# BcTaBnseM CTPOYKM, CKOMMWPOBAHHble M3 Beb-MHTepdenca ycTaHOBWMKA.
# CoxpaHseM W3MEeHEeHUs .

mount -a

# Monyyaem Habop npepynpexgeHWin <myTb> mount point does not exist
mkdir -p <nyTb>

# oBTopsAeM Ana BCex MNyTewn

mount -a

CTtpaHnua 55 13 88


/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/installation-assets/fstab.png
/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/installation-assets/fstab.png

LWar 9. WapanpoBaHue n pennukauna b,

HacTpoliika B 3TOM pasgese akTyasibHa TOSIbKO A1 OYEHb KPYMHbIX MHCTaNAALNIA. B 60NblLUMHCTBE CyYaeB
LOCTaTOYHO HACTPOEK MO YMOMYaHMIO, U MOXHO MNepenTn K CreayoLemMy Lary ¢ noMoLbio kHonky Janee.

BHumaHmne

[No6anaTb knactepbl B[l MOXHO TONMbKO Ha 3Tane NepBOHaYaNbHOW YCTaHOBKN.

YTo6bl 006aBUTb 60SIEE OQHOrO KlacTepa, NoTpebyeTca CreHepupPoBaTb AOMNONHUTENbHbIE KOHTEHEPDI.

HacTponku
Cetv  [lomeHHbie umera  Xpawunuwa  lapavposatue v pennvkauust Bl HacTpoiikn KoMnoHeHToB  ViHTerpauum  [lepemeHHble okpyxeHus
Barpyautb 13 6a3bl Onpocutk Bee Overlord'bl
Wms B Homep knacrepa OTKa30yCTONYMBOCTL Macrep CocraB
abookpdd-tar Heobxoauma HacTpoiika
addrbook-tar Heobxoauma HacTpoiika
addrbook-tar1 addrbook-tar1
addrbook-tar 1 Overlord
mail-vkwm2-db1 addrbook-tar2
addrbook-tar3
addrbook-tar 2 Overlord addrbook-tar3
mail-vkwm2-db2
aliases-tar Heobxoauma HacTpoiika

appass-tar1 appass-tar1

mail-vkwm2-db1 appass-tar2

appass-tar 1 Overlord

appass-tard appass-tard

mail-vkwm2-db1 appass-tar4

appass-tar 2 Overlord

YT106bI 0,O6aBUTDL KITACTEp:

1. HaxxmunTe kHornky [o6aBUTb B MEPBON CTPOKE, OTMEYEHHOW KPaCHbIM.

2. HaxxmuTte kHonky Jlo6aBuTb KOHTelHep B[, B 3aBycMOCTN OT TMNa 6a3bl AaHHbIX MOXET 6bITb A06aBeH
OLOVIH NN fBa KOHTENHEpPa.

3. CoxpaHuTE N3MEHEHIS.

4. MNosTopuTe Warn 1-4 ons Kaxkaowm CTPOKY, OTMEYEHHOW KPaCHbIM.

Mocne no6aBneHnst BCex KlacTepoB NOSIBUTCSH BO3MOXHOCTb NEPENTU K CliegytowemMy Lwary ¢ moOMOLLbIO
KHoMkn Oanee.
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Hactpoiikn  O6cnyxusanne

@ AdminPanel (02

Cetv  [omeHHbie uvera  XpaHunuwa

Wwms BO

abookpdd-tar

addrbook-tar

addrbook-tar

addrbook-tar

aliases-tar

appass-tar

Hactporikn
Wapauposarve 1 pennvkaums B} HacTpoiikn KoMMoHeHTos  UkTerpaunn  TepemeHHble OKpyxXeHUs
3arpyauTb 13 6asbl Onpocutb Bee Overlord bl
Homep knactepa OTKa30yCTONM4NBOCTD Macrep
abookpdd-tar2
1 Overlord
mail-vkwm2-db2
addrbook-tar1
1 Overlord
mail-vkwm2-db1
addrbook-tar3
2 Overlord
mail-vkwm2-db2
addrbook-tar4
3 Overlord
mail-vkwm2-db1
aliases-tar1
1 Overlord
mail-vkwm2-db1
appass-tar1
1 Overlord

mail-vkwm2-db1

Oanee

Cocras

abookpdd-tar2
abookpdd-tar1

addrbook-tar1
addrbook-tar2

addrbook-tar3

addrbook-tar4

aliases-tar1
aliases-tar2

appass-tar1
appass-tar2

Lar10. HacTpoiika KOMNOHEHTOB

B pPa3nene BbINMoJIHAIOTCA HaCTpOIZKI/I Pa3nINYHbIX KOMMOHEHTOB MOYTOBOW CUCTEMDI.

Cetun

[omeHHble nveHa Xpanunuwa

ApnpecHas kHura

HacTtporikn nanenu
aAMWHUCTPUPOBAHUS

HacTtpoiiku noytsl

OrpaHuyeHve AocTyna K
foMeHam

Monutrka nsmeHeHus
naponen nonb3oBatenem

[Mo4ToBbLIN TPaHcNoOpT

Cuctema yyéta
nencTenm
none3osarenemn

HTTP(S)-npokcu

HacTponku

LapavpoBanue n pennukauus 6 HacTpoiikv kKomnoHeHToB VHTerpauum

HacTpownkn aBTOpusaymnm

HacTpoiiku aBTOpU3aLMK Mo Naporto Yepes BHeLLHWe NpoTokonbl (&)

@ MAP
@ SmTP
@ WebDav

@ calbav
@ BkntounTh cUCTEMyY NPOTUBOAEICTBUSA Noabopy naponei

OrpaHuyeHme nonbITok asTopusauum o IP

MonbITOKk B MUHYTY: 20
MonbITok B Yac: 250
MonbIToK B AeHb:

1000

Cncok IP ¢ HeorpaHU4eHHbIM KONM4eCcTBOM
nonbITOK

MepemeHHble OKpYKeHs

4

ABTOpU3auuda

B pasgene MOXHO HacTpPOUTb CReayoLe napaMeTpbi:

+ 3awmTa OT Nogb6opa naponei.

« KonnyecTtBo nonbitok Bxoga B [oyTy no IP v agpecy a1eKTPOHHOW NOYTbI.
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- YkazaTb IP-a,u,peca C HEeOrpaHM4YeHHbIM KOJIM4YeCTBOM MOMbITOK aBTOPWU3au .

- HacTpouTb aBTOpM3aLMIO MO NaPOSI0 Yepes BHELLHNE MPOTOKOSbI.

HacTtpolikn

CeTn JlomeHHble nveHa XpaHunua WWapauposaHue n pennvikauuns b, HacTpoliku KoMnoHeHToB VHTerpauun MepemMeHHble OKpYXeHNs

AppecHas KHura .
HacTpoiikn asToprsauvn No naponio Yepes BHeLWHNe NpoTokonbl (7)

VIHCTPYyMeHTbI pa3paBoTKu @© MAP
HacTpoliku noyTsl @ swre
@ WebDav
OrpaHuyeHme gocTtyna K @ calbav
[omMeHam @ cCardDav
@ PoP3

Maxenb aAMNHNCTPUPOBaHNA

HacTpoliky AByxdaKkTopHO ayTeHndukaLm (2FA)
MonnTKa N3MeHeHNs

naponei nons3osarenen
P TokeH noptana SMS (SmsApi Secret):  ceeeeennene

MoyToBBI TPaHCMopPT

MakcrmanbHoe KoNMYEeCTBO akkayHToB Anst 1 Homepa 10

PaccbinbLyviki TenegoHa:

CricTeMa pacLLMPEHHbIX

TPaHCNOPTHbIX Npasunn . .
@ BxniounTb CICTEMY NPOTUBOARICTBIS MO[BOPY Naponel

Cuctema yyéta AeiicTauin

nonb3oaTenei OrpaHu4eHie NonbITok asTopusaum no IP
HTTP(S)-npokeu TMONbITOK B MUHYTY: 25
MonbiToK B Yac: 100

HacTpoiiku aBTOpM3saLmm No napoJiio Yepes BHELLUHME NPOTOKOJIbl — MO3BOSISIET 3aNpPeTUTb NOMNb30OBaTENSAM
aBTOPU30BbIBaTbCS BO BHELLHUX NpunoxeHusx (MS Outlook, Moyta/KaneHgapb Ha iOS 1 T.n.) ¢ nomMoLLblo
OCHOBHOIO Maposs MOYTbI.

Ecnn dnar ogHOro nnm Heckonbkx MPOTOKOJIOB BKIIIOYEH, A1 aBTOPU3aLMv MO 3TUM NPOTOKOIaM
NoJiIb30BaTESIO NOTPEBYETCSA HE NAPOSb OT NOYTbI, @ OAHOPA30BbIV NAPOb, CHOOPMUPOBAHHDIN MO NHCTPYKLNN
[Maponb n 6e30nacHOCTb N3 PYKOBOACTBA NMoJib3oBaTesns NoyTbl.

Ecnn ¢nar MPOTOKOJ1a BbIK/TOYEH, OJ19 BXOOa BO BHELUHEE NPUIoXeHne 4OCTaTO4YHO 6yp,eT BBECTW NapoJsib
aKKayHTa MoyTbl.

/" TpumeyaHne

3a nHpopmaumern o NpuHLKMne paboTbl CUCTEMbI OrpaHuyeHns SSO-aBTopusaumm no IP/rpynne B ActiveDirectory
obpatuTech K npegcTasutenio VK.

AppecHast KHura

[nsa cnyyaes, kOorga HEO6XOANMO CO34aTb OBLLE MOYTOBbIE ALK AN a0 PECOB 13 Pa3HbIX JOMEHOB,
BklounTe pnar O6Lasa agpecHas KHUra ans BCex JOMEHOB.

YT1O6bl CO34aTh OPraHn3aLuio, Nog KOTOpOon 6yayT 06befHeHbl LOMEHbI, KINVKHUTE Mo KHomnke [L,o6aBUTb.
[MosiBUTCA BCMblBalOLLEE OKHO, KY[a HY>XHO BBECTW Ha3BaHMe opraHu3aLuuu.
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Beeaonte Ha3BaHMe HOBOW OopraHn3aumnm

OtmeHa HNob6aButb

C nomoLpio KHoMku [Lo6aBUTb JOMEH BBEAUTE agpeca LOMEHOB, OTHOCSALLVXCS K OQHOM OpraHu3aumn.

HacTpowku

Cetn [lomeHHble nMeHa XpaHunuwa LWapaviposaxue u pennukauus b HacTpoiikum KOMMNOHEHTOB WHTerpauum MepemeHHble OKpyXXeHUs

AsTopusaums @ O6uwas agpecHas kHUra Ans BCex 4OMEHOB

ApnpecHas kHura

Hactpotiku nanenu

aAMUHUCTPUPOBAHUS Onprem

HacTpolikm noutsl

+ Hob6asutb

OrpaHnyeHe foctyna k

AomeHam

MonuTtnka nameHeHust
naponeii nonb3oBarenen

MoyTOBbIN TPaHCNOPT

Cucrema yyéta
nencTeumn
nonb3osarenei

HTTP(S)-npokcun

Take eCTb BO3MOXHOCTb M3MEHUTb Ha3BaHUS OpraHn3aLnii, 4O6aBNTb LONOMHUTENbHbIE JOMEHDI N YOannTb
ﬂ,OMeHbI/OpI'aHVIZBaLI,VIVI. [Mocne cospaHns opraHnsauuin nepengnTe K CNCKY MaLliH, YTO6bl MOBTOPUTb HYXXHble
warw.

,El,aane|7|UJa9| HaCTpOVIKa O6LLI,I/IX MOYTOBDbIX ALLNKOB NMPON3BOONTCA B a,EI,MVIHI/ICTpaTVIBHOVI naHesnn

(biz.<noyToBHit KomeH> ).

HacTpoinkin noyTbl

,D,J'Iﬂ M3MEeHEeHNA HaCTPOEK B pa3fesie HaXXMNTE Ha KHOTMKY pefakTpOoBaHNA D/ .
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HacTpoiku

Cetn JoMeHHble MMeHa XpaHunuwa WapaviposaHve n pennvikaums b, HacTpoiiki KOMMOHEHTOB VHTerpaummn MepemeHHble OKpyXeHnst Hactpoiika pecypcos

ABTOPU3aLMA HaCTpOI?IKVI nouYTbl @

AppecHas KHUra

MakcrmanbHas rny6rHa BIOXEHHOCT Nanok: 50
VIHCTPYMeHTbI paspaboTKu

Hachof/'"(Vl noyThbl MakcumanbHoe Konn4ecTso nonyanenel?l B Nncbme: 100

OrpaHunyeHne gocTyna K Otnpaska nNo SMTP 3aiiMET 62.10 cekyHf,

AoMeHam
MaHenb aAMUHNCTPUPOBaHNS
CpokK XxpaHeHs BonbLUMX aTTauell (B cekyHAax): 34534
Monutuka nsmexeHns
naponeii nonb3osareneii
HacTpoliku xpaHeHs yaaneHHbIx nucem @)
MouToBbIN TPaHCMOPT
PaccbinbLuykmn
Cpok xpaHeHuns nicem B KopsiHe (B cekyHaax): 2592000
CucTema paclUMpPeHHbIX

TPaAHCMOPTHbIX MPaBn CpOoK XpaHeH!s nuceM B YaaneHHbIx (B cekyHaax): 2592000

HTTP(S)-npokcu
@ XpaHuTb NcbMa Noce oYNCTKI KOp3auHbI 1 YAaneHHbIX

CpoK XpaHeHs n1Mcem B CcTeme nocne o4ncTky KopauHbl 16070400
1 YaaneHHbIx (B cekyHaax):

MakcumanbHas riny6uHa BJOXXEHHOCTN NanoK — Bbl MOXETE U3MEHUTb Pa3peLLEeHHYIO rMy6rHY BAOXEHHOCTY
nanok, cosgaBaeMbiX NoJib30BaTENAMY B CBOVIX MOYTOBbIX SALLKaX. 3HAYEHNE STOro Moss TakxKe NCrnonb3yeTcs
npw Mmurpauun. Ecnm rny6uHa BIOXEHHOCTW B UICXOOHON CCTEME 60rblle YCTaHOBEHHOIO 3Ha4YEHNS, Nanku
6yayT NepeHOCUTbCA B Manky C KpamnHen JonycTUMon ry6rnHON.

MakcumanbHOe KONMYeCTBO noJsiyyatesnieil B NMCbMe — MOXHO OrPaHNYNTb KOIMYECTBO NoJib3oBaTeNEeN,
KOTOPbIM MMCbMO ByAET OTNPaBeHO egMHOBPEMEHHO. 3HaYeHme No ymonyaHnio — 30 nonyyaTtenei, Ho, ecnu
Bbl XOTUTE U3MEHUTb UX KONMYECTBO, MUHMaNbHOE 3HadYeHne — 100.

Ba)kHo

MakcurmanbHas rny6urHa BIOXEHHOCTI Nanok 1 MakCumManbHOe KONMYeCTBO noslyyaTenel B MMCbMe MEHSIIOTCS
TONbKO BMecTe. Ecnn Bbl 3a4auTe HOBOE 3Ha4YeHMe A8 rny6rHbl BNIOXEHHOCTU, CUCTEMa He [aCT COXPaHUTb ero
6€e3 N3MEHEHMSI MaKCUMarbHOro Yncna nonyyvarenein. KonmyecTtso nony4vateneii B nMcbMe, yCTaHaBIBaeMoe
BPYYHYIO, HE MOXET 6bITb MeHbLue 100.

CpoK XpaHeHus 60MbLUNX aTTayel (B CeKyHAAaX) — CPOK XpaHEHNS 60SbLUNX BIIOXKEHWIA.

OrpaqueHme AO0CTYynNa K AgOMEeHaM

BblibepuTe HYXHbI LOMEH 1 HaXXMUTE Ha KHOMKY pefakTupoBaHus. [Nocne BkodeHns dnara OrpaHnynTb
AOCTYIN K AOMEHY NOoSBUTCS pa3fen ¢ 6onee getanbHbIMU HAaCTPOMKaMU.

OrpaHnYnTb JOCTYMN K JOMEHY — eC/N BKJIIOYEH TOMbKO 3TOT dpiar, B Nosie HuXe HyXHo 6yaeT Beectu P/
NOACETU, KOTOPbIM ByAeT pa3peLleH 4OCTYN K AOMeEHY. Takxe Bbl MOXeTe 4,06aBUTb KOMMEHTaPUK, ECIA 3TO
HeoB6Xo4MMO.
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HacTtponku

Cetn JlomeHHble uMeHa Xpauunuwa LWapavposanue u pennukaumua B HacTpoiiku koMnoHeHToB WHTerpauumn MepemeHHbIe OKpYXeHUA

AsTopusauus account.devi12.on-premise.ru af.dev12.on-premise.ru af.dev12st.on-premise.ru ampproxy.dev12st.on-premise.ru apf.dev12.on-premise.ru

AppecHas kHura apf.dev12st.on-premise.ru as.dev12.on-premise.ru auth.dev12.on-premise.ru biz.dev12.on-premise.ru blobcloud.e.dev12.on-premise.ru bmw.dev12.on-premise.ru
HacTtpoiiku naHenu c.dev12.on-premise.ru calendar.dev12.on-premise.ru calendartouch.dev12.on-premise.ru calendarx.dev12.on-premise.ru cloud.dev12.on-premise.ru
a[MUHUCTPUPOBAHNA

cld-uploader.cloud.dev12.on-premise.ru cloclo.cloud.dev12.on-premise.ru cloclo.dev12st.on-premise.ru cloclo-upload.cloud.dev12.on-premise.ru
HacTtpo#ku no4ts!
openapi.cloud.dev12.on-premise.ru pu.cloud.dev12.on-premise.ru sdc.cloud.dev12.on-premise.ru cloclo-stock.dev12st.on-premise.ru uploader.e.dev12.on-premise.ru

OrpaHuyerure gocTyna k

AOMeHam thumb.cloud.dev12.on-premise.ru cld-unzipper.dev12st.on-premise.ru corsapi.dev12st.on-premise.ru e.dev12.on-premise.ru filin.dev12.on-premise.ru

MonuTHKa MaMeHeHus img.dev12.on-premise.ru imgs.dev12.on-premise.ru 02.dev12.on-premise.ru portal.dev12.on-premise.ru proxy.dev12st.on-premise.ru docs.dev12st.on-premise.ru

naponeu non3osarenen hb.dev12st.on-premise.ru swa.dev12.on-premise.ru tmpatt.dev12st.on-premise.ru webdav.cloud.dev12.on-premise.ru

MovTosiit Tparcnopr [owmeH ansa Be6-uHTepdenica aBTopusaumm

Cuctema y4éTa geicTemii

@ OrpaHnuuTs AOCTYN K AOMEHY

nonb3osarenen
HTTP(S)-npokcu Pexwum 3anperta — 3anpeluats cneaytolum IP/noacetam
IP/Moacetv KommenTapuit
+ [obasutb 4
+ Hobaeuts

Pexxnm 3anpeTa — 3anpewatb cnegyowmm IP/nogcetam — ecnu BktoyeHbl 06a dnara (orpaHnyeHne
LOCTYMa 1 pexunm 3anpeTa), LOCTYN K JoMeHaM 6yaeT 3anpeLeH |IP/nogceTtam, BBEAEHHbIM B Nose.

He 3a6yabTe NOBTOPUTD LWarv Ha rmnepBrn3ope (HY>KHbIE LLAry y>Xe OTMEYEHbI XENTbIM). TakKe MOXHO HaxaTb
Ha KHornky Play B o6Lel cTpoke cocTosHuS. 19 3TOro nepengnTte K CNUCKY Waros, KIUKHYB MO IOroTuny B
JIEBOM BEPXHEM YTy Be6-nHTepdelca.

A BHumaHmne

[N DOMEHOB becca. x*% . xx%.%xx U bmw.*%% . x%% *x%x MO yMOSYaHMIO 3anpeLeH foctyn scem IP/nogcetam.
YT06bl L06aBUTL Kake-nn6o IP/nogceT B 6enblil CNMCOK, HEOBXOAMIMO BKIIOUYUTD Onumio OrpaHn4mnTb JOCTyn
K AOMEHY 1 fo6aBunTb B nose IP/nogceTun. Ecnm BknounTb o6a ¢nara, IP/nogceTu, koTopble 6bi11 BBELEHDI B
nose, NonagyT B YEPHbIA CMINCOK.

MaHenb agMUHUCTPNPOBaHUS

BHyTpu pasgena Hy>xHO BBeCcTu SPF-3anunch n DKIM-cenekTop noYToBOro gomMeHa. Tak ke eCTb BO3MOXHOCTb
NPON3BECTN HEKOTOPbIE HACTPOWKIN A9 aAMUHUCTPATVBHOW NaHenu ( biz.<no4yTtoBbin gomeH> ). YTOBbI HaYaTb
HaCTPOIIKY, HaXXMUTE KHOMKY peaakTnpoBaHns (4.
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HacTponku

Cetn [lomeHHble MeHa Xpanunuwa LapauposaHue u pennukauus b HacTponku koMnoHeHToB WHTerpauuun MepemMeHHble OKpYXeHUs

AsTopusaus HacTpoiiku naHenu aaMUHUCTPUPOBaHNS

AnpecHas kHura

AAMUHACTpaTUBHbIE AoMeHb! (B): admin.qdit —_
WHCTpyMeHTbI paspaboTku

+ [obasutb
HacTpoitkin nouTs!

OFDBHMHSHMS AO0CTyNna K AOMeHam
Hactpoiikn DKIM n SPF ans cepsepa

MaHenb aaMUHUCTPUPOBAHMS
CepsepHas SPF-sanuce @): Bynet ucnonb3oBaHo 3HaveHue no ymonyanuio: _spf.vkwm1.on-premise.ru
MonuTuka nameHeHus naponeit
e Tenen .
onesosarene DKIM-cenektop @®: mailru

MouyToBbIN TpaHCMOpT
Paccbinbmkm

HacTtpoiku nonb3osatenen, AOMEHOB NaHen agMUHUCTPUpOBaHus ()

CucTeMa paciuMpeHHbIX TPAHCMOPTHbIX

npasun KonuuecTso gHel nepep yaaneHnem nonb3aosarens: 5
Cuctema y4éta AencTBUN

- Pa3smep obnaka nonb3osatens no ymonuatuio (M6): 1024
nonk3osarenei
HTTP(S)-npokcu @ PaspewnTb NpeaBapuTenbHYIO HACTPOVKY CEOPLUMKOB ANs BCEro AoMeHa

He npoBepaTb akTyanbHOCTb BKMIOYEHHOTO yHKUMOHana (cuy)

O6wue nepemMeHHble OKpYXXeHUsA ANsA BCeX CepBUCOB NaHenn agMUHUCTPUPOBaHUA:

+ Hobasuts

ApMUNHUCTPATNBHbIE JOMEHbI — C NMOMOLLbIO KHOMKM [J06aBUTb MO OOHOMY BBEAMTE AOMEHbDI ([0 3Haka @),

KOTOPbIM HY>XHO BblAaTb MaKClMallbHbI€ MpaBa.

CepsepHas SPF-3anuncb — Beegute B none ums SPF-3anuncw B8 DNS Ballero gomeHa, Hanpumep:
my_spf_record.onprem.ru . o ymonyaHuio B SPF-3anunchb nLeTcsa no cnegyowemMmy UMeHn: _spf.<no4utossii

nomen> . [logpobHee Npo SPF-3anncb MOXHO NpoynTaTh B CTaTbe HacTporika SPF.
DKIM-cenekTop — B none Hy>HO go6asutb cenektop DKIM-nognucy noytoBoro fomMeHa.

KonunuecTtBo gHel nepepq ypaneHnem rnosb3oBaTenss — KONMYECTBO AHEN, Yepes KOTOPOE Nosb3oBaTe b
oeynet yganeH s [NoyTbl. VIsMeHeHne HaCTPOMKIN MO YMOMYaHWNIO akTyanbHO Npu OO4HOBPEMEHHOM
ncnonb3oBaHuuy Moutbl ¢ Active directory. Mo ymonyaHuio BbICTaBNEH CPOK 5 fiHeN, TO eCTb NoJib30BaTesb

oeynet yoanéH ns lNoutbl yepes 5 gHeln nocne ero yganenus ns AD.

Pasmep o6naka nosb3zoBaTens No ymonyanuio (M6) — npu HEOEXOANMOCTY OTrPaHNYbTE MaKCUMAaJIbHbIN

pasmep o6naka A KaXkaoro nosb3oBaTens.

PaspelwnTb NpepBapuTesibHYIO HaCTPOIKY C60PLLMKOB AJS BCEro foMeHa — BK/ounTe dnar, ecnm
HEeOB6X0ANMO OTO6PA3NTb OKHO HACTPOEK CHOPLUNKOB MCEM B agMUHUCTPATUBHON NaHeNN biz.<noyToBsli

JomeH>/domains/ .
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Cpepa  Meccenpxep [outa  Kanenpapb  ApgpecHas kiura — O6nako

a A,D,MI/IHl-laHenb vkwm1.on-premise.ru v

Monb3oBartenu o .
a Hactpoikun noutbl vkwml.on-premise.ru

¥ AnmuHucTpaTopbl

O6wwe Odbopmnenue Pa3mepbl Awmka CepBepa Mucbma kaneHpapa

Mouta v
Pexxum paboThbl
E) CocToAHue cepse... )
IMAP+SMTP ActiveSync @ OTkniounTs
Q& HacTpoiiku
® Mwurpauua
& pynnbl paccbinok
Obwue AwwmKu Mcnonb3oBaTthb WwWngpoBaHHoe coepgeHeHve (SSL)
OrpaHnyeHnsa Mcnonb3oBaThb B Ka4ecTBe JiormHa email BMecTo username

© 0 &

MHcTpykumA
@ daiinoBoe xpaHunuie »
B MecceHpxep >

Mcnonb3oBaThb WngpoBaHHoe coepgeHeHmne (SSL)

B ApnpecHas KHura
Wcnonb3oBaTth B KayecTse JlorvHa email BMECTO username

He npoBepsTb aKTyaslbHOCTb BKJIIOYEHHOIO PpyHKLUMOHana (puy) — npu BkIOYEHHOM drare yCTaHOBLLMK
6yneT nponyckaTb Wwar bizf — addBizFeatures.

06u.w|e nepemMeHHble OKPY>XXeHNa Ang BCexX CepBuUCOB NaHenn agMUHUCTpUpoBaHUAa — C MNOMOLLbIO
KHOMKW ﬂ,OGaBIIITb Bbl MOXeTe BBECTU IMA N 3HaYEeHNE NepeMEeHHbIX, KOTOPbIE MPUMEHATCA K POAM bizf,
biz-celery-worker-* u biz-celery-beat . Bam He Hy>XHO ByOeT Kaxplll pa3 OTHENbHO AN BCEX ponen
nponncbiBaTtb NepemMeHHblie, OCTaTO4YHO ,D,O6aBVITb nxB o6|.|.|,|/|e nepeMeHHbIe OKPYXEeHNS.

MonnTtnka nsmeHeHna naponei nonb3oBaTenen

BHumaHmne

Mpw nHTerpaumn ¢ Active Directory aTa Bkiiagka HeakTyanbHa. C BKTIIOYEHHOW NHTErpauyein nosib3oBatenu,
3aBefeHHble BHYTPU [1oUTbl, HE CMOTYT COBEPLUATb HUKaKX AENCTBUN.

,D,J'IFI N3MeHeHa HaCTpOEeK BO BKJTagKe KNMKHUTE MO KHOMKe pefakTnpoBaHA Df
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HacTtpowku

Cetn [lomeHHble uMeHa Xpanunuwa LWapavposanue u pennukauns b Hactpoiikv koMnoHeHToB WuTerpaumm MepemeHHble OKpyXeHus

AsTopuaaLus MonuTnka nameHeHna naponewn nonb3oBaTenen

AapecHas kHura @ Paspewnts nonb3osatensam MeHATb Naponu

. @D YcraHoBUTE MakcUManbHbI CPOK AGHCTBIUA Napons
HaCTpCMKVI nasenu

@AMUHUCTPUPOBAHIA MakcumansHbIi CPOK AeNCTBUA Napons (B cekyHaax) : 7776000
WHCTpymMeHTbl paspaboTku 3.00 mecaues
HacTpoiku nouts!

OrpaHu4eHne goctyna K

foMeHaM

MonuTuka nsmeHeHuA
napone nonb3osarene
[Mo4ToBbLIV TPAHCNOPT

MoHuTOpUHT

HTTP(S)-npokcun

PaspelnTb Nonb3oBaTeNAM MEHATb NapPOAN — BKIIIOYEHHbIV dar paspeLuaeT nob3oBaTesM MeHATb
naponv 41 CBOVIX MOYTOBbIX ALLMKOB.

YCTaHOBUTb MaKCUMasbHbIA CPOK A,eAICTBUSI NAaposl — NPV YCTaHOBNEHHOM driare MOXHO YCTaHOBUTb CPOK
pencTeusa napons. Cpok 3agaetcs B cekyHaax (mog nosiem ecTb Nofckaska O TOM, CKOJIbKO 3TO 6yAeT B 6onee
KPYMHbIX €QUHNLAX N3MEPEHMS).

MouToBbIV TPAaHCNOPT

B aTOii BKNaAKe Bbl MOXETE U3MEHUTb Hy>XHble BaM HaCTPOVIKM, Haxas Ha KHOMKY pedakTuposaHus (4.

HacTtpouiku
Cetn [loMeHHble uMeHa Xpanunuwa LWapauposanue u pennukaums B HacTpoiiku komnoHeHToB Wurerpaumm MepemeHHble OKpyXeHus
ABTopu3aums HaCTpOﬁKVI MOYTOBOrO TpaHcnopTa
AnpecHas kHura ) MNepemewarts nucbma 8 cnam no 3aronoeky ot Kaspersky Linux Mail Server )

Hactpoitku naHenu ) ) .
YcranaBnusatek 3aronosok Received B cooteetcTaue TpeGosanuam Kaspersky Linux Mail Server
aAMUHUCTPUPOBaHUA

MHCTpyMeHTbI paspaboTky @ He cHpaceisate ncema Ha MX-cepeepe npy nponemax AOCTaBki B MeANeHHyto ouepeab (D)

Hactpoiiku nouTe! @ 3anpetuts Ha MX-cepBepe NpuéM NUCeM AN HENPUNApKOBaHHLIX OMEHOB ()

OI’paHMHeHMe pocTtyna K

nomeHam @ 3anperuts Ha MX-cepBepe Npuém NUCeM OT NPUNAPKOBaHHBIX AOMEHOB @

MonuTika UameHeHWs Uckniouenmns @) -+ [Oobasutb
naponei nonb3osarenei

@ Nepea No4TOBOI CUCTEMON €CTL NOYTOBBI W03 (§)

MoHuTOpUHr ) ) )
MpomexyTouHslit MX-cepsep @): my-ingress-mail-gateway.domain.ru

HTTP(S)-npokcu
@ OrnpaensTe NCbMa BHYTPYN CUCTEMBI HEPe3 NOYTOBBIA W03 ()

Cn1CcoK NOYTOBLIX LUMIO30B ANS NUCEM BHYTPU ocTaBbTe NyCTbIM, €CN A0CTaTo4HO oTnpasky no MX-sanucu -+ [lo6asuTb
No4TOBOrO peweHus (3)
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BHumaHmne

Henb3sa ykasbiBaTb OAVHAKOBbIE PONN NorpaHnyHoro MX-wniosa, DLP 11 WwWiio30B aHTVBMPYCa A8 BHYTPEHHUX

nmncem.

MepemellaTtb NucbmMa B cnam no 3aronoBkKy oT Kaspersky Linux Mail Server — Bkntounte dnar, ecnm
Heobxoa Ma NpoBepka Ha 3aronoBok X-KLMS-Message-Action. Ecnu y nucbma NpUCyTCTBYET 3TOT 3arofIoBOK
1 ero 3HavyeHue oTInyaeTcs oT clean, OHO 6yaeT aBTOMaTYECK OTNPaBNATbCs B nanky Crnam.

YcTaHaBnAMBaTb 3arosioBok Received B cooTBeTcTBMeE Tpeb6oBaHuam Kaspersky Linux Mail Server — B
HekoTopbix crydasx Kaspersky Linux Mail Server He MOXeT onpenennTb NOCNEAHNI XON (PaCCTOHNE MeXay
GNKaLLMUA y31aMy B CETEBOM MPOTOKOSE) NepefaBaeMoro COO6LLLEHNS, N3-3a STOFO MOy T NOSABUTHCS
OLUMBKM C Banugaumen otTnpasntens n nposepkoin SPF. YTo6bl n36exaTb Nogo6HbIX CUTYaLNA, YyCTaHOBUTE
aTOT dnar.

He c6pacbiBaTb NcbMa Ha MX-cepBepe B MefgJieHHYI0 ouepeab Npu NpoériemMax AOCTaBKN — BK/OUMTE
dnar, ecnu Balla aHTUCMNaM/aHTUBUPYC CUCTEMA HE YMEET OnpeensTe CepBep OTNPaBKM NoYTbl. Tak Kak
MefJIeHHas MoYToBas oyepenpb B [oyTe peann3oBaHa OTAEbHbIM LLUIO30M, C BbIKOYEHHbBIM Giarom MoryT
NpouCxXoauTb c60M NPY NPOBEPKE NOANHHOCTY OTMNPaBUTENS.

3anpeTtuTtb Ha MX-cepBepe npuem nnucem Ans HenpunapkKoBaHHbIX JOMEHOB — 4YTO6bl 3anNpeTUTb NpuemM
nucem ons JOMEHOB C HENpPOBePEHHOW MX-3anmncbio, BKoUYnTe 3TOT dnar. [Mpn BKIIOYEHHOW OTMNPaBKe NCEM
BHYTPW CUCTEMbI YEPE3 MOYTOBDIN LUMIO3 3Ta ONLUS Takxke ByaeT BKIoYEHa aBTOMaTUYECKMU.

o NHpopmauns

YTO6bl OMEH CUUTaNCS NPUMNAPKOBaHHbIM, OH JO/MKEH 6biTb O6aBMEH B MaHe b agMUHNCTPAaTOPa
(biz.<nouToBhit pomen> ); MX-3anuch NpUnapkoBaHHOMO OMEHa AOMKHa 6biTb NpoBepeHa. Mepenunckoi
BHYTPU CUCTEMbI 6Y[EeT CUMTaTbCA OBMEH COOBLLEHNAMN MEXAY ABYMS NPUNapKOBaHHbIMU OMEHaMU.
YTo6bl OMEH CUMTaNCSH N3BECTHBIM, JOCTaTOYHO [06aBUTb €ro B MaHe b agMUHUCTPaTOPa.

3al1peTI/ITb Ha MX-cepBepe npnem nucem ot npunapKoBaHHbIX AOMEHOB — CMNOJIb3yeTCd N4 3aiTbl OT
nognenkn 3sioymMblilUNeHHNKamMmn nncem JToKasbHbIX nonb3oBaTenein. 3To HEMOMHOLLEHHas 3allTa OT NOALAENKMN
oTnpasuTend, NO3TOMY pekomMeHOyeTCHd yCTaHOBKa NOJSIHOLLEHHOI aHTNCNaM-CUCTEMDbI.

Mepep NouTOBOI CMCTEMOW €CTb MOYTOBbIN W03 — eCcnv nepep, noytoBol cuctemoin VK WorkSpace 6ynet
YCTaHOBJEH KaKON-NM6G0 MNOYTOBbIN LLUMIO3, BKOUMTE STOT dnar. B none Hy>Ho 6yaeT BBECTU agpec
npomexyTo4yHoro MxX.

OTnpaBnaTh NMCbMa BHYTPW CUCTEMbI Yepe3 MOYTOBbIN LJI03 — eC// B Ballel HQPACTPYKTYype eCcTb
cuctema DLP nnu cuctema aHTUBMPYCHOI MPOBEPKM 1 Bbl XOTUTE OTMNPABASATb BCIO UCXOASALLYIO NEepEnncKky
yepes HuX, BKounTe 3Ty onuuto. NMncbmMo OT BHYTPEHHEro oTnpaBnTens bynet nepeHanpaensatbes B DLP/
aHTUBUPYC 41 MPOBEPKY, a 3aTEM BO3BpaLLaTbCs B [1oyTy ona gocTtasku oTnpasutento. DLP/aHTuBmpyc npw
3TOM AO0MKHbI paboTaTb B pexnume SMTP relay. Ecnu onuuys BbiknioyeHa, MMCbMa BHYTPW CUCTEMbI
OOCTaBNSAIOTCS Cpa3y B MOYTOBbIV ALK NOAyYaTens.

OTnpaBnsaTb NMCbMa 3a NPeAesibl CUCTEMbI Yepe3 NOUTOBbIN LUO3 — EC/N B Ballei UHPPaACTPYKTYpe eCTb

cuctema DLP nnn cuctema aHTI/IBVIpyCHOIZ NPOOBEPKW 1 Bbl XOTUTE OTMNPaB/IATb BCIO NCXOAALLYIO NMeperncky Ko
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BHELLHNM OTNPaBUTENSM Yepes HUX, BKIOYNUTE 3Ty onuuio. NCbMO OT BHYTPEHHErNo OTnpaBuTens éyaeT
nepeHanpaensaTbca B DLP/aHTUBMPYC 015 NPOBEPKM, a 3aTEM OTNPaBASATbCSH BO BHELLHWI KOHTYP 415
pocTtaBky otnpasutento. DLP/aHTuBMpyC npn aToM 40MKHbI paboTaTb B pexume SMTP relay. Ecnv onuusa
BbIK/IIOYEHA, MNCbMa BHYTPW CUCTEMbI JOCTaB/AOTCS CPa3y B MOYTOBbIV ALK NOsyyaTens.

4 BHumaHune

Cuncrtema paclumpeHHbIX TPaHCNOPTHbIX NPaBuA Npu UHTerpaumn ¢ BHewHumy DLP cuctemamun moxeT
NPUBECTU K By6ANPOBaHNIO NCXOAALLErO NOYTOBOro Tpaduka 1 4pyrumM HenpeaBuaeHHbIM abdekTam.

Huxxe npepncTaBneHa cxema gBvkeHus Tpadpuka NoyTol npu nHTerpauumn ¢ cuctemon DLP:

BHeluHAA ceTb BHyTpeHHAA ceTb
i a 5 a
O o
() (e

COTPYAHUK KOMMaHWM COTpYAHUK KOMMaHWUN

External MXS < VK WorkSpace

SMTP J L SMTP
{ |

g DLP/KSMG pns BHelLHero DLP/KSMG pns BHYTpEHHEro
n M
BHELLIHMA NONb30BATENE Tpaduka MoyThbl Tpaduka MNouTbl
o J e e J

YepHbI — BHY TPeHHWUI TpaduK NoyTbl
CuHWN — BHeLwWHWIA TpaduK MNoyTbl
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@ OTnpasnATL NVCbMa 3a NPEAENbI CUCTEMbI Yepes NOUTOBbIN W03 @)

CrMCOK MOYTOBbIX LUAIO30B /17181 OTNPaBKI NMCEM 3a NPefesibl TOYTOBOro no6asbTe X0TA Obl 0AUH cepsep 4 [o6asnTb
peweHns &)

KaCTOMHbIe MapLpyTbl 15 IOMEHOB (7) Moutosble foMeHb! Appeca LWno30B

<+ Oo6aenTb

Cnncok cepBepoB, MeEIOLLIX NPaBO OTNPaBNATb NoUTy 6e3 100.70.176.36 -

aBTopusauvm ()
+ [Oo6aenTb

Cnncok cepsepoB, UMEIOLLVX NPaBO OTMPAaBAATHL NOUTy 6e3 + [Oo6asuTb
aBTOPU3aLM 1115 ONPEIENEHHbIX NOYTOBbIX AOMEHOB (F)

OTNpasnAaTb CKPbITbIE KOMMM COOGLIEHNT (7)
@ O sHewHx oTNpasuTEnei
@ Mexay BHYTPEHHIMI NONb30BaTENAMM
OT BHYTPEHHIX OTNpaBUTENEl BHELHUIA NonyyaTensim

OTNpaBnsTb KON cooBLLEeHNIA Ha email: admin@domain.ru

CnnCOK MOUTOBbIX WINIO30B [181 KOMUiA Nucem (7) OCTaBbTe NyCTbIM, €CI AOCTATOYHO OTNPaBku No MX-3anucn -+ [o6asutb

KaHoHnyeckue (PTR) uMeHa runepsnsopos ()

vkwm2-f-2:

KacTomHble MapLUpyTbl A1 BLOMEHOB — Bbl MOXETE NepeHanpaBuTb JOMEHbI Ha 3aJaHHbIe LLIO3bl BMECTO
CTaHOaPTHbIX. Bbl MOXeTe BHeCTu B pa3gen «[1oyToBble LOMEHbI» HECKOMNbKO IOMEHOB 1 3afaTb A5 HUX
HECKOJ/bKO afpecoB LWo30B. Ecnu Hy>HO J06aBNTb MO OAHOMY LUSMIO3Y A5 KaXA0ro AOMEHa, UCMOonb3ynTe
KHOMKy JLo6aBnTb.

Cnuncok cepBepoOB, MMEIOLLMX NPaBO OTMNPAaBAATb NOUTY 63 aBTOpM3aummn — go6aBbTe Cnncok IP-agpecos
CEpPBEPOB, NoYTa C KOTOPbIX ByAeT NPUHMMaTbCS 6e3 aBTopu3auunn. B cnncok Hy>XXHO o6a3aTernbHO 406aBUTb
afpeca L30B8, C KOTOPbIX NOYTa AO/KHa BO3BPaLLaTbCs B cepBuc NoyTa. B 3TOT e CnMcok MOXHO BHECTU
CepBepbl PacCbhIKY NOYTbI U B COOTBETCTBUU C X Ha3HadYeHrem MOY, oTCKaHNPOBaHHbIe AOKYMEHTbI C
KOTOpPbIX ByAyT OTNPaBnATbCs 6€3 aBTopusauun. Novta, oTnpasneHHas B [Nouty VK WorkSpace 6e3
aBTOpU3aLUW, ByaeT npuHUMaTbcs Ha nopTy 1025.

Cnucok cepBepoB, MMeLWNX NpaBo OTNPaBNATb NOYTY 6e3 aBTOpUM3aun gnga onpepesieHHbIX NOYTOBbIX
AOMEHOB — eCJ/1M Bbl NJ1aHNpyeTe NCNOoJ/1b30BaTb HECKOJIbKO NMOYTOBbLIX 4OMEHOB, €CTb BO3MOXHOCTb [o6aBUTb
014 KaXXgoro goMeHa Csou fOBEpPEHHbIe IP. Mncbma c YKa3aHHbIX OMEHOB O0J1XHbl OTMPaBIATbCA Ha NOPT
1025.

OTnpaBnaTb CKpPbITbie KONuu coobeHuin — B noytosoi cucteme VK WorkSpace peannsosaHa
BO3MOXHOCTb OTMNPaBKW CKPbITbIX KOMMIA COOBLLEHNI Ha CNeLalbHbIi SLMK: OT BHELUHNX OTNpaBuTenen,
COOBLLEHNI MEXAY BHYTPEHHUMY NOSIb30BaTENAMU N OT BHYTPEHHVX MNOSIb30BaTeNel BHELWHNM. B Takom
cnyyae NpoBepka BHYTPEHHNX NMMCEM He ByAeT 6/TOKMPOBaTb MOTOKW NMOYTbI.

KaHoHunuyeckune (PTR) uMeHa runepBU3opoOB — yKaxunTe HasBaHue xocTa B PTR-3anncu. PTR-3anncb
nossonseT onpefenntb no IP nmsa xocTa, € KOTOPOro NpmMxoguT noyta. Ecnv npu nposepke nvis xocta 6yaeT
OTNNYaTbCS, MNCbMO He ByAET AOCTaBNEeHO N nonageT B nanky Cnam.
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PaccbinbLuymnkin

B pasgene HacTpaunBaloTCcs CNy>XebHble MOYTOBbIE PACChIIKN A9 BHYTPEHHWX Nosib3oBaTenein. Ytobbl nepentin
K HACTpOVKaM, HaXXMUTE Ha KHOMKY peaakTupoBaHns. ECTb BO3MOXHOCTb co3gaTb paccbinku gns VK WorkDisk,

aoMVHNCTPATUBHON NaHeNn N yBegOMEHWIN 06 OT3blBE NUCbMa.

HacTponku

Cetn [omeHHble nmeHa Xpanunuwa Wapavposanue 1 pennukaums b HacTtpoiiku koMnoHeHToB Wuterpauum MepemeHHble OKpyXXeHus

AsTopusauus VK WorkDisk OtabiB nucbma VK WorkMail
AnpecHas KHura MaHenb aAMUHUCTPUpPOBaHUA

HacTtpoiku noyTbl

Email otnpasutens: admin@admin.qdit
OrpaHMueHme pocrtyna K
fomeHam Wms otnpasutens: Bynet ucnonb3oBaHoO 3HaYeHue Nno yMmon4aHuw: vkwma2
Manens
AAMUHUCTPUPOBAHUS Anpec cepBepa NepechInku: relay.qdit
Monutuka nsmeHeHna MopT cepsepa nepecsInku: 25

naponew nons3osarenein

MoyToBbLIN TpaHcnopT

PaccbinbLymkm

Cucrema yyéta
AencTeumn
none3oeareneun

HTTP(S)-npokcu

1. BBegute email n ums oTnpasutens.
2. BBeouTe agpec v nopT cepBepa PacCblIKu.
3. CoxpaHuTE N3MEHEHNS.

4. MepengnTte K CMICKY POJien 1 3anyCTUTe aBTOMATUYECKYIO YCTAaHOBKY, YTOBbI MPUMEHUTb HACTPOWKN.

Cuctema pacLUMPEHHbIX TPAHCMOPTHbIX NpPaBu

# BHumaHne

CucTeMa pacLUMpPeHHbIX TPAHCMOPTHBIX MPaBUSI NPW MHTErpauuy ¢ BHELHMY DLP cucteMamui MOXET NpuBecTr
K AYBIMPOBAHNIO CXOAALLEro NOYTOBOro Tpadvika U ApYriM HenpeaBuaeHHbIM addekTaMm.

1. HaxxmuTe Ha 1 nepengnte B pasgen NMpoaykThbl.

2. MNepengunte Ha Bknagky MouTa.

3. BkntounTe ¢pnar Cuctema paclumpeHHbIX TPAHCMOPTHbIX NpaBun.
4. Tepengnte K CANCKY POnen 1 3anycTnTe aBTOMaTUYECKYIO YCTaBKy.

5. Korga Hy>XHble ponu creHepupyloTcs, nepenguTte B pasgen KomnoHeHTbl — Cuctema paclumnpeHHbIX

TPAHCNOPTHbIX NPaBUA 1 BKNIOYNTE HYXHble qmarm.
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Cetn [lomeHHble uMeHa

AsTopusauua

AppecHas Knvra
WHcTpymeHThl paspaboTku
HacTpoiku noytsl

OrpaHuieHue goctyna K
fomeHam

Manxens

aAMUHUCTPUPOBaHNA

MonuTtuka nameHeHus
naponeu nonb3osarenein

MouToBbLIN TpaHCNOpT
PaccbinbLymkm

Cucrema paclumpeHHbIx

TPaHCNOPTHbIX Npasun

Cuctema y4éra aeicTeuin
nons3osarenen

HTTP(S)-npokcu

Hactpowku

Xpanunuwa LLlapavpoBaHue 1 pennukaums B Hacrpoitkv KoMnoHeHTOB Wuterpaumn MepemMeHHbIe OKpyXeHUs

HacTtponka cucrtemMbl paclumpeHHbIX TpaHCNOPTHbLIX NpaBus

@ OunsTpoBaTh NOYTOBLI TPAUK OT BHELHUX OTNpaBuTenei
@ OunsTpoBaTh BHYTPEHHMIA NOYTOBLIN Tpaduk

@ OdunbTpoBaTh NOYTOBLIN TPAdMK OT BHYTPEHHUX NOMNb3oBaTenei BHeLHUM nonyyarensm

[anbHerwas HaCTpoWKa TPaHCMOPTHbIX MPaBu MPON3BOUTCS B agMUHUCTPATVBHON MaHEN No 3aBePLUEHUN

YCTaHOBKM.

Cuncrtema yyeTta AencTBnin nosib3oBaTenen

YT1O06bI N3MEHUTD BpeMd XpaHeHnd Noros, KNMKHNTE No KHOMKE pefakTrpoBaHWA.

aAMUHUCTPUPOBaHUS
WHcTpymeHThl paspaboTku
Hactpoiku no4Ts!

OrpaHuyenne goctyna k
AomeHam

MonuTuka nameHeHns
naponew nonb3osarenei

MoyToBbLIA TPAHCNOPT
Cuctema yuyéta fencTesumn
nonb3osarenen
MoHUTOPUHT

HTTP(S)-npokcun

HacTpownku
Cetn [omeHHble UMeHa Xpauunuwa LWapavposanue u pennukauua b HacTtpoitku KoMnoHeHToB WHTerpaumm MepemeHHble OKpYXeHUs
AsTopusauus HacTtponku cnctembl y4éTa 4eNCcTBUM Nofb3oBaTenen
AppecHas kuura
Bpemsa xpaHeHus cobbITui No nonbaosatensam (B 0
Hacrpoiku naHenu cekyHaax):

XpaHuTL BeckoHeuHo

@ BkniounTs cratuctuky no IP

Bpems xpaHeHus cobbiTuit no IP (B cekyHaax): 7776000

3.00 mecsiues

BpeMs xpaHeHns Co6bITUIA MO Nosib30BaTeNAM (B CEKYHA,aX) — Bbl MOXETE YCTAaHOBUTb BPEMS XPaHEHVS
noros. MNpu ycTaHOBIEHHOM 3HaYeHU O CPOK XPaHEHNS NIOrOB He 6YAET OrpaHnyeH.
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Bknountb CTaTUCTUKY No IP— npwv BKINOYEHHOM qmare noABUTCA OKHO OJ19 NSMEHEHNA CPOKa XpaHeHA

noros no IP.

MoHUTOPUHr

HacTpolku MOHUTOPWHra akTyasbHbl A1 C/ly4aeB, KOrga HeO6XoANMO NePEKNIOUYNTLCS C BHYTPEHHENO
MOHUTOPWHra MNMoyTbl Ha BHELLHME cuCTEMbl MOHUTOPUHra (Graphite/Prometheus).

YTo6bl BKOUYNTD BHELLHIO CUCTEMY MOHUTOPWHIA:

1. Haxxmnte Ha 1 nepengnte B pasgen NMpoaykThbl.
2. MNepengnte Ha BKnagky AGMUHUCTPUpOBaHUe.

3. BkniounTe dnar Cnucrema cé6opa n otnpaBkn MeTpuK. [Npu atom dpnar Cuctema MOHUTOPUHra 6ynet

aABTOMaTN4YeCKW OTKJIIOYEH.

ALMUHUCTPaTUBHasA NaHenb v6.5.1 (@)
1 BUpTyanbHas MalwvHa Ha noéom runepsusope, 16 GB RAM, 8 vCPU, 100 GB SSD

CucTema rpynnoBbiX NOSUTUK | Beta
WNHTerpauns c VK Teams
BcTpoeHHoe xpaHunuLe o6pa3oB KOHTENHEPOB

Cucrema MOHUTOPWHra

Grafana, xpaHunue metpuk Graphite, xpaHnnuie metpuk Prometheus

Cucrema c6opa 1 OTNpaBku METPUK [ @)

CéopLuvkn 1 TpaHcnaTopbl Graphite n Prometheus-meTtpunk

/" MpumeyaHune

[aHHble, co3paHHble [0 NepeKsIioYeHNs Ha BHELIHNA MOHUTOPWHT, MPOLOMKAT 3aHMaTb MECTO Ha Aucke.
HoBble faHHble 6yayT HaNpPaBAATbLCA BO BHELLHIOIO CUCTEMY MOHUTOPVIHTA.

4. CoxpaHunTe N3MEHEHNS U BEPHUTECH K CMIUCKY PONEN.

5. BHUM3Y CTpaHuLLbl HAXXMUTE Ha KHOMKy CreHepunpoBaTb aBTOMAaTNUYECKU, YTO6bl YCTaHOBLLK

chopMUpPOoBas HOBbIE POSIN.
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A BHumaHune

He Hy>HO 3anyckaTb aBTOMaTVYECKYIO YCTAaHOBKY Cpasy Nocne reHepauun KoHTeliHepoB. CHavana
HeOoB6X0AMMO YAaNNTb HeakTyaslbHble Ponu. ECnn 3anyCTuTb YCTAaHOBKY Cpa3y, BO3HVKHYT CETEBble

npo6nemsl.

6. YTObbI npeaoTBpPaTTb BOSMOXHbIE npo6ne|v|b|, nepe|7|p,|/|Te B KOHCOJ1b 1 nepe3anyCctnte yCTaHOBLLUK C

MOMOLLbIO KOMaHObI:

sudo systemctl restart deployer

7. NMocne nepesanycka B CANCKE poJiell 0TOBPasAaTCs POn, KOTOPbIE HYXXHO yaanuTb. ECnn B uHTepdence He

NOACBETUIVCH POV L5 yAANeHVs, Nepesarpy3nte CTpaHuLy.

calendarpg1 (172.20.4.166) ® 2]
fstatdb1 (172.20.4.142) ® (] ]
graphite1 (100.70.81.216) (IS nm
gravedb1 (172.20.4.143) € 0o
mcrouter1 (172.20.4.174) ® (1]
mirage1 (172.20.4.134) ® (5]
rpopdb1 (172.20.4.144) CTEDE) © 00
seconddb1 (172.20.4.140) ® (5] 1]
swadb1 (172.20.4.136) ® oo
umi1 (172.20.4.138) ® eo
victoria-metrics1 (100.70.81.216) nm
graphite-cloud1 (172.20.4.160) ® )
graphite-mail1 (172.20.4.149) (TS © 0

8. YoaneHune MoOXeT 3aHATb HEKOTOPOE BpeEMA. Korga Bce HeaKTyallbHbl€ POJIN 6y,D,yT yOaneHobl, 3anyctuTte

aBTOMaTUN4YECKYIO YCTaHOBKY.

9. Nanee nepengute B pasgen Hactpomkmn KomnoHeHToB — MOHUTOPUHT. Beennte Heobxoaum
ON§ CUCTEMbI MOHUTOPWHIa, KOTOPYIO Bbl UCMOSb3yeTe.

ble JaHHble
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HacTtponku

Cetn [oMeHHble MeHa Xpanunuwa LWlapavpoBaHue 1 pennukaums B HacTtpowiku koMnoHeHToB WHTerpauvmn [NepemeHHble OKpYXeHUs
Hactpoin onwropurra ([ D
AnpecHas KHura @ BHewnuit cepsep Graphite

HacTpo#iku nakanu IP-agpec unu gomeH Graphite-cepsepa:

aAMUHUCTPUPOBaHUA
WHCTpyMeHTbI paspaboTku Mopt Graphite-cepsepa: 0
HacTpoyku nouth!

MpoTOKON NOAKNKYEHUA: tcp/udp

OrpaHuyeHue focTyna K
fomeHam

@ BHewnuit cepeep Prometheus
MonuTika UsMeHeHNs

napornei nons3osareneu IP-anpec unu iomeH Prometheus-cepsepa:

MoyToBbIN TPaHcnopT
Mopt Prometheus-cepsepa: 0

Cuctema y4éta aevcTBuit
nons3osareneun

_ Ha6op rotoeblx gaw6opaos ans Grafana
MoHUTOpPUHr

HTTP(S)-npokcu

10. CoxpaHuTe N3MEHEHNS.

Mo ccbinke Ha6op rotoBbix gawéopaos s Grafana Bbl MoXeTe ckadaTb gawbopabl B popmate JSON gns
po6asneHunsa nx B Grafana.

HacTtpounkun HTTP(S)-npokcn

Ecnun Bbl ncnonb3yeTe Npokcu-cepsep npu nogxioveHnn knneHTos K cucteme VK WorkSpace, BknounTe dnar
Mepep, VK WorkSpace ecTb npokcu-cepBep, YTo6bl KOHTENHEP, OTBevatow i 3a HT TPS-coegyiHeHne, mor
NPrHMMaTb TPaduK 6e3 WirdpoBaHS.

HacTtpowkun

Cetn [omeHHble uMeHa Xpanunuwa LLlapavpoBaHue 1 pennukauua B HacTpoiku koMnoHeHTOB WHTerpaumu MepemeHHble OKpYXeHus

AsTopu3aLus Hactponkn HTTP(S)-npokcu

AnpecHas KHura @ nNepen VK WorkSpace ecTts npokcu-cepsep ®

Hactpowku nasenu

AAMMHMCTPUPOBAHIA Cnmcok IP npokcu-cepeepos (B 10.70.80.1 -

MHCTpyMeHTbI pa3paboTku

<+ [obasutb

HacTpowiku noyts!

OrpaHuyeHure goctyna K
nomeHam HTTP-3aronoBok Nnpokcv ¢ opurMHansHeiM IP knueHTa X-Real-IP

®:

MonuTuka nameHeHus
naporneu nonb3oBarenen
Mo4ToBbLIV TpaHcnopT
HTTP-3aronoBok NpoKCH € OpUrMHanbHBIM MPOTOKOSIOM X-Forwarded-Proto
Cuctema yyéta AencTeuni NOAKMIOYEHNA KneHTa (D):

nonb3osarenen

MoHUTOPUHT

HTTP(S)-npokcu
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Cnucok IP npokcun-cepBepoB — BBeguMTe B nosie cnucok IP-agpecos, ¢ koTtopbix [MoyTa 6ygeT npuH1MaTh
3arofioBKM € OpUrnHanbHbIMK IP KNneHTa 1 opurnHasnbHbIM NPOTOKOIOM NOAKMIOYEHNS.

HTTP-3aronoBoK NpoKcu ¢ opurnHasbHbiM IP KnneHTa — o6aBbTe B NOSE 3arofNoBOK NPOKCH, KOTOPbIN
nepepaeT peanbHbi IP-agpec KneHTa, Havye cepBuc byaeT paboTaTb HEKOPPEKTHO.

HTTP-3aronoBoK NPOKCcK ¢ OpUruHasabHbIM MPOTOKOIOM MOAKJIIOYEHUNS KINEHTa — A1 KOPPEKTHON
paboTbl MOYTOBbIX CEPBVCOB BBEAUTE 3arofIOBOK OPUrMHaIbHOrO NPOTOKOMNa NOAKITIOYEHNS.

LWar11. MIHTerpauyun

B 6noke 6ynyT OTOBpaXaTbCs HTErpaL i, KOTOPbIE Bbl BKIIIOUMIN Ha 3Tane Bbi6opa NPOLAYKTOB U OMLUN
(HaCTPOIKN HTErPaLLMIA MOTYT TakXXe HaXOAUTbCS B BEPXHEM MEHIO).

HacTtporika nHterpauun Meccengyep n BKC n [No4Tbl — € NOMOLLbIO AOKYMEHTa Bbl CMOXETE HaCTPOWUTb
nHTerpaumio mexagy Meccenpxep n BKC v MNoyTown.

Murpauuns kaneHgapen no npotokony EWS — goKyMeHT No HacTporke Murpauumn cobbitum ns MS Exchange B
cepswuc NoyTa.

ViHTerpauus ¢ Keycloak gng SSO-aBTopusaun — B AOKYMEHTE COOEPXNTCH NHCTPYKLNSA NO HAaCTPOWKE
vHTerpauum ¢ cepsucom SSO-aBTopU3aL .

AyouT OelcTBUN nonb3oBaTenel — B 4OKYMEHTE onncaHbl NpeayCMoTpeHHble B [1oyTe cucTemMbl ayguTta
OencTBUi nonb3osaTens 1 nx otnnymsa. OnmcaHo, Kak BKIIOUYNTb C60p CTaTUCTVKIK Mo IP 1 HacTpouTb oTnpaBKy
COBbITUNM BO BHELLHWE XPaHWNLLA.

HacTtpouTb oy6nnpoBaHne OeNCTBUA NOAb30BaTeNEN BO BHELLHNE XPaHUVLLA

Kak yctaHoBuTb [Jocky VK WorkSpace
CéopLKK NMOYTDI

BHUMaHune
Ecnun nnaHupyeTtcsa ogHoBpemeHHasa Murpauysa 6onee 100 NoYTOBbIX ALLMKOB, TO BbIAENNTE OTAENbHbIE CEPBEPDI

ansa céopLumkoB. MuyHMMasbHble Tpe6oBaHNS K cepBepam 13 pacyeTa He 6onee yem Ha 2000 3anyLeHHbIX
ceopumkos: 8 vVCPU n 32 GB RAM. lNocne murpaumm pecypcbl CEPBEPOB OCBOGOAATCS.

B pasgene ecTb BO3BMOXHOCTb 406aB/Tb MOYTOBbIE CEPBEPDI A1 CUHXPOHM3ALMW/MUTPaLL, a TakXe CrNCOoK
nanok, KOTopble He BYAYT Y4aCTBOBaTb B CUHXPOHU3ALMN.
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Hactponku

Cemn [lomeHHble umeHa Xpanunuwa Llapavposanue u pennukauvs B HacTtpoiiku KOMNOHeHTOB Wuterpauun MepemeHHble OKpyXeHus

Wnerpaums ¢ WOPI- HacTponku cbopLymka noyThbl

peaakTopom

TNueHsus pepaktopa P7- . . .
o Benblit cnncok yaanéxHsix cepeepos: () exch.on-premise.ru —
mc

127.0.0.1 —
C6opLUMK NOYThI

+ [Ho6aeutb
WnTerpauma ¢ apyrumm

uHcTannauuamu VK

WorkMail

[y6nupoBaHue aencTaunin

BHUMAHME! Ha3saHus nanok perucTpo3aBucumbl, T.e. «epHOBUK» 1 «4EPHOBUK» CYUTAIOTCA pasHbIMU Nankamv B pamkax npotokona IMAP.

CNMUCOK NANOK, UCKIMKOYEHHBIX N3 CUHXPOHU3aLMAN: BBeauTe Yepes 3ansTyio CNUCOK NaNokK, KOTopble He ByAayT CUHXPOHU3NpOoBaTLCS No npotokosny IMAP.

nonb3oearenen BO
BHELUHWe XpaHunuiia

Benbiii cnrcok yaanéHHbIX CepBepoB — Mo YMOMYaHMIO B MOMSX YKa3aHbl BHYTPeHHMe IP-agpeca. Ecnu Bbl
nnaHnpyeTe MUrpaumio nNoYTbl C APYriX NOYTOBbIX CEPBEPOB, fob6aBbTe 1X IP-agpeca nnm nveHa B 6enblin
cnucok — Noyta 6ypeT onpenensitb aTu IP/XocTbl kKak ny6nnyHbie. MNpu Murpawmm n3 cuctem ¢ 6enoim 1P/
AOMEHOM Mnosie MOXHO OCTaBUTb NYCTbIM. [Mpur HaCTPOKe MUTrpaLn B agMUHNCTPATBHOW MaHEN BamM HY>XHO

6yneT BBecTu IP/X0CT, C KOToporo 6yaeT NPo3BOANTLCA MUTPALS.

Cnuncok nanok, NCKJIOYEHHbIX 13 CUHXPOHM3aUnN — eCsin y BaC eCTb Nnanku, KoTopble He OO0JI>KHbl
y4aCTBOBaTb B CUHXPOHW3aLNB COOTBETCTBUN C X Ha3HadYeHneM «4epHOBUKN» N «YOaneHHble», BBEAUTE NX
Ha3BaHUA Yepes 3andTyio B CTPOromMm CoOoTBeTCTBMN C OPpUTrMHasibHbIM Ha3BaHNAM 3 BaLLEWN CUCTEMDI

(HasBaHMsa NanoK PerncTpPoO3aBNCKIMbI).

WNHTerpauunsa ¢ gpyrumm nHctannaumamm MouTbl

0 NHpopmauusa

DYHKLMOHabHOCTb yCTapena 1 ByAeT B CKOPOM BPEMEHN yaaleHa.

B pasgenie Bbl MOXeTe HaCTPOUTb NHTerpaunn ¢ HeCKONbKNMW NHCTannaumnamm [MoyTbl VI/VIJ'II/I Murpaunn c

Exchange n gpyrnx no4YToBbiX CEPBEPOB.

YT1O6bI nepe|7|T|/| K HaCTpOMKaM, HaXXMUTEe Ha KHOMKY penakTnpoBaHUA. [NosBUTCH BO3MOXHOCTb U3MEHWUTb

3HaYyeHns nonen.

HacTtpouiku
Cetn [lomeHHble umeHa Xpauunuwa LLlapavposanue u pennukauus b Hactpoiiku KomnoHeHToB Wuterpaumm MepemeHHble OKpYyXeHna
Wnrerpaums ¢ WOPI- HacTtpouku nHterpauuu ¢ gpyrumm nHctannaumsamm VK WorkMail
penakTopom
JnueHsusa pegaktopa )
Cnucok agpecos mawuH ¢ B[] namespase sharing: 100.70.81.154 -
P7-Ocuc
06aBnTbL
CHopLUMK NOYTBI +A
WnTerpauma ¢ apyrumu MepeHanpaBnaTb NUCbMa HEU3BECTHBIX 127.0.0.1

wHcTannsauusMu VK nonyuyatenes Ha cepeep:
WorkMail Deprecated

[ly6nupoeaHue

OencTBUr
nonb3oearenei BO
BHELUHWe XpaHunuwia
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Cnucok agpecoB MawuvH ¢ B[] namespase sharing — c nomoLpio kHornku [lo6aBuTb BHecuTe IP-agpeca
MaLUVH C UHCTannauusmm MNoutbl. [Mpur HECKOMbKMX MHCTaNNAaUMsSX BBeguTe BCe agpeca MallnH, O6begHEHHbIX

B B[] namespase sharing.

Kaxxgast N3 MHCTannsauum NoayYnT Penminky KaTasnoros nonb3osatenei ¢ IP, ykasaHHbix B none. [Npu oTnpaske

nruCbMa CUCTEMa ByLET 3HaTb, Ha Kakow NMOYTOBbI CEPBEP ero HanpaBUTb.

Mo ymonyaHmto B none ykasaH siokasnbHblia IP. ECnuv Bbl NOKa YTO He MiaHnpyeTe paboTy C HECKONbKNMM

NHCTannaunamMmm, oCtaBbTe 3Ha4YeHNEe No YMOJTHaHWIO.

BHUMaHune

Ecnu B nHTerpaumm y4acTByloT KnacTepHble nHCTannsauumy MNMoyTsl, B none Hy>KHO BBeCTu IP-agpeca KOHTEHepoB

tnt-fedmani.

Takxe noTpedyeTca HaCTPOiKa NepPeMEHHbIX OKPYXXEHUS, ONMCaHHasA B CrieayloLem Lware.

I'IepeHanpaanlTb nncbMa Hem3BeCTHbIX nonyaneneﬁ Ha cepBep — eCJin Bbl 6yp,eTe npoBoOONTb MUTpPaLno
C opyrnx no4vToBbIX CepBepOB, BBEANTE €ro IP-ap,pec B none.B clnydadx, Korga nnMcbmMo OTnpaB/idA€TCA B agpecC
nonb3oBaTenen, KOTOpPbIe ele He MurpmnpoBanii B |_|OL-ITy, cncrtemMma 6yp,eT aBTOMaTU4YEeCKW NnepeHanpaB/idTb X

Ha yKa3aHHbI IP-agpec. lNepeHanpaBneHne 6yaeT paboTaTb TOSbKO A9 NPUNapPKOBaHHbIX JOMEHOB.

/' TMNpumeuanne

[anbHeiwas HacTpoiika murpaunmn ¢ Exchange nnu gpyriix nOY4TOBbIX CepPBEPOB MPOV3BOAMNTCS B
agmuHucTpaTusHon naHenn Moutbl VK WorkSpace no 3aBepLueHnin yCTaHOBKM.

I'Ipo,u,y6n|/|py|7|Te 3Ha4YeHne rno yMmosiHaHnio 3 NoJid Bbille, eCn nepeHarpasjieHne nmcem B OAHHbBII MOMEHT He

TpebyeTtcs.

CoxpaHuTe N3MeHeHNs 1 nepenguTe K CneayioLlLeMy Lary, Haxas Ha KHonky Janee.

HacTponkun cucremol Bl-aHanntukmn

YT06bI NOMYYNTb BO3MOXHOCTb MPOCMaTpPUBaTh CTaTUCTUKY ncnonb3oBaHusa VK WorkDisk B
agMVHNCTPATUBHOW NaHenu ( biz.<nouyToBbin foMeH> ), B CMIMCKE MNPOAYKTOB HEOBXOOVMO BKIIOUNTD OMNUMIO
Cucrema Bl-aHanutukum n Kafka BHyTpu MHCTanaumm v HaxaTb Ha KHOMKY COXpPaHUTb.

/" MpumeuyaHue

Ecnu Bbl cnonbayeTe BHelwHUi cepsep Kafka, BTopyto onumio BKOYaTb HE HYXHO, HO MOTpe6yeTcs BHECTU
[aHHble onsa nogknoveHns. MNpu ncnonbzosaHuy Kafka BHYTPYW MHCTaNAALMN MOXHO Cpa3y NepexoamnTb K CrINCKY

ponen.

CrtpaHunua 75 13 88



YT0o6bl NOAKIOUNTLCS K BHELLHeMY cepBepy Kafka, nepengnte B pasgen UHTerpauumn — Hactpoikn
cuctembl Bl-aHannTnkmn v 3anonHnNTE COOTBETCTBYIOLLME MNONS.

HacTtpowku

Cetn [loMeHHble umeHa Xpanunuwa LLlapauposaHue u pennukaums B HacTtpoiiku KOMNoOHeHTOB WHTerpauumn MepemeHHbIe OKpYyXeHus
Wnterpauus ¢ WOPI- HacTtponku nogkntodeHuns k BHelwHeMy cepsepy Kafka
penakTopom
JwueHsus pegaktopa P7- Anpec cepsepa Kafka + Nobaeutb
Oduc
HacTpoitku ans CucTems! Vms Tonuka aHanutuku Kafka: example: analytics-events
Bl-Ananutuku 1

Mms Tonuka noutoBon aHanutuku Kafka: example: mail-events
C6opLUmrK NOYTbI

Vimst Tonuka cobbiTuin aBTopusaumm Kafka: example: security-events

WHTerpauus ¢ apyrumu
uHcTannaumamm VK

WorkMail

[y6nuposaHue gencteuin
nonb3oBarenei BO BHeLLHWe

XpaHunuwa

COXpaHI/ITe N3MEHEHMNA.

[MepeingnTe K CANCKY poner, KNNKHYB Mo IOroTUMy B IEBOM BEPXHEM Yy Beb-uHTepdeica. BHN3y cTpaHuLbl
HeOo6XoAMMO CO34aTb AOMNONHUTENbHbIE POJIN.

1. HaxxmuTe Ha kHorky [lo6aBnTb — HeckosbKo KOHTEHEepoB.

2. B none YctaHoBneHo He 6onee: BBeaunTe 3HavyeHne 0. [osBATCS KOHTENHepbl A1 pacnpeieHuns.

3. Jlo6asbTe KoHTenHepbl ans Clickhouse Ha runepBn3opbl 419 XPaHUNLL.

4. Ecnu Bbl ncnonbayete Kafka BHyTpu nHcTanaumm, pacnpepennte KoHTenHepbl ¢ Kafka Ha runepsrsopbl

09 6a3 JaHHbIX TEM XK€ CNOCOB60M (C MOMOLLbIO KHOMKM [J06aBUTD).

5. Mo OKOHYaHUM reHepaLun KOHTENHEPOB 3aMyCTUTE aBTOMATNYECKYIO YCTaHOBKY B OBLLEN CTPOKe

COCTOAHUA.

6 PekomeHpauns

Mepepq, 3anyckoM aBTOMATUYECKON YCTaHOBKI OCTaBbTe BK/IIOUYEHHbIMY BCE NpoBepku. MogpobHee o paboTe
NPOBEPOK MOXHO MPOYNTaTb 34eCh: [arHoCTKa CUCTEMbI B BEG-VHTepheice yCTaHOBLLKA

Korga YCTaHOBKa 6yp,eT 3aBepLUeHa, y BaC NodgBNTCA BO3MOXHOCTb NMPOCMaTpuBaTb CTaTUCTUKY ﬂ,VICKa B

naHesnn agMnHNCTPaTopa.

Lar12. NepemeHHble OKpYy>XeHnsa

B pasgene nponsBognTcs HaCTPOka KaCTOMHbIX MEPEMEHHbIX MOYTOBOW CUCTEMDI.
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A BHumaHmne

HaCTpOVIKa nepemMeHHbIX OKPY>XeHNA BO3MOXXHa TOJIbKO Nocne KOHCYNibTaunn C npeacrtaBsuntTenemMm VK.

HacTtpoiku

Cetn [lomeHHble nmeHa XpaHunuwa LWapavposaxue u pennukaums B HacTpoiiku KoMnoHeHToB WHTerpauumn MepemeHHble OKpyXeHUst

elimalaiiar YcTaHoBneHHble nosb3osatenem nepemeHHsle abookpdd-tar® ewé He 3agaHbl “

addrbook-tar

adloader
CnucokK BO3MOXHbIX nepemMeHHbIX ansg ponu

aliases-tar

. . 3HaveHue no-
ameli-common Wms nepemeHHOM OnucaHue BapuaHTbI
YMON4YaHuio
appass-tar
. OVERLORD_CHECKOUT_INTERVAL 60s Mepwvog, onpoca y4acTHUKOB KnacTepa

arbuzapi

attfiledb OVERLORD_ETCD_PREFIX /mailonpremise/overlord/ MycTb xpaHeHus knioyeit B ETCD

attfront
OVERLORD_ETCD_TIMEOUT Bs TalimayT nogkntodeHus k ETCD

attpairdb

attpreviront OVERLORD_GCTUNE_DISABLE true BbikntoyeHune getune ans Go true false
OVERLORD_GCTUNE_MEM_LIMIT OrpaHu4eHne namaTi ans gc

debug warn info

OVERLORD_LOG_LEVEL warn

error

YT106bI ,D,O6aBVITb KaCTOMHYIO NepeMeHHYIO!

1. HaxxmunTe Ha KHOMKY pefakTupoBaHunS.
2. Haxxmunte kHomnky [Lo6aBUTD.
3. B BbinagatoLLeM MeHIO BbibepurTe Ha3BaHVe NepEMEHHON.

4. BeBegute 3HayeHne nepeMeHHOoN. 3Ha4YeHre NnepeMeHHON SOMKHO 6biTb BBEAEHO KOPPEKTHO, MHaYe

YCTaHOBLLVIK HE NO3BOJINT CO30aTb NepeMeHHYIO.

HacTtponku
Cetn [loMeHHble umeHa Xpanunuwa Lapavposanue v pennukaums B HacTpoiiku KoMMNoHeHTOB WHTerpaunm MepeMeHHble OKpYXeHus
abookpddtar YcTaHoBMeHHbIe Nonb3oBaTenem nepemerHbie abookpdd-tar* ewé He sapaHb
addrbook-tar
OVERLORD_CHECKOUT_INTERVAL : 3HayeHne nepemMeHHoOM 0] ‘
adloader -
Mone AOMKHO CooTBECTBOBATH NpaBuny Md+mlh|s)$
aliases-tar + [o6asuTs

ameli-common

appass-tar CNNCOK BO3MOXHbIX NEPEMEHHbIX A/1st PONN
arbuzapi
. 3HauyeHue no-
UMs nepemeHHoi OnucaHue BapuaHTbl
attfiledb ymonuanuio
attfront
OVERLORD_CHECKOUT_INTERVAL 60s Mepwvop onpoca y4acTHUKOB KnacTepa
attpairdb
OVERLORD_ETCD_PREFIX /mailonpremise/overlord/ MycTb xpaHeHus koyei 8 ETCD
attprevfront
OVERLORD_ETCD_TIMEOUT 5s TaiiMayT nogknoyeHms kK ETCD
OVERLORD_GCTUNE_DISABLE true BbikntoyeHue gctune gns Go true  false
OVERLORD_GCTUNE_MEM_LIMIT OrpaHuyeHne namaTv ans gc

5. HaxxmuTe Ha KHornky CoXpaHUTb.

6. HaxkmunTe Ha kHonky Janee ons nepexofa K cnegyowemy Lwary.
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/" Kakune nepemMeHHble peKoMeHayeTcs ycTaHoBUTb Ana 5000 nonb3oBaTenen

[lna cepsrica xtaz yCTaHOBMTE CNeAyIoLLYIO NepeMeHHYIo:

HasBaHue nepemeHHON 3HayeHVe nepemMeHHo

MEMTX_MEMORY 3

[lna cepBrica mpop yCTaHOBWTE CreayioLLe NepeMeHHbIe:

HasBaHue nepemeHHoli

HTTPD_KEEP_ALIVE_TIMEOUT

HTTPD_LISTEN_BACKLOG

HTTPD_MAX_CLIENTS

HTTPD_MAX_KEEP_ALIVE_REQUESTS

HTTPD_MAX_REQUESTS_PER_CHILD

HTTPD_MAX_SPARE_SERVERS

HTTPD_MIN_SPARE_SERVERS

HTTPD_SERVER_LIMIT

HTTPD_START_SERVERS

3HavyeHVe NepemMeHHON

1024

150

100

25

30

20

150

20

[ns cepsrica crow-index yCTaHOBUTE CrieaytoLine nepemMeHHble:

HasBaHune nepemeHHoli

3HayeHne nepemeHHon

CROW_INDEX_DATABASE_BLOCK_CACHE_SIZE 5368709120
CROW_INDEX_DATABASE_CONTENT _MEM_TABLE 536870912
CROW_INDEX_DATABASE_COUNT MEM_TABLE 104857600

CROW_INDEX_DATABASE_DOCUMENT_MEM_TABLE 268435456
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HasBaHune nepemeHHoOMN 3HayeHne nepemeHHom

CROW_INDEX_DATABASE_MAILBOX_MEM_TABLE 104857600

CROW_INDEX_DATABASE_MESCALITO_MEM_TABLE 268435456

CROW_INDEX_DATABASE_SEARCH_MEM_TABLE 536870912

CROW_INDEX_DATABASE_SUGGEST_MEM_TABLE 268435456

[nsa cepsuca crow-frontend yctaHoBuTE cnegytowme NepPeEMEHHbIE:

HasBaHune nepemeHHoOMN 3HayeHVe nepemMeHHoNn
CROW_FRONTEND_ASYNC_MAX_INFLIGHT_PER_WATCHER 10
CROW_FRONTEND_ASYNC_USER_DELAY 5m

CROW_FRONTEND_REBUS_EMAIL_FETCHER_WORKERS_COUNT 200

CROW_FRONTEND_REINDEX_MAX_FETCH_ATTACHES 10

CROW_FRONTEND_REINDEX_MAX_FETCH_TOTAL 25

Llar 13. 3anyck ycTaHOBKW BCeX MaLUVH

1. KnukHnTe no kHorke Play psgom ¢ o6Luen CTPOKOIM COCTOSIHUS B BEPXHEN YaCTy 3KpaHa.

2. r]OJJ,TBep}J,VITe 3anyckK aBTOMaTN4YECKON YCTaHOBKW, Ha>XaB Ha KHOMKY 3aI1yCTI/ITb.

6 PekomeHpgaunsa

MMepepn 3anyckom aBTOMAaTNYECKOWN YCTaHOBKM OCTaBbTe BK/IIOYEHHbIMYM BCE NpoBepku. [logpobHee o paboTe
NPOBEPOK MOXHO NPOYNTaTb 30ech: [lnarHoCTKa CUCTeNMbl B BEG-UHTepdence yCTaHOBLLVKa
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nOATBePAMTe 3anyck aBTOMaTUueckon ycTaHOBKU

ABTOMATUUECKaR YCTaHOBKA 3aMYCTUT MPOBEPKY BCEX LWr0B U MPUMEHNT

n

BHINONHEHMUE OCTAHOBUTCA B CIEAYIOLMX CAlyJasX.

1. Ecm war TpebyeT 3arpy3ku daiinoe;

2. Envt war Tpebyer pyuHoro sanycka;

3. Mpowsowa owbKa B NPOLIECCE BbINONHEHMS.

Konwuectao oaHol ponu, yc

0

0 %
100

BbINO/HEHMUE YCTaHOBKW/MPOBEPKY MOXHO OCTAHOBHTb. B TaKOM CAYUae YCTaHOBLLIMK AOKAETCA

wara v NpeKpaTuT y poBepky

B 3aBMCMMOCTIM OT 3Tana yCTaHOBKM BYyAEeT MEHATLCS LBET MHAMKATOPA:

posepky nepea

Ceresan aoctynHocts )
narv aapa @
UenoctHocts @

Bepcuu Docker )

®aiinbl noakaukn @

- Cepblii — B OXNOAHWW Havyana reHepauunu;

- CUHMIA — B npouecce reHepauunu;

« XXentbin — war 6ygeT NOBTOPEH (aBTOMaTUYECKW);

- KpacHbiin — owm6bka.

3. OxupgainTe 3aBepPLUEHMS YCTaHOBKI. [10Ka npoLuecc naeT, PSaoM CO CTPOKOWM COCTOSHUSA ByaeT

OTO6paxaTbCs KpacHas KHomnka Stop.

Ecnu B npouecce yCTaHOBKM 1 HACTPOMKW CUCTEMbI MPOUCXOAAT N3MEHEHNS KOHOUTYypaL i, HEKOTOPbIE

3afa4n MOryT NoTpeboBaTb MOBTOPHOMO BbIMNOMHEHUS.

[1ns NOBTOPHOrO 3anycka HEOBXOAMMO HaxkaTb Ha KHOMKY Play B 06LLe CTpOKe COCTOSHUS B BEPXHEN YacTun

3aKpaHa U PSAOM C Ha3BaHNEM KOHKPETHOMO KOHTElHepa.

[Mpn nosBNeHnn OLWNBOK Ha rMNepBr3ope Ha HeM NosiBUTCA Ter He oTBevaeT, a Ha KOHTENHePaX, OTHOCSLLLCS

K 3TOMY runepsrizopy — He oTBeuaeT runepeunsop.

front2 (100.70.137.210) (230 (IETTS3 ©

del2

1
(172.20.2.132) {8y
[ ront] NE
He otsevaer runepanaop
®
del-mailloader2, del-
2zeptoproxy2, del-zubr2,

del-donjuan2, del-
aestat2, del-envoy2

biz-celery- 1
worker-pdd- {o}
high2 D
(172.20.3.1)

 front?

6]

biz-celery-worker-pdd-

high-envoy2

smtp2 1

(172.20.2.133) £3
 front2 | D]
He orBevaer rMnepsviop

0]

bizf2
(172.20.2.183)

4]

1

 front2 3
He oTsevaer runepsusop D '

0]

bizf-envoy2

biz-celery- 1
worker-pdd- {3
update2 E'

(172.20.3.11)
[ front2

(6]
biz-celery-worker-pdd-
update-envoy2

mpop2

(172.20.2.188) {o} (172.20.2.190)
 ront? ] D | -l ironz ] E

He oTsduaeT runepemuaop He oTBevaer runepansop  front2 |
®

He oTBeyaer runepausop

mpop-zubr2, mpop-
donjuan2, mpop-
aestat2, mpop-ameli
mpop-zp2, mpop-

envoy2, mpop-apache-

1 panda2

(0]

panda-zubr2, panda-

donjuan2, panda-
2, aestat2, panda-
delivery-canceller2,
panda-envoy2

exporter2, mpopd-far2,
mpopd-scn2, mpopd-

m2, mpopd-pn2,

mpopd-mspq2, mpopd-

Is2, mpopd-recaller2

fallback2
(172.20.2.135)

{53 (172.20.2.136)
rontz] NE E
He oTeeyaer runepenop He oTBe4aer runepau3op

(6]

fallback-zubr2, fallback-

aestat2, fallback-
envoy2, fallback-
reexim2, fallback-
relmtpd2

1 fallback-dlp2

0]
fallback-dip-zubr2,
fallback-dlp-aestat2,
fallback-dip-envoy2,
fallback-dip-reexim2,
fallback-dip-relmtpd2

V 5

biz-celery-
worker-pdd2
(172.20.3.3)

®
biz-celery-worker-pdd-
envoy2

mx2

(172.20.2.138)
 front2 E
He oTBevaer runepan3op

(0]

mx-zubr2, mx-reexim2,
mx-relmtpd2, mx-
aestat2, mx-envoy2

biz-celery-

1
worker-pdd- {ob
D[]

(172.20.3.8)

He oTsevaeT runepeusop

biz-celery-worker-pdd-
check-envoy2

(172.20.2.137) 3

He oTsevaer runepsusop

relay-zubr2, relay-
aestat2, relay-envoy2,
relay-reexim2, relay-

(TR - |
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YTo6bl NPOOOIXKNTL YCTAaHOBKY:

1. Crpynnupyite o6bekTbl MO rMNepPBU3opy — Tak BaM ByAeT HarsSAHO BUAHO, Ha KaKOM rMnepBur3ope

ownbKa.
99.65% E.
@ CKpbITb 3aBEpPLUEHHbIE O6bekToB B cTpoke 1 v
©  lNokasaTb BCNOMOraTefibHble KOHTEeHepbl lpynnuposka = Het v
Het
mail-vkwm2-st1 (100.70.80.79) B3 ® Pone 5,}.
I [unepsusop
mail-vkwm2-st2 (100.70.81.195) B3 ® ﬂ{é}.
mail-vkwm2-st3 (100.70.81.200) 3 ® u{i&.
mail-vkwm2-db1 (100.70.136.197) 1) ® G - |
mail-vkwm2-db2 (100.70.81.80) 13 ® G - |
mail-vkwm2-f1 (100.70.81.128) [0 ® a{o}.
mail-vkwm2-f2 (100.70.81.139) [0 © a{o}.
mail-vkwm2-mon1 (100.70.80.95) (253 ® (B - |

2. [locne aToro nepenguTte B KOMaHOHYIO CTPOKY 11 YCTpaHUTe owmnbKy. 1o 3aBepLleHn HEO6XOL4MMO HaXaTb
Ha LUeCTepeHKY B CTPOKE NMNepBr30pa, Ha KOTOPOM 6bifla OLIN6Ka, 3aTEM Ha CTPAHULLE B CMICKE LIAaroB Ha

rMnepBusope.
(> [
@ CkpblTb 3aBEPLUEHHbIE O6bekToB B cTpOKe 1 v
@ lMNoka3saTb BCrioMoraTesbHble KOHTEHEPbI Mpynnupoeka = Her v
mail-vkwm2-st1 (100.70.80.79) B3 ® oY - |
mail-vkwm2-st2 (100.70.81.195) [EJ ® B@.
mail-vkwm2-st3 (100.70.81.200) ) ® R - |
mail-vkwm2-db1 (100.70.136.197) [ ® oL B - |
mail-vkwm2-db2 (100.70.81.80) T3 ®
mail-vkwm2-f1 (100.70.81.128) [0 ©® Gl R - |
mail-vkwm2-f2 (100.70.81.139) [0 © R - |
mail-vkwm2-mon1 (100.70.80.95) [ ® (2] ‘
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mail-vkwm2-st1 (100.70.80.79) 3 ®

BbinonHuTte warun no HaCTpOﬁKe MaLlUHbI

3arpy3utb 6a3kan BuibepuTe ainn 6akana

BHUMAHME! Mpouecc BocctaHoBneHus us 6akana Byaet sanylieH cpady nocne 3arpysku caiinal

tune_kernel {513

Hactpouts napametpel sgpa 3an

disable_NM_for_cali (T3
Ortkniounte NetworkManager (ecnu oH ecTb) Ans ceteBblx MHTepdericos Calico '
disable_firewall (1513

OTknoYNTL MexceTeBoi akpaH (firewall) RENS .

disable_selinux 113
OTtkniounTh selinux. BHUMAHUE! Stot war nepesarpysut malumHy, ecnu selinux Ha Hel He BbikntodeH. Ecnu ecTb kakue-HMbyab
OorpaHu4eHVs Ha nepesarpyaky, TO BbIKNIOYUTE selinux Bpy4Hyio!

check_needed_packs [

MpoeepuTe Hanuune Docker u Docker Compose

3. B OKHe HaCTpOoeK rmnepBrsopa HaxXMmnTe Ha KHornky O6HOBUTbD.

Haseanue mawmHb! IP SSH-nopt Wms runepeunsopa
hypervisor1 100.70.80.79 22 mail-vkwmz2-st1

Mms nonb3osarens Maponb MpuBaTHbIN KNtoY Data Center
deployer vkwm?2 v astra

WHTepdeiic Ana mexcepsepHOro B3anmMoaencTena

100.70.80.79 (eth0) v

Terun

st

[J MponycTuTe NpoBEepKY HEKPUTUYHBIX TpeBoBaHMi

OtmeHa

BbinonHuTte waru no HaCTpOﬁKe MaLUUHbI
3arpysuTe 63kan BuibepuTe ¢haiin 6akana

BHVMAHMWE! Mpouecc BoccTaHoBneHus na 6akana yaet sanylieH cpasy nocne sarpyaku cavna!l

tune_kernel {3

HacTtpouTk napameTtpbl sgpa 3anyctutb l

4. nOBTOpHO 3anyCcTtnTe aBTOMaTn4eCKyto yCTaHOBKY.
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LLar 14. 3aBepLueHne yCTaHOBKU, MHNLannsaumua gomeHa n

BXOA B rNMaHeJib agMUHNCTPAaToOPa

Korpa yctaHoBKa 6yp,eT 3aBepLUeHa, COOTBeTCTBleLLI.I/II7I CTatycC OTO5pa3VITC9| B CTPOKe COCTOAHUA.

1. HaxxmuTe Ha KHorky [Janee.

VK WorkSpace Hactpoiiku O6cnyxusatie

YcTaHoBKa 3aBepLlieHa

3aBepleHHble: Q CabkoHTeliHepeb!: () KonoHok: 1

VK Workspace
hypervisor 8
infraeted 3
calico-libnetwork 8
calico-node 8
bind 8

optimus-agent 2

optimus-agent1 100.70.178.93 ®
optimus-agent2 100.70.178.53 ®

(62 Hanee

> -
rpynnupoBka:  Het cepsep

GE] - |
ke - |

2. BBeauTe Mg NoYTOBOrO AOMEHA U HAXMUTE Ha KHOMKY JL06aBUTb.

VK WorkSpace Hacrpoiku O6cnyxvsatve

MoyToBbLIE AOMEHBI KoHTenHepb!

vbastraOmail.onprem.ru

CospaiTe nepebivi NOYTOBLIN AOMEH - YacTb email-agpecos nocne "@".

A BHumaHune

yCloBMne TakxXe pacrnpocTpaHAeTCd Ha CUHOHMbI JOMEHOB.

C Bepcunn 1.24 B Noute VK WorkSpace Bce foMeHbl MPOBEPSOTCA Ha COOTBETCTBME AnueH3nn. Ecnn gomeH
He BXOAUT B JINLEH3MNIO — NOMb30BaTeN 3TOro IOMEHA HE CMOTYT OBMEHNBATLCS COOBLLEHMAMN. ITO
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OTKpoeTCﬂ HOBad BKJlafgKa, Ha KOTOpOﬂ HeO6XOJJ,I/IMO aBTOPUM30BaTbCA:

- Vimst nonbzoBaTtens — admin@admin.qdit.

- Maponb HaxoguTcs B paiine — bizOwner.pass, 415 ero NpocMoTPa BBeguTe B KOHCONM KOMaHAy:

cat <nyTb [JO OUPEKTOpMM C yCTaHOBWMKOM>/bizOwner .pass .

/" MNpumeuyaHune

Maponb nonbsosaTtens admin@admin.qdit xpaHUTcs 3awmndpoBaHHbIM B 6a3e faHHbiX. OH 3anncbiBaeTCcs B
danne bizOwner.pass B OTKPbITOM BULE TONbKO AN agMUHUCTPATOPa Npu NEPBUYHON YCTaHOBKE.
CkonmpynTe naposb B HagEXHOe MecTo, 1 yganute bizOwner.pass, 4TO6bl 3/T0YMbILLAEHHUKIA HE MO
nonyynTb Naponb. Ecnv naponb agMUHUCTPaTOPa YTEPSH, TO CO34alTe HOBbIV C MOMOLLBIO MHCTPYKLMN: Kak

N3MEeHUTb Naposb nonb3osaTens admin@admin.qdit?.

@ VK WorkSpace

BownTtu B akkayHT

admin@admin.qdit

BeecTu napons - 3anoMHUTb

Ecnn noruH n naposib 6bl1511 BBEOEHDI npaBWJIbHO, Bbl NONageTe B NaHes b agMNHNCTPaTOopPa.

3. HaxxmuTe Ha kHorky MpoBepunTb ceyac, 4To6bl nposepuTs MX-3anuch.
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AOMUHUCTPUPOBaHHE

MecceHmpxep MoyTa KaneHgapb  AdpecHas KHura [Auck

n ApmunHllaHenb newtestdomain.ru v  [Jo6aBuTb JOMEH

YnpasneHve JOMEHOM v

CocTogHue cepBepa newtestdomain.ru

Hactponka MX n SPF

[Nonb3oBatenu

AOMVHMCTpaTOpS!

[MoyTa
[uck
MecceHmxep

AnpecHas KHura

> @ NocnegHui war — HacTpoiTe MX-3anuck

Be3 MX-3anucy Henb3s oTnpasnsaTh U Nosnyyarb nucbma.

CTpyKTypa opraHvsauun

Monntukn
OTYéTHI

KoHdurypaumsa

> DonxHo 6bITb
N Wma nogoomeHa: @

Twvn 3anucu: MX
>

[aHHblE: kims1.release.onprem.ru.

MpvioputeT: 10

lMpoBepuTb cenyac
HacTpoeHa aBToMaTnyeckasi MpoBepka 3anucein.

> O pesynbrate Mbl COOOLLMM BaM MO 3fIEKTPOHHOI NoYTe.

Cenuac

Hert 3anucw.
Co3spgainTe 3anucb
C YKa3aHHbIMU
napameTpamu.

Mpwn ycneLwHo npoigeHHo NpoBepkKe NoABMTCA yBegoMieHne o Tom, Yyto MX-3anmcb HacTpoeHa BepHO.

n ApmuHllaHenb

Ynpai

Moyra

BfeHne JOMeHOM v

HacTtpoiika MX n SPF

Do

2 MonbsoBatenu >

Yy AOMUHMCTPATOpbI

© Mouta >
O [Ovck >
O MecceHmkep >

AnpecHas kHura

-8 CTpyKTypa OpraHuaaumii
@ Moty

) Otuetsl >
KoHdpurypauws >

\7ps KHWra Auck

test.rus « [o6aBuTb JOMEH

CocTosiHne cepBepa test.rus

© MX-3anucu HacTpoeHbl BEPHO

Bkl MOXeTe OTNpaBnATb U NoNy4yaTtb NMCbMa.

@ SPF-3anuck He HacTpoeHa

SPF nossonseT BnagenbLy AoMeHa ykasaTb B TXT-3an1cy JOMeHa CTPOKY, Yka3sblBatoLLYto CrIMCOK CepBEPOB, UMEIOLLIMX MpaBoO OTNPaBnAaTbL email-coobLueHuns

[ OﬁpaTHbIMVI ajpecamMmu B 3TOM JOMEHe.

Ha obHoBreHne 3anuceit MoXeT notpeboBaTbcs 0 72 4acos

@ HeoGxoauma HacTpoiika DNS sanucen ansa pa6otsi DKIM

Mncbma, oTNpaBneHHbIe ¢ Ballero JoMeHa, He NOAMNUCLIBAKTCA crieLyarnbHOM NOANMChI0 U MOTYT nonajath B cram.

Wms noanomena: mailru._domainkey
Tun 3anucu: TXT

[anHble: v=DKIM1; k=rsa;
p=MIGfMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCOI5
mX18TjgPBNvZrMqlz9x7Ee13pBbD8y+W69WE3LIEO5/Y4Md+
2FkeGe5reD+OrmHJIYgOmdYOvL8j7AkzI9Y2WRAXO87BqPH
Z406B0urc5pgwNsRYebJvtndM7/ylryffTadwB2z+Bw6exm/PI8+
+WRFRnyON3LMUO+5L12AQIDAQAB

Ha o6HoBneHme noanuncyt MoxeT notpeGoBaTbes A0 72 Yacos.
[insi nucem, oTNpaBrisieMbIX HaMpsiMyio C BaLLEro cepBepa Uni cepBepa XoCTUHI-NpoBaiiaepa,
HeobXoAMMO HaCTPOUTbL AoNonHUTENbHYI0 DKIM no MHCTpyKUMN.
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[Mocne npoBepkn MX-3anmcm yCTaHOBKY MOXHO CYMTaTb OKOHYEHHON. Takxe notpebyeTtcs HacTpolika SPF-

3anucun n DKIM-nognuen. VIHCTpyKLMY NO NX HACTPOWKE Bbl HANAETE NO CChIKe.

BHUMaHune

Mo 3aBepLUEHNIN YCTaHOBKIM JOMYCKAETCS TOMbKO yAalleHNe apXnBa, N3 KOTOPOro 6bi/1 pacnakoBaH ANCTPUBYTUB
B Hayane ycTaHOBKU. Bce ocTanbHble dalifibl LOMKHbI OCTaBaTbCs B Narke ¢ daliiom onpremise-deployer_linux.

He ypananTte nonb3oaTtens deployer — aTa y4eTHasa 3anucb NoTpebyeTcs A1 O6HOBNEHNS 1 fanbHENLLEN
aKcnyaTaumm cepBrca noYThbl.

Lar15. [lo6aBneHne ponosIHNTENbHbIX AOMEHOB

Ecnu Bbl NlaHMpyeTe UCNonb30BaTb HECKOJIbKO JOMEHOB, 06aBbTE NX C MOMOLLbIO KHOMKY J06aBUTb AOMEH.

' ApmuHlaHensb mail.ru v+ | [Jo6aBuTb OMeH

22 lMonb3oBatenu > Nonb3oBaTenu
Y AMUHMCTPATOPbI 8, Coan... AKTUBHOC

@ Nonntukm

dUNo ¢
™ Mouta >
O [Ouck >
(O MecceHnaxep >

ALpecHas KHUra

{5 CTpykTypa opraHusaumi

YnpaBneHne OOMeHOM

KoHdurypaums >

Ecnn xoTute coenatb AOMEH NPUNapPKOBaHHbIM, HEOBXOAUMO NMPOoTY NpoBepky MX-3anvcy cnoco6om,

OnUVCaHHbIM BbiLLEe. YTOBbl caenatb AOMEH N3BECTHbIM A1 [oYTbl, LOCTaTOYHO npocCTO 006aBUTb JOMEH B

CrnCoK.
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BHumaHune
C Bepcunn 1.24 B Noute VK WorkSpace Bce gomMeHbl NpOBEPSIOTCSA Ha COOTBETCTBIME NnLeH3nn. Ecnn gomeH He

BXOOWT B NMNUEH3NIO — NOJIb30BaTes/I 3TOro goMeHa He CMOryT OBMEHMBaTbCS COOBLLEHNAMN. DTO ycnosune
TaK>XXe pacnpocCTpaHdeTCAa Ha CUHOHVMbI LOMEHOB.

Jlorn n nonesHblie KOMaHAbl

Bce komaHabl, nepevncnenHble HuxXe, crefyeT BbiNOHATb B KOHCOAN MaLUNHbI-MOHUTOPWIHIA.
1. MNepesanycK yCTaHOBLLVIKA:
sudo systemctl restart deployer
2. Jlorn yctaHoBLL/Ka:
sudo journalctl -fu deployer
3. Cnncok 3anyLLeHHbIX KOHTENHEePOB:
docker ps
4. Jlorv KOHKPETHOrO KOHTelHepa:
sudo journalctl -eu uMA_KOHTeWHepa
5. CtaTyC KOHTelHepa:
systemctl status uma_koHTelnHepa
6. MoCcMOoTpPEeTb CNUCOK «CITOMaHHbIX» KOHTENHEPOB:
docker ps -a|grep Exit
7. TloCMOTpPETb CINCOK BCEX HE 3aMyCTVBLUNXCS KOHTENHEPOB:
sudo systemctl | grep onpremise | grep -v running
8. YpoanuTb KOHTeNHep:

sudo docker rm uMMsi_KOHTeMHepa
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