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Ha3HayeHe fOKyMeHTa

B mokyMeHTe onvcaHa npoLenypa yCTaHOBKM MNoYTbl B MUHUMAbHON paboyei KOHPUrypaLwmm Ha ogHy
BUPTYasnbHYIO MaLUmHy. MNog NpoayKTUBHON YCTaHOBKOW NOAPa3yMEBaETCS yCTaHOBKA NMOYTOBOW CUCTEMbI Ha
cepBepa KMEHTa 11 HAaCTPOIIKa KOMMOHEHTOB /15 MOCEnYIOLLEro NCMOMb30BaHNSA COTPYLHMKaMMU.

Tpe6oBaHNs K agMUHNCTPaTOpPam

« 3HaHuMe Linux Ha ypOBHE CMCTEMHOIO agMNHNCTPATOPA.

+ 3HaHMe OCHOB PaboTbl CuCcTeM ynpaBneHus 6asamu gaHHbIx (CYB[).

« 3HaHMe OCHOB PaboTbl Cnyx6 kaTanoros (Directory Service).

« [TOoHNMaHNe OCHOB KOHTENHEpPU3aL .

« 3HaHMe OCHOB PabOoTbl CETEN N CETEBbBIX MPOTOKOJOB.

+ 3HaHNE OCHOBHbIX UHCTPYMEHTOB 411 pabOoTbl B KOMaHAHOW CTpoke: bash, awk, sed.

- 3HaHNe OCHOB PaBOTbl MHPPACTPYKTYPbI [OCTABKN MOYTDI.

JonosHnTenbHas [OKYMEHTaL s

VIHCTpyKLMst NO yCTaHOBKE O6HOBAEHWI [1o4YTbI
YTo penatb, eCnv Npuv BXOAE B NaHesb agMUHNCTPaTopa NosiBASETCS OLWnbKa «HeBepHbI Naponb»
Kak 06HOBUTb NNLEH3VIOHHDbIN KoY

HacTtpowika nHTterpauyun c Active Directory

TexHnyeckune TpeboBaHUS

Mopaep>xrBaemble onepauyioHHble CUCTEMbI 419 YCTaHOBKMW MoYTbI:

- Astra Linux SE Open — Bepcuisa 1.7.5+, Bepcus agpa — 5.15.

- Astra Linux SE Open — Bepcuia 1.8, Bepcus sgpa — 6.1.

- PEQ, OC — Bepcua 7.3.5, Bepcusa agpa — 6.1.

« PEQL OC — Bepcuia 7.3c (cepTudnumpoBaHHas), Bepcus agpa — 6.1.

- PEQ, OC — Bepcus 8, Bepcus aapa — 6.6 nnm 6.12.
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+ MosOS Arbat — Bepcus 15.5, Bepcus sgpa — 5.14.
ApxuTtekTypa cuctembol — x86_64.

OGHOBNATb ONEPALNOHHYIO CUCTEMY MOXHO TOJIbKO Ha MOAAEPXUBAEMYIO BEPCUIO U TOJSIbKO NOC/e
KoHcynbsTauun ¢ npegctasutenem VK. Cnucok nogaepxusaembix OC MOXET 6bITb YTOUHEH B paMKax paboT no

WHAVBYAYaIbHOMY MPOEKTY.

BHUMaHune

YT06bI NMoyTa VK WorkSpace paboTana KOpPPEKTHO, HY>XHO YCTaHOBUTb onepaTBHOe 06HoBeHNe sapa OC
yKa3aHHOI BbllLe Bepcumn. Bepcuns gomkHa 6biTb akTyanbHOM Ha MOMEHT YCTaHOBKM.

Kak ncnonbsoBaTtb CUCTEMDI BUpPTYyaJinsaumun

Ecnu Bbl nCcnosbayeTe cUCTEMbI BUPTYanmMsauun ans passepTbiBaHusa cepBepoB VK WorkSpace Heobxogmo

YUNTbIBaTb OCO6EHHOCTI BblAENEHNSA PECYPCOB:
vCPU

He ponyckainte nepenognucky. CymmapHble VCPU Ha XOCTe He [OMKHbI MPEBbILIATb KONMYECTBO PUINYECKMX
A0ep, BblOENEHHbIX BCEM BUPTYaslbHbIM MalLHaM. [1py 3TOM He pekoMeHayeTcs cunTaTb Hyper-Threading

MOJIHOUEHHbIMW aa0aMn.

He BbigenanTe ogHom BVIpTyaJ'IbHOI7I MallnHe KONIM4eCTBO aaep 60nbLUe, YeM KONMYECTBO a0ep Ha ¢|/|3|/|qu|<0|\/|

cokeTe.

RAM

He HasHavanTe cymmapHyto VRAM Bbiwe ¢ursmnyeckon RAM xocTa.

MexaHn3Mbl 3KOHOMUW NaMATIN

He Bknlovarite mexaHnambl ballooning n cxatna namaTu.

swap

He ncnonbayinTe swap — Kak Ha rmnepBrns3ope, Tak U BHYTPY BUPTYasbHbIX MaLLUH.

PesepBupoBaHus pecypcoB BUPTYasbHbIX MaLUMH

YcTaHaBnMBanTe BCIO BblAENEHHYIO NaMSATb 1 MPOLLEeCCOopbl B pe3epB A5 BUPTYasibHbIX MaLLNH CUCTEMDI.
XpaHunuwe

He ncnonb3yiiTe ToHkme gucku (aucku Tuna Thin) — OUCKU C OTIOXEHHBIM BblgeNeHneM NpoCTpaHCTBa.
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Mpumep HacTponkn napameTpos OC

A Ba)xHO

YcTaHOBKa AaHHbIX napamMeTpOoB BO3MOXHa TOJIbKO NMocsie KOHCYyNbTaun C BallMn CNCTEMHbIMU
AAMVHUCTpPaTopamMu.

1. Cospante dann /etc/sysctl.d/98-vkworkspace.conf € HacTponkamu sysctl:

kernel.pid_max=4194304

net
net.
net
net.
net.
net.
net.
net.
net.

ipvé6.conf

ipvé6.conf.
.nf_conntrack_max=4194304

netfilter

.ipv4.tcp_tw_reuse=1
netfilter.
.netfilter.
ipvé6.conf.
.default.disable_ipv6=1

nf_conntrack_tcp_timeout_time_wait=3
nf_conntrack_tcp_timeout_fin_wait=5
all.disable_ipv6=1

lo.disable_ipv6=1

ipv4.tcp_syncookies=1
ipv4.ip_forward=1

2. Cospante daiin /etc/security/limits.d/98-vkworkspace-limits.conf C HaCTpOMKaMu NVIMUTOB:

* % ok X

root
root
root
root

hard nofile 1048576
soft nofile 131072
hard nproc 257653
soft nproc 131072
hard nofile 1048576
soft nofile 262144
hard nproc 514106
soft nproc 262144
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/" [DononHuTenbHble HaCTPOIKK ANs cepTudnLMpoBaHHoii PEf, OC 7.3

6y,u,eT oTnn4aTbCaA:

kernel.pid_max=4194304
net.ipv4.tcp_tw_reuse=1
net.ipvé.conf.all.disable_ipv6=1
net.ipvé.conf.default.disable_ipv6=1
net.ipvé6.conf.lo.disable_ipv6=1
net.ipv4.tcp_syncookies = 1

[o yctaHosku MNoytbl VK WorkSpace:

a. BHecuTe nsmeHeHne B KoHpurypauumm /etc/systemd/system.conf :

DefaultLimitNOFILE=524288:524288

CNCTEMOIA:
- docker-ce-cli-20.10.24-1.el7.x86_64
- docker-ce-rootless-extras-20.10.24-1.el7.x86_64
- docker-ce-20.10.24-1.el7.x86_64
- docker-ce-20.10.24-1.el7.i686
- docker-compose-2.29.2-1.el7.x86_64
- docker-compose-switch-1.0.5-1.el7.x86_64
YCTaHOBUWTb NakKeTbl MOXHO C MOMOLLbIO KOMaHbl:
yum install docker-ce-cli-20.10.24-1.el7.x86_64 docker-ce-rootless-
extras-20.10.24-1.e17.x86_64 docker-ce-20.10.24-1.el7.x86_64 docker-

ce-20.10.24-1.e17.i686 docker-compose-2.29.2-1.el7.x86_64 docker-compose-
switch-1.0.5-1.el7.x86_64

®aiin /etc/sysctl.d/98-vkworkspace.conf € HacTpoiikamu sysctl ans ceptunumposaHHon PE[, OC 7.3

b. YcTaHoBUTE cnepytowme naketbl 13 penosuntopus PEL OC 7.3, nocTaBnssieMoro ¢ onepawioHHOMN

/’ [AononHuTtenbHbie HacTponku gns MosOS Arbat

YcTtaHoBuTe docker 20.x n docker-compose 13 penosutopus MosOS:

zypper install -y docker docker-compose bind-utils ncat

3. MNprMeHNTE N3MEHEeHNS:

sysctl -p /etc/sysctl.d/98-vkworkspace.conf
sysctl -p /etc/security/limits.d/98-vkworkspace-limits.conf
sysctl --system

Vinn nepesarpyanTte onepauvioHHyo CUCcTeMy.
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Tpe6oBaHUs K pecypcam cepBepa

Mo BonMpocaM co3faHnsa CaisnHr-Moaeny obpaLlaiTech K COTRYAHVKaM A napTHepam komnaHum VK.

MpoayKTVBHas BepCUst KOPNOPaTUBHOM NOYTbl yCTaHABMBAETCS Ha OOVH CePBep CO CleaytoLLel

KOHbUrypaumen:

- 32 vCPU;
- 96 GB RAM;
-1000 GB SSD;

« HDD pgnsa BnoxeHun, o6bem pPaccynNTbiIBa€TCA Ha OCHOBaHNN calisuHra.

b PekomeHpaunsa

Mcnonbsynte npoueccopsl Intel Xeon Gold 6140 n HoBee.

Ta6nuua coBMecTNMOCTHA

TexHonorunsa

MecceHgxep n BKC

MS Exchange Server

Keycloak

Kerberos

P7-Oduc

Bepcusa

He CTapLlle AByxX nocnegHmx Bepcvu7|

2013/2016

17, ¢ ncnonbzoBaHrem OAuth 2.0

ee-202411.375.revi

/" MpumeuyaHue

Keycloak aBnsieTcs BHELWHM NPOBaigepoM ayTEHTUUKALVNOHHON HPOPMaLUK (Proxy) 1 He BbICTyMaeT B
KayecTtBe nonHoueHHom IDM cucrtemsl.

MpepBapuTenbHble YCNOBNS AJ11 YCTAaHOBKMN

MNpepcTaButenn VK npegocTtaBunv Bam cnegylolme gaHHble:

« Ccbinky Ha ckaumBaHue gucTtpudyTtimea Moutsl 25.4.
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« Maponb OT apxuBa C ANCTPUBYTUBOM.
+ JIMLLEH3VOHHDBIN KO,

+ KomMnnekT pokymeHTaLmu.
Tak>xe Bam notpebyeTcs:

« Ha6op DNS-3anucen: A, CNAME, MX, SPF, TXT, NS.

- Mopaepxxka npoueccopamu Habopa nHcTpykumin 3DNow, ADX, AES, AVX, AVX2, BMI, BMI2, CMOV, MMX,
MODE®64, NOT64BITMODE, NOVLX, PCLMUL, SHA, SSE1, SSE2, SSE41, SSE42, SSSE3 n XOP.

« DKIM-nognuce ¢ cenekTopamu g1 Kaxgoro gomeHa (unuv Heckonbko DKIM ¢ pa3HbiMy cenekTopamu gis

OOHOro LOMEHA).
- JlocTyn Kk cepBepy No SSH ¢ npaBamMn agMMHUCTpPaTOpPa (BXOA MO KJIOYY UK MO Naposto).
- NNokanbHast ceTb 1 GbE nnn 10 GbE.
« OTKNOYNTb SWap.
- CeptnoukaTtbl SSL ansa kaxpgoro CNAME nnn Wildcard-ceptundukat ons gomeHa.
- Joctyn k nopTtam: 25, 80, 143, 443, 465, 993, 1025.
« [locTyn K agMUHNCTPATMBHbIM NopTam: 22, 8888*, 50051.
- tar.
- YTunuTa gns pacrnakoBKW Zip-apXUBOB, HanpumMep 7zip nam unzip.

- Active Directory nnu gpyras cnyx6a katanoros, paboTatoLlast no npotokony LDAP.

BHUMaHune

YT106bI O6ECneynTb 6€30nacHOCTb MoYTbl Ha BaLLVX cepBepax AOMKHbI 6biTb AOCTYMHbI TOMIbKO HEOBXOANMbIE

nopTbl.

Ons poctyna k Be6-uHTepdeiicy: 80 (http), 443 (https). [lns oTnpaBky 1 nonyyeHns noytsl: 2525 (smtp), 25 (mx),
110 (pop3), 995 (pop3s), 143 (imap), 465(smtps), 993 (imaps). Bbl oOMKHbI cCamMu onpenennTs ¢ Kakux IP-agpecos
6yayT LOCTYMHbI MOPTbI.
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o NHpopmauusa

MopT 8888 ncnonbsyetcs cepsucom deployer (yCTaHOBLLK). PekomeHayeTca NpUMeHsTb cregytoLlme

HanoXeHHble CpencTBa 3allnTbl:

+ OToenbHbIn MTLS npokcu-cepBep € 0693aTeNbHON NPOBEPKON KIIMEHTCKNX cepTUdUKaToB. YnpasneHne

Kmovamu npouncxogut nocpepctaom PKI 3akasuuka.

+ lcnonb3oBaHne (Me)K)CeTeBbIX OSKPaHOB KakK Ha OI'IepaLJ,VIOHHOI?I cunctemMme cepBepa yCTaHOBLMKa 1 Ha

AKTBHOM CeTeBOM O60py,EI,OBaHVIVI.

- Mpokcu-cepsepa ona ayTeHTUdVKaLMM 11 aBTOPK3aLUy MOCPEeaCcTBOM NPOCToro napons, Kerberos nnu

OOMEHHOro napongd.

MO>HO 1CNoNb30BaTb HECKOMbBKO 13 MEPEUNCIEHHbIX METOAOB. BbiBOp MeTofa OCyLLEeCTBNAETCS UCXOAS 13
TEXHUNYECKNX BO3MOXHOCTEN NHPPACTPYKTYPbI 1 TPE60BaHN NHGOPMAaLMIOHHON 6€30MaCcHOCTH.

Kak pa6oTatb ¢ Wildcard-cepTtudpumnkaramn

OpuH wildcard-cepTudukaT OXBaTbiIBaET TOSIbKO OAUH YPOBEHb NOAAOMEHOB. OTO O3Ha4YaeT, YTo wildcard-
cepTndukaT BbiNyLEHHbIA Ans domain.ru 6yAeT LEeACTBUTESNbHbIM A1 BCEX €ro Cy6A0MEHOB TPETbErO
YPOBHS, HO He byaeT paboTaTb ANns YeTBepToro. COOTBETCTBEHHO €CN HEOBXOoAMMa 3aLl1Ta Noa00OMEHOB
YeTBEPTOro 1 fJanee ypoBHEN HY>XXHO NONYyUYnNTb OTAENbHbI wildcard-cepTudukaT gnaa poanTenbckoro JomMeHa
Kaxgoro 13 Hux. Hanpumep, 4OMEH Ans noYvTbl mail.onprem.ru, a LOMEH A9 XpaHUAuWa mail-st.onprem.ru,
Torga B ceptudumkat HEOB6XoaMMO A06aBUTb LLIECTb JOMEHOB:

« *.mail.onprem.ru

- %.,e.mail.onprem.ru

« *.cloud.mail.onprem.ru

- x.calendartouch.mail.onprem.ru

- *.calendarx.mail.onprem.ru

« *.mail-st.onprem.ru

Kakune npoTtokoJsibl ucnonb3syert lNouTa

« SMTP, ESMTP — npoToKosnbl OTNpaBKy MOYTOBbIX COOBLLEHNI (MopT 2525/465).
« IMAP — npoTOKOS NONYy4YEeHs MOYTOBbIX COOBLLLEeHWI (NopT 143/993).

« POP3 — npoTokon nonyyeHns No4YToBbIX coobLeHnn (mopT 110/995).

« HTTPS gna poctyna K Be6-nHTepdency noytsl ¢ uCnonb3oBaHnem TLS.

- CalDAV ons CUHXPOHU3aLM KaneHgaps.

- CardDAV /19 CUHXPOHW3aLUY 1 yNPaBNeHNs KOHTaKTaMu.

« WebDAV pna pa6oTbl ¢ [Juickom.

- Kerberos nnn NTLM — npoTokon B3anmopgeicteusa ¢ Active Directory knuneHTa.
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« IPin IP — npoTokon TyHHenunpoBaHus IP.

O6s3aTenbHble NpegBapuTesibHble AeNCTBUS

HacTtpowuTte poTauyuio soros B journald

BbINONHUTE Waru n3 MHCTPYKLMN Kak HaCTpounTb pOoTaLuio J1oros B journald.

Co3paHune DNS-3anuncen

[nsa paboTbl [1OYTbl BAM HY>XHbI:

« MX-3anuceo (pekomeHgyembin nproputeT — 10), KOTopast 0653aTeNlbHO BE4ET HA MXS.<A0MeH /s MoYThl>
« [1Ba OCHOBHbIX lIOMEHA: A9 NOYTbI 1 A9 XPaHWUANLL,

« Habop A- nnn CNAME-3anucei.
[na npumepa B LOKYMeEHTe 6yayT UCnosb3oBaTbes cnegytowmne DNS-3anvcu:

- loMeH pnig cepBUCOB NoYTbl — mail.onprem.ru . [1py CO3AaHM MOYTOBOro AOMEHa PeKkoMeHayeTcs
COBNIOAEHNE CTPYKTYPbI: ***mail.x*% xx* NN ***mail.*x*

- lomeH pna o6nauHbIX XPaHUANLL, — mail-st.onprem.ru . [TPUMEpP CTPYKTYPbI: ***St.%%* k%% UM

*xkcloud.*** .

,D,OMeH ond 06/1a4YHbIX XpPaHUNnL, 0O0/HKeH 6bITb TOrO Xe YPOBH4A, YTO 1 AOMEH N4 CepPBNCOB NMOYThbl, N UMETb
CBO€ YHUMKaJIbHOE V4.

BHumaHmne

VI3MeHsATb CTPYKTYpPY OCHOBHbIX JOMEHOB 3anpelleHo! HecobniogeHne CTPYKTYPbl 1 YPOBHS OMEHOB MOXET
NPVIBECTY K yTeUKe AaHHbIX Yepes Npobpoc cookies. Takxke Bbl CTOIKHETECH C OLUNGKAaMU Ha 3Tarne HaCTPOKM
LOMEHHbIX IMEH.

[anee B Tabnuuax npepctasneH cnucok A- nnn CNAME-3anucein, KoTopble Hy>XXHO CO3[aTb nepep, yCTaHOBKOW
cepsuca NoyTta. [loMmeHbl N3 TabanL, AOMKHbI ABAATbCS NOAAOMEHAaMN A5 ABYX OCHOBHbIX.

Ang noursbi:

Kak co3pgaeTca goMeH: account (Cy6ooMEH 13 Tabnuubl) + mail.onprem.ru (OCHOBHOW OOMEH U3 NPUMEpPa,
KOTOPbI Bbl 3aMEHUTE CBOUM) = account.mail.onprem.ru .
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Ha3HayeHne gomeHa

Beb-nHTepdeinc astopuzaumn

[JomeH onsa npoBepkun oocTyna

[domeH ons aKKayHT-CepBuCa

CkayrBaHue BnoxeHun Moytobl

MpocmoTp BRoxeHui MNMoyTbl

[JomeHHas aBTOpM3aLns
(BHYTPEHHINX 3anpocoB

6pay3epa)

[domeH onsa naHenu
pacLNpPEHHOro NPoCMoTPa
JEeNCTBUN NoNb3oBaTenen

NHTepdernc
aAMUHNCTPUPOBaHNS

Blobcloud-aTTaum

JowmeH gna BMW gRPC
3anpocos

Kanya

KaneHpapb

[omeH nHtepdenca
kaneHgaps onsa VK Teams

JowmeH ona gRPC-3anpocos
KaneHpaps

Mo6unbHbI KaneHgapb

CraTnyeckune gaHHble
KaneHgap4

Nma pomeHa

account

access

as

af

apf

auth

becca

biz

blobcloud.e

bmw

calendar

calendarmsg

calendargrpc

shared.calendartouch

shared.calendarx

Mpumep

account.mail.onprem.ru

access.mail.onprem.ru

as.mail.onprem.ru

af.mail.onprem.ru

apf.mail.onprem.ru

auth.mail.onprem.ru

becca.mail.onprem.ru

biz.mail.onprem.ru

blobcloud.e.mail.onprem.ru

bmw.mail.onprem.ru

c.mail.onprem.ru

calendar.mail.onprem.ru

calendarmsg.mail.onprem.ru

calendargrpc.mail.onprem.ru

shared.calendartouch.mail.onprem.ru

shared.calendarx.mail.onprem.ru
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Ha3HayeHne gomeHa

VK WorkDisk

3arpyska ¢ainnos B VK
WorkDisk

CkaynaHue dpaininios B BEG-
nHTepoerce VK WorkDisk

3arpyska ¢annos B VK
WorkDisk

NuTerpauns c APl VK WorkDisk

3arpyska ¢painnos B Ny6anYHbIe
nankn B VK WorkDisk

MNopTtanbHas aBTopmsaumns VK
WorkDisk

3arpyska 60/bLUMX NOYTOBbIX
Bnoxenun B VK WorkDisk

Mpes.bio ¢pannos B VK
WorkDisk

Be6-unTtepdenc Moytbl

CepBuiC aBaTapoOK

IMAP MouyTbl

HeuncnonHaemble cTaTuyeckmne
OaHHble

VcnonHaemble cTaTnyeckne
OaHHble

MX MouyTbl

OAUTH2-aBTOpUM3auus

Nma pomeHa

cloud

cld-uploader.cloud

cloclo.cloud

cloclo-upload.cloud

openapi.cloud

pu.cloud

sdc.cloud

uploader.e

thumb.cloud

filin

imap

img

imgs

mxs

o2

Mpumep

cloud.mail.onprem.ru

cld-uploader.cloud.mail.onprem.ru

cloclo.cloud.mail.onprem.ru

cloclo-upload.cloud.mail.onprem.ru

openapi.cloud.mail.onprem.ru

pu.cloud.mail.onprem.ru

sdc.cloud.mail.onprem.ru

uploader.e.mail.onprem.ru

thumb.cloud.mail.onprem.ru

e.mail.onprem.ru

filin.mail.onprem.ru

imap.mail.onprem.ru

img.mail.onprem.ru

imgs.mail.onprem.ru

mxs.mail.onprem.ru

02.mail.onprem.ru
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Ha3HayeHne gomeHa

O6enopTasnbHble CEPBUCHI
aBTOpU3aLNN

POP3 MouTbl

SMTP lMouyThl

CepBep aBTOpPU3aLUN
(MexxcepBepHble 3anpocChl)

Webdav

Hocka VK Workspace

CepBepHOe B3aMOfencTeme
¢ Ounckom VK WorkSpace

CepBepHoe B3anmopgencTemne
¢ MNMoutonm VK WorkSpace

CoxpaHeHune daiinos 13
MecceHpxepa v BKC B [uck
VK WorkSpace

Ana xpaHnnnuy:

Nma pomeHa

portal

pop

smtp

Swa

webdav.cloud

board

cloud-serverside-api

serverside-api

cloclo-int

Mpumep

portal.mail.onprem.ru

pop.mail.onprem.ru

smtp.mail.onprem.ru

swa.mail.onprem.ru

webdav.cloud.mail.onprem.ru

board.mail.onprem.ru

cloud-serverside-api.mail.onprem.ru

serverside-api.mail.onprem.ru

cloclo-int.mail.onprem.ru

Kak co3paeTca gomMeH: tmpatt (Cy6gomMeH ns tabauupl) + mail-st.onprem.ru (OCHOBHOW JOMEH 13

npumMepa, KOTOPbI Bbl 3aMEeHUTE CBOUM) = tmpatt.mail-st.onprem.ru.

HasHaueHne gpomeHa

CkauyumBaHMe NCMONHAEMbIX BNOXeHW [oyTbl

[MpokcupoBaHne akTUBHOIO KOHTEHTA BIIOXEHWIN
[MouTbl

MpPOCMOTP UCMOSNHAEMbIX BIOXEHW [MoYTb

3awuTa oT XSS-aTak npu ckayrBaHn Garnaos 13
VK WorkDisk

Nwmsa
AOMeHa

af

ampproxy

apf

cloclo

Mpumep

af.mail-st.onprem.ru

ampproxy.mail-
st.onprem.ru

apf.mail-st.onprem.ru

cloclo.mail-st.onprem.ru
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Ha3HayeHne gomeHa Nmsa Mpumep

JoMeHa
CkayvBaHMe 60/1bLUMX NOYTOBbIX BNoOXeHnn n3 VK cloclo- cloclo-stock.mail-
WorkDisk stock st.onprem.ru
Pacnakoska apxunBoB B nHTepdence VK WorkDisk cld- cld-unzipper.mail-
unzipper st.onprem.ru
WNHTterpaumns ¢ APl [ouTbl corsapi corsapi.mail-st.onprem.ru
MpokcrpoBaHMe BHELUHNX BAOXEH I MoyTbl proxy proxy.mail-st.onprem.ru
[omeH pnsa TekcTtoBoro pegaktopa P7-Odunc docs docs.mail-st.onprem.ru
O6nako, peannsytoLiee S3 API hb hb.mail-st.onprem.ru
O6naKo BpeEMEHHbIX BNOXEHWN MoYTbl tmpatt tmpatt.mail-st.onprem.ru
JowmeH gnsa Grafana grafana grafana.mail-st.onprem.ru

BHumaHmne

V13MeHATb LOMEHHbIE MEHa 13 TabnuLbl 3anpeLLeHo! YCTaHOBLUMK [MoUTbl MICNonb3yeT UX Npu pas3BepTbiBaHNN
cucTembl. Ecnv npm yctaHoBKe He ByaeT Han4eH COOTBETCTBYIOLLMNIA AOMEH, MOXET MPOUN30NTN CHON.

AdnckoBoe NpoCcTpaHCTBO

MwuHManNbHbIN PEKOMEHOYEMbI O6beM NaMATU 4119 Pa3LeNos:

«576 — /boot;

<4016 — /;

+100T6 — /home ;

«406 — /var/log;

+150 16 — /var/lib/docker ;
«200T6 — /opt;

<4076 — /tmp.

B 3aBMCMOCTW OT KOJIMYECTBA MOJIb30BaTeNIEll MOXET 6bITb YBENMYEH 06bEM NamMsATX pasgena /opt/

mailOnPremise/dockerVolumes .
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BHumaHmne

PekomeHpyeTcs oTkmounTb darn nogkadkm (SWAP).

MopkroueHne ANCKoB

Ecnwn Bbl nnaHnpyeTe MOHTNPOBaHNE AONONTHUTENbHbIX ONCKOB, PpeKoOMeHOYyeTCA NOAKTIOHNTDb UX 00 Ha4dana
YCTaHOBKW. [MoakntoYeHHbIe ONCKN HEOBXOANMO pa36I/ITb Ha pasfenbl, 419 3TOro MOXHO NCNoJ1b30BaTb no6ble

NPWBbIYHbIE YTUANTDI, Hanpumep fdisk.

Ha pasgenax guckoB Heobxoanmo co3gaTb dannoByto cuctemy. Mbl pekomeHgyem extd, Takke
nopoepxveaetcs xfs.

Mprmep koMaHAabl 419 co3paHuns GannoBor cuctembl ext4:

mkfs.ext4 <nyTb K yCTpouCTBY>

DTanbl yCTaHOBKW

Becb npouecc YCTaHOBK MOXHO pas3fefinTb Ha ABa 3Tana:

1. B komaHgHOIM CTPOKe Ha cepBepe BbINMOTHAOTCA OencTema ons 3anycka yCTaHOBLMKa.

2. MNocnepyioLas yCTaHOBKa NPON3BOAUTCH B CNeLmaibHOM Be6-HTepdeice.

dencrensa B KOMaHOHOW CTPOKe Ha cepBepe

LWar1. Co3paHune nonb3oBatens deployer

1. B KOMaHOHOW CTPOKE BbINOMHNTE NOCIEA0BaTENbHOCTb KOMaHA,

Astra Linux

sudo -i

# 3apaem naponb M co3pgaem nosib3oBaTens deployer
DEPLOYER_PASSWORD=mURvNxJ9Jr

useradd -G astra-admin -U -m -s /bin/bash deployer
echo deployer:"SDEPLOYER_PASSWORD" | chpasswd

# WrHopupyem ounbky "HEY[AYHbIA MAPONIb: error loading dictionary"
# B cnydyae, ecnu oHa nosiBUach
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# MNepenorvHuBaeMcsa nop nosnb3oBaTenem deployer
sudo -i -u deployer

ssh-keygen -t rsa -N
# Haxumaem Enter (cornacuTbcsi ¢ BapuMaHTOM MO YMOJYaHUI0)

# Konupyem ssh-knw4 B HyXHYKW AUPEKTOPUI0
cat /home/deployer/.ssh/id_rsa.pub >> /home/deployer/.ssh/authorized_keys

chmod 6606 /home/deployer/.ssh/authorized_keys

# OnumoHanbHO: MpoBepsieM, 4YTO camMu K cebe MoxeM 3anTu 6e3 napons
ssh deployer@localhost

exit
PEQ OC
sudo -i

# 3apmaem Mapofib U cospaeM nonb3oBaTena deployer
DEPLOYER_PASSWORD=mURvNnxJ9Jr

useradd -G wheel -U -m -s /bin/bash deployer
echo deployer:"SDEPLOYER_PASSWORD" | chpasswd

# lMepenorunHuBaemcs nop nonb3oBaTens deployer
sudo -i -u deployer

ssh-keygen -t rsa -N
# Haxvumaem Enter (cornacutbcs ¢ BapMaHTOM MO YMOJYaHWI)

# Konupyem ssh-kflY B HYXHYW OUPEKTOPUID
cat /home/deployer/.ssh/id_rsa.pub >> /home/deployer/.ssh/authorized_keys

chmod 60606 /home/deployer/.ssh/authorized_keys

# OnuMoHanbHO: MpoBepsieM, 4YTO caMu K cebe MoxeMm 3anTu 6e3 mapons
ssh deployer@localhost

exit
MosOS Arbat
sudo -i

# 3apaem naponb M co3paem nonb3oBaTens deployer
DEPLOYER_PASSWORD=xJ9JrmURvn

groupadd deployer

useradd -p "$S(openssl passwd -crypt "SDEPLOYER_PASSWORD")" deployer

usermod -aG wheel deployer

# MosOS aBToMaTuyeckum He co3faeT rpynny OJs HOBOro MoJsib3oBaTens
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usermod -aG deployer deployer
mkdir -p /home/deployer/.ssh
chown deployer:deployer /home/deployer/.ssh

ssh-keygen -t rsa -f /home/deployer/.ssh/id_rsa -N ""
# Haxumaem Enter (cornacuTbcsi ¢ BapuMaHTOM MO YMOJYaHUI0)

# Konupyem ssh-knw4 B HyXHYKW AUPEKTOPUI0
cat /home/deployer/.ssh/id_rsa.pub >> /home/deployer/.ssh/authorized_keys

chmod 6606 /home/deployer/.ssh/authorized_keys

chown deployer:deployer /home/deployer/.ssh
chown deployer:deployer /home/deployer/.ssh/#*

# OnNuMoHaNbHO: MpoBepseM, 4YTO camu K cebe MOXeMm 3aWTu 6e3 mapons
ssh deployer@localhost

exit

A BHumaHune

Bcs panbHelwas ycTaHOBKa ByaeT Npon3BOAUTLCS Nof, CO3AaHHbIM nonb3osaTtenem deployer. Ecnu Bbl
nnaHnpyeTe yCTaHaBAMBaTb Nog, APYIM MOMb30BaTENEM, 3TO HEO6XOANMO YYUTbIBATb NPW JallbHENLLEN
yCTaHOBKe. TakXXe Nonb3oBaTe b AOJKEH NMETb NpaBa agMUHUCTPaTOoPA.

2. BoinonHuTte koMaHgy sudo visudo .

3. B dainne /etc/sudoers ybepute # B Hayane cnefylowen CTPoKu:

Astra Linux

# %astra-admin ALL=(ALL) NOPASSWD: ALL
PEL OC

# %wheel ALL=(ALL) NOPASSWD: ALL
MosOS Arbat

# %wheel ALL=(ALL) NOPASSWD: ALL

4. Boingute ns Vim c coxpaHeHnem dalina.

To e camoe MOXHO caenaTtb C MOMOLLbIO pefakTopa hano:

sudo EDITOR=nano visudo
# HaxoOuMm HyXHYl CTPOKY, ypansem # B ee Havdane
# BbIxoAMM M3 nano C COXpaHEHWeM U3MeHeHUM
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Lar 2. PacnakoBka gucTtpunéyTtunBa

Pacnakylite gnctpnbyTme nog nonb3opaTtens deployer (B anpektopuio /home/deployer ). Bbl MOXeTe
pacnakoBaTb apxmB C AUCTPUBYTUBOM 1 B APYrYIO Nanky nam co3gatb nognanky.

HeTt I'IpI/IHLI,I/IFIVIaJ'IbHOI7I Pa3HNLbl, KAKVIM apXBaTOPOM MNOJIb30BaTbCA. Huxe npouveeneH npunvep and unzip:

Astra Linux

# ECNM Ha MawMHY He YCTaHOBJIEH UNzip, CKayMBaeM ero:
sudo apt-get install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o -P <naponb> <uMsA_apxuBa>
PELQ OC

# Ecnuv Ha MawuHy He yCcTaHOBJSIeH unzip, cKayMBaeMm ero:
sudo yum install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o -P <naponb> <uMsi_apxuBa>
MosOS Arbat

# ECnu Ha MaWMHY He YyCTaHOBJIEH uUnzip, cKa4dvBaeMm ero:
sudo zypper install unzip

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true

unzip -o -P <napofb> <uMA_apxuBa>

BHUMaHune

Mocne pacnakoBKu He yaananTe Hukakue daiisbl. o 3aBepLUeHnr YCTaHOBKI AOMYCKAETCA TOMbKO yaaneHne
apXu1Ba, N3 KOTOPOTO Bbi/T PACMakoBaH AUCTPUGYTUB.

LLar 3. PaspewunTb Port Forwarding

[nsa KoppeKkTHOM paboTbl yCTaHOBLLUMKa B HacTporkax SSH gomkeH 6biTb paspelueH TCP Forwarding. YTo6bl
n3meHunTb HacTpoiky TCP Forwarding, Hy>XHO B dpaiine /etc/ssh/sshd_config yCcTaHOBUTb crepyioLLee
3HaYeHve:

AllowTcpForwarding yes
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LLar 4. 3anyck ycTaHOBLUWKA KaK cepBuca

YcTaHoBLLK onpremise-deployer_linux pekomeHgyeTcs 3anyckaTb Kak cepBuc. [Npu TakoM 3anycke He
npuaeTcs npuéeraTtb K 4ONOMHUTENbHBIM MepaM (screen, tmux, nohup), NO3BONSIOLLM YCTaHOBLLKY
NPOAOMKNTb PaboTy B Cnyyae notepu coegmnHeHns no SSH.

Ba)kHo

[ns nogkntoyeHne agMHNCTpaTopa K BE6-NHTEepdENCy yCTaHOBLLMKa UCMob3yeTcs nopT 8888.
PekomeHpayeTcs HaCTpOUTb 3aWunTy NopTa Yepes firewall n6o HanoxeHHbIMK cpeacTBamu (TLS-proxy).

He pekomeHOyeTca OCTaBNATb YCTAHOBLLMK BKJIKOYEHHbIM, €CIi Bbl HE NMPOBOANUTE PabOoTbl MO YCTaHOBKE 1
HaCTpOoWike cucTeMbl. 3anyCTUIN YCTaHOBLLMK — [MpOBeNn yCTaHOBKY — BbIKIOUMAN YCTAHOBLLUMK. ECIIN HY>Ha
[OHACTPOlIKa CUCTEMbI, TO CHOBA BKJTIOUMTE YCTaHOBLLVIK.

YTO6bI 3aNyCTUTb YCTAHOBLLVK Kak CepBIC, BbIMOAHNTE KOMaHAy (nogxoauT ans Astra Linux, PE[, OC, MosOS
Arbat):

sudo ./onpremise-deployer_linux -concurInstalllimit 5 \
-serviceEnable -serviceMake -serviceUser deployer

Mo ymonyaHwuio BbICTaBAEH IMMUT B 5 MOTOKOB, NPY HEOBXOAVIMOCTU Bbl MOXETE YBENNYNTb KONYECTBO
notokos A0 10, ofgHaKo aTO YBENUYNT 1 Harpys3ky Ha cuctemy. VicnonbsosaHue 6onee yem 10 NOTOKOB He
pekomeHayeTcs.

OTBeT B Cllyyae YCMeLHOro 3anycka yCTaHOBLUYKA BbIFAAUT Creayowmym 06pasoMm:

Astra Linux

deployer.service was added/updates

see status: <systemctl status deployer.service>

can't restart rsyslog services: [exit status 5]

OUT: Failed to restart rsyslog.service: Unit rsyslog.service not found.
deployer.service was enable and started

see status: <systemctl status deployer.service>

PE[, OC

deployer.service was added/updates

see status: <systemctl status deployer.service>

can't restart rsyslog services: [exit status 5]

OUT: Failed to restart rsyslog.service: Unit rsyslog.service not found.
deployer.service was enable and started

see status: <systemctl status deployer.service>

MosOS Arbat
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deployer.service was added/updates

see status: <systemctl status deployer.service>

can't restart rsyslog services: [exit status 5]

OUT: Failed to restart rsyslog.service: Unit rsyslog.service not found.
deployer.service was enable and started

see status: <systemctl status deployer.service>

/" MpumeuyaHue

HeBO3MOXHOCTb BKJTIOYEHMS CJ'Iy)K6bI rsyslog He NOBNAET Ha KOPPEKTHOCTb pa6OTbI cepBuca.

Ecnun He nonyunnoch 3anyctutb deployer kak cepBuc, TO NpoBepbTe cocTosHMe SELinux:

getenforce
ausearch -m avc -ts recent

SELinux MOXeT orpaHunymBaTb AOCTYMbl 3anyckaemMoro daina, YTobbl BpeMeHHO oTktounTb SELinuX,
BbINOHUTE KOMaHAY:

setenforce 0

Hencreuna B Be6-nHTEpdence yCtaHoOBLUMKA

[na nepexopa B Be6-uHTepdenc B agpecHoOn CTpoke 6pay3epa ykaxmTe agpec: http://server-ip-address:
8888 . ECnu nepenT No aTOMy apecy He yaaeTcs, y6eguTtech, 4To firewall 6b11 OTKIOYEH.

LLar 1. Boi6op BapuaHTa yCTaHOBKU

Ha cTapToBOIn CTpaHnLEe HaXXMTE Ha KHOMKY YCTaHOBKaA.
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ﬂ AdminPanel

MonHbie Bepcuun npoayKToB

Pa3BepHWTEe Ha BalUMX cepBepax OAMH Unn Heckonbko npoaykToB VK On Premise

YcraHoBka

WHCTpyKLMA No ycTaHOBKe U HacTpoiike o6opyaoBaHusa Yurats
WHCcTpyKUMA no KnacTepHOW yCTaHOBKE M HacTpolike o6opyaoBaHus Yuratb

MHcTpyKuMsa no o6HoBMREHUIO Yurars

MHCprKIJMiI no o6GHOBMEHUIO KNnacTepHOMU YCTaHOBKU Yuratb

LLar 2. Bbi6op npoayKToB 1 onuuii

1. BkntounTte pnarn AgmmnHmnctpaTtmBHasa naHenb, VK WorkDisk v VK WorkMail.
2. BkniounTe Hy>XHble BaM KOMMOHEHTbI B KaXXAOM 13 NPOLYKTOB.

3. BoibepuTe nHTerpauumn, KoTopble niaHnpyeTe HacTpanBaTb.

AAMI/IHI/ICTpaTI/I BHas nNaHesb

MpopykT OnuncaHue
CucTtema rpynnoBbiX NOANTUK Beta

CuncTtema rpynnoBbix nonntuik. Kafka sBHyTpu 16 GB RAM, 8 vCPU
NHCTannsaumm

NHTterpaums c VK Teams

BcTpoeHHoe xpaHnnuLe o6pa3oB KOHTENHEPOB

Mopoepxka Poccumcknx kpuntorpadunyeckmx Beta
ctaHpapTtos (TOCT TLS)
MpPOrHoO3 N KOHTPOb O6bEMA MOYTOBOIO XPaHNAMLLA Beta
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MpoaykT

MporHos 1 KOHTPOoJsIb 06bEMa MOYTOBOIO
XpaHunnwa. Cuctema Bl-aHanutnkin

Cuncrema Bl-aHanuTtuku. Kafka BHyTpun
NHCTanAsumm

OnucaHune

Beta

16 GB RAM, 8 vCPU

Cunctema Bl-aHanutuku. [ly6nnposaHne gencTaui

noJib3oBaTesiell BO BHELLHME XpaHunnnwa

Cuctema MOHUTOPWHrIa

CucTtema c6opa 1 OTNPaBK METPVIK

VK WorkDisk

BHumaHune

Grafana, xpaHnnuwe meTtpuk Graphite,
XpaHunanie metpuk Prometheus

CéopLumkin 1 TpaHcnaTopbl Graphite n
Prometheus-meTpuik

Ons nHctannauumin go 100000 nonb3oBaTenen Heo6xohMMO BKAIOUNTb OBNErYEeHHY0 BEPCUIO ayanTa Ha

PostgreSQL. Mo ymonyaHuto B NoyTe BKIOYEH NpoaykT Cuctema aygmTta AencTBuiA nosb3oBaTtens Ha

ocHoBe ScyllaDB, oHa npegHa3HavyeHa 19 NHCTannsuum, rae nonb3osatenen 6onbwe 100000.

MpoaykT

AOMNHUCTPAaTUBHAas NaHenb v6.7.2

Anpo o6bekTHOro xpaHunuwa S3 + Agpo
pacnpenenéHHoro ¢annoBoro XxpaHnanLwa

API 6onblimnx Bnoxenun VK WorkMail

VIHTerpaums ¢ aHTVBMPYCOM MO NPOTOKONY
ICAP

Cuctema murpaunmn WorkDisk 13 BHELLHNX
CEepBUNCOB

OnucaHune

O6sa3aTenbHbIN NPOoAYKT. TpeboaHus: 1
BMPTYyasibHas MallULiHa Ha Jlo60M rmnepBrnsope,
16 GB RAM, 8 vCPU, 100 GB SSD

O6sa3aTenbHbIN NPOAYKT

O6s3aTenbHbIV NPOAYKT

Beta
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MpoaykT

WHTerpaumnsa c Kerberos (SSO-
aBTOpPU3aLMA)

NuTerpauusa c Kerberos. Keycloak BHyTpu®
vHcTannauum vi7.0.1

NHTerpauusa c Kerberos. VlHTterpauuns ¢
BHelwHM Keycloak cepBepom

NHTerpauuma c Kerberos. BHeluHsa web-
aBTOpU3auMa Yepes nposangepa blitz

CpencTBa pe3epBHOro KOMMpoBaHus

ABTOMaTUNYeCKOE yYAaneHme CtapbixX nncem

ViHTerpaumnsa ¢ pegaktopom «MonOduc»

PepakTop «P7-Oducy» BHyTpK
NHCTannsLmm

ViHTerpaumnsa ¢ pegaktopom «P7-Odunc»

Cuctema Bl-aHanuTtukn

Cunctema Bl-aHanutuku. Kafka BHyTpun
WNHCTannsaumm

Cuncrema Bl-aHanutuku. [ly6nnposaHune
JEenCTBIIN NOMb30BaTENEN BO BHELLHNE
XpaHunnLa

Mopoepxka Poccumckmx
kpuntorpaduyecknx ctaHgaptos (TOCT
TLS)

CucTtema npoBepkuy painos [ucka yepes
DLP

Cuctema ayouTa 4eNCTBUM NONb3oBaTeNs

OnucaHue

1GB RAM, 1vCPU

Beta

Deprecated

2 GB RAM, 2 vCPU

Beta

16 GB RAM, 8 vCPU

Beta

Beta
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MpoaykT

OnucaHue

CepBucCbl 3anNUCU N YTEHNS OENCTBUNIA
nosib3oBaTenen, XpaHunmwe 4encTBnin
nonb3oBateneln (ScyllaDB)

Cwuctema ayguTa 4eNCTBUN NMONb30BaTeNs CepBucCbl 3aNnCU N YTEHNS OENCTBUIA

(oBneryérHHas Bepcus)

VK WorkMail

BHumaHune

nosib3oBaTeNen, XpaHunmwe 4eNCTBUA
nonb3oBatenei (PostgreSQL)

Ons nHctannauumin go 100000 nonb3oBaTenen Heo6xXohMMO BKAIOUNTb OBErYeHHY0 BEPCUIO ayanTa Ha

PostgreSQL. Mo ymonyaHuto B NoyTe BKIOYEH NpoaykT Cuctema aygmTta AencTBUiA nosb3oBaTens Ha

ocHoBe ScyllaDB, oHa npegHa3HavyeHa 9 NHCTannsauum, rae nonb3osatenen 6onbwie 100000.

MpoaykT

AOMNHNCTPATNBHAA NaHenNb
v6.7.2

Anpo 06beEKTHOMO XpaHUKLLA
S3

API 6onblumnx BnoxeHun VK
WorkMail

KaneHgapb

KaneHpapb. Murpauus
KaneHgapen no NnpoToKony
EWS

KaneHpapb. boT kaneHgaps
ona VK Teams

KaneHpapb. VIHTerpauus
kaneHgaps ¢ TrueConf

VIHCTpYMEHTbI pa3paboTki

OnucaHune

O6s3aTenbHbIN NPOAYKT. TpeboBaHus: 1 BUpTYyabHas
MaLlnHa Ha ntobom rmnepsusope, 16 GB RAM, 8 vCPU, 100
GB SSD

O6s3aTenbHbIV NPOAYKT

O6s3aTeNnbHbIV NPOAYKT

O6sa3aTenbHbIV NPOAYKT
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MpoaykT

VHTerpaumns c gpyrumm
nHcTannaunamn VK WorkMail

VHTerpauns c Kerberos (SSO-
aBTOpM3aLMS)

CpencTBa pes3epBHOro
KOMMPOBaHUS

ABTOMaTN4YeCckoe yoaneHne
CTapbIX nncem

[ByxdakTOpHas
ayTeHTndurKaumns

VHTerpaumns ¢ pegaktopom
«MonOdunc»

PepakTop «P7-Oduncy BHyTpKU
NHCTannsumm

VIHTerpaumns ¢ pegaktopom
«P7-Oducy

CucTeMa pacLlUnpeHHbIX
TPaAHCMOPTHbIX MPaBIN

BoT HOBbIX MOYTOBbIX
coobueHnunn gna VK Teams

CepBuc aHanmsa fioros
AOCTaBKW NOYTb

yl'lpaBJ'IeHVIe aBTOMaTn4eCKnm
yoaneHnem nmcem

YnpasneHve pasmepamMmu
ALLMKOB U NONNTUKaMMN
XpPaHEeHNs NCEeM B MOYTOBbIX
ALLMKaX

OnucaHune

Deprecated

Deprecated

2 GB RAM, 2 vCPU

Beta 16 GB RAM, 16 vCPU

Beta

Beta
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MpoaykT

PepakTnpoBaHve gaHHbIX BO
BHewwHem Active Directory

Cucrtema Bl-aHanuTukmn

Cuctema oTtnpasku push-
YBEAOMIIEHNI Ha MOBWJIbHbIE
YCTPOINCTBA

MNopaepyka NpoTokona
CardDAV

KomnakTHas Bepcund
HEKOTOPbIX CEpPBNCOB

[ocka VK Workspace v25.4.0

VimnopT gaHHbix 13 Microsoft
Exchange

Mopoepxka npotokona POP3

3OKCNopT CObLITUN BO
BHeLlHNn 6pokep (Kafka)

Mopoepxka pexmnma
KaTacTpoPpOyCTONYNBOCTH 2
Lo + witness

CuncTtema novicka v ypaneHums
nucem n3 nHTepdeiica noncka
nmcem

Mopoepxka Poccumckmx
KpunTorpapurnyeckmnx
ctaHpapTtoB (TOCT TLS)

Cuctema Antispam

PacnpegenéxHas
VIHCTanaums

OnucaHune

Beta. Cepsuc pegaktupoBaHus gaHHbix B Active Directory

Beta

Beta

Beta. KomnakTHas Bepcus HEKOTOPbIX CEPBUCOB AS
HEeB6OoNbLUNX NHCTaNNALNN

Beta

Beta. Cepsuic nonyyeHusa nsz MS Exchange in-place apxvnsos,
NONb30BaTENbCKMX NPaBu 06PabOoTKM NOYTbI

Beta

Beta

Beta

Beta

MoppobHee: Kak BKIOUNTb AHTCHAM CUCTEMY

BO3MOXHOCTb HaCTPOWIKIM CBA3EN MeXAyY OTAENbHO
Pa3BEPHYTbIMU UHCTANNALUAMY AN YNPaBIeHNs
MapLpyTU3aLMein NoYTbl, MPOCMOTPa 3aHATOCTU
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MpoaykT OnucaHve

nosnb3oBaTeneil B kaneHgapsx n o6beAnHEeHNss KOHTakTOB B
OBLLYIO afpEeCHYIO KHUTY. HENnpuMeHMo s MHCTannsuum,
pPasBEPHYTOW B MUHUMaNbHO paboyeln KOHOUrypaLum Ha
OfHOI BUPTYasnbHOW MalwwunHe. NogpobHee:
leopacnpepgenenHas Nouta VK WorkSpace

Cuctema ayguta oeNcTBmi CepBucCbl 3anncn N YTEHNS OENCTBUIA NONb3oBaTENEN,
nosnb3oBaTens XpaHunuLLe oencTeui nonb3oBatenen (ScyllaDB)
Cuctema ayouTa gencTesum CepBucCbl 3aNUCU N YTEHWS OENCTBUIA NOMb30BaTeNEN,
nonb3oBatens (0bneryéHHas XpaHunnmie gencreum noab3oBatenen (PostgreSQL)
Bepcus)

/" MNpumeuyaHue

ECTb KOMMOHEHTbI, HACTPOIIKa KOTOPbIX MPOV3BOANUTCA B aAMUHCTPATUBHOM NaHenu
(biz.<noyToBHI AoMeH> ), HO BKIIIOUYUTD UX HYXHO MPW yCTaHOBKe. Hanpumep, Cuctema pacLumpeHHbIX

TPaHCcNopPTHbIX NpaBun 1 Cncrema murpauum WorkDisk n3 BHELLUHNX CEpPBUCOB.

4. HaxkmunTe Ha KHonky Janee BH/3Y CTpaHuLbl, YTOObI NEPENTN K CNeaytowemy Lary.

Lar 3. [lo6aBneHne NLEH3NOHHOroO KJlo4a

1. BBeguTe NMLLEH3NOHHDIN KU UK YKaxuTe NyTb K daliny niueHsun .lic.

2. Haxxmunte Ha kHonky fanee.
JINUEH3NOHHbIN KNty

NMuueHanoHHbIN Kntod VK WorkMail:

onprem.ru.lic BoibpaTtk ann

8d935b622 ans onprem.ru. Konuyectso nonbaosatenei: VK W

NMuuexaua 0187

WorkDisk - 10000, VK Teams - 10000. Pa3peLuéHHble nouToBbIe A0OMEHLI: "*.onprem.ru”, "admin.qdit”. [leAcTeuTensHa 4o

02.05.2025, 11:53:32

Oanee

NHdopmaumio o TOM, Kak OBHOBUTb JINLLEH3VIOHHbIN KIOY NV NPOBEPUTDL CPOKWN OENCTBUS NNLEH3UN NO
npogyktam VK WorkSpace, Bbl CMOXeTe HallTh B pa3fesie ¢ AoMNONHUTENbHOW SOKYMEHTaLN.
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LWar 4. [lo6aBneHne rmnepsnsopa

1. HaxxmunTe Ha KHonky [Lo6aBuUTb.

2. B BbinagatoL,em MeHio Bbibepute CepBep.

@ AdminPanel

il iicta, fo6aBbTe nepBn3opbl K knactep kubernetes. Ponb hypervisor - 370 BUpPTYanbHas MalliHa, Ha KOTOPOI BYAyT 3aryLLEHbl KOMMOHEHTbI MPOAYKTa B KOHTelHepax. Ponb ext-k8s - aTo knactep kubernetes.
CKpbITb 3aBEPLUEHHDIE O6bekToB B CTPOKE 1 ~
lMoka3saTb BCMIOMOraTebHbIE KOHTEeHePbl Mpynnuposka  Her v

Cepae%

BHewHwnii knactep Kubernetes

OTKpOoEeTCs OKHO [O06aBNEHNS FMNepBu3opa:

@ AdminPanel

Mo: cTa, fo6asbTe I unu knacTep kubernetes. Ponb hypervisor - 3To BUpTyanbHas MalunHa, Ha KOTOPOI 6yayT 3anyLueHbl KOMNOHEHTbI NPOAYKTa B KOHTeHepax. Ponb ext-k8s - aTo knacTep kubernetes.
CKpbITb 3aBEPLUEHHbIE O6bekToB B CTpOoke 1 v
MokasaTb BCroMoraTesbHble KOHTENHEPDI Mpynnuposka  Her v

Ponb 13 SSH-nopt Vv rvnepemsopa
hypervisor v/ 1012151 22 Hypervisor

Wms nonbsosatens MNaponb MpuBaTHLIA KNloY Data Center
centos strongPass Vlcnonb3oBaTb aBTOPW3aLMIO MO Naponio v | DCt

Tern

store,mail etc...

O MponycTuTb NPoBEPKY HEKPUTIYHBIX TPEBOBAHII

OTmeHa Do6asuTtb

3. 3anonHuTe nons:

- Ponb — hypervisor.
« [P — agpec MalLnHbl, Ha KOTOPYIO NPON3BOAUTCS YCTaHOBKA.
+ SSH-nopT — cTaHgapTHbIM o158 SSH, BoiBpaH Mo yMOYaHNIO, MEHSATb €r0 HE HY>XXHO.

+ ima runepBusopa — ykaxuTte 1Ms runepsrsopa nm octaBbTe nose nycroiM. B cnyyae ecnu Bbl
OCTaBUTE MNosie He3arnoIHEHHbIM, UMS rMnepBr3opa byaeT B3ATO U3 hostname -s 1 JO6aBUTCS
aBTOMaTUyecku. B gokymeHTaLmm 6yaeT ncnonbsosaHo nmsa hypervisori.

- Uma nonb3oBaTtena — YKaXnTe M4 Toro nosibaoBatenid, nod KOTopbiM 3anyuwleH YCTaHOBLLUMK. B

paccmMaTprBaeMOM NprMepe 3To nosb3osaTtenb deployer.

- Maponb — HEOBXOAMO BBECTY MapOoJSib NOJIb30BAaTENS, MO KOTOPbLIM 3aMyLLEH YCTAHOBLLVK, €CIA OH

6bl1 3a4aH MNpW Co3naHnN.
4. [lo6aBbTe SSH-KNIOY (TakXe MOXHO OCTaBUTb aBTOPU3aLLMIO MO NapoJIto):

a. B none MpuBaTHbIN Kitoud BbiGepuTe [,o6aBUTb HOBbI KJIOY.
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P SSH-nopt

10.12.15.1 22
[Maponb [MpvBaTHBIN KoY
v Wcnonb3oBaTb aBTOPM3aLMIO MO NapoJIto (|

+ [106aBUTb HOBbIN KJTHO4 r

OTmeHa [obaBuTb

b. B none Nmsa kntoua BBeOVTE Ha3BaHKE KJtO4a 019 ero ganbHenwen ngeHtndunkaumm, Hanpumep:

deployerRSA.
c. [Nepengnte B KOHCOSb.
d. BbinonHnTe KOMaHgy cat ~/.ssh/id_rsa 1 CKOMUMPYATE KoM,

e. 3aTem BCcTaBbTe ero B nose MpuBaTHbIN KoY. EFro HY>XXHO yka3aTb NOSIHOCTbIO, BKJIOYas:

f. Mone Maponb KAoYa OCTaBbTE MYCTbIM.
g. KnnkHuTte no kHonke CoxpaHnTb.
5. Mpn HEOBXOOMMOCTIN HACTPOWTE AOMOSHUTENbHbIE NOSS:

- MponycTuTb NPOBEPKY HEKPUTUYHDbIX TPE6OBAHNI — €CNVI OTMETUTb YEKBOKC, ByaEeT NponyLLeHa
npoBepka Bepcun aapa v dnaroB npoLeccopa (sse2, avx). B 6onblumHCTBE CcryyaeB BbiI6Op YeK6OKCa

He TpebyeTcs.

6. MNocne 3anonHeHns nonel HaxmuTe Ha kHornky [lo6aBUTb — rMNeEPBU3OP OTOBPa3nTCS B BEG-NHTepdeiice

YCTaHOBLLVIKa.

/' TNpumeyaHne

Mpu po6asneHnn cepaepa peannsoBaHa NPOoBEpPKa Ha HalnYie KOMaHS tar, SCp 11 HeOBXOAVMbIX
NHCTPYKLMA BUPTYann3aummy Ha npoueccopax. ECnm npu nposepke oHW He 6YAYT HalaeHbl, TO cepBep He

6yneT LoBaBneH, a agMUHUCTPATOP NOMYYnUT COOBLLEHNE 06 OLUNBKE.

7. HaxkmuTe Ha 3eneHyto kHonky [lanee B MpaBoM BepXHeM Yy A5 nepexoda K Clefylolemy Lwary.

LLar 5. CeTeBble HaCTpPONKHN

YCTaHOBLLVK aBTOMATNYECKIN BblYMCNAET HEeKOTOpPble CeTeBble NapamMeTpbl. oK napamMeTpbl HeobxognMmo

npoBepuTb N OOMNONIHNTD, eCnii HE BCe N3 HUX 6bln onpeneneHsol.
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HacTpolikn

Cetn JoMeHHble nmeHa XpaHunuia LLlapavpoBaHue 1 pennunkauns B, HacTpolikn KOMNOHEHTOB VHTerpauumn MepemeHHble oKpyXeHns

HacTpolikn ceTeBoro B3anMogencTeuns BHyTpeHHel 30Hbl (internal) m

Mopcetsb, ncnonsdyemas VK WorkSpace Ha cepsepax: 100.70.176.0/22
MopceTb, Ncnonb3yemas BHyTPY KOHTEAHEPOB: 172.20.0.0/20
MTU ceT KOHTEHEPOB: 1450

HE ncnonb3osats IP-in-IP 1 BIRD:

Cnncok DNS-cepeepos. OcTtaBbTe nycTbiM, ecnv ncnonbsyetcs DHCP: 10.255.2.3

+ Ho6asuth

1. Ykaxxute DNS-cepBep.

BHuMaHune

O6sa3atenbHo HacTponTe NTP Ha BM B cooTBeTCTBUM C pekomeHaaumnsmu K ncnonbsyemon OC: RedOS,
Astra Linux nnn MosOS Arbat.

2. Y6eguTecs, uTo:
- MogceTb, ncnonbsyemas VK WorkSpace Ha cepBepax nmeet goctyn Ha 80-1 unv 443-11 NopT.

- MopceTb, ncnosiblyemasi BHyTpu KOHTeﬁHepOB NMOMHOCTbIO CBOBOAHA, YHVKanbHa 1 NPUNHaANIEXNT

TONbKO [MoyTe.

/' Mpumeyanne

OTa nogceTb NCMOoMb3yeTCs TOMNbKO A5 Tpadurka Mexay KOHTENHepamuy BHYTPY cuctembl. Ecnn
aBTOMAaTUYECKN BblYUCIEHHAs NOACETb YHNKaNbHa N HE NepecekaeTcs C ApYrMy NogCeTaMIN 3aKa34mKa,
3Ha4YeHuNs MeHsATb He Hy>HO. [Npwu ycTaHoBke Ha 1 BM B cpegHem cospaeTcs 6onee 650 KOHTENHepPOB,

NO3TOMY MO YMONYaHMo ncnonb3yetcs 20-9 nogceTb.

Mone MTU ceTn KOHTENHEPOB 3aMnosHAETCH aBTOMaTNYecKn. Ecnm Bbl XoTuTe nameHunTb pasmep MTU,

obpatuTech k npegctasutento VK.

®nar HE ncnonb3oBatb IP-in-IP 1 BIRD B 601blLUNHCTBE ClyYyaeB fOSIKEH OCTaBaTbCst HEAKTUBHbIM. Ecnn
Ha MallMHe Ncnonb3yeTcs AHaMUnyeckas MapLUpyTU3aumns 1 HEOBXOANMO BKIOYEHVE onumn, obpaTnTech

K npepctasutenio VK.

3. HaxxmuTe Ha KHonky COXpaHUTb 1 NepengnTe K cnegytowemy wary.
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@ AdminPanel Hactpoiiku O6cnyxusatve O~

B3anonHuTe HacTpoWkn ceTen.

HacTtponkn
Cetn JomeHHble nmMeHa XpaHunuwa LapavipoBaHve v pennukauvs B HacTpoiikn KOMMOHeHTOoB WHTerpauun MepeMeHHble OKpYXXeHUs
CeTeBble HAaCTPONKM
MopceTb, Ucnonb3yemasi NOYTON Ha cepBepax: 100.70.80.0/23
MopaceTb, Mcnonbayemas BHYTPU KOHTEMHEPOB: 172.20.0.0/20
MTU ceTu KoHTeiiHepoB: 1450
HE ncnone3osarts IP-in-IP 1 BIRD:
Cniicok NTP-cepsepos: ntp1.mail.ru —
+ [oGasuTb
Cnncok DNS-cepsepos. OcTaBbTe nycTbiM, ecnu ucnonbayerca DHCP: 10.255.2.3 —
+ [oGasuTb

Lar 6. [loMeHHble nMeHa

[MoppobHyto nHGopMaLMIO O CO34aHNK LOMEHHbIX MEH Bbl HangeTe B pasgene CosgaHne DNS-3anucen.
Ha Bknagke [loMeHHble UMeHa HEOBXOAVIMO 3aMNOJIHNTL BCE MONs:

- HasBaHue Ballel KOMNaHUN — BBeOVTE Ha3BaHME KOMMNaHnK, KOTopoe ByaeT OTOBpaxaTbCs B
NHTepdence NoYThbI.

- CaT Balel KOMMaHNN — YKaXnTe CaliT Ballel KOMMNaHnu.

- OCHOBHOIN AOMEH AN CePBNCOB — B MN0J1e HEO6XOOVIMO YKa3aTb paHee co3fgaHHbIi OCHOBHOWM JOMEH

014 NMOYThbl.

- JloMeH ania o6nauHbIX XPaHWNLL, — B NMoJie BBEAUTE paHee Co34aHHbI [JoMeH A8 06/1aquHbiX XPaHNLL

A BHumaHune

[ns AOMEHHbIX UMEH HeNb3s NCNOMb30BaTb etc/hosts .

Korga Bce nong 6yayT 3anOfHEHbl, HAXXMUTE Ha KHONKY COXpaHUTb 15 Nepexofa K cnegyowemy Lwary.
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YkaxuTe 0CHOBHbIE lOMeHbI 1 fobaBsTe SSL-cepTuduKaTsl.
nDl:l cnoﬁnepOM AONONHUTENbHbIX HACTPOEK HaXOAUTCA CNUCOK AOMEHOB, KOTOPbIe Bbl AOMKHbI 3aHeCTn B DNS. Bbl MOXeTe NOMeHATbL UMeHa HEKOTOpbIX XOCTOB, €Cnu Takne agpeca 3aHATbl, OQHaKo He
peKkoMeHAyeTcA 310 Aenatb 6e3 NeOﬁXOI.WIMOCTM.

PekomeHayeTcst MCNONb30BaTh OTAENbHbI AOMEH ANs XpaHunuuy. 3To AomkeH BbiTb OTAeNbHbIE AOMEH TOTO Xe YPOBHS, Y4TO U OCHOBHOA. H: : mail ru u other. ple.ru — oba pomeHa 3-
0 YPOBHSA.

Tak KaKk OCHOBHble HaCTpOﬁKM AOMEHOB BNUAIOT Ha AONONHUTENbHbIEe, HeNb3A OAHOBPEMEeHHO peakTupoBaTh obe rpynnel.
Mocne 3anonHeHns OCHOBHbLIX HACTPOEK, YCTAHOBLUMK aBTOMATUYECKM CreHepupyeT UMA ANA Kaxaoro AomeHa. CoxpaHuTe OCHOBHbIE HACTPOWKW U NONy4MTe AOCTYN K OMNONHUTENbHBIM, @ TaKkke K
pobaenexnuio CSPTM!*)MKETOE ﬂOGaBﬂeHHble CepTIAd.)MKaTbI asToOMaTU4eckn NOACTaABATCA K NOAXOAALMM AOMEeHaM.

HacTpowiku

Cetn [omeHHble umeHa Xpaununuwa LLlapaupoBaHue u pennukauvs b HacTpoitku komMnoHeHToB WHTerpaumnm MepemeHHble OKpyXeHWUs

O6Lme HacCTPONKM JOMEHOB [NeLTERES

HaaBaHue Balueit KoMnaHuu: SSL-cepTucmkarbi:
CoxpaHuTe HacTpoiiku AOMEHOB Ans AobasneHus cepTudukaTos

Mos komnanus 0] ]

3anonHuTe none

CailT BaLuei KoMnaHum:
https://

OCHOBHOW AOMEH 4N CePBUCOB:

[ mail.mycompany.ru 0] ]

3anonHuTe none

[omeH Ans 06navHbIX XpaHUnuLL:

[ st.mycompany.ru 0] ]

3anonHuTe none

HacTpolikn foMeHHbIX UMEH [EI)

Owwbka:

[omeH ans Be6-uHTepderica aBTopuaaLmm: hostname_is_not_suitable

[Mocne coxpaHeHns OMEHHbIX UMEH MosBATCA ownbk. OHK NponagyT nocne gobasneHns SSL-cepTndrkaTos
Ha crefytolem ware.

Ho6aBneHne SSL-cepTnpukaTtos

1. HaxxmuTe Ha KHonky JLo6aBuUTb cepTudumKaT rnop, 3arosioBkom SSL-ceptundpunkathbl.

2. B oTKpbiBLLENCA POopMeE BBEQUTE CEPTUPUMKAT 1 KIIOY. VIX HEOBXOAVIMO yKa3aTb MOMHOCTbLIO, BKIIIOYAS:

3. KnukHnTte no kHornke CoXpaHUTb.
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[ob6asneHne SSL-cepTtucmkata

SSL-
cepTudukar:

Wnu BbiGepuTe dain ¢ ceptudmkaTom BbiGpaTtb thann

Krntou
ceptudukara:

BbiGpaTtb thann

Wnu BbiBepuTe hain ¢ kYoM cepTudmkaTa

EcTb BTOpOW BapmaHT:

1. HaxxmuTe Ha kHomky Bbi6paTb ¢pain.
2. YkaxxuTte nyTb K danny ¢ ceptudrkaTom .crt.
3. YkaxxunTe nyTb K danny ¢ knodom .key.

4. KnukHnTe no kHornke CoxXpaHnTb.

2’ MpumeyaHue

MpwrBaTHbIN KOY SOMKEH BbITb fO6aBNEH B OTKPbITOM BUAE, 6€3 ceKpeTHOM dpa3sbl. 3aKOANPOBaHHbIN KoY
OTNIn4aeTcs OT OTKPbITOro Hanuymem cnosa ENCRYPTED: BEGIN ENCRYPTED PRIVATE KEY .

Ecnun BCcé BepHO, B nHTEpPdEliCce He ByaeT OTO6paxaTbCst OLLNGOK 1 KPaCHO NoACBETKN. HaxmMunTe Ha 3eneHyio

kHonky Oanee.
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=

Cetun [lomMeHHble uMeHa Xpanunuwa LLapavpoBanue u pennukauma 54 HacTtpoiku KOMNOHeHTOB WHTerpaumm MepemeHHble OKpYXeHus

HacTponku

O6LwWune HacTponKkn AOMEHOB 4

HaseaHue Ballei KOMNaHuu: SSL-ceptudukarsl:
VK Tech B *.cloud.doc-mail.docvk.tech, *.doc-mail.docvk.tech, *.doc-
CaiT Balen KoMnaHum: st.docvk.tech, *.e.doc-mail.docvk.tech, doc-mail.docvk.tech —
https://tech.vk.com/ DeicTeutenet ¢ 03/07/2024 16:05:39 go 01/10/2024 16:05:38

Beinan: Let's Encrypt (R11)
OCHOBHOWN IOMEH ANsi CepPBUCOB:

doc-mail.docvk.tech + Hobasutb cepTudmkar

[omeH ans 06nauHbIX XpaHuuLL:

doc-st.docvk.tech

HacTponkn 4OMEHHbIX UMEH

Ceptudukarsbl:
[omeH ans Be6-wHTepdenca asTopuaauum: 0:*.cloud.doc-mail.docvk.tech, *.doc-mail.docvk.tech, *.doc-st.docvk.tech,
account.doc-mail.docvk.tech * e.doc-mail.docvk.tech, doc-mail.docvk.tech go 01/10/2024 16:05:38 Lj/
CepTudukarsbl:
[omeH ans ckaunsanus snoxenunn VK WorkMail: 0:*.cloud.doc-mail.docvk.tech, *.doc-mail.docvk.tech, *.doc-st.docvk.tech,
af.doc-mail.docvk.tech *.e.doc-mail.docvk.tech, doc-mail.docvk.tech go 01/10/2024 16:05:38 Cj/

LLlar 7. 3anyck ycTaHOBKU rmnepeusopa

1. HaxmuTe Ha norotun AdminPanel, yTo6bl nepeiTn K 06LLei CTPOKE COCTOSHIS.
2. KnukHnTe no kHonke Play (TpeyronbHuK) psagoM C 06LLen CTPOKOW COCTOSAHNS B BEPXHEN YacTy SKpaHa.
@ AdminPanel Hacrpoiikn OBcnyxueatne ®~

BanycTuTe yCTaHOBKY BCeX rMnepBu3opoB. Bbl MoxeTe BOCMONb30BaThCst (hyHKLNE aBTOMATUHECKON Y [ins atoro KHOMKy «3anycTuTb aBTo Kyl YCTAHOBKY» (CMHMIl TPEYTOMNbHMK B

06LLei CTpoke CoCTOoAHNS).
BHUMAHMWE! Hactporika r DPOB BHOCUT B le HAaCTPOVKM MaLLMH. MoxeT noHaaobuTbcs nepesarpyska.
TakKe Bbl MOXETe B LIeNsiX OTNa/IK1 3anycKaTb YCTaHOBKY KaX/A0il MaLUMHbI N0 OTAENBLHOCTY (TPeYrofbHUK B CTPOKE r1nepBr3opa) Ui MoLIAroBO BbINOMHSTL 33134 Ha CTPaHMLIE KaXKAOoM MalumHbl. [ins 3Toro

nepeaunTe Ha CTPaHMLY MalLWHbI (LUECTEPEHKA B CTPOKE MaLUMHBI).

. [

CKpbITb 3aBEPLUEHHbIE O6bekToB B CTpoke 1 v
Moka3saTb BCromoraTenbHble KOHTENHEPbI MpynnupoBka = Hert v
doc-01 (100.70.160.11) ® mg{o}ml

No6asuTb ¥

3. MNopgTBepauTe 3anyck aBTOMaTNYECKON YCTaHOBKIN, HaXXaB Ha KHOMKY 3anyCcTuTb.

& PekomeHpauus

Mepep 3anyckom aBTOMaTNYECKON YCTaHOBKM OCTaBbTE BK/IIOYEHHbIMU BCE NPoBepKK. [NogpobHee o paboTe
NPOBEPOK MOXHO MPOYNTaTb 34eCh: [InarHoCcTrka CCTEMbI B BEG-HTEpdEce yCTaHOBLLMKa
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nO,D,TBep,EI,VITe 3anyck aBTOMAaTYECKOW YCTaHOBKU

ABTOMaTUNYECKas YCTaHOBKa 3anyCTUT NPOBEPKY BCEX LWaros N NpUMeHnT HalﬁAeHHble N3MEeHeHNs.

BbINOMHEHNE OCTaHOBUTCS B CNEAYIOLLNX CyYasX:
1. Ecnu war Tpe6yeT 3arpy3ku $alnios;

2. Ecnu war TpebyeT pyYHOro 3anyckKa;

3. MpouzoLuna owréKa B MPOLECcce BbIMONHEHMS.

MpoueHT KOHTeVIHepOB opHoun ponun, yCtaHaeneaeMbiX OQHOBPEMEHHO!

0]

BkatounTb NpoBepky ceTeBoit AocTynHocTn (B)
BkatounTb NpoBepKy HyXHbIx Gpaaros aapa &)
Bkatountb NpoBepky LenoctHoct &)
Bkatountb NpoBepky Bepcumn Docker (§)

BbinonHeHne yCTaHOBKVI/I'IpOBepKVI MOXHO OCTaHOBUTb. B Takom cny4vae yCTaHOBLUMK Ooxpétca 3aBepLlieHnd

OTtmeHa 3anyctutb

4. NloxanTech 3aBepLUEHMs yCTaHOBKM rnnepBur3opa. lNoka npouecc NAET, PSAOM CO CTPOKOW COCTOSHUS

BbINOMHAEMOTO Lara ! MPeKpPaTUT YyCTaHOBKY/MPOBEPKY.

BygeT oTobpaxaTbCs KpacHas KHomMka Stop.

# | AdminPanel Hacrpoit OBcnyxusatne o)

BCEX T Bbl MoxeTe bCS i 7y [insi 3TOro HaXMUTE KHONKY "3anycTuTh y (3enéHein B CTpOKe 06LLeil CTaTUCTIKN).

BHUMAHVE! b i BHoCUT 8 VKA MaLH. TR nepesarpyaka.

Takke Bbl MOXETe B LiensX OTNAZAKN 3aNnycKaTb YCTaHOBKY KaX/A0i MALMHBI N0-OTAENBHOCTM (TPEYTONbHMK B CTPOKE MALUMHI), UM MOLIAroBO BIMONHATL 33Aa4M HAa CTPAHNULE KaXAOM MALWMHI. [iNA 3TOro nepefianTe Ha CTPaHNLy MaluHb!
(WwecTepéHka B CTPOKE MalUnHbI).

27.78%

B mpoLiecce ycTaHOBKYM 1 HACTPOWKY CUCTEMbI MPOVCXOAAT U3MEHEHUSI KOHOUIYpauun. BupTyanbHas MallviHa
MOXET Nepesarpy3nTbes, U NOTPeByeTCA MOBTOPHbIN 3aMyCk aBTOMATNYECKO YCTaHOBKU.

[lna NOBTOPHOro 3anyCcka HaXXmunTe Ha KHOrMKY Play B BepxHel o6Lell CTPOKEe COCTOSHUS NN PSAOM C

Ha3BaHVEM rnepBunsopa.

LLlar 8. leHepauns KOHTENHEpPOB

1. HaxkmuTe Ha kHonky CreHepupoBaTb aBTOMaTUYECKN, YTO6bl 106aBUTb MO OAHOMY KOHTENHepY AN

Kaxxgom ponu.
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@ AdminPanel Hactpoiiku O6cnyxvsaHue

CKpbITb 3aBEPLUEHHbIE
Moka3aTb BCnomoraTesibHble KOHTeHepb!

hypervisor1 (100.70.81.216)

HAo6aButb ¥

MoxanyiicTa, Jo6aBLTE NO OAHOW MaLLMHE ANs Kaxaoi ponu. Haxmute "CreHepupoBaTh aBTomaTuieckn” Ans GbICTPOro cosgaHus.

YcTaHoBKa 3aBepLueHa -

O6bekToB B cTpoke 1 v
pynnupoBka  Her v
os@

(0}

Creuepu poBaTb aBTOMatn4eckn

Ha aKpaHe HauHy T NOABNATbLCS CreHePUPOBaHHbIE KOHTENHEPbI.

A BHumaHune

B cny4ae nogasneHns OLINBOK VICI'IOJ'Ib3yIZTe pasnen Jlorn n nonesHblie KomaHgbl.

Yepes HekoTopoe BpeMs B NPaBOM BEPXHEM YI/ly NosiBUTCS KHOMKa Jlanee, HanpoTrB rinepsunsopa

nosBuTcs KHorka Play.

@ AdminPanel Hacrpoiiku O6cnyxusanue

@v

CKpbITb 3aBEPLUEHHbIE

[NokazaTb BciomoraTtesbHblie KOHTeIZHepr

hypervisor1 (100.70.81.216)

registry1 (100.70.81.216)

infraetcd1 (100.70.81.216)
calico-libnetwork1 (100.70.81.216)

calico-node1 (100.70.81.216)

bind1 (172.20.5.102) (D)

Cr2on B

O6bekToB B CTPOKE

MpynnupoBka

1 v

Het v

@3

2. KnukHuTe no kHonke Play HanpoTuB runepsusopa.

3. nOJJ,TBep[J,I/ITe aBTOMAaTNYECKN 3anycCkK 3afgay Ha rmnepBn3ope, HaXXaB Ha KHOMKY 3al1yCTI/ITb.
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MoaTBepauTe 3anyck Bcex 3agad Ha hypervisor1

Mocne 3anycka Waros OCTaHOBUTb UX BbiNONHEHWe DyaeT HEBO3MOXHO.
BbinonHexue oCTaHOBUTCA B CNEAYOLLMX CNy4anx:

1. Ecnu war TpebyeT 3arpy3ku ainos;

2. Ecnu war TpedyeT py4HOro 3anycka;

3. MNpousowna ownbkKa B npouecce BbINOMHEHUS.

4. Ha reHepaumio TpebyeTtca BpeMs. [NogoxanTte, noka ncyesHeT KHomnka Play HanpoTuvB runepsusopa.

5. HaxxmunTe Ha kHoMKy [Janee ons nepexofa K Cleaylowemy Lary.

KnvkHWTE No 3Hauky @ 1 nepenguTe B pasgen OnncaHne cepBrCcOoB, YTO6bl MOCMOTPETL Pa3BEPHYTYIO
NHbOPMaLMIO O Ha3HAYEHN PONei, X AyBINPYEMOCTH, 3aBUCMOCTSX U T.MN. B 3TOM Xe BbiNagalowem MeHIo
Bbl HaliAeTe AOMONHNTENbHYIO AOKYMEHTALMIO, CMOXETE BKIIIOYATD VW BbIKIOYMTb MPOAYKTbI (BHYTPU pa3gena

MpoAayKTbl) 1 OGHOBUTD JINLLEH3VIOHHDBIA KO,

an/I nosiBNEeHNN OLWNBOK Ha rmnepBr3opPe Ha HEM NMNoABUTCA Ter He oTtBevaer, a Ha KOHTeI7IHean, OoTHOCALWnCA

K 3TOMY rmnepsur3opy — He oTBeuyaeT runepeusop.

front2 (100.70.137.210) (2T (IXEEES © (TR - |
del2 1 bizf2 (4] mpop2 1 panda2 1 biz-celery- 1 biz-celery- @
(172.20.2.132) {o} (172.20.2.183) 1 (172.20.2.188) {o} (172.20.2.190) {3 worker-pdd2 {0} worker-pdd- §o}
[ front2 | [> | -Jll frontz] I front2 | D | -l frontz] B (172203.3) A check2 D|-]
He otBevaer runepanaop He oTseyaet runepauaop > ‘ He oTgeuaeTt runepeuaop He oTBevaer runepsn3op m (172.20.3.8)
® ® © ®
del-mailloader2, del- bizf-envoy2 mpop-zubr2, mpop- panda-zubr2, panda- ®
2zeptoproxy2, del-zubr2, donjuan2, mpop- donjuan2, panda- biz-celery-worker-pdd- ®
del-donjuan2, del- aestat2, mpop-ameli2, aestat2, panda- envoy2 biz-celery-worker-pdd-
aestat2, del-envoy2 mpop-zp2, mpop- delivery-canceller2, check-envoy2
envoy2, mpop-apache- panda-envoy2

exporter2, mpopd-far2,
mpopd-scn2, mpopd-
m2, mpopd-pn2,
mpopd-mspq2, mpopd-
Is2, mpopd-recaller2

biz-celery- 1 biz-celery- 1 fallback2 1 fallback-dip2 1 mx2 1 relay2 1
worker-pdd- £ worker-pdd- £ (172.20.2.135) £ (172.20.2.136) {83 (172.20.2.138) & (172.20.2.137) )
high2 [IE uedate2 NE =2 NE =2 NE =B NE >
(172.20.3.1) (172.20.3.11) He oTBeyaet runepenop He oTBeyaer runepsuop He oTBevaer runepan3op He oTBevaer runepsnop
 front? ]  front2 o) o ® ®
fallback-zubr2, fallback- fallback-dip-zubr2, mx-zubr2, mx-reexim2, relay-zubr2, relay-
® ® aestat2, fallback- fallback-dlp-aestat2, mx-relmtpd2, mx- aestat2, relay-envoy?2,
biz-celery-worker-pdd- biz-celery-worker-pdd- envoy2, fallback- fallback-dip-envoy2, aestat2, mx-envoy2 relay-reexim2, relay-
high-envoy2 update-envoy2 reexim2, fallback- fallback-dip-reexim2, relmtpd2
relmtpd2 fallback-dip-relmtpd2

smtp2 1
(172.20.2.133) £y
[ rom2] >

He orsevaer rMnepeun3op
(0]

3atem nepengute B KOMaHAHYIO CTPOKY 1 YCTpaHUTe owmn6bky. Mo 3aBepLUEHNV HEOBXOOMMO HaXaTb Ha
LLECTEPEHKY B CTPOKE MNMNepPBMN30opa 1 eLle pas Ha CTpaHuULe Crvcka LWaroB Ha rmnepsusope.
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mail-vkwm2-st1 (100.70.80.79) [E3 ®

BbinonHuTe waru no HaCTpOﬁKe MalUUHbI

3arpy3uTb 63kan BuibepuTe cann 6akana

BHVWMAHMUE! Mpouecc BoccTaHoBneHua u3 6akana yaeT sanyweH cpaay nocne 3arpysku daiina!

tune_kernel 1313

HacTtpoutb napametpel sgpa .
disable_NM_for_cali [T513

OtkniounTe NetworkManager (ecnu oH ecTb) Ans ceTesblx uHTepdericos Calico .
disable_firewall (7113

OTkniounTe MexceTesoit akpaH (firewall) 3anycTuTs .

disable_selinux [T
OtkniounTk selinux. BHUMAHUE! 3tot war nepesarpysut malumHy, ecnu selinux Ha Hel He BblkntoyeH. Ecnu ecTb kakue-Hubyab .
orpaHWyeHVs Ha nepesarpysky, TO BblKo4MTe selinux Bpy4Hyio!

check_needed_packs 13

Mpoeeputk Hanuune Docker u Docker Compose 3anycTuts

B okHe HacTpoek runepsrn3opa HaxXmMmTe Ha KHONMKY O6HOBUTbD.

HaseaHue malwuHb! P SSH-nopt Mms runepeusopa
hypervisor1 100.70.80.79 22 mail-vkwm2-st1

Mms nonb3osartens Maponb MpuBaTHbI KoY Data Center
deployer vkwm?2 v  astra

WHTepdenc ans mexcepsepHOro B3aumoaencTemns

100.70.80.79 (eth0) v

Tern

st

[JJ MponycTuT NPOBEpPKY HEKPUTWUYHBIX TpeBoBaHMI

OTmeHa

BbinonHuTte waru no HaCTpOﬁKe MalUUHbI
3arpysuTe 63kan Buibepute ¢haiin 63kana

BHUMAHWE! Mpouecc BoccTaHoBneHus us 6akana 6yaer sanyweH cpasy nocne sarpysku canna!

tune_kernel 1513

HaCTpOVITb napameTpbl aapa .

[TOBTOPHO 3anycCTuTE aBTOMATUYECKYIO YCTaHOBKY.
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Lar 9. XpaHunuwa

[1lna yCTaHOBKW Ha Of4HY MallVHY AOCTaTOYHO aBTOMaTUYEeCKOro pacnpeneneHs no gNCcKoBbiM napam,

NMO3TOMY AOMONIHUTENbHAsA HACTPOIKa He TpeByeTcs, HaXXMUTe Ha KHonky danee.

HacTpowiku
Cetn [loMeHHble nMeHa Xpanunuwa LWapaupoBaHue u pennukaums b HacTpoiikn KOMNOHeHTOB WHTerpauumn MepeMeHHble OKpyXeHus
cldst @ BpeMeHHbIe BIOXeHUA @
cldmetast
# Auck 1 Ouck 2 #
blobcloud
# KonTponnep YcTpoicTeo Pasmep KouTponnep YcTpoiicTBO Pa3smep #
mailcloud § .
blobcloud1.qdit blobcloud2.qdit
1 HeT paHHbIx 100.00Gb Het paHHbIx 100.00Gb ]__]f
zepto_del mail-vkwm2-st1 (astra) mail-vkwm2-st2 (redos)
i blobcloud?2.qdit blobcloud3.qdit
zepto_main 2 Het gaHHbIx 100.00Gb HeT gaHHbIxX 100.00Gb I__JI
mail-vkwm2-st2 (redos) mail-vkwm2-st3 (alma)
zepto_opt
blobcloud1.qdit blobcloud3.qdit
to skel 3 Het gaHHbIX 100.00Gb HeT aaHHbIxX 100.00Gb r_,/
Zeplo_ske mail-vkwm2-st1 (astra) mail-vkwm2-st3 (alma)
zepto_search [o6aente UMM creHepupoBaTh AMCKOBbIE Napbl
crow_index HanHble 0 anckax ot 14.03.2024, 12:01:31.  O6HOBUTL
mescalito
fstab
LWar 10. llapanpoBaHue n pennukauus b/,
Ha Bknagke WapgupoBaHue u pennukauna B, HaxxmuTe Ha kHonky [anee.
. Hactpoitku  O6cnyxuBaHue anee
@ AdminPanel o~ it
HacTponku
Cetn [HomeHHble nmeHa XpaHunuwa WapavposaHxue v pennukaumns b4 HacTpoiikin KOMNoHeHToB WHterpaunn MNepemMeHHble OKpYXeHUs
Wws B Homep knactepa OTKa30yCTON4MBOCTL: Mactep CocraB
abookpdd-tar2 abookpdd-tar2
abookpdd-tar 1 Overlord
mail-vkwm2-db2 abookpdd-tar1
addrbook-tar1 addrbook-tar1
addrbook-tar 1 Overlord
mail-vkwm2-db1 addrbook-tar2
addrbook-tar3
addrbook-tar 2 Overlord addrbook-tar3
mail-vkwm2-db2
addrbook-tar4
addrbook-tar 3 Overlord addrbook-tar4
mail-vkwm2-db1
aliases-tar1 aliases-tar1
aliases-tar 1 Overlord =
mail-vkwm2-db1 aliases-tar2
-tar1 -tart
appass-tar 1 Overlord appass-tar appass-tar
mail-vkwm2-db1 appass-tar2

LWapanpoBaHue (cermeHTupoBaHue) b, ncnonbsyercs B KNacTepPHON yCTaHOBKE /151 o6ecrneyeHns
OTKa30yCTONYMBOCTY 1 MacCLUTabNPyeMOCTy, B MOHOVHCTaNIALN HE NCMOSIb3YETCS.
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LLar 11. HacTpoika KOMNOHEHTOB

B pasgene BbinonHsoTCS HaCTpOVIKM PasNINYHbIX KOMMOHEHTOB MOYTOBOW CUCTEMBbI.

HacTtpownkn

Cetn [lomMeHHble meHa Xpanunuwa LWapavposatve u pennukauus B HacTpoiiku KOMNOHEHTOB WHTerpaumm MepemeHHble OKpYKeHUs!

HacTtponkn asTopusaummn 4

AppecHas kKHura

HacTpoliki aBTopr3aLmMm Mo Naposio Yepes BHeLLHWe NpoTokosbl &)

HacTtpolikn nanenu @ IMAP
aAMVUHUCTPUPOBAHUS @ sMTP
HacTtpoiiku noutsl @ WebbDav
@ calbav
OrpaHuyeHune goctyna K
foMeHaM @ BknouNTb CcrCTeMy NPOTUBOAECTBIA NOAGOPY Napone

MonuTtrka nameHeHus
OrpaHunyeHne nonbIToK asTopmaauum no IP

naponen nonb3osarenemn

o MonbITOK B MUHYTY: 20
MouToBbIN TpaHcnopT yy
Cucrema yuéta IMonbITOK B Yac: 250
nencTeumn
nonb3osarenen
MonbITOK B AeHb: 1000

HTTP(S)-npokcu

Cnucok IP ¢ HeorpaHU4YeHHbIM KONMNYECTBOM
nonbITOK

ABTOpU3auusa

B pasgenie MOXHO HaCTPOWTb CleayloLLie napaMeTpbl:

- 3awmTa OT nogbopa Naponen.
- KonunyecTtBo nonbiTok Bxofa B [NouTy no IP n agpecy anekTpOHHON NOYTbI.
- YkazaTb IP-agpeca ¢ HeOrpaHMYEHHbIM KONMYECTBOM MOMbITOK aBTOPU3aLLn.

- HacTpouTb aBTOpM3aLMIO MO NaPOSI0 Yepes BHELLHNE MPOTOKOSbI.

CrpaHnua 411370


/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/installation-assets/9Components.png
/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/installation-assets/9Components.png

HacTtpoiikun

Cetn JlomMeHHble nveHa XpaHunuwa WapauposaHne n pennvikauuns b, HacTpoliku KoMNoHeHToB VIHTerpauun MepemMeHHble OKpyXeHNs

AppecHas KHura .
HacTpoliikn aBTopr3aLvn No naponio Yepes BHELWHNe NpoTokonbl (7)

VIHCTPYMEHTbI pa3paboTku @ VAP
H ; @ smTP
aCTPOIIKN MOYTI
? @ WebDav
OrpaHu4eHme focTtyna K @ calbav
[ovMeHam @ cCardDav
@ PoP3

Maxens AAMNHNCTPUPOBaHNSA

HacTpoliku aByxdakTopHomn ayTeHndukaumm (2FA)
MonuTtunka nsmeHeHns

naponei nons3osatenen
P ° TokeH noptana SMS (SmsApi Secret): ~ ceeeeeenene

Mo4TOBbIN TPAHCTOPT

MakcrmanbHoe KONMYeCTBO akkayHToB A1 1 Homepa 10

PaccbinbLiykm TenegoHa:

CricTeMa PacLLPEHHbIX

TPaHCMOPTHBIX MPaBu . .
@ BkiounTb cCTEMy NPOTVBOAEACTBS NOAGOPY Naponei

CucTema yyéTa AeincTBuin

nosnb3oBaTenein OrpaHuyeHne nonbiTok asTopusauum no IP
HTTP(S)-npoken TOMbITOK B MUHYTY: 25
MonbiTok B Yac: 100

HacTpoiiku aBTOpM3aLmm No napoJiio Yepes BHELLUHME NPOTOKOJIbl — MO3BOJSISIET 3aNPETUTb NOMNb30BaTENSM
aBTOPU30BbIBaTbCS BO BHELLHMX NpunoxeHusx (MS Outlook, Mouta/KaneHgapb Ha iOS 11 T.M.) C NTOMOLLbIO
OCHOBHOIO Maposs MOYTbI.

Ecnn dnar ogHOro unm HeCKObKIX MPOTOKOMOB BKIIIOYEH, AJ151 aBTOPU3aLLV MO 3TUM NMPOTOKOaM
Mosib30BaTENIO NOTPEBYETCS HE MAPOJib OT MOYTbI, 8 OL4HOPA30BbIN NapPOsb, CHOPMUPOBAHHDIA MO HCTPYKLIAM
Mapornb 1 6€30MacHOCTb U3 PYKOBOLACTBA noJib3oBaTtens MoyTbl.

Ecnn qmar MPOTOKOJ1a BbIK/1IO4YEH, ON19 BXOOa BO BHELUHEee NpuioXeHne oOCTaTtO4yYHO 6y,u,eT BBECTW NapoJsib
aKKayHTa MoyTbl.

/' TMpumeuanne

3a nHpopmaumer o NPUHLKMNE PaboTbl CUCTEMbI OrpaHuyeHns SSO-aBTopusaumm no IP/rpynne B ActiveDirectory
obpatuTech k npegctasutenio VK.

AppecHast KHura

[nga cny4yaes, korga HEOBXOANMO CO34aTb OBLLE MOYTOBbIE ALK AN a0 PECOB 13 PasHbIX JOMEHOB,
BkounTe pnar O6Lasa agpecHas KHUra ans BCex JOMEHOB.

YTo6bl CO3AaTb OpraHn3aLnio, Nod KOTopoW 6yayT 06befiHeHbl [OMEHDI, KIMKHUTE Mo KHoMke J,06aBUTb.
MosaBuTCA BCMbIBalOL,EE OKHO, KyOa HY>XHO BBECTM Ha3BaHME OpraH3aLun.
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Beeaonte Ha3BaHMe HOBOW OopraHn3aumnm

OtmeHa HNob6aButb

C nomoLpio KHoMku [Lo6aBUTb JOMEH BBEAUTE agpeca LOMEHOB, OTHOCSALLVXCS K OQHOM OpraHu3aumn.

HacTpowku

Cetn [lomeHHble nMeHa XpaHunuwa LWapaviposaxue u pennukauus b HacTpoiikum KOMMNOHEHTOB WHTerpauum MepemeHHble OKpyXXeHUs

AsTopusaums @ O6uwas agpecHas kHUra Ans BCex 4OMEHOB

ApnpecHas kHura

Hactpotiku nanenu

aAMUHUCTPUPOBAHUS Onprem

HacTpolikm noutsl

+ Hob6asutb

OrpaHnyeHe foctyna k

AomeHam

MonuTtnka nameHeHust
naponeii nonb3oBarenen

MoyTOBbIN TPaHCNOPT

Cucrema yyéta
nencTeumn
nonb3osarenei

HTTP(S)-npokcun

Take eCTb BO3MOXHOCTb M3MEHUTb Ha3BaHUS OpraHn3aLnii, 4O6aBNTb LONOMHUTENbHbIE JOMEHDI N YOannTb
ﬂ,OMeHbI/OpI'aHVIZBaLI,VIVI. [Mocne cospaHns opraHnsauuin nepengnTe K CNCKY MaLliH, YTO6bl MOBTOPUTb HYXXHble
warw.

,El,aane|7|UJa9| HaCTpOVIKa O6LLI,I/IX MOYTOBDbIX ALLNKOB NMPON3BOONTCA B a,EI,MVIHI/ICTpaTVIBHOVI naHesnn

(biz.<noyToBHit KomeH> ).

HacTpoinkin noyTbl

,D,J'Iﬂ M3MEeHEeHNA HaCTPOEK B pa3fesie HaXXMNTE Ha KHOTMKY pefakTpOoBaHNA D/ .
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HacTpoiku

Cetn JoMeHHble MMeHa XpaHunuwa WapaviposaHve n pennvikaums b, HacTpoiiki KOMMOHEHTOB VHTerpaummn MepemeHHble OKpyXeHnst Hactpoiika pecypcos

ABTOPU3aLMA HaCTpOI?IKVI nouYTbl @

AppecHas KHUra

MakcrmanbHas rny6rHa BIOXEHHOCT Nanok: 50
VIHCTPYMeHTbI paspaboTKu

Hachof/'"(Vl noyThbl MakcumanbHoe Konn4ecTso nonyanenel?l B Nncbme: 100

OrpaHunyeHne gocTyna K Otnpaska nNo SMTP 3aiiMET 62.10 cekyHf,

AoMeHam
MaHenb aAMUHNCTPUPOBaHNS
CpokK XxpaHeHs BonbLUMX aTTauell (B cekyHAax): 34534
Monutuka nsmexeHns
naponeii nonb3osareneii
HacTpoliku xpaHeHs yaaneHHbIx nucem @)
MouToBbIN TPaHCMOPT
PaccbinbLuykmn
Cpok xpaHeHuns nicem B KopsiHe (B cekyHaax): 2592000
CucTema paclUMpPeHHbIX

TPaAHCMOPTHbIX MPaBn CpOoK XpaHeH!s nuceM B YaaneHHbIx (B cekyHaax): 2592000

HTTP(S)-npokcu
@ XpaHuTb NcbMa Noce oYNCTKI KOp3auHbI 1 YAaneHHbIX

CpoK XpaHeHs n1Mcem B CcTeme nocne o4ncTky KopauHbl 16070400
1 YaaneHHbIx (B cekyHaax):

MakcumanbHas riny6uHa BJOXXEHHOCTN NanoK — Bbl MOXETE U3MEHUTb Pa3peLLEeHHYIO rMy6rHY BAOXEHHOCTY
nanok, cosgaBaeMbiX NoJib30BaTENAMY B CBOVIX MOYTOBbIX SALLKaX. 3HAYEHNE STOro Moss TakxKe NCrnonb3yeTcs
npw Mmurpauun. Ecnm rny6uHa BIOXEHHOCTW B UICXOOHON CCTEME 60rblle YCTaHOBEHHOIO 3Ha4YEHNS, Nanku
6yayT NepeHOCUTbCA B Manky C KpamnHen JonycTUMon ry6rnHON.

MakcumanbHOe KONMYeCTBO noJsiyyatesnieil B NMCbMe — MOXHO OrPaHNYNTb KOIMYECTBO NoJib3oBaTeNEeN,
KOTOPbIM MMCbMO ByAET OTNPaBeHO egMHOBPEMEHHO. 3HaYeHme No ymonyaHnio — 30 nonyyaTtenei, Ho, ecnu
Bbl XOTUTE U3MEHUTb UX KONMYECTBO, MUHMaNbHOE 3HadYeHne — 100.

Ba)kHo

MakcurmanbHas rny6urHa BIOXEHHOCTI Nanok 1 MakCumManbHOe KONMYeCTBO noslyyaTenel B MMCbMe MEHSIIOTCS
TONbKO BMecTe. Ecnn Bbl 3a4auTe HOBOE 3Ha4YeHMe A8 rny6rHbl BNIOXEHHOCTU, CUCTEMa He [aCT COXPaHUTb ero
6€e3 N3MEHEHMSI MaKCUMarbHOro Yncna nonyyvarenein. KonmyecTtso nony4vateneii B nMcbMe, yCTaHaBIBaeMoe
BPYYHYIO, HE MOXET 6bITb MeHbLue 100.

CpoK XpaHeHus 60MbLUNX aTTayel (B CeKyHAAaX) — CPOK XpaHEHNS 60SbLUNX BIIOXKEHWIA.

OrpaqueHme AO0CTYynNa K AgOMEeHaM

BblibepuTe HYXHbI LOMEH 1 HaXXMUTE Ha KHOMKY pefakTupoBaHus. [Nocne BkodeHns dnara OrpaHnynTb
AOCTYIN K AOMEHY NOoSBUTCS pa3fen ¢ 6onee getanbHbIMU HAaCTPOMKaMU.

OrpaHnYnTb JOCTYMN K JOMEHY — eC/N BKJIIOYEH TOMbKO 3TOT dpiar, B Nosie HuXe HyXHo 6yaeT Beectu P/
NOACETU, KOTOPbIM ByAeT pa3peLleH 4OCTYN K AOMeEHY. Takxe Bbl MOXeTe 4,06aBUTb KOMMEHTaPUK, ECIA 3TO
HeoB6Xo4MMO.
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HacTtponku

Cetn JlomeHHble uMeHa Xpauunuwa LWapavposanue u pennukaumua B HacTpoiiku koMnoHeHToB WHTerpauumn MepemeHHbIe OKpYXeHUA

AsTopusauus account.devi12.on-premise.ru af.dev12.on-premise.ru af.dev12st.on-premise.ru ampproxy.dev12st.on-premise.ru apf.dev12.on-premise.ru

AppecHas kHura apf.dev12st.on-premise.ru as.dev12.on-premise.ru auth.dev12.on-premise.ru biz.dev12.on-premise.ru blobcloud.e.dev12.on-premise.ru bmw.dev12.on-premise.ru
HacTtpoiiku naHenu c.dev12.on-premise.ru calendar.dev12.on-premise.ru calendartouch.dev12.on-premise.ru calendarx.dev12.on-premise.ru cloud.dev12.on-premise.ru
a[MUHUCTPUPOBAHNA

cld-uploader.cloud.dev12.on-premise.ru cloclo.cloud.dev12.on-premise.ru cloclo.dev12st.on-premise.ru cloclo-upload.cloud.dev12.on-premise.ru
HacTtpo#ku no4ts!
openapi.cloud.dev12.on-premise.ru pu.cloud.dev12.on-premise.ru sdc.cloud.dev12.on-premise.ru cloclo-stock.dev12st.on-premise.ru uploader.e.dev12.on-premise.ru

OrpaHuyerure gocTyna k

AOMeHam thumb.cloud.dev12.on-premise.ru cld-unzipper.dev12st.on-premise.ru corsapi.dev12st.on-premise.ru e.dev12.on-premise.ru filin.dev12.on-premise.ru

MonuTHKa MaMeHeHus img.dev12.on-premise.ru imgs.dev12.on-premise.ru 02.dev12.on-premise.ru portal.dev12.on-premise.ru proxy.dev12st.on-premise.ru docs.dev12st.on-premise.ru

naponeu non3osarenen hb.dev12st.on-premise.ru swa.dev12.on-premise.ru tmpatt.dev12st.on-premise.ru webdav.cloud.dev12.on-premise.ru

MovTosiit Tparcnopr [owmeH ansa Be6-uHTepdenica aBTopusaumm

Cuctema y4éTa geicTemii

@ OrpaHnuuTs AOCTYN K AOMEHY

nonb3osarenen
HTTP(S)-npokcu Pexwum 3anperta — 3anpeluats cneaytolum IP/noacetam
IP/Moacetv KommenTapuit
+ [obasutb 4
+ Hobaeuts

Pexxnm 3anpeTa — 3anpewatb cnegyowmm IP/nogcetam — ecnu BktoyeHbl 06a dnara (orpaHnyeHne
LOCTYMa 1 pexunm 3anpeTa), LOCTYN K JoMeHaM 6yaeT 3anpeLeH |IP/nogceTtam, BBEAEHHbIM B Nose.

He 3a6yabTe NOBTOPUTD LAl Ha rmnepBrsope (Hy>XHbIE Lary y>XXe OTMEeUEHb! XXeNTbIM). TakxKe MOXHO HaxaTb
Ha KHorKy Play B o6Lei cTpoke cocTosaHua. [J1g 9TOro nepenanTte K Crmncky LWaros, KNMKHYB MO TOroTuny
AdminPanel.

A BHumaHmne

[N DOMEHOB becca. x*% . xx%.%xx U bmw.*%% . x%% *x%x MO yMOSYaHMIO 3anpeLeH foctyn scem IP/nogcetam.
YT06bl L06aBUTL Kake-nn6o IP/nogceT B 6enblil CNMCOK, HEOBXOAMIMO BKIIOUYUTD Onumio OrpaHn4mnTb JOCTyn
K AOMEHY 1 fo6aBunTb B nose IP/nogceTun. Ecnm BknounTb o6a ¢nara, IP/nogceTu, koTopble 6bi11 BBELEHDI B
nose, NonagyT B YEPHbIA CMINCOK.

MaHenb agMUHUCTPNPOBaHUS

BHyTpu pasgena Hy>xHO BBeCcTu SPF-3anunch n DKIM-cenekTop noYToBOro gomMeHa. Tak ke eCTb BO3MOXHOCTb
NPON3BECTN HEKOTOPbIE HACTPOWKIN A9 aAMUHUCTPATVBHOW NaHenu ( biz.<no4yTtoBbin gomeH> ). YTOBbI HaYaTb
HaCTPOIIKY, HaXXMUTE KHOMKY peaakTnpoBaHns (4.
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HacTponku

Cetn [lomeHHble MeHa Xpanunuwa LapauposaHue u pennukauus b HacTponku koMnoHeHToB WHTerpauuun MepemMeHHble OKpYXeHUs

AsTopusaus HacTpoiiku naHenu aaMUHUCTPUPOBaHNS

AnpecHas kHura

AAMUHACTpaTUBHbIE AoMeHb! (B): admin.qdit —_
WHCTpyMeHTbI paspaboTku

+ [obasutb
HacTpoitkin nouTs!

OFDBHMHSHMS AO0CTyNna K AOMeHam
Hactpoiikn DKIM n SPF ans cepsepa

MaHenb aaMUHUCTPUPOBAHMS
CepsepHas SPF-sanuce @): Bynet ucnonb3oBaHo 3HaveHue no ymonyanuio: _spf.vkwm1.on-premise.ru
MonuTuka nameHeHus naponeit
e Tenen .
onesosarene DKIM-cenektop @®: mailru

MouyToBbIN TpaHCMOpT
Paccbinbmkm

HacTtpoiku nonb3osatenen, AOMEHOB NaHen agMUHUCTPUpOBaHus ()

CucTeMa paciuMpeHHbIX TPAHCMOPTHbIX

npasun KonuuecTso gHel nepep yaaneHnem nonb3aosarens: 5
Cuctema y4éta AencTBUN

- Pa3smep obnaka nonb3osatens no ymonuatuio (M6): 1024
nonk3osarenei
HTTP(S)-npokcu @ PaspewnTb NpeaBapuTenbHYIO HACTPOVKY CEOPLUMKOB ANs BCEro AoMeHa

He npoBepaTb akTyanbHOCTb BKMIOYEHHOTO yHKUMOHana (cuy)

O6wue nepemMeHHble OKpYXXeHUsA ANsA BCeX CepBUCOB NaHenn agMUHUCTPUPOBaHUA:

+ Hobasuts

ApMUNHUCTPATNBHbIE JOMEHbI — C NMOMOLLbIO KHOMKM [J06aBUTb MO OOHOMY BBEAMTE AOMEHbDI ([0 3Haka @),

KOTOPbIM HY>XHO BblAaTb MaKClMallbHbI€ MpaBa.

CepsepHas SPF-3anuncb — Beegute B none ums SPF-3anuncw B8 DNS Ballero gomeHa, Hanpumep:
my_spf_record.onprem.ru . o ymonyaHuio B SPF-3anunchb nLeTcsa no cnegyowemMmy UMeHn: _spf.<no4utossii

nomen> . [logpobHee Npo SPF-3anncb MOXHO NpoynTaTh B CTaTbe HacTporika SPF.
DKIM-cenekTop — B none Hy>HO go6asutb cenektop DKIM-nognucy noytoBoro fomMeHa.

KonunuecTtBo gHel nepepq ypaneHnem rnosb3oBaTenss — KONMYECTBO AHEN, Yepes KOTOPOE Nosb3oBaTe b
oeynet yganeH s [NoyTbl. VIsMeHeHne HaCTPOMKIN MO YMOMYaHWNIO akTyanbHO Npu OO4HOBPEMEHHOM
ncnonb3oBaHuuy Moutbl ¢ Active directory. Mo ymonyaHuio BbICTaBNEH CPOK 5 fiHeN, TO eCTb NoJib30BaTesb

oeynet yoanéH ns lNoutbl yepes 5 gHeln nocne ero yganenus ns AD.

Pasmep o6naka nosb3zoBaTens No ymonyanuio (M6) — npu HEOEXOANMOCTY OTrPaHNYbTE MaKCUMAaJIbHbIN

pasmep o6naka A KaXkaoro nosb3oBaTens.

PaspelwnTb NpepBapuTesibHYIO HaCTPOIKY C60PLLMKOB AJS BCEro foMeHa — BK/ounTe dnar, ecnm
HEeOB6X0ANMO OTO6PA3NTb OKHO HACTPOEK CHOPLUNKOB MCEM B agMUHUCTPATUBHON NaHeNN biz.<noyToBsli

JomeH>/domains/ .
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Cpepa  Meccenpxep [outa  Kanenpapb  ApgpecHas kiura — O6nako

a A,D,MI/IHl-laHenb vkwm1.on-premise.ru v

Monb3oBartenu o .
a Hactpoikun noutbl vkwml.on-premise.ru

¥ AnmuHucTpaTopbl

O6wwe Odbopmnenue Pa3mepbl Awmka CepBepa Mucbma kaneHpapa

Mouta v
Pexxum paboThbl
E) CocToAHue cepse... )
IMAP+SMTP ActiveSync @ OTkniounTs
Q& HacTpoiiku
® Mwurpauua
& pynnbl paccbinok
Obwue AwwmKu Mcnonb3oBaTthb WwWngpoBaHHoe coepgeHeHve (SSL)
OrpaHnyeHnsa Mcnonb3oBaThb B Ka4ecTBe JiormHa email BMecTo username

© 0 &

MHcTpykumA
@ daiinoBoe xpaHunuie »
B MecceHpxep >

Mcnonb3oBaThb WngpoBaHHoe coepgeHeHmne (SSL)

B ApnpecHas KHura
Wcnonb3oBaTth B KayecTse JlorvHa email BMECTO username

He npoBepsTb aKTyaslbHOCTb BKJIIOYEHHOIO PpyHKLUMOHana (puy) — npu BkIOYEHHOM drare yCTaHOBLLMK
6yneT nponyckaTb Wwar bizf — addBizFeatures.

06u.w|e nepemMeHHble OKPY>XXeHNa Ang BCexX CepBuUCOB NaHenn agMUHUCTpUpoBaHUAa — C MNOMOLLbIO
KHOMKW ﬂ,OGaBIIITb Bbl MOXeTe BBECTU IMA N 3HaYEeHNE NepeMEeHHbIX, KOTOPbIE MPUMEHATCA K POAM bizf,
biz-celery-worker-* u biz-celery-beat . Bam He Hy>XHO ByOeT Kaxplll pa3 OTHENbHO AN BCEX ponen
nponncbiBaTtb NepemMeHHblie, OCTaTO4YHO ,D,O6aBVITb nxB o6|.|.|,|/|e nepeMeHHbIe OKPYXEeHNS.

MonnTtnka nsmeHeHna naponei nonb3oBaTenen

BHumaHmne

Mpw nHTerpaumn ¢ Active Directory aTa Bkiiagka HeakTyanbHa. C BKTIIOYEHHOW NHTErpauyein nosib3oBatenu,
3aBefeHHble BHYTPU [1oUTbl, HE CMOTYT COBEPLUATb HUKaKX AENCTBUN.

,D,J'IFI N3MeHeHa HaCTpOEeK BO BKJTagKe KNMKHUTE MO KHOMKe pefakTnpoBaHA Df
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HacTtpowku

Cetn [lomeHHble uMeHa Xpanunuwa LWapavposanue u pennukauns b Hactpoiikv koMnoHeHToB WuTerpaumm MepemeHHble OKpyXeHus

AsTopuaaLus MonuTnka nameHeHna naponewn nonb3oBaTenen

AapecHas kHura @ Paspewnts nonb3osatensam MeHATb Naponu

. @D YcraHoBUTE MakcUManbHbI CPOK AGHCTBIUA Napons
HaCTpCMKVI nasenu

@AMUHUCTPUPOBAHIA MakcumansHbIi CPOK AeNCTBUA Napons (B cekyHaax) : 7776000
WHCTpymMeHTbl paspaboTku 3.00 mecaues
HacTpoiku nouts!

OrpaHu4eHne goctyna K

foMeHaM

MonuTuka nsmeHeHuA
napone nonb3osarene
[Mo4ToBbLIV TPAHCNOPT

MoHuTOpUHT

HTTP(S)-npokcun

PaspelnTb Nonb3oBaTeNAM MEHATb NapPOAN — BKIIIOYEHHbIV dar paspeLuaeT nob3oBaTesM MeHATb
naponv 41 CBOVIX MOYTOBbIX ALLMKOB.

YCTaHOBUTb MaKCUMasbHbIA CPOK A,eAICTBUSI NAaposl — NPV YCTaHOBNEHHOM driare MOXHO YCTaHOBUTb CPOK
pencTeusa napons. Cpok 3agaetcs B cekyHaax (mog nosiem ecTb Nofckaska O TOM, CKOJIbKO 3TO 6yAeT B 6onee
KPYMHbIX €QUHNLAX N3MEPEHMS).

MouToBbIV TPAaHCNOPT

B aTOii BKNaAKe Bbl MOXETE U3MEHUTb Hy>XHble BaM HaCTPOVIKM, Haxas Ha KHOMKY pedakTuposaHus (4.

HacTtpouiku
Cetn [loMeHHble uMeHa Xpanunuwa LWapauposanue u pennukaums B HacTpoiiku komnoHeHToB Wurerpaumm MepemeHHble OKpyXeHus
ABTopu3aums HaCTpOﬁKVI MOYTOBOrO TpaHcnopTa
AnpecHas kHura ) MNepemewarts nucbma 8 cnam no 3aronoeky ot Kaspersky Linux Mail Server )

Hactpoitku naHenu ) ) .
YcranaBnusatek 3aronosok Received B cooteetcTaue TpeGosanuam Kaspersky Linux Mail Server
aAMUHUCTPUPOBaHUA

MHCTpyMeHTbI paspaboTky @ He cHpaceisate ncema Ha MX-cepeepe npy nponemax AOCTaBki B MeANeHHyto ouepeab (D)

Hactpoiiku nouTe! @ 3anpetuts Ha MX-cepBepe NpuéM NUCeM AN HENPUNApKOBaHHLIX OMEHOB ()

OI’paHMHeHMe pocTtyna K

nomeHam @ 3anperuts Ha MX-cepBepe Npuém NUCeM OT NPUNAPKOBaHHBIX AOMEHOB @

MonuTika UameHeHWs Uckniouenmns @) -+ [Oobasutb
naponei nonb3osarenei

@ Nepea No4TOBOI CUCTEMON €CTL NOYTOBBI W03 (§)

MoHuTOpUHr ) ) )
MpomexyTouHslit MX-cepsep @): my-ingress-mail-gateway.domain.ru

HTTP(S)-npokcu
@ OrnpaensTe NCbMa BHYTPYN CUCTEMBI HEPe3 NOYTOBBIA W03 ()

Cn1CcoK NOYTOBLIX LUMIO30B ANS NUCEM BHYTPU ocTaBbTe NyCTbIM, €CN A0CTaTo4HO oTnpasky no MX-sanucu -+ [lo6asuTb
No4TOBOrO peweHus (3)
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BHumaHmne

Henb3sa ykasbiBaTb OAVHAKOBbIE PONN NorpaHnyHoro MX-wniosa, DLP 11 WwWiio30B aHTVBMPYCa A8 BHYTPEHHUX

nmncem.

MepemellaTtb NucbmMa B cnam no 3aronoBkKy oT Kaspersky Linux Mail Server — Bkntounte dnar, ecnm
Heobxoa Ma NpoBepka Ha 3aronoBok X-KLMS-Message-Action. Ecnu y nucbma NpUCyTCTBYET 3TOT 3arofIoBOK
1 ero 3HavyeHue oTInyaeTcs oT clean, OHO 6yaeT aBTOMaTYECK OTNPaBNATbCs B nanky Crnam.

YcTaHaBnAMBaTb 3arosioBok Received B cooTBeTcTBMeE Tpeb6oBaHuam Kaspersky Linux Mail Server — B
HekoTopbix crydasx Kaspersky Linux Mail Server He MOXeT onpenennTb NOCNEAHNI XON (PaCCTOHNE MeXay
GNKaLLMUA y31aMy B CETEBOM MPOTOKOSE) NepefaBaeMoro COO6LLLEHNS, N3-3a STOFO MOy T NOSABUTHCS
OLUMBKM C Banugaumen otTnpasntens n nposepkoin SPF. YTo6bl n36exaTb Nogo6HbIX CUTYaLNA, YyCTaHOBUTE
aTOT dnar.

He c6pacbiBaTb NcbMa Ha MX-cepBepe B MefgJieHHYI0 ouepeab Npu NpoériemMax AOCTaBKN — BK/OUMTE
dnar, ecnu Balla aHTUCMNaM/aHTUBUPYC CUCTEMA HE YMEET OnpeensTe CepBep OTNPaBKM NoYTbl. Tak Kak
MefJIeHHas MoYToBas oyepenpb B [oyTe peann3oBaHa OTAEbHbIM LLUIO30M, C BbIKOYEHHbBIM Giarom MoryT
NpouCxXoauTb c60M NPY NPOBEPKE NOANHHOCTY OTMNPaBUTENS.

3anpeTtuTtb Ha MX-cepBepe npuem nnucem Ans HenpunapkKoBaHHbIX JOMEHOB — 4YTO6bl 3anNpeTUTb NpuemM
nucem ons JOMEHOB C HENpPOBePEHHOW MX-3anmncbio, BKoUYnTe 3TOT dnar. [Mpn BKIIOYEHHOW OTMNPaBKe NCEM
BHYTPW CUCTEMbI YEPE3 MOYTOBDIN LUMIO3 3Ta ONLUS Takxke ByaeT BKIoYEHa aBTOMaTUYECKMU.

o NHpopmauns

YTO6bl OMEH CUUTaNCS NPUMNAPKOBaHHbIM, OH JO/MKEH 6biTb O6aBMEH B MaHe b agMUHNCTPAaTOPa
(biz.<nouToBhit pomen> ); MX-3anuch NpUnapkoBaHHOMO OMEHa AOMKHa 6biTb NpoBepeHa. Mepenunckoi
BHYTPU CUCTEMbI 6Y[EeT CUMTaTbCA OBMEH COOBLLEHNAMN MEXAY ABYMS NPUNapKOBaHHbIMU OMEHaMU.
YTo6bl OMEH CUMTaNCSH N3BECTHBIM, JOCTaTOYHO [06aBUTb €ro B MaHe b agMUHUCTPaTOPa.

3al1peTI/ITb Ha MX-cepBepe npnem nucem ot npunapKoBaHHbIX AOMEHOB — CMNOJIb3yeTCd N4 3aiTbl OT
nognenkn 3sioymMblilUNeHHNKamMmn nncem JToKasbHbIX nonb3oBaTenein. 3To HEMOMHOLLEHHas 3allTa OT NOALAENKMN
oTnpasuTend, NO3TOMY pekomMeHOyeTCHd yCTaHOBKa NOJSIHOLLEHHOI aHTNCNaM-CUCTEMDbI.

Mepep NouTOBOI CMCTEMOW €CTb MOYTOBbIN W03 — eCcnv nepep, noytoBol cuctemoin VK WorkSpace 6ynet
YCTaHOBJEH KaKON-NM6G0 MNOYTOBbIN LLUMIO3, BKOUMTE STOT dnar. B none Hy>Ho 6yaeT BBECTU agpec
npomexyTo4yHoro MxX.

OTnpaBnaTh NMCbMa BHYTPW CUCTEMbI Yepe3 MOYTOBbIN LJI03 — eC// B Ballel HQPACTPYKTYype eCcTb
cuctema DLP nnu cuctema aHTUBMPYCHOI MPOBEPKM 1 Bbl XOTUTE OTMNPABASATb BCIO UCXOASALLYIO NEepEnncKky
yepes HuX, BKounTe 3Ty onuuto. NMncbmMo OT BHYTPEHHEro oTnpaBnTens bynet nepeHanpaensatbes B DLP/
aHTUBUPYC 41 MPOBEPKY, a 3aTEM BO3BpaLLaTbCs B [1oyTy ona gocTtasku oTnpasutento. DLP/aHTuBmpyc npw
3TOM AO0MKHbI paboTaTb B pexnume SMTP relay. Ecnu onuuys BbiknioyeHa, MMCbMa BHYTPW CUCTEMbI
OOCTaBNSAIOTCS Cpa3y B MOYTOBbIV ALK NOAyYaTens.

OTnpaBnsaTb NMCbMa 3a NPeAesibl CUCTEMbI Yepe3 NOUTOBbIN LUO3 — EC/N B Ballei UHPPaACTPYKTYpe eCTb

cuctema DLP nnn cuctema aHTI/IBVIpyCHOIZ NPOOBEPKW 1 Bbl XOTUTE OTMNPaB/IATb BCIO NCXOAALLYIO NMeperncky Ko

CrtpaHunua 49 n3 70



BHELLHNM OTNPaBUTENSM Yepes HUX, BKIOYNUTE 3Ty onuuio. NCbMO OT BHYTPEHHErNo OTnpaBuTens éyaeT
nepeHanpaensaTbca B DLP/aHTUBMPYC 015 NPOBEPKM, a 3aTEM OTNPaBASATbCSH BO BHELLHWI KOHTYP 415
pocTtaBky otnpasutento. DLP/aHTuBMpyC npn aToM 40MKHbI paboTaTb B pexume SMTP relay. Ecnv onuusa
BbIK/IIOYEHA, MNCbMa BHYTPW CUCTEMbI JOCTaB/AOTCS CPa3y B MOYTOBbIV ALK NOsyyaTens.

4 BHumaHune

Cuncrtema paclumpeHHbIX TPaHCNOPTHbIX NPaBuA Npu UHTerpaumn ¢ BHewHumy DLP cuctemamun moxeT
NPUBECTU K By6ANPOBaHNIO NCXOAALLErO NOYTOBOro Tpaduka 1 4pyrumM HenpeaBuaeHHbIM abdekTam.

Huxxe npepncTaBneHa cxema gBvkeHus Tpadpuka NoyTol npu nHTerpauumn ¢ cuctemon DLP:

BHeluHAA ceTb BHyTpeHHAA ceTb
i a 5 a
O o
() (e

COTPYAHUK KOMMaHWM COTpYAHUK KOMMaHWUN

External MXS < VK WorkSpace

SMTP J L SMTP
{ |

g DLP/KSMG pns BHelLHero DLP/KSMG pns BHYTpEHHEro
n M
BHELLIHMA NONb30BATENE Tpaduka MoyThbl Tpaduka MNouTbl
o J e e J

YepHbI — BHY TPeHHWUI TpaduK NoyTbl
CuHWN — BHeLwWHWIA TpaduK MNoyTbl
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@ OTnpasnATL NVCbMa 3a NPEAENbI CUCTEMbI Yepes NOUTOBbIN W03 @)

CrMCOK MOYTOBbIX LUAIO30B /17181 OTNPaBKI NMCEM 3a NPefesibl TOYTOBOro no6asbTe X0TA Obl 0AUH cepsep 4 [o6asnTb
peweHns &)

KaCTOMHbIe MapLpyTbl 15 IOMEHOB (7) Moutosble foMeHb! Appeca LWno30B

<+ Oo6aenTb

Cnncok cepBepoB, MeEIOLLIX NPaBO OTNPaBNATb NoUTy 6e3 100.70.176.36 -

aBTopusauvm ()
+ [Oo6aenTb

Cnncok cepsepoB, UMEIOLLVX NPaBO OTMPAaBAATHL NOUTy 6e3 + [Oo6asuTb
aBTOPU3aLM 1115 ONPEIENEHHbIX NOYTOBbIX AOMEHOB (F)

OTNpasnAaTb CKPbITbIE KOMMM COOGLIEHNT (7)
@ O sHewHx oTNpasuTEnei
@ Mexay BHYTPEHHIMI NONb30BaTENAMM
OT BHYTPEHHIX OTNpaBUTENEl BHELHUIA NonyyaTensim

OTNpaBnsTb KON cooBLLEeHNIA Ha email: admin@domain.ru

CnnCOK MOUTOBbIX WINIO30B [181 KOMUiA Nucem (7) OCTaBbTe NyCTbIM, €CI AOCTATOYHO OTNPaBku No MX-3anucn -+ [o6asutb

KaHoHnyeckue (PTR) uMeHa runepsnsopos ()

vkwm2-f-2:

KacTomHble MapLUpyTbl A1 BLOMEHOB — Bbl MOXETE NepeHanpaBuTb JOMEHbI Ha 3aJaHHbIe LLIO3bl BMECTO
CTaHOaPTHbIX. Bbl MOXeTe BHeCTu B pa3gen «[1oyToBble LOMEHbI» HECKOMNbKO IOMEHOB 1 3afaTb A5 HUX
HECKOJ/bKO afpecoB LWo30B. Ecnu Hy>HO J06aBNTb MO OAHOMY LUSMIO3Y A5 KaXA0ro AOMEHa, UCMOonb3ynTe
KHOMKy JLo6aBnTb.

Cnuncok cepBepoOB, MMEIOLLMX NPaBO OTMNPAaBAATb NOUTY 63 aBTOpM3aummn — go6aBbTe Cnncok IP-agpecos
CEpPBEPOB, NoYTa C KOTOPbIX ByAeT NPUHMMaTbCS 6e3 aBTopu3auunn. B cnncok Hy>XXHO o6a3aTernbHO 406aBUTb
afpeca L30B8, C KOTOPbIX NOYTa AO/KHa BO3BPaLLaTbCs B cepBuc NoyTa. B 3TOT e CnMcok MOXHO BHECTU
CepBepbl PacCbhIKY NOYTbI U B COOTBETCTBUU C X Ha3HadYeHrem MOY, oTCKaHNPOBaHHbIe AOKYMEHTbI C
KOTOpPbIX ByAyT OTNPaBnATbCs 6€3 aBTopusauun. Novta, oTnpasneHHas B [Nouty VK WorkSpace 6e3
aBTOpU3aLUW, ByaeT npuHUMaTbcs Ha nopTy 1025.

Cnucok cepBepoB, MMeLWNX NpaBo OTNPaBNATb NOYTY 6e3 aBTOpUM3aun gnga onpepesieHHbIX NOYTOBbIX
AOMEHOB — eCJ/1M Bbl NJ1aHNpyeTe NCNOoJ/1b30BaTb HECKOJIbKO NMOYTOBbLIX 4OMEHOB, €CTb BO3MOXHOCTb [o6aBUTb
014 KaXXgoro goMeHa Csou fOBEpPEHHbIe IP. Mncbma c YKa3aHHbIX OMEHOB O0J1XHbl OTMPaBIATbCA Ha NOPT
1025.

OTnpaBnaTb CKpPbITbie KONuu coobeHuin — B noytosoi cucteme VK WorkSpace peannsosaHa
BO3MOXHOCTb OTMNPaBKW CKPbITbIX KOMMIA COOBLLEHNI Ha CNeLalbHbIi SLMK: OT BHELUHNX OTNpaBuTenen,
COOBLLEHNI MEXAY BHYTPEHHUMY NOSIb30BaTENAMU N OT BHYTPEHHVX MNOSIb30BaTeNel BHELWHNM. B Takom
cnyyae NpoBepka BHYTPEHHNX NMMCEM He ByAeT 6/TOKMPOBaTb MOTOKW NMOYTbI.

KaHoHunuyeckune (PTR) uMeHa runepBU3opoOB — yKaxunTe HasBaHue xocTa B PTR-3anncu. PTR-3anncb
nossonseT onpefenntb no IP nmsa xocTa, € KOTOPOro NpmMxoguT noyta. Ecnv npu nposepke nvis xocta 6yaeT
OTNNYaTbCS, MNCbMO He ByAET AOCTaBNEeHO N nonageT B nanky Cnam.
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PaccbinbLuymnkin

B pasgene HacTpaunBaloTCcs CNy>XebHble MOYTOBbIE PACChIIKN A9 BHYTPEHHWX Nosib3oBaTenein. Ytobbl nepentin
K HACTpOVKaM, HaXXMUTE Ha KHOMKY peaakTupoBaHns. ECTb BO3MOXHOCTb co3gaTb paccbinku gns VK WorkDisk,

aoMVHNCTPATUBHON NaHeNn N yBegOMEHWIN 06 OT3blBE NUCbMa.

HacTponku

Cetn [omeHHble nmeHa Xpanunuwa Wapavposanue 1 pennukaums b HacTtpoiiku koMnoHeHToB Wuterpauum MepemeHHble OKpyXXeHus

AsTopusauus VK WorkDisk OtabiB nucbma VK WorkMail
AnpecHas KHura MaHenb aAMUHUCTPUpPOBaHUA

HacTtpoiku noyTbl

Email otnpasutens: admin@admin.qdit
OrpaHMueHme pocrtyna K
fomeHam Wms otnpasutens: Bynet ucnonb3oBaHoO 3HaYeHue Nno yMmon4aHuw: vkwma2
Manens
AAMUHUCTPUPOBAHUS Anpec cepBepa NepechInku: relay.qdit
Monutuka nsmeHeHna MopT cepsepa nepecsInku: 25

naponew nons3osarenein

MoyToBbLIN TpaHcnopT

PaccbinbLymkm

Cucrema yyéta
AencTeumn
none3oeareneun

HTTP(S)-npokcu

1. BBegute email n ums oTnpasutens.
2. BBeouTe agpec v nopT cepBepa PacCblIKu.
3. CoxpaHuTE N3MEHEHNS.

4. MepengnTte K CMICKY POJien 1 3anyCTUTe aBTOMATUYECKYIO YCTAaHOBKY, YTOBbI MPUMEHUTb HACTPOWKN.

Cuctema pacLUMPEHHbIX TPAHCMOPTHbIX NpPaBu

# BHumaHne

CucTeMa pacLUMpPeHHbIX TPAHCMOPTHBIX MPaBUSI NPW MHTErpauuy ¢ BHELHMY DLP cucteMamui MOXET NpuBecTr
K AYBIMPOBAHNIO CXOAALLEro NOYTOBOro Tpadvika U ApYriM HenpeaBuaeHHbIM addekTaMm.

1. HaxxmuTe Ha @ 1 nepengnte B pasgen NMpoaykThbl.
2. BkntounTe dpnar Cucrema pacLuMpeHHbIX TPAHCNOPTHbIX NpaBul.
3. MNepeignTe K cncKy pone 1 3anycTuTe aBTOMaTNYECKYIO YCTaBKY.

4. Korga Hy>Hble ponu creHepupytoTcs, nepengute B pasgen KomnoHeHTbl — Cuctema pacLivpeHHbIX
TPaAHCMOPTHbIX MPaBWJI 1 BKIOUYUTE HYXHble dnaru.
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Cetn [lomeHHble uMeHa

AsTopusauua

AppecHas Knvra
WHcTpymeHThl paspaboTku
HacTpoiku noytsl

OrpaHuieHue goctyna K
fomeHam

Manxens

aAMUHUCTPUPOBaHNA

MonuTtuka nameHeHus
naponeu nonb3osarenein

MouToBbLIN TpaHCNOpT
PaccbinbLymkm

Cucrema paclumpeHHbIx

TPaHCNOPTHbIX Npasun

Cuctema y4éra aeicTeuin
nons3osarenen

HTTP(S)-npokcu

Hactpowku

Xpanunuwa LLlapavpoBaHue 1 pennukaums B Hacrpoitkv KoMnoHeHTOB Wuterpaumn MepemMeHHbIe OKpyXeHUs

HacTtponka cucrtemMbl paclumpeHHbIX TpaHCNOPTHbLIX NpaBus

@ OunsTpoBaTh NOYTOBLI TPAUK OT BHELHUX OTNpaBuTenei
@ OunsTpoBaTh BHYTPEHHMIA NOYTOBLIN Tpaduk

@ OdunbTpoBaTh NOYTOBLIN TPAdMK OT BHYTPEHHUX NOMNb3oBaTenei BHeLHUM nonyyarensm

[anbHerwas HaCTpoWKa TPaHCMOPTHbIX MPaBu MPON3BOUTCS B agMUHUCTPATVBHON MaHEN No 3aBePLUEHUN

YCTaHOBKM.

Cuncrtema yyeTta AencTBnin nosib3oBaTenen

YT1O06bI N3MEHUTD BpeMd XpaHeHnd Noros, KNMKHNTE No KHOMKE pefakTrpoBaHWA.

aAMUHUCTPUPOBaHUS
WHcTpymeHThl paspaboTku
Hactpoiku no4Ts!

OrpaHuyenne goctyna k
AomeHam

MonuTuka nameHeHns
naponew nonb3osarenei

MoyToBbLIA TPAHCNOPT
Cuctema yuyéta fencTesumn
nonb3osarenen
MoHUTOPUHT

HTTP(S)-npokcun

HacTpownku
Cetn [omeHHble UMeHa Xpauunuwa LWapavposanue u pennukauua b HacTtpoitku KoMnoHeHToB WHTerpaumm MepemeHHble OKpYXeHUs
AsTopusauus HacTtponku cnctembl y4éTa 4eNCcTBUM Nofb3oBaTenen
AppecHas kuura
Bpemsa xpaHeHus cobbITui No nonbaosatensam (B 0
Hacrpoiku naHenu cekyHaax):

XpaHuTL BeckoHeuHo

@ BkniounTs cratuctuky no IP

Bpems xpaHeHus cobbiTuit no IP (B cekyHaax): 7776000

3.00 mecsiues

BpeMs xpaHeHns Co6bITUIA MO Nosib30BaTeNAM (B CEKYHA,aX) — Bbl MOXETE YCTAaHOBUTb BPEMS XPaHEHVS
noros. MNpu ycTaHOBIEHHOM 3HaYeHU O CPOK XPaHEHNS NIOrOB He 6YAET OrpaHnyeH.
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Bknountb CTaTUCTUKY No IP— npwv BKINOYEHHOM ¢nare noABUTCA OKHO OJ19 NSMEHEHNA CPOKa XpaHeHA

noros no IP.

MoHUTOPUHr

HaCTpOI7IKI/I MOHUTOPWHIa akTyaJibHbl 414 CllyvaeB, Korga HeO6XO,EI,I/IMO NnepexkovYnTbCAa C BHYTPEHHETo

MOHUTOPWHra MNMoyTbl Ha BHELLHME cuCTEMbl MOHUTOPUHra (Graphite/Prometheus).
YTO6bI BKIOYNTD BHELLHIOIO CUCTEMY MOHUTOPWIHIA:

1. HakmuTe Ha @ n nepengnte B pasgen MpoaykTbl.

2. Bkntounte dpnar Cucrtema cé6opa v oTnpaBku MeTpuUK. Mpun atom pnar Cncrtema MOHNTOPUHra 6yaet

aABTOMaTN4YeCKW OTKJTIOYEH.

ALMUHUCTPaTUBHasA NaHenb v6.5.1 @)
1 BUpTyanbHas MalwvHa Ha noéom runepsusope, 16 GB RAM, 8 vCPU, 100 GB SSD

Cucrema rpynnoBbiX NOSUTUK | Beta
WNHTerpaums c VK Teams
BcTpoeHHoe xpaHunuLe o6pa3oB KOHTENHEPOB

Cucrema MOHUTOPVHra

Grafana, xpaHunue metpuk Graphite, xpaHunuie metpuk Prometheus

Cucrema c6opa u OTNpaBku METPUK [ @)

CéopLmkn n TpaHcnaTopbl Graphite n Prometheus-meTtpurk

/" MNpumeyaHune

[aHHble, co3paHHble [0 NepeKIIoYeHNs Ha BHELIHNA MOHUTOPWHT, MPOLOMKAT 3aHMaTb MECTO Ha Aucke.
HoBble faHHble 6yayT HaNPaBAATLCA BO BHELLHIOIO CUCTEMY MOHUTOPVIHTA.

3. CoxpaHuTe N3MEHEHS 1 BEPHUTECH K CMIUCKY PONEN.

4. BHV3Y CTPaHMLbl HAXMUTE Ha KHOMKY CreHepupoBaTb aBTOMaTUYeCKU, YTO6bl YCTaHOBLLMK

chopMUpPOoBas HOBbIE POSN.
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A BHumaHune

He Hy>HO 3anyckaTb aBTOMaTUNYECKYIO YCTaHOBKY Cpas3y Nnocre reHepaunm KoHTenHepos. CHavana
HeoBXoOMMO yAannTb HeakTyalbHble ponu. Ecnm 3anyCTuTb YCTaHOBKY Cpa3y, BO3HUKHYT CETEBbIE
npo6nemsl.

5. YT06DI npeaoTBpPaTTb BOSMOXHbIE npo6ne|v|b|, nepe|7|p,|/|Te B KOHCOJ1b 1 nepe3anyCctnte yCTaHOBLLUK C

MOMOLLbIO KOMaHObI:

sudo systemctl restart deployer

6. Mocne nepesanycka B CAYCKe ponen 0TOBPasaTCs Pon, KOTOPbIE HYXXHO yaanuTb. Ecnn B uHtepdence He
NoaCBETWIVCH POV A9 YOANEHNS, Nepes3arpysnTe CTPaHNLLY.

calendarpg1 (172.20.4.166) ® 2]
fstatdb1 (172.20.4.142) ® (] ]
graphite1 (100.70.81.216) (IS nm
gravedb1 (172.20.4.143) € 0o
mcrouter1 (172.20.4.174) ® (1]
mirage1 (172.20.4.134) ® (5]
rpopdb1 (172.20.4.144) CTEDE) © 00
seconddb1 (172.20.4.140) ® (5] 1]
swadb1 (172.20.4.136) ® oo
umi1 (172.20.4.138) ® eo
victoria-metrics1 (100.70.81.216) nm
graphite-cloud1 (172.20.4.160) ® )
graphite-mail1 (172.20.4.149) (TS © 0

7. YpaneHne MOXET 3aHATb HEKOTOPOE BpeEMA. Korga Bce HeaKTyallbHbl€ POJIN 6y,D,yT yOaneHobl, 3anyctuTte

aBTOMaTUN4YECKYIO YCTaHOBKY.

8. Nanee nepengunte B pa3gen HacTponkv KOMNOHEHTOB — MOHUTOPWHI. BBegute Heo6xogMble JaHHble
0191 CUCTEMbBI MOHUTOPWHIA, KOTOPYIO Bbl ICMOJIb3yETE.
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HacTtponku

Cetn [oMeHHble MeHa Xpanunuwa LWlapavpoBaHue 1 pennukaums B HacTtpowiku koMnoHeHToB WHTerpauvmn [NepemeHHble OKpYXeHUs
Hactpoin onwropurra ([ D
AnpecHas KHura @ BHewnuit cepsep Graphite

HacTpo#iku nakanu IP-agpec unu gomeH Graphite-cepsepa:

aAMUHUCTPUPOBaHUA
WHCTpyMeHTbI paspaboTku Mopt Graphite-cepsepa: 0
HacTpoyku nouth!

MpoTOKON NOAKNKYEHUA: tcp/udp

OrpaHuyeHue focTyna K
fomeHam

@ BHewnuit cepeep Prometheus
MonuTika UsMeHeHNs

napornei nons3osareneu IP-anpec unu iomeH Prometheus-cepsepa:

MoyToBbIN TPaHcnopT
Mopt Prometheus-cepsepa: 0

Cuctema y4éta aevcTBuit
nons3osareneun

_ Ha6op rotoeblx gaw6opaos ans Grafana
MoHUTOpPUHr

HTTP(S)-npokcu

Q. CoxpaHuTe U3MEHEHMS.

Mo ccbinke Ha6op rotoBbix gawéopaos s Grafana Bbl MoXeTe ckadaTb gawbopabl B popmate JSON gns
po6asneHunsa nx B Grafana.

HacTtpounkun HTTP(S)-npokcn

Ecnun Bbl ncnonb3yeTe Npokcu-cepsep npu nogxioveHnn knneHTos K cucteme VK WorkSpace, BknounTe dnar
Mepep, VK WorkSpace ecTb npokcu-cepBep, YTo6bl KOHTENHEP, OTBevatow i 3a HT TPS-coegyiHeHne, mor
NPrHMMaTb TPaduK 6e3 WirdpoBaHS.

HacTtpowkun

Cetn [omeHHble uMeHa Xpanunuwa LLlapavpoBaHue 1 pennukauua B HacTpoiku koMnoHeHTOB WHTerpaumu MepemeHHble OKpYXeHus

AsTopu3aLus Hactponkn HTTP(S)-npokcu

AnpecHas KHura @ nNepen VK WorkSpace ecTts npokcu-cepsep ®

Hactpowku nasenu

AAMMHMCTPUPOBAHIA Cnmcok IP npokcu-cepeepos (B 10.70.80.1 -

MHCTpyMeHTbI pa3paboTku

<+ [obasutb

HacTpowiku noyts!

OrpaHuyeHure goctyna K
nomeHam HTTP-3aronoBok Nnpokcv ¢ opurMHansHeiM IP knueHTa X-Real-IP

®:

MonuTuka nameHeHus
naporneu nonb3oBarenen
Mo4ToBbLIV TpaHcnopT
HTTP-3aronoBok NpoKCH € OpUrMHanbHBIM MPOTOKOSIOM X-Forwarded-Proto
Cuctema yyéta AencTeuni NOAKMIOYEHNA KneHTa (D):

nonb3osarenen

MoHUTOPUHT

HTTP(S)-npokcu
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Cnucok IP npokcun-cepBepoB — BBeguMTe B nosie cnucok IP-agpecos, ¢ koTtopbix [MoyTa 6ygeT npuH1MaTh
3arofioBKM € OpUrnHanbHbIMK IP KNneHTa 1 opurnHasnbHbIM NPOTOKOIOM NOAKMIOYEHNS.

HTTP-3aronoBoK NpoKcu ¢ opurnHasbHbiM IP KnneHTa — o6aBbTe B NOSE 3arofNoBOK NPOKCH, KOTOPbIN
nepepaeT peanbHbi IP-agpec KneHTa, Havye cepBuc byaeT paboTaTb HEKOPPEKTHO.

HTTP-3aronoBoK NPOKCcK ¢ OpUruHasabHbIM MPOTOKOIOM MOAKJIIOYEHUNS KINEHTa — A1 KOPPEKTHON
paboTbl MOYTOBbIX CEPBVCOB BBEAUTE 3arofIOBOK OPUrMHaIbHOrO NPOTOKOMNa NOAKITIOYEHNS.

LWar12. uTerpauunun

B 6noke 6ynyT OTOBpaXaTbCs HTErpaL i, KOTOPbIE Bbl BKIIIOUMIN Ha 3Tane Bbi6opa NPOLAYKTOB U OMLUN
(HaCTPOIKN HTErPaLLMIA MOTYT TakXXe HaXOAUTbCS B BEPXHEM MEHIO).

HacTtporika nHterpauun Meccengyep n BKC n [No4Tbl — € NOMOLLbIO AOKYMEHTa Bbl CMOXETE HaCTPOWUTb
nHTerpaumio mexagy Meccenpxep n BKC v MNoyTown.

Murpauuns kaneHgapen no npotokony EWS — goKyMeHT No HacTporke Murpauumn cobbitum ns MS Exchange B
cepswuc NoyTa.

ViHTerpauus ¢ Keycloak gng SSO-aBTopusaun — B AOKYMEHTE COOEPXNTCH NHCTPYKLNSA NO HAaCTPOWKE
vHTerpauum ¢ cepsucom SSO-aBTopU3aL .

AyouT OelcTBUN nonb3oBaTenel — B 4OKYMEHTE onncaHbl NpeayCMoTpeHHble B [1oyTe cucTemMbl ayguTta
OencTBUi nonb3osaTens 1 nx otnnymsa. OnmcaHo, Kak BKIIOUYNTb C60p CTaTUCTVKIK Mo IP 1 HacTpouTb oTnpaBKy
COBbITUNM BO BHELLHWE XPaHWNLLA.

HacTtpouTb oy6nnpoBaHne OeNCTBUA NOAb30BaTeNEN BO BHELLHNE XPaHUVLLA

Kak yctaHoBuTb [Jocky VK WorkSpace
CéopLKK NMOYTDI

BHUMaHune
Ecnun nnaHupyeTtcsa ogHoBpemeHHasa Murpauysa 6onee 100 NoYTOBbIX ALLMKOB, TO BbIAENNTE OTAENbHbIE CEPBEPDI

ansa céopLumkoB. MuyHMMasbHble Tpe6oBaHNS K cepBepam 13 pacyeTa He 6onee yem Ha 2000 3anyLeHHbIX
ceopumkos: 8 vVCPU n 32 GB RAM. lNocne murpaumm pecypcbl CEPBEPOB OCBOGOAATCS.

B pasgene ecTb BO3BMOXHOCTb 406aB/Tb MOYTOBbIE CEPBEPDI A1 CUHXPOHM3ALMW/MUTPaLL, a TakXe CrNCOoK
nanok, KOTopble He BYAYT Y4aCTBOBaTb B CUHXPOHU3ALMN.
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Hactponku

Cemn [lomeHHble umeHa Xpanunuwa Llapavposanue u pennukauvs B HacTtpoiiku KOMNOHeHTOB Wuterpauun MepemeHHble OKpyXeHus

Wnerpaums ¢ WOPI- HacTponku cbopLymka noyThbl

peaakTopom

TNueHsus pepaktopa P7- . . .
o Benblit cnncok yaanéxHsix cepeepos: () exch.on-premise.ru —
mc

127.0.0.1 —
C6opLUMK NOYThI

+ [Ho6aeutb
WnTerpauma ¢ apyrumm

uHcTannauuamu VK

WorkMail

[y6nupoBaHue aencTaunin

BHUMAHME! Ha3saHus nanok perucTpo3aBucumbl, T.e. «epHOBUK» 1 «4EPHOBUK» CYUTAIOTCA pasHbIMU Nankamv B pamkax npotokona IMAP.

CNMUCOK NANOK, UCKIMKOYEHHBIX N3 CUHXPOHU3aLMAN: BBeauTe Yepes 3ansTyio CNUCOK NaNokK, KOTopble He ByAayT CUHXPOHU3NpOoBaTLCS No npotokosny IMAP.

nonb3oearenen BO
BHELUHWe XpaHunuiia

Benbiii cnrcok yaanéHHbIX CepBepoB — Mo YMOMYaHMIO B MOMSX YKa3aHbl BHYTPeHHMe IP-agpeca. Ecnu Bbl
nnaHnpyeTe MUrpaumio nNoYTbl C APYriX NOYTOBbIX CEPBEPOB, fob6aBbTe 1X IP-agpeca nnm nveHa B 6enblin
cnucok — Noyta 6ypeT onpenensitb aTu IP/XocTbl kKak ny6nnyHbie. MNpu Murpawmm n3 cuctem ¢ 6enoim 1P/
AOMEHOM Mnosie MOXHO OCTaBUTb NYCTbIM. [Mpur HaCTPOKe MUTrpaLn B agMUHNCTPATBHOW MaHEN BamM HY>XHO

6yneT BBecTu IP/X0CT, C KOToporo 6yaeT NPo3BOANTLCA MUTPALS.

Cnuncok nanok, NCKJIOYEHHbIX 13 CUHXPOHM3aUnN — eCsin y BaC eCTb Nnanku, KoTopble He OO0JI>KHbl
y4aCTBOBaTb B CUHXPOHW3aLNB COOTBETCTBUN C X Ha3HadYeHneM «4epHOBUKN» N «YOaneHHble», BBEAUTE NX
Ha3BaHUA Yepes 3andTyio B CTPOromMm CoOoTBeTCTBMN C OPpUTrMHasibHbIM Ha3BaHNAM 3 BaLLEWN CUCTEMDI

(HasBaHMsa NanoK PerncTpPoO3aBNCKIMbI).

WNHTerpauunsa ¢ gpyrumm nHctannaumamm MouTbl

0 NHpopmauusa

DYHKLMOHabHOCTb yCTapena 1 ByAeT B CKOPOM BPEMEHN yaaleHa.

B pasgenie Bbl MOXeTe HaCTPOUTb NHTerpaunn ¢ HeCKONbKNMW NHCTannaumnamm [MoyTbl VI/VIJ'II/I Murpaunn c

Exchange n gpyrnx no4YToBbiX CEPBEPOB.

YT1O6bI nepe|7|T|/| K HaCTpOMKaM, HaXXMUTEe Ha KHOMKY penakTnpoBaHUA. [NosBUTCH BO3MOXHOCTb U3MEHWUTb

3HaYyeHns nonen.

HacTtpouiku
Cetn [lomeHHble umeHa Xpauunuwa LLlapavposanue u pennukauus b Hactpoiiku KomnoHeHToB Wuterpaumm MepemeHHble OKpYyXeHna
Wnrerpaums ¢ WOPI- HacTtpouku nHterpauuu ¢ gpyrumm nHctannaumsamm VK WorkMail
penakTopom
JnueHsusa pegaktopa )
Cnucok agpecos mawuH ¢ B[] namespase sharing: 100.70.81.154 -
P7-Ocuc
06aBnTbL
CHopLUMK NOYTBI +A
WnTerpauma ¢ apyrumu MepeHanpaBnaTb NUCbMa HEU3BECTHBIX 127.0.0.1

wHcTannsauusMu VK nonyuyatenes Ha cepeep:
WorkMail Deprecated

[ly6nupoeaHue

OencTBUr
nonb3oearenei BO
BHELUHWe XpaHunuwia
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Cnucok agpecoB MawuvH ¢ B[] namespase sharing — c nomoLpio kHornku [lo6aBuTb BHecuTe IP-agpeca
MaLUVH C UHCTannauusmm MNoutbl. [Mpur HECKOMbKMX MHCTaNNAaUMsSX BBeguTe BCe agpeca MallnH, O6begHEHHbIX

B B[] namespase sharing.

Kaxxgast N3 MHCTannsauum NoayYnT Penminky KaTasnoros nonb3osatenei ¢ IP, ykasaHHbix B none. [Npu oTnpaske

nruCbMa CUCTEMa ByLET 3HaTb, Ha Kakow NMOYTOBbI CEPBEP ero HanpaBUTb.

Mo ymonyaHmto B none ykasaH siokasnbHblia IP. ECnuv Bbl NOKa YTO He MiaHnpyeTe paboTy C HECKONbKNMM

NHCTannaunamMmm, oCtaBbTe 3Ha4YeHNEe No YMOJTHaHWIO.

BHUMaHune

Ecnu B nHTerpaumm y4acTByloT KnacTepHble nHCTannsauumy MNMoyTsl, B none Hy>KHO BBeCTu IP-agpeca KOHTEHepoB

tnt-fedmani.

Takxe noTpedyeTca HaCTPOiKa NepPeMEHHbIX OKPYXXEHUS, ONMCaHHasA B CrieayloLem Lware.

I'IepeHanpaanlTb nncbMa Hem3BeCTHbIX nonyaneneﬁ Ha cepBep — eCJin Bbl 6yp,eTe npoBoOONTb MUTpPaLno
C opyrnx no4vToBbIX CepBepOB, BBEANTE €ro IP-ap,pec B none.B clnydadx, Korga nnMcbmMo OTnpaB/idA€TCA B agpecC
nonb3oBaTenen, KOTOpPbIe ele He MurpmnpoBanii B |_|OL-ITy, cncrtemMma 6yp,eT aBTOMaTU4YEeCKW NnepeHanpaB/idTb X

Ha yKa3aHHbI IP-agpec. lNepeHanpaBneHne 6yaeT paboTaTb TOSbKO A9 NPUNapPKOBaHHbIX JOMEHOB.

/' TMNpumeuanne

[anbHeiwas HacTpoiika murpaunmn ¢ Exchange nnu gpyriix nOY4TOBbIX CepPBEPOB MPOV3BOAMNTCS B
agmuHucTpaTusHon naHenn Moutbl VK WorkSpace no 3aBepLueHnin yCTaHOBKM.

I'Ipo,u,y6n|/|py|7|Te 3Ha4YeHne rno yMmosiHaHnio 3 NoJid Bbille, eCn nepeHarpasjieHne nmcem B OAHHbBII MOMEHT He

TpebyeTtcs.

CoxpaHuTe N3MeHeHNs 1 nepenguTe K CneayioLlLeMy Lary, Haxas Ha KHonky Janee.

HacTponkun cucremol Bl-aHanntukmn

YT06bI NOMYYNTb BO3MOXHOCTb MPOCMaTpPUBaTh CTaTUCTUKY ncnonb3oBaHusa VK WorkDisk B
agMVHNCTPATUBHOW NaHenu ( biz.<nouyToBbin foMeH> ), B CMIMCKE MNPOAYKTOB HEOBXOOVMO BKIIOUNTD OMNUMIO
Cucrema Bl-aHanutukum n Kafka BHyTpu MHCTanaumm v HaxaTb Ha KHOMKY COXpPaHUTb.

/" MpumeuyaHue

Ecnu Bbl cnonbayeTe BHelwHUi cepsep Kafka, BTopyto onumio BKOYaTb HE HYXHO, HO MOTpe6yeTcs BHECTU
[aHHble onsa nogknoveHns. MNpu ncnonbzosaHuy Kafka BHYTPYW MHCTaNAALMN MOXHO Cpa3y NepexoamnTb K CrINCKY

ponen.
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YT0o6bl NOAKIOUNTLCS K BHELLHeMY cepBepy Kafka, nepengnte B pasgen UHTerpauumn — Hactpoikn
cuctembl Bl-aHannTnkmn v 3anonHnNTE COOTBETCTBYIOLLME MNONS.

HacTtpowku
Cetn [lomeHHble UMeHa Xpanunuwa LLlapauposaHue u pennukaums B HacTtpoiiku KOMNoOHeHTOB WnTerpaumn MepemeHHbIe OKpYyXeHus
Wnterpauus ¢ WOPI- HacTtponku nogkntodeHuns k BHelwHeMy cepsepy Kafka
penakTopom
JwueHsus pegaktopa P7- Anpec cepsepa Kafka + Nobaeutb
Oduc
. Wms Tonuka aHanutukm Kafka: example: analytics-events
Hactpoiku ans Cuctemb!
Bl-Ananutuku 1
Mms Tonuka noutoBon aHanutuku Kafka: example: mail-events
C6opLUmrK NOYTbI
WHTerpauus ¢ apyrumm Vimst Tonuka cobbiTuin aBTopusaumm Kafka: example: security-events

uHcTannaumamm VK

WorkMail D]

[y6nuposaHue gencteuin
nonb3oBarenei BO BHeLLHWe

XpaHunuwa

COXpaHI/ITe MN3MEeHeHUd, 3aTeM 3anyCTnuTe aBTOMaTU4YeCKYIO YCTaHOBKY B obLen CTPpOKe COCTOAHNS.

Korga YCTaHOBKa 6yp,eT 3aBepLUeHa, y BaC NogBNTCA BO3MOXHOCTb NMPOCMaTpuBaTb CTaTUCTUKY ,D,I/ICKa B

naHenn agMUHCTPaTopa.

LWar 13. NepemMeHHble OKpYy>XXeHns

B pasnene npon3BoanTCAd HaCTpOVIKa KaCTOMHbIX NepeMeHHbIX MOYTOBOW CUICTEMDbI.

A BHumaHune

HaCTpOIZKa nepemMeHHbIX OKPY>XeHNA BO3MOXXHa TOJIbKO Nocne KOHCYNibTauln C npeacrtasuntTesiemMm VK.
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HacTtpoiku

Cetn [lomeHHble nmeHa XpaHunuwa Lapavposaxue u pennukaums B HacTpoiiku KoMnoHeHToB WHTerpauun MepemeHHble okpyxeHust

efimalaiber YcTaHoBneHHble nosb3osaternem nepeMeHHsle abookpdd-tar® ewé He 3agaHbl “

addrbook-tar

adloader
CrMCOK BO3MOXHbIX NepeMeHHbIX A5 Ponn

aliases-tar

. . 3HaueHwue no-
ameli-common WUms nepemeHHon Onucaxue BapuaHTbI
yMonuaHmio
appass-tar
) OVERLORD_CHECKOUT_INTERVAL 60s Mepwvop, onpoca y4acTHUKOB KacTepa

arbuzapi

attfiledb OVERLORD_ETCD_PREFIX /mailonpremise/overlord/ MycTb xpaHeHus knioyeit B ETCD

attfront
OVERLORD_ETCD_TIMEOUT 5s TaiimayT nogkntoyeHns K ETCD

attpairdb

attprevfront OVERLORD_GCTUNE_DISABLE true BbikntoyeHune getune gns Go true false
OVERLORD_GCTUNE_MEM_LIMIT OrpaHu4eHne namsaTi ans gc

debug warn info

OVERLORD_LOG_LEVEL warn

error

YT106bI OGABUTD KaCTOMHYIO NepeMeHHYIO!

1. HaxxmuTe Ha KHOMKY pefakTupoBaHunS.
2. Haxxmunte KHonky [Jo6aBUTb.
3. B BbimagatoL,eM MeHIo BbibepuTe Ha3BaHME NEPEMEHHON.

4. Beepgute 3HayeHne nepeMeHHOoN. 3HauyeHre nepeMeHHON SOMKHO 6blTb BBEAEHO KOPPEKTHO, NHaYe
YCTaHOBLLMK HE MO3BOINT CO3AaTb NEPEMEHHYIO.
HacTponku

Cetn [loMeHHble umeHa Xpanunuwa LWapavposanue v pennukaums B HacTpoiiku KoMMNoHeHTOB WHTerpaunm MepeMeHHble OKpyXeHuns

abookpdd-tar YcTaHoBreHHbIe nonb3osaTtenem nepementbie abookpdd-tar* ewé He safaHbl

addrbook-tar

OVERLORD_CHECKOUT_INTERVAL : 3HayeHne nepemMeHHoOMN 0] ‘

adloader
Mone pomkHo cooteecTsoBatk Npasuny Md+(m|h[s)$

aliases-tar + No6aButb

ameli-common

appass-tar CNNCOK BO3MOXHbIX NEPEMEHHbIX A71st PONN
arbuzapi
. 3HayeHue no-
UMs nepeMeHHoOM OnucaHue BapuaHTbl
attfiledb ymon4anuio
attfront
OVERLORD_CHECKOUT_INTERVAL 60s Mepwvog onpoca y4acTHUKOB KnacTepa
attpairdb
OVERLORD_ETCD_PREFIX /mailonpremise/overlord/ MycTb xpaHeHusa knoyei 8 ETCD
attprevfront
OVERLORD_ETCD_TIMEOUT 5s TaiiMayT nogknodeHus kK ETCD
OVERLORD_GCTUNE_DISABLE true BbikntoyeHue gctune pns Go true  false
OVERLORD_GCTUNE_MEM_LIMIT OrpaHuyeHne NamaTh ans gc

5. HaxxmuTe Ha kKHornky CoXpaHUTb.

6. Haxxmute Ha kHorky [lanee ons nepexopa K criefyiowemy wary.
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/" Kakune nepemMeHHble peKoMeHayeTcs ycTaHoBUTb Ana 5000 nonb3oBaTenen

[lna cepsrica xtaz yCTaHOBMTE CNeAyIoLLYIO NepeMeHHYIo:

HasBaHue nepemeHHON 3HayeHVe nepemMeHHo

MEMTX_MEMORY 3

[lna cepBrica mpop yCTaHOBWTE CreayioLLe NepeMeHHbIe:

HasBaHue nepemeHHoli

HTTPD_KEEP_ALIVE_TIMEOUT

HTTPD_LISTEN_BACKLOG

HTTPD_MAX_CLIENTS

HTTPD_MAX_KEEP_ALIVE_REQUESTS

HTTPD_MAX_REQUESTS_PER_CHILD

HTTPD_MAX_SPARE_SERVERS

HTTPD_MIN_SPARE_SERVERS

HTTPD_SERVER_LIMIT

HTTPD_START_SERVERS

3HavyeHVe NepemMeHHON

1024

150

100

25

30

20

150

20

[ns cepsrica crow-index yCTaHOBUTE CrieaytoLine nepemMeHHble:

HasBaHune nepemeHHoli

3HayeHne nepemeHHon

CROW_INDEX_DATABASE_BLOCK_CACHE_SIZE 5368709120
CROW_INDEX_DATABASE_CONTENT _MEM_TABLE 536870912
CROW_INDEX_DATABASE_COUNT MEM_TABLE 104857600

CROW_INDEX_DATABASE_DOCUMENT_MEM_TABLE 268435456
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HasBaHune nepemeHHoOMN 3HayeHne nepemeHHom

CROW_INDEX_DATABASE_MAILBOX_MEM_TABLE 104857600

CROW_INDEX_DATABASE_MESCALITO_MEM_TABLE 268435456

CROW_INDEX_DATABASE_SEARCH_MEM_TABLE 536870912

CROW_INDEX_DATABASE_SUGGEST_MEM_TABLE 268435456

[nsa cepsuca crow-frontend yctaHoBuTE cnegytowme NepPeEMEHHbIE:

HasBaHune nepemeHHoOMN 3HayeHVe nepemMeHHoNn
CROW_FRONTEND_ASYNC_MAX_INFLIGHT_PER_WATCHER 10
CROW_FRONTEND_ASYNC_USER_DELAY 5m

CROW_FRONTEND_REBUS_EMAIL_FETCHER_WORKERS_COUNT 200

CROW_FRONTEND_REINDEX_MAX_FETCH_ATTACHES 10

CROW_FRONTEND_REINDEX_MAX_FETCH_TOTAL 25

Lar 14. 3anycK ycTaHOBKIW BCeX MaLUVH

1. KnukHnTe no kHorke Play psgom ¢ o6Luen CTPOKOIM COCTOSIHUS B BEPXHEN YaCTy 3KpaHa.

2. r]OJJ,TBep}J,VITe 3anyckK aBTOMaTN4YECKON YCTaHOBKW, Ha>XaB Ha KHOMKY 3aI1yCTI/ITb.

6 PekomeHpgaunsa

MMepepn 3anyckom aBTOMAaTNYECKOWN YCTaHOBKM OCTaBbTe BK/IIOYEHHbIMYM BCE NpoBepku. [logpobHee o paboTe
NPOBEPOK MOXHO NPOYNTaTb 30ech: [lnarHoCTKa CUCTeNMbl B BEG-UHTepdence yCTaHOBLLVKa
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ﬂO,D,TBep,EI,I/ITe 3anyck aBTOMaTUYECKON YCTaHOBKW

ABTOMaTUYEeCKan yCTaHOBKa 3anyCTUT NPOBEpPKY BCEX Waroe N NpUMeHnT HaDI[J,EHHbIe n3mveHeHunsa.

BbINO/NHEHe OCTaHOBUTCS B CEYIOLLVIX ClyYasiX:
1. Ecnu war TpeByeT 3arpy3ku Gpaiiios;

2. Ecnv war TpeByeT py4HOro 3anycka;

3. MpowuzoLuna owréka B NPOLECcce BbiNONHEHNS.

MPOLEHT KOHTEIHEPOB OIHOI PONK, YCTaHABNBAEMbIX OAHOBPEMEHHO:
o

BK/l0UNTL NPOBEPKY CeTeBoV AoCTynHoCTY (7)

BK/IOUNTb MPOBEPKY HyXXHbIX 1aros aapa ()

BK/tounTh NpoBepKy uenoctHocTn @)

BkatoumnTtb NpoBepky Bepcumn Docker@

BbinonHeHne yc‘raHoaKm/npoaeme MOXHO OCTaHOBUTb. B TakoM chny4ae yCTaHOBLUUK poxpércs 3aBepLueHns

Lone [

B 3aBucmmocTu ot atana YCTaHOBKMN 6yp,eT MEeHATbCA UBET MHAOMKaTOpPa:

BbIMO/HAEMOTO Lara 1 MPeKPaTUT YCTaHOBKY/MPOBEPKY.

« Cepblii — B OXMOaHWM Havana reHepauunu;

« CnHUIM — B NpoLecce reHepauuuy;

- XenTbin — war 6yaeT noBTOPEH (aBTOMaTUYECKN);
- KpacHbiii — owmnbka.

3. OxupanTe 3aBepLUEHMS YCTaHOBKI. [1oKa npoLuecc naeT, PsSaoM CO CTPOKOW COCTOSHUS ByaeT

OTO6paxaTbCs KpacHas KHonka Stop.

Ecnns npouecce yCTaHOBKU 1 HaCTpOI7IKVI CUCTEMbI MPONCXOOAT USMEHEHWA KOHq)I/IpraLI,I/IVI, HEKOTOpPble

3agavyn MmoryT I'IOTpe6OBaTb NMOBTOPHOIO BbIMOJIHEHWA.

[1lna NnOBTOPHOro 3anycka HEOBXOAMMO HaxaTb Ha KHOMKY Play B 06LLel CTPOKe COCTOSHNSA B BEPXHEN YaCTu
aKpaHa U pagoM C Ha3BaHNEM KOHKPETHOrO KOHTeMHepa.

LLar 15. 3aBepLieHne ycTaHOBKWU, MHNLWann3auna goMmeHa n
BXOA, B NaHesNb agMNHNCTpPaTopa

Korpga yctaHOBKa 6yaeT 3aBeplLUeHa, COOTBETCTBYIOLWMIA CTaTyC OTO6PA3NTCS B CTPOKE COCTOSHMS.

1. HaxxmunTe Ha kHonky [anee.
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@ AdminPanel Hactpoiiku O6cnyxusanue O~ Lanee

(> -]
CKpbITb 3aBEpLUEHHbIE O6bekToB BCTpOKe 1 v
©  lMoka3aTb BCrIOMOraTe/bHble KOHTEHEPbI pynnupoBka  Her v
doc-db-01 (100.70.160.6) EM ® s T2 Fo - |
mon (100.70.160.14) E783 ® oo
doc-db-02 (100.70.160.7) €M ® (7R - |
doc-front-01 (100.70.160.16) (X0 © (o2 R - |
doc-front-02 (100.70.160.2) (2 ® (TR - |
doc-storage-01 (100.70.160.11) EJ ® mﬂ@.
doc-storage-02 (100.70.160.8) [ ® oo
doc-storage-03 (100.70.160.10) E3 ® mn{o}.
registry1 (100.70.160.14) (3 ® GRs) - |

2. BBeaunTte nms noyToBOro A4OMEHa 1 HAXMUTE Ha KHOMKY AOGGBVITb.

@ AdminPanel Hactpoitku O6cnyxusanue

Co3apaiiTe nepBbI NOYTOBLIN AOMEH - YacTk email-agpecos nocne "@".

[MoyTOBbLIE AOMEHBI KoHTewnHepsbl
vbastraOmail.onprem.ru <+ [obasutb
A BHumaHune

C Bepcunn 1.24 B NMoute VK WorkSpace Bce foMeHbl MPOBEPSAOTCA Ha COOTBETCTBME AnLeH3nn. Ecnn gomeH
He BXOAUT B JIMLEH3MIO — NOMIb30BaTENN 3TOro fIOMEHA HE CMOTYT O6MEHNBATLCS COOBLLEHMAMN. ITO
YCIOBUE TakXe pacnpoCTpaHIeTCs Ha CUHOHUMbI JOMEHOB.

OTKpoeTCcs HoBas BKJ1afka, Ha KOTOPOI HEOBXOOVIMO aBTOPN3OBATHLCS:
- Ima nonb3oBaTtens — admin@admin.qdit.

- Maponb HaxoguTca B darine — bizOwner.pass, 415 ero NPOCMOTPa BBEAUTE B KOHCON KOMaHAY:

cat <nyTb OO OMPEKTOpPUM C yCTaHOBWWMKOM>/bizOwner.pass.
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/" MNpumeuyaHune

Maponb nonbsosaTtens admin@admin.qdit xpaHUTcs 3awmndpoBaHHbIM B 6a3e faHHbiX. OH 3anncbiBaeTCcs B
danne bizOwner.pass B OTKPbITOM BULE TONbKO AN agMUHUCTPATOPa Npu NEPBUYHON YCTaHOBKE.
CkonmpynTe naposb B HagEXHOe MecTo, 1 yganute bizOwner.pass, 4TO6bl 3/T0YMbILLAEHHUKIA HE MO
nonyynTb Naponb. Ecnv naponb agMUHUCTPaTOPa YTEPSH, TO CO34aliTe HOBbIV C MOMOLLBIO MHCTPYKLMN: Kak

N3MEeHUTb Naposb nonb3osaTens admin@admin.qdit?.

@ VK WorkSpace

BownTtu B akkayHT

admin@admin.qdit

BeecTu napons - 3anoMHUTb

Ecnn noruH n naposib 6bl511 BBEOEHDI npaBWJIbHO, Bbl NoOnageTe B NaHes b agMWHNCTPaTOopPa.

3. HaxxmuTe Ha kHorky MpoBepuTb ceyac, 4To6bl nposepuTs MX-3anuch.

CtpaHunua 66 n3 70


https://biz.mail.ru/docs/on-premises/mail/faq-general/index.html#adminadminqdit
https://biz.mail.ru/docs/on-premises/mail/faq-general/index.html#adminadminqdit
/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/installation-assets/11EnterThePassword.png
/builds/vk-communications/docs/vkc-docs/workmail/public/mail/Assets/installation-assets/11EnterThePassword.png

& 8 O 0 B

R & e

AOMUHUCTPUPOBaHHE

MecceHmpxep MoyTa KaneHgapb  AdpecHas KHura [Auck

n ApmunHllaHenb newtestdomain.ru v  [Jo6aBuTb JOMEH

YnpasneHve JOMEHOM v

CocTogHue cepBepa newtestdomain.ru

Hactponka MX n SPF

[Nonb3oBatenu

AOMVHMCTpaTOpS!

[MoyTa
[uck
MecceHmxep

AnpecHas KHura

> @ NocnegHui war — HacTpoiTe MX-3anuck

Be3 MX-3anucy Henb3s oTnpasnsaTh U Nosnyyarb nucbma.

CTpyKTypa opraHvsauun

Monntukn
OTYéTHI

KoHdurypaumsa

> DonxHo 6bITb
N Wma nogoomeHa: @

Twvn 3anucu: MX
>

[aHHblE: kims1.release.onprem.ru.

MpvioputeT: 10

lMpoBepuTb cenyac
HacTpoeHa aBToMaTnyeckasi MpoBepka 3anucein.

> O pesynbrate Mbl COOOLLMM BaM MO 3fIEKTPOHHOI NoYTe.

Cenuac

Hert 3anucw.
Co3spgainTe 3anucb
C YKa3aHHbIMU
napameTpamu.

Mpwn ycneLwHo npoigeHHo NpoBepkKe NoABMTCA yBegoMieHne o Tom, Yyto MX-3anmcb HacTpoeHa BepHO.

n ApmuHllaHenb

Ynpai

Moyra

BfeHne JOMeHOM v

HacTtpoiika MX n SPF

Do

2 MonbsoBatenu >

Yy AOMUHMCTPATOpbI

© Mouta >
O [Ovck >
O MecceHmkep >

AnpecHas kHura

-8 CTpyKTypa OpraHuaaumii
@ Moty

) Otuetsl >
KoHdpurypauws >

\7ps KHWra Auck

test.rus « [o6aBuTb JOMEH

CocTosiHne cepBepa test.rus

© MX-3anucu HacTpoeHbl BEPHO

Bkl MOXeTe OTNpaBnATb U NoNy4yaTtb NMCbMa.

@ SPF-3anuck He HacTpoeHa

SPF nossonseT BnagenbLy AoMeHa ykasaTb B TXT-3an1cy JOMeHa CTPOKY, Yka3sblBatoLLYto CrIMCOK CepBEPOB, UMEIOLLIMX MpaBoO OTNPaBnAaTbL email-coobLueHuns

[ OﬁpaTHbIMVI ajpecamMmu B 3TOM JOMEHe.

Ha obHoBreHne 3anuceit MoXeT notpeboBaTbcs 0 72 4acos

@ HeoGxoauma HacTpoiika DNS sanucen ansa pa6otsi DKIM

Mncbma, oTNpaBneHHbIe ¢ Ballero JoMeHa, He NOAMNUCLIBAKTCA crieLyarnbHOM NOANMChI0 U MOTYT nonajath B cram.

Wms noanomena: mailru._domainkey
Tun 3anucu: TXT

[anHble: v=DKIM1; k=rsa;
p=MIGfMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCOI5
mX18TjgPBNvZrMqlz9x7Ee13pBbD8y+W69WE3LIEO5/Y4Md+
2FkeGe5reD+OrmHJIYgOmdYOvL8j7AkzI9Y2WRAXO87BqPH
Z406B0urc5pgwNsRYebJvtndM7/ylryffTadwB2z+Bw6exm/PI8+
+WRFRnyON3LMUO+5L12AQIDAQAB

Ha o6HoBneHme noanuncyt MoxeT notpeGoBaTbes A0 72 Yacos.
[insi nucem, oTNpaBrisieMbIX HaMpsiMyio C BaLLEro cepBepa Uni cepBepa XoCTUHI-NpoBaiiaepa,
HeobXoAMMO HaCTPOUTbL AoNonHUTENbHYI0 DKIM no MHCTpyKUMN.
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[Mocne npoBepkn MX-3anmcm yCTaHOBKY MOXHO CYMTaTb OKOHYEHHON. Takxe notpebyeTtcs HacTpolika SPF-

3anucun n DKIM-nognuen. VIHCTpyKLMY NO NX HACTPOWKE Bbl HANAETE NO CChIKe.

BHUMaHune

Mo 3aBepLUEHNIN YCTaHOBKIM JOMYCKAETCS TOMbKO yAalleHNe apXnBa, N3 KOTOPOro 6bi/1 pacnakoBaH ANCTPUBYTUB
B Hayane ycTaHOBKU. Bce ocTanbHble dalifibl LOMKHbI OCTaBaTbCs B Narke ¢ daliiom onpremise-deployer_linux.

He ypananTte nonb3oaTtens deployer — aTa y4eTHasa 3anucb NoTpebyeTcs A1 O6HOBNEHNS 1 fanbHENLLEN
aKcnyaTaumm cepBrca noYThbl.

Llar16. [lo6aBneHne ponosIHNTENbHbIX JOMEHOB

Ecnu Bbl NlaHMpyeTe UCNonb30BaTb HECKOJIbKO JOMEHOB, 06aBbTE NX C MOMOLLbIO KHOMKY J06aBUTb AOMEH.

' ApmuHlaHensb mail.ru v+ | [Jo6aBuTb OMeH

22 lMonb3oBatenu > Nonb3oBaTenu
Y AMUHMCTPATOPbI 8, Coan... AKTUBHOC

@ Nonntukm

dUNo ¢
™ Mouta >
O [Ouck >
(O MecceHnaxep >

ALpecHas KHUra

{5 CTpykTypa opraHusaumi

YnpaBneHne OOMeHOM

KoHdurypaums >

Ecnn xoTute coenatb AOMEH NPUNapPKOBaHHbIM, HEOBXOAUMO NMPOoTY NpoBepky MX-3anvcy cnoco6om,

OnUVCaHHbIM BbiLLEe. YTOBbl caenatb AOMEH N3BECTHbIM A1 [oYTbl, LOCTaTOYHO npocCTO 006aBUTb JOMEH B

CrnCoK.
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BHumaHmne

C Bepcunn 1.24 B Noute VK WorkSpace Bce gomMeHbl NpOBEPSIOTCSA Ha COOTBETCTBIME NnLeH3nn. Ecnn gomeH He

BXOOWT B NMNUEH3NIO — NOJIb30BaTes/I 3TOro goMeHa He CMOryT OBMEHMBaTbCS COOBLLEHNAMN. DTO ycnosune

TaK>XXe pacnpocCTpaHdeTCAa Ha CUHOHVMbI LOMEHOB.

Jlorn n nonesHblie KOMaHAbl

Bce komaHapl, nepevncrieHHble HXXe, crnenyeT BbINMOJIHATb B KOHCOJIN.

1. MNepesanycK yCTaHOBLLVIKA:

sudo systemctl restart deployer

2. Jlorn yctaHoBLL/Ka:

sudo journalctl -fu deployer

3. Cnuncok 3anyLLLEeHHbIX KOHTENHEPOB:

docker ps

4. Jlorv KOHKPETHOrO KOHTelHepa:

sudo journalctl -eu uMA_KOHTeWHepa

5. CtaTyC KOHTelHepa:

systemctl status uma_koHTelnHepa

6. MoCcMOoTpPEeTb CNUCOK «CITOMaHHbIX» KOHTENHEPOB:

docker ps -a|grep Exit

7. ﬂOCMOTpeTb CMNNCOK BCEX HE3aMNyCTUBLLNXCA KOHTeI7IHepOBI

sudo systemctl | grep onpremise | grep -v running

8. YpoanuTb KOHTeNHep:

sudo docker rm uMMsi_KOHTeMHepa
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