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Ha3HayeHe fOKyMeHTa

B mokyMeHTe onvcaH nopsaok gencteui ans Hactporkm SSO Kak ¢ ncnonb3oBaHueMm cepsuica Keycloak, Tak n
6e3 Hero. [1o 3aBepLUeHN NHTErpaLv NOMb30BaTENM NOMYyYaT BO3MOXHOCTb NpoxoguTb SSO-

ayTeHTudurkaumo BHyTpwM MNoutbl VK WorkSpace.

SSO (Single Sign-On) — TexHooOrsa, NO3BOSIOLLAs NPOXOANTD NPY aBTOPU3aLMN MPOLLECC ayTeHTUdUKaLLUK
OAVH pa3 1 aBTOMATUYECKM NOoMyYaTb LOCTYMN K HECKOIbKUM CUCTEMaM 6€3 MOBTOPHOIO BBOLA YYETHbIX

[OaHHbIX.

MpepBapuTenbHble YCNOBUS

YTO6bl HAYaTb HACTPOVIKY, BaM NOTpebyeTcs:

- locTyn Ha cepBep lMouTbl 1 B NnaHenb agMmuHucTpatopa VK WorkSpace.
- ocTtyn k Active Directory.

- Monb3oBaTtenb Active Directory ¢ npaBamu agMUHUCTPaTOpPA.

- JocTyn B Keycloak (g9 nHTerpauui ¢ BHELHUM CEPBEPOM).

« HaBbikn cuctemHoro agmMmunHucTpupoaHunsa (Linux, Windows).

HacTpoiukn Ha cepBepe Active Directory

Ha KoHTponepe foMeHa HEOBXOANMO 3aPErnCTPUPOBATb YYETHYIO 3anKChb.
B pasnene Account BeecTu B none User logon name cnepyioLee:

- Ons nHterpauumn ¢ Keycloak — HTTP/<no4yToBbiii LOMEH> .

« dna nHterpaunn 6e3 Keycloak — HTTP/auth.<no4yToBbin goMeEH> .
B okHe Account options BHY TP TOro e pasfena oTMeTbTe YeK60ChI:

1. User cannot change password

2. Password never expires

3. This account supports Kerberos AES 128 bit encryption
4. This account supports Kerberos AES 256 bit encryption

5. Do not require Kerberos preauthentication

3aTemM B pasfgene yrnpasnieHus rpynnoBbiMy NOANTVKaMU nepengute K Hactporke nonutmnkn Configure
encryption types allowed for Kerberos (HacTpolika akTyasibHa Kak g1 paboTbl ¢ Keycloak, Tak n 6e3 Hero).
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Bo Bknagke Security Policy Setting otmeTbTe cnepytowme nonuTuku:

- RC4_HMAC_MDS5,
- AES128_HMAC_SHA!,
- AES256_HMAC_SHA!.

CreHepupyimnTe keytab-dannbl

KomaHppl, KOTopble NpeacTaBneHbl H/Xe, HEOBXOAMMO BbiNONHATL Ha cepBepe Active Directory.

Mpumep KoMaHgbl, YTO6bl co3paTthb keytab gna WEB (nHTerpaums ¢ Keycloak):

ktpass -princ HTTP/infra-01.dev.onprem.ru@AD2013.0N-PREMISE.RU -mapuser AD2013\kcuser3 -out C:

\tmp\keycloak.keytab -mapOp set -crypto ALL -setupn -setpass -ptype KRB5_NT_PRINCIPAL /pass
strongSecret

CoxpaHuTe co3pgaHHbin keytab-dann gna HTTP Ha nouToBOM cepBepe.

Mpumep KomaHg, 4To6bl co3paTth keytab gna WEB (nHTerpauns 6e3 Keycloak):

ktpass -princ HTTP/auth.infra-01.dev.onprem.ru@AD26013.0N-PREMISE.RU -mapuser
"<username>@ad2013.on-premise.ru" -crypto AES256-SHA1 -ptype KRB5_NT_PRINCIPAL -pass
"<userpass>" +dumpsalt -out C:\Users\Admin\Documents\keytabs_sso\http.keytab

ktpass -princ "HTTP/infra-01.dev.onprem.ru@AD2013.0N-PREMISE.RU" -mapuser
"<username>@ad2013.on-premise.ru" -crypto AES256-SHA1 -ptype KRBS5_NT_PRINCIPAL -pass
"<userpass>" -in C:\Users\Admin\Documents\keytabs_sso\http.keytab -out C:
\Users\Admin\Documents\keytabs_sso\httpq.keytab -setupn -setpass -rawsalt "<Hashing password
with salt us BbiBOJa npowsion KomaHmapl>"

MapameTpbl KOMaHAbl ktpass :

« princ — ums SPN B Keycloak gna ngeHtundukauumm B cpepe Kerberos.

VIma cocTouT ns: TpaHCcnopTHOro npoTtokona (ana HTTP B BepxHeEM pernucTpe); MMeHn XoCcTa cepaepa

Keycloak (nnn agpeca Nno4TOBOro cepBepa 45 MHTErpaumnin BHyTpu nHctannsauum); Kerberos Realm (gns
HTTP B BepxHEM perucrpe).

+ mapuser — VIMSl CO3[@aHHOI B JOMEHe yyeTHou 3anucu ans cepsepa Keycloak (DOMAIN\username).

« mapOp — ecnu 3agaHo 3HadYeHne add, To HoBbI SPN 6yaeT go6aBneH K cywecTBylowmm. Ecnm 3agaHo
3HayeHune set, To SPN 6yget nepesanucaH.

+ out — 3agaeT NyTb K reHepupyemomy keytab-danny. Hanpumep, C:\temp\spnego_spn.keytab.
+ /pass — 3Ha4YeHue Naposa OT y4eTHOWN 3anucy ans cepsepa Keycloak B gomeHe.

« MapamMeTpbl crypto W ptype 3afaloT OrPaHNYEHNS Ha UCMOJIb3yEeMble anirOPUTMbl U TUM FreHepupyemMon
Kerberos-cnyx6bl. PekomeHayeTcs 3agath NapaMeTpbl, Kak B yKa3zaHHOM npumepe: -crypto ALL -ptype
KRB5_NT_PRINCIPAL .
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- NapameTp -setupn Heobxogum s Toro, ytobbl UPN He meHancs.

BHUMaHune

OtaenbHo coxpaHuTe 3HaveHne SPN (Service Principal Name) 13 komaHgbl Bbille, OHO NOTpebyeTcs Bam

nosgHee.

YT106bl CreHepupoBaTb keytab-dannbl gng SMTP n IMAP, ncnonbayinte cnegyioLwime KoMaHabl (akTyasbHbl Kak

onsa pabotbl ¢ Keycloak, Tak v 6€3 Hero):

dsquery * -filter sAMAccountName=kcuser3 -attr msDS-KeyVersionNumber

# B cnepywuux komaHgax /kvno <N> — pesynbTaT BbINOSIHEHUA MepBOM
ktpass -princ smtp/infra-01.dev.onprem.ru@AD2013.0N-PREMISE.RU
\tmp\infra_smtp.keytab -mapOp add -crypto ALL -setupn -setpass
<N> /pass strongSecret

ktpass -princ imap/infra-01.dev.onprem.ru@AD2013.0N-PREMISE.RU
\tmp\infra_imap.keytab -mapOp add -crypto ALL -setupn -setpass
<N> /pass strongSecret

KOoMaHgbl
-mapuser AD2013\kcuser3 -out C:
-ptype KRB5_NT_PRINCIPAL /kvno

-mapuser AD2013\kcuser3 -out C:
-ptype KRB5_NT_PRINCIPAL /kvno

[Ba danna .keytab gna IMAP n SMTP Hy>HO Takxxe coXpaHunTb Ha cepBepe MouTbl. B ganbHenwem nx Hy>xHo

6yneT 0o6aBUTb B YCTAHOBLL VK.

HacTtpoika nHrerpauunm ¢ Active Directory

1. ABTOpPU3YNTECH B MaHENV agMUHUCTPAaTOPa NOA YYETHOW 3anncCbio agMUHNCTPaTopa.

2. BbibepuTe agpec cepBepa, 01 KOTOPOro HY>KHO HAaCTpPOouTb nHTerpauuto ¢ Keycloak. Y BbiGpaHHOrO

OOMEHa JomkHa 6blTb HacTpoeHa MX-3anuch.

3. MNepengnTte B pasgen KoHpurypauma — HacTponku naHenn agMnHUCTpaTopa.

4. YT06bl Ha4aTb HaCTPOWKY, y6epuTe yekbokc He ncnonbzosatb AD:
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u AdminPanel vbastraOmail.onprem.ru »

HacTtpoiku
4 MMonb3oeartenu

& AomuHucTpatopbl Active Directory

Mouyta >

w

®daiinoBoe xpaHunuie >

@ AapecHan KHura

“

CTpyKTypa KoMnaHum
& VnpasneHve fomeHOM
@ KoHcurypauna v
@ Hactpoitkn Wcnonb3osath wincposaHHoe coeanHermne (LDAPS)
ils  MoHuTOpUHI + [Ho6asuth cepTudmka
WrHopupoBaTb ownbku ceptudukara

[ononHuTenbHble HAaCTPONKN
C6paceiBaTh Ceccum Nonb30BaTesie Npyu M3MEHEHUN NaposA

Vcnonb3osath B kayecTse florvHa email BMeCTo username

He vcnonbsosats AD

CoxpaHnTb

5. Beegute B none Agpec AD agpec Bawero katanora Active Directory.

6. Katanoru nonb3oBaTtenen — BBeguTe 3HayeHe nons distinguishedName 113 cnincka atpuréyTos

kaTanora. Hanpumep, OU=demoapp.DC=presale.DC=1ocal .

Ecnn Bam Hy>XXHO ykasaTb 60/blUe OQHOrO KaTanora nonb3osaTenein, ob6patmutech k npeactasutento VK.
7. Beegute B none JIorH agMunHUCTpaTopa NorvH agMmuHncTpatopa Active Directory.
8. BcTaBbTe B none Maposnb agMMHUCTpPAaTOpa Naponb agMuHnUCTpaTopa Active Directory.
9. Ecnu Bbl cnosib3yeTe CBONCTBO OTUECTBO, BBEAMTE €ro 3HayeHne B Mone cBoncTBa «OTUECTBO®.

10. Ucnonb3oBaTb wWndpposaHHoe coeauHeHne (LDAPS) — ecTb BO3MOXHOCTb Jo6aBneHus ceptTudukaTa
LDAPS c nomoLbto kHomnkn JJo6aBuTb cepTuduKkar.

11. OTmeTbTe Yek6oKC IrHopupoBaTb OLUNGKU cepTuduUKaTa, eCcnimy Bac camonognmcaHHbin SSL-

cepTudukart.

Cé6pacbiBaTb ceccum noJsib3oBaTenen npm N3MeHeHNn Naposs — eCnv YeK60KC OTMEeYEH, Npun
M3MeHeHnn Napons nonb3oBaTens B Active Directory 6yneTt c6pacbiBaTbcs ceccus B [ouTte.

Mcnonb3oBaTb B KauecTBe JiormHa email BMecTo username — B TeKyUJ,eVI BepCcun none He

MCcnonb3yeTc4.

12. Haxkxmute Ha kHornky CoXpaHuTb, YTO6bI MPVUMEHNTb HACTPOMKM.

Ecnun nonb3soBaTtenn He nosBuAnch B MNouTe, HY>XXHO NPOBEPUTb KOPPEKTHOCTb HACTPOEK CUHXPOHU3aLMN C
Active Directory ¢ NOMOLLbIO KOHCOJIbHOW KOMaHZbl:

sudo journalctl -fu onpremise-container-adloaderi.service
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MpoBepka HacTpoeK A0MeHa

Ecnu Bbl He NnaHMpyeTe ncnosblosaTb Keycloak, nepenanTte K HaCTPOKe YCTaHOBLLMKA.

[anee Heo6xonnmo NpoBepuTb daiifl HaCTPOEK LJOMEHa, A1 KOTOPOro ByAeT HaCTPanBaTbCA MHTErpaLus C

Keycloak:

1. MNepengnte no URL agMUHNCTPaTUBHOW NaHENn

https://biz.<domain_name>/admin/misc/configurations/adloaderclient/ W KJIKHUTE MO agpecy

JOMeHa.

Q MAHE/b YMPABJIEHUA 3AKJIALKA NPUNOXEHMA ~ AOMUHUCTPUPOBAHUE ~

USERS ~ SPECIALS ~

naBHas » HacTpoiiku on-premise > HacTpoiiku Active Directory

Bbl6epuTe HacTporika Active Directory onst uUsmeHeHus

(O ad.on-premise.ru 11 pekabps 2023 r. 13:59

2 HacTpoiiku Active Directory

LleiicTBUE: | ==mmmmmmm v|| BbinonHuTb | BbiGpaHo 0 06bLEKTOB U3 2
O  wvmA JOMEHA SYNCTS
O 11 pexabps 2023 r. 14:59

[OBABUTb HACTPOWKA ACTIVE DIRECTORY +

COMMENT
exch

fail

2. Y6eguTech, 4To B pasaese options oTCyTCTBYET 3HadYeHne proxyAddresses .

Q MAHEJ1b YMNPABJIEHUA 3AKJIAOKHU MPUJTIOXEHMA ~ AOMUHUCTPUPOBAHUE ~

naBHas > HacTpoiiku on-premise » Hactpoiiku Active Directory > AdloaderClient object

USERS ~ SPECIALS ~

MN3meHnTb HacTpoiika Active Directory

WUmsa gomeHa: ad.on-premise.ru

options: {
"id": 24,
"sync_interval”: "1h",
"users”: {
"enable™: true,
"remove": true,
"remove_blocked": false,
"create_blocked": false,
"time_type": "AD",
"logout_users": false,
"pool_size": 1,

premise.ru))”,
"attr_map": {

"gs: ": "userPrincipalName”,

"middle name": "disnlavN U

Sync ts: Oarta:  11.12.2023  cCerogus ﬁ

Bpems:  15:59:37  Ceitvac | @)

3. Ecnu 3HayeHune proxyAddresses MPUCYTCTBYET, HEO6XOOMMO yOaNUTb ero, BKitoYas CKOBKM:

(proxyAddresses=smtp:sink.mail1@exch.on-premise.ru) .

4. CoxpaHuTe N3MeHeHNs.
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HacTponka ycTtaHOBLUYMKA

[ns nepexofa B BeG-MHTepdENC B afpEeCHON CTPOKe 6pay3epa HEOBXOAVMO yKasaTb agpec: http://server-

ip-address:8888 . HaxmuTe Ha 3HauoK @ n nepenguTe B pasgen MpogykTbl.

Onsa pa6oTtbl ¢ Keycloak

1 Bkounte onunn MHTerpaumns ¢ Kerberos (SSO-aBTopuszaums) n Keycloak BHyTpU nHcTanasaumn.

WnTerpaums ¢ apyrumm nuctannaumsammu VK WorkMail @)
UHTerpauus c Kerberos (SSO-aBTopu3saLus) «©
Keycloak BHyTpu nnctannsaumm v17.0.1 «©

1 GB RAM, 1 vCPU

UnTterpauus c BHewHum Keycloak cepsepom

CpeacTBa pe3epBHOro KOMMPOBaHMUA NOYTOBLIX SILLMKOB (@)

Ecnu Bbl nnaHmpyeTe ncnonb3oBaTb BHeLWHU cepBuc Keycloak, Hy>HO BktounTb onuuio IHTerpauus ¢
BHelwwHUM Keycloak cepBepom.

2. COXpaHI/lTe N3MEeHEeHNA N BEPHUTECH K CINNCKY pone|7|, YTOb6bI creHepunpoBaTb OOMNOJIHNTEJIbHbIE

KOHTEelHepbI.
filin1 (172.20.5.117) S22 © (1]
s3f1 (172.20.5.113) ®
pub1 (100.70.81.216) ® e
pub-imap1 (100.70.81.216) o) 1
pub-mx1 (100.70.81.216) ® 1)
pub-smtp1 (100.70.81.216) ® 1

CreHepupoaaTb aBToMaTu4eckm

3. B HacTpolikax nepengnte B pasgen UHTerpauum — NHTerpauus c Kerberos (SSO-aBTopusauums).

4. BeepguTe 3arnaBHbIMM 6ykBaMm agpec cepBepa Active Directory, KOTopbili 6ygeT MCNonb30BaTbCH B
nHTerpauuy, B none HassaHne REALM "a B Keycloak.

B none MoxHO Takxe BBeCTU Nniob6oe knoyeBoe HasBaHne, Hanpuvep KEYCLOAKREALM. MNMo3xe aT1o
3Ha4yeHne byaeT NCMNOob30BaTbCA NPW HACTPOVKax B HTepderce Keycloak. REALM B yCTaHOBLUMKE He
ponxeH conagatb ¢ Kerberos REALM, y HUX pa3HOe Ha3HayeHue.
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5. CoxpaHuTe N3MeHeHus.

6. Ecnu yCTaHOBLLMK BbIJACT OLWNBKY, NONPOBYNTE COXPaHUTb eLle pas.

‘Mpexpe yem nepentun B HTEpdelc Keycloak, Ha cepBepe ¢ ouCTprbyTnBoM [oyTbl BbINOHUTE KOMaHAY:

grep KEYC /opt/mailOnPremise/dockerVolumes/keycloak1/keycloak.env

Onsa pa6oTtbl 6e3 Keycloak

1. BkniounTte onuumn UHTerpauymnsa ¢ Kerberos (SSO-aBTopusauuns).

WHTerpaumsa c gpyrummu nHctannaunamm VK WorkMail [ @)
WuTerpaums c Kerberos (SSO-aBTopusaums) " @)
Keycloak BHyTpu nnctannsauyum v17.0.1
1 GB RAM, 1 vCPU
WUHTerpaums c BHewHum Keycloak cepBepom
CpeacTBa pe3epBHOro KONUPOBaHUA NOYTOBbLIX SALUMKOB @)

2. CoxpaHnTe N3MEHEHIS N BEPHUTECH K CMINCKY POen, YTO6bl CreHeprpoBaTb A4OMOMHUTENbHbIE

KOHTEHepbI.
filin1 (172.20.5.117) ® (1
s3f1 (172.20.5.113) ® o
pub1 (100.70.81.216) ® e
pub-imap1 (100.70.81.216) ® 1
pub-mx1 (100.70.81.216) ® 1)
pub-smtp1 (100.70.81.216) ® 1

[Do6asutb ¥ CreHepupoBaTh aBTOMAaTU4ECKM

3. 3atem B HacTporikax nepengnte B pasgen UHTerpauum — NHTerpauyus ¢ Kerberos (SSO-aBTopusauus).

4. 3anonHnTe nons:

- Agpec cnctembl ayteHTndunkKaumm Kerberos — agpec cepeepa, Ha KOTOPOM ycTaHoBneH AD/
Kerberos n nopt 88.

- Appec cepBepa Kerberos-adm (Kerberos administration) — agpec cepsepa, Ha koTopom
yCTaHOBNEHa agMVHNCTPaTUBHas naHenb Kerberos v nopt 749.
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- ima REALM B Kerberos — 3arnasHbiMu 6ykBamu BBeguTe nms REALM (4alye Bcero oHO COBMagaeT C
appecom cepsepa AD/Kerberos).

- Appec cepepa SPN (Service Principal Name).

5. Jo6aBbTe keytab-daiinbl B COOTBETCTBYIOLLME MOSS N COXPAHNTE N3MEHEHNS.

6. YTO6bI MPUIMEHNTb HOBYIO KOHPUIypaLMio NeperanTe K CNUCKy posiein N NOBTOPUTE COOTBETCTBYIOLLME

warv nnm 3anyCtnte aBTOMaTU4EeCKYIO YCTaHOBKY.

Ha atom nnTerpaumio ¢ Kerberos 6e3 Keycloak MOXHO cunTaTb 3aBEPLLUEHHON.

Hactpounkun nurerpaunm c Keycloak

[na nepexopa B Keycloak B cTpoke 6pay3epa BBeauTe agpec: https://biz.<mail_domain>/auth.

Ecnu Bbl ncnonbayeTte BHelWHUI cepBep Keycloak, nepenanTte B €ro naHenb agMUHUCTPUPOBaHNS.

B evcLoak

Welcome to Keycloak

8@ Administration Console > @ Documentation > @) Keycloak Project >

Centrally manage all aspects of the Keycloak server User Guide, Admin REST API and Javadocs

£9 Mailing List >

i]alf Report an issue >

:'.'.'Bms' JBoss Community
@ vy venn

LWar1. CospganTte n Hactpounte REALM

1. B BbinagatoLem MeHio HaxmuTe Ha KHornky Add realm.
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@AKEYCLC

Select realm Realms

EXCH.ON-PREMISE.RU Realm
NEW.REALM
Master
master
NEW.REALM EXCH.ON-PREMISE.RU

2. B none Name Beegute nmsa REALM, aHanornyHoe ykazaHHOMY B MHTEpdece yCTaHOBLLVIKA.

3. HaxxmuTe Ha kHorky Create — oTKpOeTCsl OKHO HacTpoek, pasfen General.

— General Login Keys Email Themes Localization Cache Tokens Client Registration Client Policies Security Defenses
Configure

Realm Settings *Name NEW.REALM

Clients

Display name

Client Scopes

Roles HTML Display name

Identity Providers Frontend URL

User Federation Enabled m

Authentication

User-Managed Access OFF

Manage
Endpoints OpenlD Endpoint Configuration

Groups

SAML 2.0 Identity Provider Metadata

Users
Save || Cancel

Sessions

4. B none Frontend URL no6asbte URL Bnpga: http://biz.<mail_domain>:80/auth .

/" TMpumeyaHne

Mpw ncrnonb3oBaHMN BHelLHero cepsepa Keycloak Hy>xHa AonNonHuTeNbHas HacTporika Ha /auth C
MOMOLLbIO NapameTpa http-relative-path=/auth.

5. CoxpaHuTe nsmeHeHus.
6. Bo Bknagke Login y napameTpa Require SSL Heo6xoanmo BbiGpaTb 3Ha4YeHE hone.
7. CoxpaHuTe HaCTPOWKMN.

8. MNepengnte Bo Bkagky Keys — Providers n yoanute HenogaepxviBaemble npoBangepsl ( aes-generated

N rsa-enc-generated).
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NEW.REALM

General Login Keys Email Themes Localization Cache Tokens Client Registration Client Policies Security Defenses

Active Passive Disabled Providers

Q Add keystore... v
Name Provider Provider description Priority Actions
aes-generated aes-generated Generates AES secret key 100 Edit Delete
rsa-enc-generated rsa-enc-generated Generates RSA keys for key encryption and creates a self-signed certificate 100 Edit Delete
hmac-generated hmac-generated Generates HMAC secret key 100 Edit Delete
rsa-generated rsa-generated Generates RSA signature keys and creates a self-signed certificate 100 Edit Delete

Llar 2. lo6aBbTe Client API

1. B pasgene Clients cosgalite HoBoro knueHTa. [ns atoro B nose Client ID Beegute 3HayeHve api v

HaXXMUTE Ha KHOTMKY Save.

Clients Add Client

Add Client
Configure
Realm Settings Import Select file ¥
Q@ Clients Client ID * api
Client Scopes
Client Protocol openid-connect v

Roles
Root URL

Identity Providers

User Federation m Cancel

Authentication

Manage

Groups

2. Bknagky Settings Hy>XKHO HaCTpOWUTb cnefyoLw M 06pasoM:

BHuUMaHune

Monsg, HaCTpOI7IKI/I KOTOPbIX HE 6y,u,yT N3MEHATbCA, cnenyeT OCTaBUTb 3anoJIHEHHbIMW MO YMOJTHaHWIO.

- Access Type — confidential (nocne nameHeHnsa Tvna 4OCTyMa NOSIBATCA AOMOSHNTESIbHbIE

HaCTPOWKN);
- Service Accounts Enabled — ON;
- Authorization Enabled — ON;
- Valid Redirect URIs — * (Heo6xoaiMo BBECTI B Nosie CUMBOJ *);
3. CoxpaHuTe N3MEHEHIS.
4. Mepengnte Bo Bkagky Credentials.

5. CkonnpynTte nnm coxpaHmTe 3HadeHne nons Secret.
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Realm Settings
Clients
Client Scopes

Roles

Identity Providers

User Federation

Authentication

Manage

LWar 3. HacTpounTte nuterpauyuio ¢ LDAP

Clients > api
NEW.REALM v
i
Configure Apl -
Settings Credentials Keys Roles

Service Account Roles €

Client Authenticator © Client Id and Secret

Client Scopes €

Mappers € Scope @ Authorization Revocation

Secret

Regenerate Secret

Registration access token @

Regenerate registration access token

1. MepengnTte B pasgen User Federation u B BbinagatoLLem meHto Add provider BoiGepuTte Idap.

2. BHecuTe gaHHble B cooTBecCTBUE C HacTporikamu LDAP B Bawwem katanore Active Directory.

O6paTtuTe BHUMaHMeE:

- B cTpoke Username LDAP attribute Heo6xonumo ykasaTb HaszBaHue nons B Active Directory, B

KOTOPOM COoepXaTCH }03€pH6I7IMbI rnosib3oBaTenein.

- B none Bind DN Hy>XHO f06aBUTb TOYHOE MECTOMOJIOXEHME NONb30BaTENS A1 CUHXPOHM3aL MM B

katanore AD.

Settings Mappers

Realm Settings

Clients . .
Required Settings
Client Scopes

Roles Provider ID

Identity Providers Enabled €

User Federation
Console Display Name
Authentication

Priority

Import Users
Groups
Usars * Edit Mode ©
Sessions Sync Registrations €

Events
*Vendor

Import
* Username LDAP attribute

Export
* RDN LDAP attribute €
*UUID LDAP attribute
* User Object Classes
* Connection URL
* Users DN @
Custom User LDAP Filter €
Search Scope
*Bind Type

*Bind DN

*Bind Credential ©

7bd58fef-270b-4acf-88ed-23468ad18d8b
L
Idap
0
s
READ_ONLY
OFF
Active Directory
sAMAccountName
<
objectGUID
person, organizationalPerson, user
Idap://10.10.70.18
OU=exch,DC=ad,DC=on-premise,DC=ru
AP Filter
Subtree
simple
CN=Administrator,CN=Users,DC=ad,DC=on-premise,DC=ru

Test connection

Test authentication

3. MpoBepbTe coenunHeHne ¢ nomMolLLbto kHomnok Test connection 11 Bind Credential.
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Settings Mappers

Required Settings

Provider ID 7bd58fef-270b-4acf-88ed-23468ad18d8b
Enabled © m:\
Console Display Name © Idap
Priority © 0
Import Users @ m:‘
* Edit Mode © READ_ONLY v
Sync Registrations @ ‘ OFF
* Vendor © Active Directory
* Username LDAP attribute © sAMAccountName
* RDN LDAP attribute @ <yl
* UUID LDAP attribute © objectGUID
* User Object Classes © person, organizationalPerson, user
* Connection URL @ Idap://10.10.70.18
* Users DN @ OU=exch,DC=ad,DC=on-premise,DC=ru
Custom User LDAP Filter @ LDAP Filter
Search Scope @ Subtree v
* Bind Type © simple v
* Bind DN @ CN=Administrator,CN=Users,DC=ad,DC=on-premise,DC=ru

*Bind Credential @ | essesecces @ Test authentication

LLUar 4. HacTpoiTe nHterpauymio ¢ Kerberos npu paéote ¢

Keycloak

1. PackpoiTe Bknagky Kerberos Integration n BHecuTe gaHHble oa MHTErpauun.

v Kerberos Integration

Allow Kerberos authentication © m ‘
* Kerberos Realm @ EXCH.ON-PREMISE.RU
* Server Principal © HTTP/vkwm1.on-premise.ru@AD.ON-PREMISE.RU
* KeyTab @ /opt/vkwm1.keytab
Debug © mi‘
Use Kerberos For Password ‘7‘ OFF

Authentication @

2. 3anonHuTe nong:

- Kerberos Realm — BeBegute nma REALM ns Kerberos.
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- Server Principal — ykaxuTe paHee cozgaHHbii SPN Hanpumep, HTTP/
biz.infra-81.dev.onprem.ru@AD2613.0N-PREMISE.ru .

+ KeyTab — go6asbte B nyTb o keytab-dainna gna HTTP.
MeHsaTb nonoxeHne daaroB He HYXXHO.

3. CoxpaHuTe N3MeHeHus.

LUar 5. lo6aBbTe B KOHTenHep Keycloak ¢panna .keytab

BbinonHuTe cnepyoLLyo KoMaHay Ha cepBepe NoyTbl:

cp keycloak.keytab /opt/mailOnPremise/dockerVolumes/keycloakl/keytabs/

LLar 6. HacTtpouTe napameTpbl UHTerpauumn ¢ Keycloak s
YCTaHOBLU/Ke

1. B HacTpoWikax ycTaHOBLMKa [1o4Tbl HeobXxoAMMO nepenanTe B pasnen MHterpaunn — NHTerpaunsa ¢
keycloak gnsa SSO aBTOpU3aLN.

HacTtponku
Cetn [omMeHHble uMeHa XpaHnunuuia LWapauposaHue u pennukauua B HacTpoikn KOMNOHEHTOB WHTerpauumn MepemMeHHble oKpyeHus
Wnterpaums ¢ VK Teams HaCTpOI7IKI/I nHTEerpaunm c Keycloak
Botbl ansa VK Teams
WnTerpauusi ¢ HaseaHne REALM a B Keycloak: EXCH.ON-PREMISE.RU
aHTUBMpYCOM no
npotokorny ICAP ID oauth knverTa B Keycloak: api
JuueHsns pegaktopa R7
Odmc Secret oauth knneHta B Keycloak: ~ ececececees
CBopumk nouTbl Afpec cucTemsl ayTeHTudMKaum Kerberos: ad.on-premise.ru:88
WHTerpauus c apyrumm
wHeTanmsumsmMmn VK Appec cepeepa Kerberos-adm (Kerberos ad.on-premise.ru:749
WorkMail administration):
ViTerpauust ¢ keycloak Keytab daitn ans IMAP: darin yxe 3arpyxeH Bbi6pathb ¢haiin
Ans SSO aBTOpU3aLMK
Murpauus kaneHaapeil no Keytab daiin ana SMTP: Daiin yxe 3arpyxeH Bbibpathb daiin

npotokony EWS

2. B none Secret oauth knueHTa B Keycloak Beegute kop 13 pasgena Clients — Credentials B Keycloak,

KOTOPBbI Bbl COXPaHWIN paHee.
3. Jo6asbTe agpeca cepsucos Kerberos (c noptamu) u keytab-dannos gna IMAP n SMTP.
4. CoxpaHnTe N3MeHEHUSI.
5. YTO6bl NPUMEHUTD N3MEHEHUS NepenanTe K CINCKY PONel 1 3anyCTUTe aBTOMaTUYECKYIO YCTaHOBKY.

6. Ytob6bl B HTEpPdEliCe Nosb3oBaTeNel Hayana oTobpaxaTbCs KHomnMka BonTn yepes SSO, BbinonHUTE B

KoHTelHepe mailapil war up_container.
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mailapi1 (172.20.5.40) CEEZED © gg:,,}x,\.

BbinonHuTe waru no HaCTPOVIKe MalUUHbI

3arpy3utb 63kan BbiGepute chaiin 6akana

BHWUMAHMWE! Mpouecc BoccTaHoBneHus na 6akana Byaet sanyLueH cpady nocne 3arpy3aku canna!

prepare_configure EE51)
MoaroToBnTL (haitnbl KOHUIypaLUK ANs CepBrca BHYTPU KOHTEHEpa

up_container (1

MoaroToBuTL (hainbl KOHPUIypaLmMm, CTaTUHECKUE AaHHble, 3anyCTUTb KOHTENHep 3anyctuts

7. lNpoBepbTe yCNeLwwHOCTb MHTEerpaLumm, Boas B cuctemy Yepes SSO nofg y4eTHOW 3anncCbio Nofb3oBaTeNs.

& AsTop: lNpysges HukunTa

( 31 nions 2025
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