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KnioueBble yhaydueHumnda B npoaykKkrTe

NMouta VK WorkSpace

AnHamuyeckune rpynrbl paccbiNoK

PeannsoBaHa BOZMOXHOCTb CO34aHNSA AVNHAMMYECKX FPYMM PACChisIKN, COCTaB KOTOPbIX ONPeaenseTcs B
MOMEHT OTMPaBKM NCbMa C NOMOLLpbIO 3afgaHHoro LDAP-3anpoca.

TpaHcnopTHble NpaBuna: guckneiimep B Hayano/KoHel, NMcbMa

PeannsoBaHa BO3MOXHOCTb fOBaBNEHMS ,D,I/ICKJ'IGI?IMGp& B Ha‘-IaJ'IO/KOHeLI| NMCbMa Ha YPOBHE TPaHCMOPTHbIX

npaswn.
Mwurpauus In-Place apX1BOB: pacLUMpPEHHble HACTPOKN MUrPaLUN COOBLLEHNIA

B napameTpe cepBnCa npn Mmmnrpaunm sBcex nonb3oBaTeNel MOXHO 3a4aTb nepunog MmmrpmnpyemMblix OaHHbIX B

OOHOM 13 BNOOB:

* C JaTbl Ha4ana no gate OKOH4YaHW4;
e C OaTbl Ha4asa No CaMoe HOBOE NMMCbMO;,

* C CaMOro Ctaporo nmcbmMa no aate OKOH4YaHuA.
[aTa Havana 1 gaTa OKOHYaHNS — MOMEHT BPEMEHV C TOYHOCTbIO A0 CEKYHbI.

HacTtpoiika BugnmocTu o6nayHbixX GyHKLUA B NoUTe

% AOMVHNCTPATOPOB TENEepb €CTb BO3MOXHOCTb HaCTpOIZKVI, CBSI3aHHOW C ¢aI7IJ'IOBbIM XpaHunmwewv B
NMOYTOBOM KJIMEHTE, MO3BONAIOLLEN ynpasnaTb BUANMOCTbBIO N AOCTYMNHOCTbIO 3/1EMEHTOB VIHTepCbeVIca,
BKJ/1IO4ad KHOMKN ((COXpaHI/ITb B O6nakoy», «O6nako» B BEpPXHEM MEHIO MNMoJib3oBaTeNid N aAMNHNCTPATOPa A

KHOMKW BbI6OPaA BIOXEHNIA N3 06aka.
« PeannsoBaHa BO3MOXHOCTb 3anpeTa NoJly4eHns 4OKYMEHTa Mo NPsSMOI CCbiSKe.
B agMUHUCTpPAaTUBHOI NaHeNn NosiBU1acb BO3MOXHOCTb MCKaTb U yAaAATb MMCbMa Mo BCEM fILLMKaM
[lonck nncem Bo BCex MOYTOBbIX ALLMKAX:

. ﬂop,,u,epx(l(a NMONCKa No TemMe, Teny nNMcbMa, agpecatam (OTI'IpaBVITeJ'Ib/ﬂOJ'IyLIaTeJ'Ib, C y4eTOM CKPbITbIX
KOF]I/II7I), C BJIOXXEHUAMU, MO NMEHW BITOXEHNA N OaTe (C BO3MOXHOCTbIO Bbl60pa aoviana3oHa JJ,aT).

- OQHOBPEMEHHDI MOVICK MO HYXHbIM ALLMKaM 1 X TMNaM.
MpocMoTp Nucem no pesynbraTa nowvcka:

. ,D,J'Iﬂ NMPOCMOTPa OOCTYIMHbI BCe Nonda NnCbMa, KpoMe CoOaepPXNMOro BNIOXEHWNIA.

- BnoxeHunsa MoXHo ckavaTb AJ19 aHann3a, BHe 3aBNCMOCTY OT UX pasMepa 1 dopmara.
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YpaneHne nncem no pe3ynbrataM NonckKa:

- YoaneHmne nucem 13 BCEX 3aTPOHYTbIX ALWMKOB, BKJIOYasa OTMpaBuUTeNs N BCex nonyaneneVl.

- YpaneHune pa60TaeT Hepes3 MeXaHN3M «CYNepKOP3VHb N HE NMonafaeT B KKOP3UHY» NMOoJib30OBaTeENId —
BOCCTaHOBJIEHVE CO CTOPOHDbI NO/Ib30BaTENA HEBO3MOXHO.

. Onepau,vm BbINOJIHAETCS MTHOBEHHO, 6€3 noareepXageHma Co CTOPOHDI nonbsoBaTenen.

[Nepecbinka nncem:

« BO3MOXHOCTb nepecnartb HallgeHHble NUCbMa Ha yKa3aHHbIM MOYTOBbI agpec.

CtpaHnua 4 n3 10



Ponesas mogenb 0OCTynMna K beHKLI,I/II/I NONCKa 1 yganeHnda nncem:

1. AHaNUTUK NHPOPMALIMOHHOW 6€30MacHOCTN:
JocTynHble dyHKLMK:
+ /icnonb3oBaHne GuibTPOB.
+ [fpoCcMOTpP cnncka HaMAEeHHbIX NMUCEM.
+ BbinonHeHne gencTBuin ¢ pesynbtaTamuy NOUCKa.
« [lpocmoTp nonHom nHdopmaum 0 NMCbMe, BKIoYas:
+ OpUrnMHan NUCbma;
+ NEPECHINKY NNCbMa.
+ BO3MOXHOCTb nepecnaTb MNCbMO.
HepocTynHble GyHKLNN:
- YoaneHue nucewm.
2. 9kcnepT no NHGOPMaLVIOHHOW 6€30MaCcHOCTU:
JocTynHble dyHKUMK:
+ Vlcnonb3oBaHne GunbTPOB.
« [fpocMOTp cnrcka HarnaeHHbIX NUCEM.
+ BbiInonHeHne gencTeui ¢ pesynstaTamMmm Noucka.
« [fpocMOTp orpaHnyYeHHon nHPopMaL i O MNCbME:
- OTnpaBunTEnD.
- [onyyatens.
- Tema.
- [laTa n Bpems.
- YoaneHume nucewm.
HepocTynHble GyHKLMN:
+ [IpOCMOTP OpPUrMHaNIbHOro NMCbMa.
« [Nepecbinka nucbma.
3. Aygutop n ADMUHUCTPAaTOoP:

He numeloT gocTyna K pasgeny.

[ns yero HeobxoaMMo pasgeneHne GyHKLNIA No poneBor Mogenn

« AHaNUTVK MOXET BNOETb cofgepxXaHmne nncem onga nposeneHnd nocnenyowero aHannmsa, HO He MOXeT
YAANATb X — 3TO NCKI/TIOYaeT PUCK OLUNBOYHOTrO UM 3JIOYMbILEHHOIO yganeHun4d BaXKHOW VIHCI)OpMaLI,I/IVI.

. SKCFIepT HE nMeeT 4OCTYyMNa K NMoJIHOMY COAePXMMOMY, HO Ha OCHOBE NpenoCTaBJ/IEHHOIo aHallM3a U
conpoBoOanTESIbHbIX MaTepMasioB OT aHaJIMTUKa MOXET NMPUHMaTb peLleHne 06 yoaneHmm nmcem,
copgepxawmx KOHq)VI,D,eHLJ,I/IaﬂbHyPO |/|H¢op|v|au,|/uo nnn npencTaBNAOLWLNX PUCK YTEYKN NHbIX Ba>XHbIX 0114

KOMMaHn OaHHbIX.
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Murpauums agpecHbIX KHUT nosb3oBaTeneinn ns Exchange

Paspa6oTaH MexaH13M e4MHOPa30BON MUMPALLUK JINYHBIX 8 PEeCHbIX KHUT MoNb3oBaTenen g crnvcka
rnonb3oBaTenen:

« KoHTakTbl 1 Mpynnbl KOHTaKTOB A9 CAUCKa 3aaHHbIX MOfb3oBaTeNelr KONMPYTCS N3 MOYTOBbLIX ALLLUKOB
nonb3oBaTenein Exchange B agpecHble kHurn VK WorkSpace.

« ADMUHUCTPaTOPY dopMUPYETCH OTYET O NEPEHOCE KOHTAKTOB.

CapyxecTbl: popaboTKa NIornkn

|_|pVI BBOAE NMEHW NN c|>a|v||/|n|/||/| Ternepb aBTOMaTUYECKN NOATArMBalOTCA OOMNONHNTENIbHbIE OaHHbIE!
nogpasgenieHne n oOJHKHOCTb COTPYAHMKA.

KayHTep HenpounTaHHbiX nucem B VK Teams

Tenepsb MNMoyTa MOXET NepefaBaTh YNCAO HENPOYMTaHHbIX Mncem B VK Teams O19 oToB6paXeHNs Ha UKOHKe
rnouThbl, BO Bcex nHcTtannaumax VK Teams.

NMouta VK WorkSpace + KaneHgapb VK WorkSpace

OTnpaBKa yBefoMJIeHUI B CTOPOHHME cepBuchl yepes Kafka

PeanusosaHo MVP API ona nepegayn cobbiTu B CTOPOHHNE CEPBUCHI:

- CobbiTng Tenepb MoryT nepepasatbcs B Apache Kafka no Bcem gomeHam nHctannaumn.
« CNyCOoK TUMOB COBLITUIA:
« [NoyTa:
« HoBoe coobLgHme B fALLmKe.
+ /IameHeHe TekyLero coobueHuns: NepemelleHne B nanky, NpodYTeHNE N OCTalbHbIE.
- YoaneHne coobueHus (13 Kop3auHbl).
« IameHeHus B cTpykType nanok: CosgaHne, OGHOBNEHNE, yaaneHmne.
» KaneHnpapob:
- YoaneHume cobbiTns.
- Co3paHue nnm o6HOBNEHNE COBLITUS.
- OTnpaBka onoseLleHu nponssoguTtcs B Tonnk Apache Kafka. MNpwu 3anycke mogyns onoseLLeHuns

afMUHNCTPATOP 3adaeT napameTpbl coeanHeHns ¢ Apache Kafka: agpec n nopt bootstrap-cepsepa,
ceptudukat ana ayteHTudumkaumm B Kafka, ngeHtndurkatop Tonnk Ans oTnpasky ONoBeLLEeHIA.

« Mpwv nponagaHun ceasn ¢ Kafka n ee BoccTaHOBAEHUW MPONCXOOUT aBTOMaTUYECKOE NepenogKtoveHme K
BpoKeEpPY N NPOOOMKEHNE OTNPAaBKM COOBLLEHWI MO COCTOSAHMIO HA MOMEHT BOCCTaHOBNEHMS
NOAKOYEHNS.
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KaneHpapb VK WorkSpace

BpoHupoBaHMe NeperoBopPHbIX KOMHaT
PeannsoBaH ¢yHKLVOHaN 6POHNPOBaHNS NeperoBOPHbIX KOMHAT B COBbITUSIX KaneHpaps.
YBepomiieHUs 06 OTKJIOHeHUM BcTpeun THal

PeanunsoBaHbl yBegoMIeHNS Ha KaneHgapHoOM ceTke 1 B Gopme cobbiTUs 06 OTKIOHEHUM BCTpeun THal

npurnawieHHbIM Y4aCTHNKOM.
MeTprkKn MOHUTOPWHIa NOANNCKN

PeannsoBaHbl METPUKM, KOTOPbIE MPOBEPSAIOT, paboTaeT N EWS nognucka Ha cnHxpoHunsaumio Exchange « VK
Workspace.

OTo6paxkeHue BnoXxeHui no RFC ctaHgapTam npu CMHXpoHn3auumn no CalDav

Tenepb obecneveHa Nnogaepxka oTObpaxeHns NPUKpenIeHHbIx GannoB KO BCTpeye B UHTepdeiice
VNCMOJb3YIOLLIUXCHA CTOPOHHUX KITMEHTOB, CUHXPOHM3UPOBaHHbIX Mo npoTokony CalDav (kpome MacOS).

OTOo6paXKeHne 3aHATOCTN YYaCTHUKOB BCTPEeUN Npu CUHXpOoHM3auun no CalDav

Tenepb NOG60OKM BHELLHWI KaleHOapb, KOTOPbI NOAAEPXMNBAET CUHXPOHM3aLmio no CalDav, MoxeT oTobpaxaTb
3aHATOCTb YYaCTHUKOB BCTpeuu, brnarogaps nepepade saHatocTn n3 kaneHpgaps VK Workspace.

CuHxpoHusauus kaneHgapeii c Exchange

PeannsoBaHa nogaepxka ABYXCTOPOHHEN CHXPOHM3auumn Kanengapein ¢ Exchange 2019.

Anck VK WorkSpace

MocTtaBka [Jncka Kak He3aBMCMMOro NPoAyKTa

Tenepb [OCTYMHa BO3MOXHOCTb MCNOSb30BaTh [UCK Kak HE3aBUCKMbIA MPOAYKT OTAENbHO OT OCTasbHbIX
cepsucos B cocTtaBe VK WorkSpace.

Mm6koe ynpaeneHune goctynom: CepBuc Policy Decision Point, npaBo Read Ha uTeHue, oTo6pakeHue
NHTepdelica B COOTBETCTBME C Ha3HAYEHHbIMU NpaBamun n APl gnsa nHterpauum c cepBNCOM Ha3HaYeHNs
rpynnoBbIX NOANTUK

« [lo6aBneHa BO3MOXHOCTb BblfaBaTb NPaBO TOJbKO Ha YTEHNE 1 peasin3oBaH MexaHN3M OTOBpaXXeHNs
nHTepdelica, YToBbl NpK oNpeaeeHHOM Habope NpPaB B NMOJIb30BaTENbCKOM UHTEpPdENCe oToBpaXxancs
KOPPEKTHbIA HabOoP AENCTBUIA, LOCTYMHbIA NONb30BaTENO, OTHOCUTESIbHO BbICTABNEHHbIX NPaB:

« read — NPOCMOTP B pefakTope 1 UCTOPUN.
- [lo6aBneHa NnogaepXka NHTerpauumn C CepPBCOM Ha3HaYeHMs rPynnoBbIX MOANTUK:
+ PaspabotaHo API-uHTerpauum ¢ NnogLgepPXKON:
- OnpepeneHnsa popmata gaHHbIx (REST API, gRPC, async).

+ O6paboOTKM OLLUNBOK U retry-noruka.
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« CYHXpOHM3auumM cTaTyca nosb3oBaTenen (yBosibHeEHEe/6OKNPOBKa).
« [onyyeHns cobbiTuii 0 geakTuBauuy nonb3osatens n3 LDAP.
- ABTOMaTN4ECKOro OT3blBa NPaB AOCTYMNa B O6/1a4HOM ALCKe.
- OnoseLleHNss agMNHNCTPATOPOB O KPUTUYHbBIX U3MEHEHUNSIX.

+ CMHXpOHM3aLMs NpaB AocTyna Ha ocHose rpynn LDAP:
« ABTOMaTIN4YeCKOe Ha3HayeHe npaB HOBbIM COTPYAHNKAM.
- O6HOBNEHVE NPaB NPU N3MEHEHU COCTaBa rpynmn.

- PaspaboTaH cepsuc PDP (Policy Decision Point), KoTopbii LLeHTpann3oBaHHO NPOBEPSIET NpaBa
nosib3oBaTesie Ha BbIMOSIHEHME OonepaLnii B cucteme (Hanpumep, nepemvelleHne Gannos, USMEHEHNE

npaB JOCTYMNa), B3aMOLENCTBYS C CEPBMCOM Ha3Ha4YeHNS rpynnoBbiX MOANTUK (MHTErPUPOBaHHbBIM C
LDAP), n Bo3BpaLLaeT pelleHue (true/false) o gonycTtumocT onepawmm.

AppecHbiii BOCTYN K paitnam n nankam: [LlocTyn K paiiziam No Naposio N NepPCOHasbHbI 4OCTYN K Nankam
no ccbinke

PeannsoBaHa BO3MOXHOCTb npenoCTaBATb OOCTYN K ¢a|7|na|v| Mo Napono n oennTbCd C Apyrmmm
nosnb3oBaTesidaMn AOCTYMNOM K nankam rno CcCbljike.

Nepapxunsa o6mx nanok

B ap,MVIHI/ICTpaTVIBHOVI naHesnn peann3oBaH C])yHKLI,I/IOHaﬂ, KOTOprI7I no3BosideT A,D,MVIHI/ICTpaTOpaM CNCTEMDbI,
npw co3gaHnmn O6Lwen nanku, HaCTpanBaTb NePapXmio BIIOXKEHHOCTN.

MaHenb agMUHUCTpPaTOpAa

EpviHbIA MHTepdeiic ynpaeneHusa MpynnoBbiMy NOANTUKaMIN

B MaHenun agMyHUCTpaTOpa Tenepb AOCTYMNEH efyHbIl pasgen AN ynpaeneHns pynnoBbiMy NOAUTIKAMU, B
KOTOPOM:

* OTPaXeHbl OVIHaMNYECKINIA CNNCOK BCEX OOCTYMHbIX MONTUIK;
* €CTb BO3SMOXHOCTb Ha3Ha4NTb KaXXOYIO NOANTUKY Ha rpynny i KOHKPETHOIO rnoJib3oBaTesiqd,

+ €CTb BO3MOXHOCTb YBUAETb Ha Kakue rpynmbl 1 NoNb3oBaTenen y>xe HazHauyeHbl NOANTUKIA.
Ponu AHanuTukK n dKkcnepT

B cooTtBeTcTBUME C Tpe6OBaHI/IﬂMVI no pOﬂeBOI7I mMogenn, ,EI,O6aBﬂeHbI POJIn C COOTBETCTBYIOLWMM OOCTYMNOM K
cncreme.

YcTaHOBLUUK

ABTOMaTUUYECKOE BKJIIOUEHNE PEe3EePBHbIX Nap N NEepPeHOC AaHHbIX NPy BOCCTaHOBNEHUU BToporo LLO[M,

CtpaHunua 8 n3 10



B pamkax GyHKLNOHaNbHOCTN 06EeCMNeYeHO aBTOMaTUYECKOE BOCCTAaHOB/IEHNE CUCTEMbI MPY OTKa3e OAHOro 13
oByx IO/ B TeueHme pernaMmeHTHOro BpeMeHu:
- [onb3oBaTensam 6yaeT A4OCTYyMNeH BECb O6beEM AaHHbIX, KOTOPbIN 6bis1 LOCTYNEH 40 aBapun.

- Mpu BoccTaHoBNEHWY aBapuiiHoro LLO[, B TeueHe pernamMmeHTHOro BpeMeHy, 06ecneyeHo
BOCCTaHOBMEHVE NpepaBapuiiHon koHdurypaumm LLOM, nHdopmaLms ¢ pesepBHbIx Nap 6yaeT
nepeHeceHa Ha paboune, pe3epBHbIE Napbl BYAYT OTKIIOYEHDI.

« OyHKUMOHaNbHOCTb BKOYEHa B CNMCOK NpoaykToB Deployer nog nveHem "KatacTpodoyCcTon4ymBoCTb 2
LLO + witness" co 3Haukom "beta”.

ABTOMaTUUYECKOE BKJIIOYEHNE O61aKa AJ1sl HOBbIX MOYTOBbIX ALMKOB Yepe3 ADLoader

Tenepb Npw yCTaHOBEHN onpeaeneHHoro napameTtpa B ADLoader Bcem HOBbIM, CO34aHHbIM C MOMEHTa
BK/IIOYEHMS IaHHOIO NapaMeTpa, Nosib3oBaTenam, 6yaeT aBToOMaTUYECKM BKIoYaTbCs [UCK C 3a4aHHbIM
pasmMepom.

PaclumpeHne BO3MOXXHOCTE UMNOpTa COCTaBa yYaCTHUKOB rpynn paccbiiok u3 LDAP-kaTanora

B TekyLwien Bepcun ns LDAP-kaTanora Tenepb AOCTYMNHa BO3MOXHOCTb 3arpyXaTb cneaytoLue Buapl
YYaCTHVKOB Fpymnn paccCbifok:

+ MOMb30BaTENN TOrO XE JOMEHa, YTO 1 rpynna PacCbiky;

- new! BfoXeHHble rpynnbl 6€30MacHOCTY;

+ hew! BfIOXEHHbIe rpynnbl PacCbIIKN;

« hew! BHeLLHNe KOHTaKTbl;

- new! LDAP-3anpochl 419 $opMNpOBaHMS CANCKa YY4aCTHUKOB AVHaMUYECKNX Py pacCbliiKun.
HOocTtyn k Deployer ¢ TLS n aBTopusauyueii

+ BHewHnin Tpaduk ot APM agMuHMCTpaTOpa cuctembl 0o Beb-nHTepdernca Deployer Tenepb 3awmdpoBaH;
- Tak e, Tenepb eCTb BO3MOXHOCTb:

+ BkounTb aBTOPU30BaHHbIN JOCTYyN K dyHKUMaM Deployer.

- [pepocTaBnTb NOMb30OBATENIO OOHY U3 ABYX ponen focTyna K Deployer.

- BoccTaHOBUTb NOCNeoBaTeENbHOCTb AEICTBUI B Deployer B NPuBA3Ke K NoJIb30BaTESIO.

KnioueBble ncrnipaseieHnd B NpoaAyKTax

B pamkax aToro penusa ucnpasusivi CyMMapHO MO BCEM CUCTEMaM Npoénem: 227. Hyixke MOXHO NO3HaKOMUTCS
C Hanbosee BaxHbIMV UCTIPaBNEHUSAMU B MPOLYKTaX.
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NMouta VK WorkSpace

- VicnpaeneHa npo6nema, KoTopas NpVBOAMUIIa K TOMY, YTO NPV YAaNeH pacLlapeHbiX Nanok, OHW MOT/In
OCTaBaTbCs Y MOIb30BaTeNs B Mpoduie 1 Npu NonbiTKe OTKPbITb Bbi4aBaan owmneky goctyna (500).

« VicnpaBneHa npo6nema, KoTopas MOrf1a BO3HVIKHYTb Mpu Murpaums novtbl u3 MS Exchange B VK
WorkSpace, koTopas npnBoamnna K onmbKaM CUHXPOHN3ALLUN U3MEHEHNIA BIOXKEHHOCTI Nanok.

- VicnpasneHa npobnema, KoTopasi B HEKOTOPbIX CLEeHapusax Npu npocmoTpe yepes Web nHrepdeiic s
6pay3sepe Firefox, nprBoamna K HEBO3MOXHOCTI NPOCMOTPa BNOXEHWI B opMaTe eml, nepecnaHHbIX N3
MS Outlook.

- VlcnpasneHa ownbka Npy CMeHe napons Nob3oBaTeNSMU.

NMaHenb agMUHUCTPAaTOPA

VicnpaeneHa ownéka, KOTopas NprBOAWIa K NpobiemMe C aBTopusaLmell y HEKOTOPbIX MONb30BaTeNe C POonbio

"domain_admin".

YcTaHOBLUMK

- VlcnpasneHa npo6nema OTKazoyCTONUYMBOCTY, BO3HIMKaBLUAg Npu BKtoyeHnn obpatHo CYB MySQL

nocse OTK/IYEHMS NMUTaHA CEPBEPOB.
- VicnpaeneHa npo6nema 3anycka KOHTelHepa NHAEeKCaTopa NoYTbl Crow-index Npu yCTaHOBKE CUCTEMbI.

. I/IcrlpaBneHa npo6ne|v|a KOTOpPad npmeognia K OCTaHOBKe OBHOBJIEHNS N3-3a JIOXKHbIX npep,ynpexp,eHVllh.

(S 7 anpens 2026r.
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