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[Mocne Toro, Kak CUCTEMHbIV agMUHNCTPATOP A06aBUA HEOBXOOMMbIX MOIb30BaTENEN B aKTVBHYIO ANPEKTOPUIO
(AD), Bbl MOXETE HacTpouTb nogknoyeHune no Kerberos B cucteme Mpoektol VK WorkSpace.

/" MpumeuyaHue

[ns ycnewHom aBTopusaunm HeOB6XoANMMO, YTO6bl email nonb3oBaTens 6bln 3anofiHeH 1 cosnagan ¢ UPN.
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CoszpgaHue Keytab-danna

/' TMNpumeuanne

Keytab-dainn cosgaetcs Ha cepBepe KOHTpoepa JOMEHa Nof, y4eTHOW 3anmnCbio C NpaBamMy LOMEHHOIro

agMUHMCTpaTopa.

1. B ocHacTke Active Directory Users and Computers cosgaite y4eTHYIO 3anncb CEPBLCHOIO

noJjib3oBaTtesnd.

2. OTtmeTbTe onuun User cannot change password 1 Password never expires (3anpeTutb cMeHy napons

nonb3oBaTtenem 1 CpoK AeCTBUS Napossi He OrpaHNYeEH).
3. CreHepupyiiTe Ha KOHTponnepe gomeHa Keytab-dann ¢ nomoubio yTunutbl ktpass komaHgon Buga:
ktpass -princ <ServiceClass>/<ServiceName>@<DomainName> -mapuser <ServiceAccount> -pass

<ServiceAccountPassword> -crypto All -ptype KRB5_NT_PRINCIPAL -out
<TargetPath>\<KeytabFilename>

[pe:
+ <ServiceClass>/<ServiceName> — co3faHHbI paHee SPN;
« <DomainName> — 1Msa gomeHa Active Directory;
+ <ServiceAccount> — 1MS paHee CO34aHHOW CEPBMCHON YYETHON 3anncy;
+ <ServiceAccountPassword> — Naposib CEPBUCHOW YYETHOW 3anncu;

 <TargetPath>\<KeytabFilename> — nyTb 1 NMS reHepupyemoro keytab-daina.
Hanpumep:

ktpass.exe -princ HTTP/application_url@YOURDOMAIN -mapuser KDCAdmin@YOURDOMAIN -crypto
ALL -ptype KRB5_NT_PRINCIPAL -pass * -out C:\example.keytab

[MoppobHee ncnonb3oBaHne yTunuTbl ktpass onrucaHo B 0puLLMaibHOM SOKYMEHTaLMN.

HacTpownka coegnHeHuns

1. Vicnonb3ays y4eTHyI0 3anncb C npaBaMy agMVHUCTPATOPa BOMANTE B CUCTEMY U HaXMUTe

ABQMUHUCTPUPOBAHNE B BEPXHEN YaCTL aKpaHa.

2. Ha naHenun cnesa HaxxmuTe MIHTerpauun, nepengute Ha Bknagky AD/Kerberos, 3atem HaxmnTe

Oo6aButb. OTKpoeTCs NaHesb AO6aBNEHNS COEANHEHIS B MPaBOW YaCTy aKpaHa.
3. 3anonHuTe BCce oba3aTeribHble MoJis.

4. 3arpy3uTe paHee co3faHHbIn Keytab-darin.
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https://learn.microsoft.com/en-us/previous-versions/msp-n-p/ff649429(v=pandp.10)?redirectedfrom=MSDN#service-principal-names
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/ktpass
/builds/vk-communications/docs/vkc-docs/workmail/public/projects/admin-guide-roles-users/connections/configure-ldap/#%D0%BF%D0%B0%D1%80%D0%B0%D0%BC%D0%B5%D1%82%D1%80%D1%8B-%D1%81%D0%BE%D0%B5%D0%B4%D0%B8%D0%BD%D0%B5%D0%BD%D0%B8%D1%8F

Ha Bknapke AD/Kerberos noctynHo pepakTpoBaHue coeguHeHns Active Directory n kHonka ans
NPUHYANTENbHOW CUHXPOHU3aLUUN. YTEeHNE N CUHXPOHK3aLMS NPONCXOAaT Kaxable 10 MUHYT.

B HacTpolikax AD/LDAP MOXHO ykasblBaTb CXEMY NoOsib3oBaTeENer 1 rpynn g8 nogaepKk 60MblLUNHCTBA

Cnyx6.

Pep,aKTmpOBaHme coeanHeHnsd

1. MNepenanTe B NnaHeNb agMUHUCTPUPOBaHNS U BbibepuTe pasgen VIHTerpauum Ha naHenu cnesa.

2. OTkponTe BkNagky AD/Kerberos.
3. HaxXmuTe Ha HasBaHMe HY>XHOro coegyuHeHVs.
4. BHecuTe HeO6Xo4Mble N3MEHEHNS HAa OTKPbIBLLUENCS CripaBa NaHenu.

5. Haxxmnte CoxpaHunTb.

YaaneHune coeanHeHus

1. NepeiguTe B NaHenb afMVHUCTPVPOBAaHNS 1 BbiGepurTe pasfnen VIHTerpauumn Ha naHenu cneea.

2. Otkporite Bknagky AD/Kerberos.
3. HamauTe CTPOKY C HY>XXHbIM COEAVIHEHVEM U HAXXMUTE YAANNTb B NPaBOW YaCcTul CTPOKWU.

4. Haxxmute Oa, 91 xouy yaannTb coeguHeHne.

CoepnunHeHne 6ygeT yganeHo.

& TexHuyeckuin nucatesns: benosa VprHa

(S 6 mas 2026r.
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