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Ha3HayeHe fOKyMeHTa

B mokyMeHTe onucaHa HacTpowika nHterpaumm Meccerngxxep n BKC Bepcum 25.2 v Bbilwe n [MNaHenn
apmnHucTpaTtopa VK WorkSpace Bepcun 1.24 v Bbilwe. [JOKyMEHT NpefHasHa4YeH ans NCrnob3oBaHNS

AAMVNHNCTPAaTOPaMN OpraHmn3aynin.

YCNoBHO npouecc HaCTpoukn nHterpaunn Meccengxep n BKC ¢ MaHenbio agMUHUCTpaTopa MOXHO

pPa3neninTb Ha HeCKOJ1bKO LLaros:

1. BoinonHuTe HacTpoliku Ha cTopoHe MecceHpykep 1 BKC.
2. PassepHuTe NaHenb agmnHucTpaTtopa VK WorkSpace n nHrerpupyiite ee ¢ Meccengxep n BKC.
3. HacTpownTe nHTerpauymto NMaHenn agmmnHncTpatopa ¢ ActiveDirectory.

4. BoIk/lO4MTE CUHXPOHMU3aLMIO NoMb3oBaTenen yepes cepauc Keycloak.

MNopapo6Hoe onncaHve WaroB NPEeACTaBIeHO HUXE.

[Mocne HacTpoliku nHTerpauun nonbsosatenn Meccerngxep n BKC cuHxpoHusmpytotes ¢ ActiveDirectory
yepes [NaHenb agMuHncTpaTopa. NoaTomy, ecnu y BaCc HacTpoeHa nHterpaumsa Meccengxep n BKC ¢
ActiveDirectory, HacTpoiTe uHTerpauuio NaHenn agMmuHncTpaTtopa ¢ ActiveDirectory n nocne atoro yganure

LDAP-nogxntoveHne MecceHgxep n BKC.

BHUMaHune

YT106bI HacTpouTb NHTErpaunio ¢ Meccerngxep n BKC sepcun 24.9 n Hxe, obpaTuTech K COTPYLHVKaM W

napTHepam komnaHum VK.
[ns production-cuctem pekomeHayeTcs Npon3BOANTb HACTPONKYM BO BPEMS TEXHONOMYECKOro OKHa.

Bce komaHfbl B KOHCOMM BbIMOMHAOTCSA NOA Nonb3oBaTenem root.

JononHnTenbHas [OKYMEHTaL s

VHcTpykums no yctaHoBke Meccergyxep n BKC Ha ogHy BUpTYyasbHYO MaLLvHy, VIHCTPYKLUMS MO yCTaHOBKE

knactepa Meccenpyxep n BKC

WNHcTpykums no nuterpauum Meccenpxep n BKC ¢ koHTponnepom gomeHa no npotokony LDAP — B

WHCTPYKLN ONCaHO yrpaBneHre napaMmeTpamMmu CUHXpoHu3aum LDAP.

HacTporka nHterpauun ¢ Active Directory — B UHCTPYKLUW ONCaHa HaCTPOoVKa nHTerpauum MNanenn

apmuHncTpatopa VK WorkSpace ¢ Active Directory.

Yrto penatb, ecnuvi npu Bxoge B [NaHenb agMUHUCTpaTopa nossnseTcs olwmnéka «HeBepHbIii aposiby
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YnpasneHne CTPYKTYPOW OpraHn3aunii — B MHCTPYKLMN OnncaHa paboTa CO CTPYKTYPOI OpraHunsaumi B
MaHenun agpmuHucTpaTopa VK WorkSpace.

Pa3Bepr|BaH|/|e n HaCTpOVIKa CepBUNCOB rpynrnoBbIX MOJINTUK — B UHCTPYKUWK ONMCaHbl Warn ans

Pa3BepPTbiBaHNA U BKITKOYEHSA CEPBCOB IrNpyrnnoBbIX NOJTNTUIK.

lpynnoBble NOANTYIKA — B UHCTPYKLUKW ONCaHa paboTa C rpynnoBbiMy nonuTukammn B MNaHenn
agpmuHncTpatopa VK WorkSpace.

MpepBapuTenbHble YCNOBUS

1. Ecnn y Bac eue He yctaHoBneH Meccenpyxep n BKC, ycTaHOBUTE €ro, nponycTuB HaCTOWKY
CUHXPOHM3aLMKn nonb3oBaTenen ¢ LDAP-cepeepom.

2. Boinyctute SSL-cepTudukaT — B cepTrdurKaTe yKaxmTe GOMEH, Ha KOTOPOM BYLAET pacnonoxeHa MNMaHenb
agMuHUCTpaTopa. MoXHO rncrnonb3oBaTb SSL-cepTudurkaT Ha oguH oMeH. TpeBoBaHUs K cepTUdUKaTy:

+ CN — gomeH, Ha KOTOpOM ByaeT pacnonoxeHa [NaHenb agMuHucTpaTopa.
« PaclumpeHmne san He HY>HO.

« Tun DV (Domain Validation) — npoBepsTb TObKO BnageHne OMEHOM.

- extendedKeyUsage = serverAuth.

« Public Key — Hy>XeH.

3. MNofgrotoBbTE NOYTOBbLIN AOMEH BalLe KOPNOPaTUBHOW 21EKTPOHHOW NoYTbl. ECnny Bac HeT
KOpMNopaTVBHOW NOYTbI, CO34alnTe ee.

4. Cospainte pomeH lMNaHenn agMuHncTpaTopa.

[JowmeH MaHenn agMrHNCTpaTopa SOJIKEH CogepXaTb MOAAOMEH biz, npumep gomeHa —
biz.<Ball_pomeH>.ru.

Cospante A- nnn CNAME-3anuch ana gaHHoro gomeHa B DNS. BoamoxxHa kak A-3anuch, Tak i CNAME-
3anuchb, B 3aBUCMOCTIY OT TOrO, rae 6yaeT pa3BepHyTa [NaHenb agMUHUCTPaTopa. Heobxogyma 3anmce,
KOTOpas 6yaeT ykasbiBaTb Ha cepBep VK WorkSpace, ocTanbHoOe 3aBUCUT OT BaLLKX TEKYLLMX HACTPOEK 1
Nginx (ecnn oH ecTb). Hanpumep, Bbl MOXeTe ykasaTb biz.example.ru. kak CNAME-3anuch k example.ru,
ecnn ans sawero Nginx HaCTpoOeHa MapLUPYTU3aLus 3anpocoB. ECnu HeT, To cTouT co3paTb A-3annchb ang
MaHenn agMnHUCTpPaTOopa.

5. [locTyn K BUpTyanbHOM MalUnHe, Ha KOTopoi ycTaHoBneH MecceHaxep n BKC.

6. Monyunte y npepctasutensa VK gaHHble ansa pasBopadnBaHusd MNaHenn agmuHuctpaTtopa VK WorkSpace:
+ Ccblfika Ha ckayvBaHue gucTtpubyTusa MNMaHenu agmuHncTpaTopa VK WorkSpace.
« [Tapornb oT apxuBa ¢ ANCTPUGYTUBOM.
+ JINLUEH3MOHHDIN KoY.

7. JocTyn K noyTOBOMY CepBepy no 25 nopTy, Tak Kak [NaHenb agmuHucTpaTopa VK WorkSpace ncnonbsyet
npotokosbl SMTP, ESMTP.
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TexHn4yeckune TpeboBaHUA

I'Iop,p,epx(VlBaeMble onepaunoHHble CUCTEeMbl AJ1d YCTaHOBKW MaHenn AOMNHNCTPAaTopPa:

- Astra Linux SE Open — Bepcusa 1.7.5+, Bepcus sgpa — 5.15.

- Astra Linux SE Open — Bepcuisi 1.8, Bepcua agpa — 6.1.

- PEO, OC — Bepcua 7.3.5, Bepcusa aapa — 6.1.

« PEQL OC — Bepcua 7.3c (cepTudunumpoBaHHas), Bepcus agpa — 6.1.
- PEQ, OC — Bepcus 8, Bepcusa agpa — 6.6 nnm 6.12.

+ MosOS Arbat — Bepcus 15.5, Bepcus sgpa — 5.14.

ApxntekTypa cuctembl — Xx86_64.

OGHOBNATb ONEPALMOHHYIO CUCTEMY MOXHO TOJIbKO Ha MOAAEPXUBAEMYIO BEPCUIO 1 TOSIbKO NMOC/e
KoHcynbsTauun ¢ npegctasutenem VK. Cnucok nogaepxusaembix OC MOXET 6bITb yTOUHEH B paMKax paboT no
WHAVIB/AYaIbHOMY MPOEKTY.

MpopykTnBHas Bepcus MNaHenn agMMHUCTPaTopa yCTaHaBNVBaETCS Ha O4HY BUPTYasbHYO MaLUVIHY CO
crnepyouein KOHpUrypaumnei:

- 12 vCPU.
- 24 GB RAM.
- 250 GB SSD.

/" MpumeuyaHue

Mo TeXHNYEeCKUM TPeboBaHNAM A8 Pacnpeae/ieHHON MHCTaNALMN 1 MO BOMPOCaM CO34aHNsA Caln3vHr-Mogenm
obpalllaiTech K COTRYAHVKAM 1v napTHepam KomnaHum VK.

Ta6nunua COBMEeCTUMOCTN

TexHonorusa Bepcus

MecceHpxep n BKC He CTapLue OBYyX NOCAefHNX BePCUlA
Keycloak/OAuth He CcTapLue Bepcum 2.x

Kerberos 5
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1. BbINONHNTE HAaCTPONKUN Ha CTOPOHE
MecceHp)xep n BKC

Lar1. Co3panTe ToKeH biz-admin

1. Ha cepBepe MecceHnpxep n BKC nepengute B KOHGUrypauoHHbli dpain fusr/local/etc/
import_prismtokens.yaml:

vim /usr/local/etc/import_prismtokens.yaml
2. B cekuumn prismtokens cosgalite cekuuio biz-admin, kak B nprMepe Huxe, 1 3agalite TokeH B none key:

prismtokens:
biz-admin:
methods:
- _any
ips: // cnucok ip-appecoB runepeBu3opoB-¢poHTOB [laHenu agmmHUcTpaTopa
- 192.0.2.1
- 192.0.2.2
akes: true
key: <your_token>

OTOT TOKEH MOHAA06UTCA BaM HUXE.

3. YTO6bI IBMEHEHNS BCTYNWN B CUSTY, BbINMOIHATE KOMaHLY
/usr/local/bin/import_prismtokens.py -f /usr/local/etc/import_prismtokens.yaml

Mpwn pacnpepeneHHon nHctannaumm Meccernpyxep n BKC komaHga BbINOMHAETCS Ha OQHOM 13 CEPBEPOB.

LLlar 2. OTKpoiiTe AO0CTYN B OKPY>XeHne agMnHUcTpaTopa

rlpOI'lyCTI/ITe STOT War, eCin He NnaHnpyeTe co3faBaTb MUHU-anrbl 1 ynpaBndaTb MUMA.

1. Ha cepBepe Meccenpxep n BKC nepengute B paiin koHpurypauum fusr/local/nginx-im/confv2/conf.d/
myteam-admin_allow_hosts.inc:

vim /usr/local/nginx-im/confv2/conf.d/myteam-admin_allow_hosts.inc

2. B none allow BmecTo <real.mail.ip> ykaxunte cnucok IP-agpecos runepsnsopoB-bpoHToB [NaHenu

agmuHucTpatopa VK WorkSpace:
allow 192.0.2.1 192.0.2.2;

3. YTO6bl USMEHEHNS BCTYNU B CUNY, BbINMONHUTE KOMaHOy
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nginx.sh reload

LWar 3. Jlo6aBbTe CN-rpynnbl agMNHNCTPATOPOB

1. Ha cepBepe MecceHnaxep n BKC nepengnte B KoHGUrypaunoHHoir ¢ann fusr/share/tarantool/
extra_config/nomail-1/nomail-1_extra_conf.lua

vim /usr/share/tarantool/extra_config/nomail-1/nomail-1_extra_conf.lua

2. B none myteam-admin ykaxute CN-rpynnbl agMUHUCTPAaTOPOB:

cfg.otp_permission.apps = {
[ 'myteam-client'] = 'x',
[ 'download_ios_application'] = 'x',
[ 'myteam-admin'] = {
‘myteam-admin’

}

3. YTO6bl U3MEHEHNS BCTYnNun B CIy, BbIMOJIHNTE KOMaHAY:

echo "dofile('/usr/share/tarantool/extra_config/nomail-1/nomail-1_extra_conf.lua')" |
tarantoolctl enter nomail-1

4. MNpoBepUTb akTyasbHble HACTPOWKN MOXHO KOMaHZAOW:

echo "cfg.otp_permission.apps” | tarantoolctl enter nomail-1

LUar 4. Co3pgainTte yYETHYIO 3annCb C AOCTYINOM B OKPY)XEHMne
agMuHucTtpaTtopa MecceHpxep n BKC

1. Ha cepBepe MecceHpgxep n BKC B nio6on yoobHowm nanke cosganTte daiin users.yaml v 3anonHnTe ero
OaHHbIMUM YYETHOI 3anncK (B npumepe Hke aT1o admin@admin.qdit):

users:
admin@admin.qdit:

email: admin@admin.qdit
firstName: admin
lastName: admin
attributes:

memberOf: ["myteam-admin"] #unew rpynne "myteam-admin" ¢ [OCTYMOM B OKpYyXeHue
agMUHMUCTpaTopa

roe memberOf: — Ha3BaHMe rpynnbl Nofib3oBaTeNel C JOCTYNOM B OKPYXEHME agMUHCTPaTopPa.
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O6bekT users nveet Tun Hash. MNpwu ncnonbaoBaHnm paclumpeHHoro popmaTta yaml-darina username

OO/MKEH coBnafaTtb ¢ email. B npumepe Bbile 310 admin@admin.qdit.

2. MNocne cospaHus users.yaml BbiNONHUTE B KOHCOMN KOMaHAY:
users.py --cmd add -c users.yaml
3. Monyunte adminSn 1 adminRid co3gaHHOM YYETHOIM 3anncu:
echo "show admin@admin.qdit" | nc 127.1 4281
3HayeHus rid 1 sn 6yayT B BbIBOAE KOMaHAbI:
[root@superteams] centos# echo "show admin@admin.gdit" | nc 127.1 4281
$ rid: 0:100504

friendly: admin admin
fn: admin

ln: admin

MOGUNbHLIA: -
sn: admin@admin.qdit

4. Mepengute B daiin koHdUrypaumm myteam-admin.ymil:

cd /usr/local/etc/k8s/helmwave/
vim projects/godmod/values/myteam-admin.yml

5. B cekumn mpop ykaxunTe agpec NaHenn agMuHucTpaTtopa, sh (adminSn) v rid (adminRid), nonyyYeHHble Ha

npenployLem Lware:

mpop :

enable: false

swa_host: http://biz.<domain>

swa_url: /int/CheckSession

adminSn: admin@admin.qdit // ykasaTb 3HayeHue adminSn, nony4YyeHHOe Ha MpenbayleM
ware

adminRid: ©:100504 // ykasaTb 3HadeHue adminRid, nonydeHHoe Ha npepgblaylwem ware

6. YTO6bI N3MEHEHNS BCTYNnunan B Cuny, noo4yepeHoO BbINMOJIHUTE KOMaHbl:

[na HCTannALMmM Ha O4HY BUPTYasbHYIO MaLUVHY:

helm delete myteam-admin -n vkteams
export HELMWAVE_USE_LOCAL_REPO_CACHE=1
helmwave up --build --tpl helmwave.yml.tpl --yml

[na pacnpepenexHon nHctannaumm MecceHgxxep v BKC Bepcum 24.11 v BbiLLE BbINMONHUTE KOMaHA4Y Ha

OOHOM M3 NepBbIX TPEX CEPBEPOB:

im_deployer --helmwave --update --hw-project godmod --hw-once
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LWar 5. HacTtponTe cepBuc Stentor

1. Ha cepBepe MecceHaxep n BKC nepengnte B koHPUrypaunoHHbii dainn fusr/local/nginx-im/confv2/
conf.d/stentor.conf:

vim /usr/local/nginx-im/confv2/conf.d/stentor.conf

2. B none allow BmecTo <real.mail.ip> ykaxunTe IP-agpeca runepBunsopos-epoHTOB NaHenn agMuHncTpaTopa
VK WorkSpace:

location / {

proxy_pass http://stentor_upsyncSuriSis_argsS$args;

allow 127.0.0.0/8;

allow 10.32.0.0/16;

allow <real.mail.ip>; // BmecTo <real.mail.ip> ykaxuTe IP-appeca runepBn3opoB-¢GpOHTOB
MNaHenn apgmuHmucTpaTopa VK WorkSpace

deny all;

}

LUar 6. HacTtpounTe oTo6paxeHne oprcTpykTypbl B
Cynepanne VK WorkSpace

[lponycTuTe 3TOT War, eCin He NAaHupyeTe NoAKYaTh OprcTpykTypy B MNaHenn agmuHncTpaTopa VK
WorkSpace.

1. Ha cepBepe MecceHpxep 1 BKC B koHbUrypaumoHHom daiine fusr/local/nginx-im/html/myteam/

myteam-config.json fo6aBbTe B cekuuio services — config:

"services": {
"config": {
"orgstructure": { // po6aBbTe 3Ty CeKUWD, €Cnn MnoJib3yeTecb OYHKLMOHANbHOCTbLIO

CTPYKTYpPbl OpraHusauum

"external": false,

"needs_auth": true,

"new": true,

“url": "https://webim.<domain-vkt>/webapps/orgstructure"”,

"url-dark": "https://webim.<domain-vkt>/webapps/orgstructure”
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2. lo6aBbTe B cekuuio disposition:

"disposition": {
"desktop": {
"leftbar": [
"tasks",
"calls",
"orgstructure" // po6aBbTe, ecnu nonb3yeTecb QYHKLMOHANbHOCTBI CTPYKTYPbI
opraHusauumn
]
H
"mobile": {
"services": [
“discover"
IE
“tabs": [
"calls",
"tasks",
"orgstructure"” // po6aBbTe, ecnu nonb3yeTecb QYHKLMOHANbHOCTBI CTPYKTYpbI
opraHusauumn
]
}

3. MpuMeHNTE N3MEHEHMS.

[N MHCTanAauUn Ha o4HY BUPTYasbHYIO MaLUHY BbINMOSHUTE KOMaHAY:

HELMWAVE _USE_LOCAL_REPO_CACHE=true hwup -t godmod

[ns knacTepHoOn MHCTaNNauLnn:

HELMWAVE _USE_LOCAL_REPO_CACHE=true HELMWAVE_ENV_NAME=cluster hwup -t godmod

4. Mepengnte B KOHPUrypaLuoHHbIl dain fusrf/local/nginx-im/confv2/cond.d/c4.conf n no6aebTe nocne
cekuun direct upload version cekuuio location:

location /files/ {
set Soriginal_script_uri Ssafe_uri;
error_page 418 = @filesproxy;
return 418;
}
location @filesproxy {
rewrite A/files(.*)$ $1;

break;
proxy_set_header Host files-c.myteaminternal;
proxy_set_header  X-Real-IP Sremote_addr;

proxy_set_header X-Forwarded-For Sremote_addr;

proxy_set_header  X-LB-Client-IP Sremote_addr;

# We have proxy enabled. In this case If-Mod.. is not passed to apache. This is
fix.

proxy_set_header If-Modified-Since Shttp_if_modified_since;

# MNT-155052 - universal ID for ICQ

proxy_set_header X-Req-Id Shostname_short:Sconnection_requests:S$Sconnection:Smsec;

proxy_set_header X-Scheme Sscheme;
proxy_set_header X-LB-Client-IP Sremote_addr;
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proxy_set_header HTTP_X_SSL_OFFLOAD Sis_ssl;
proxy_set_header X-Custom-SSL-Offload Sis_ssl;
proxy_set_header X-Original-Host S$host;
proxy_set_header X-Script-URL "Soriginal_script_uri";

proxy_pass http://files-c.myteaminternal;

5. MpoeepbTe KoHPUrypaumio Ngnix:
nginx.sh test
6. MNpw OTCYTCTBUM OLUNBOK MPUIMEHUNTE U3MEHEHMIS:

nginx.sh reload

LWar 7. MNepecosganTte pod agMNH-KOHCONN

MepesanycTTe NOA B TEXHOIOMMYECKOEe OKHO (MOXET NPUBOANTL K CE0I0 B HOBbIX NMoAktoYeHnsx). Ha

cepepe MecceHpyxep v BKC BbinonHnTe KOMaHgy:

kubectl delete pods -n vkteams -1 app=myteam-admin

2. PazBepHuTe NaHenb agpMmnHucTpaTtopa VK
WorkSpace

LWar 1. Co3pganTe nonb3oBatensa deployer

1. B kOMaHgHOW CTpoke Ha cepsepe MNMaHenun agmuHucTpatopa VK WorkSpace BbinonHute

rnocnenoBaTeNbHOCTb KOMaH[,:
Astra Linux

a. 3againTe naponb 1 cospaiiTe nonb3osatens deployer:

sudo -i
DEPLOYER_PASSWORD=mURvNxJ9Jr
useradd -G astra-admin -U -m -s /bin/bash deployer
echo deployer:"SDEPLOYER_PASSWORD" | chpasswd
MpovrHopupyiite ownéky "HEYJAYHbIV MAPOJb: error loading dictionary”, ecni oHa nossMnach.

b. ABTOpUM3ynTECH NOA NosibdoBaTenem deployer:
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sudo -i -u deployer
ssh-keygen -t rsa -N ""

c. HaxxmuTte Ha knaBuwy Enter (cornacutbcst ¢ BapriaHTOM MO YMOTYaHULO).

d. CkonmpynTe ssh-k/ioy B HY>XXKHYIO OVPEKTOPUIO:

cat /home/deployer/.ssh/id_rsa.pub >> /home/deployer/.ssh/authorized_keys
chmod 600 /home/deployer/.ssh/authorized_keys

€. ONuVoHanbHO: NPOBEPLTE, YTO MOXHO MOAKTIOYNTBCS 63 Napons:
ssh deployer@localhost
f. exit
PEf, OC
a. 3aganiTe Naponb 1 cospganTe nonb3oBaTens deployer:

sudo -i

DEPLOYER_PASSWORD=mURvNxJ9Jr

useradd -G wheel -U -m -s /bin/bash deployer
echo deployer:"SDEPLOYER_PASSWORD" | chpasswd

b. ABTOpUM3yinTech nog nonb3osatenem deployer:

sudo -i -u deployer
ssh-keygen -t rsa -N ""

c. HaxumuTe Ha knasuwy Enter (cornacuTbcs ¢ BapraHTOM MO YMOYaHIO).

d. CkonunpynTte ssh-kioy B HY>XKHYIO ANPEKTOPUIO:

cat /home/deployer/.ssh/id_rsa.pub >> /home/deployer/.ssh/authorized_keys
chmod 600 /home/deployer/.ssh/authorized_keys

€. ONuroHanbHO: NPOBEPLTE, YTO MOXHO MOAKNIOYNTBCS 63 Napons:
ssh deployer@localhost

f. exit

BHuMaHune

Bcs panbHeliwas ycTaHOBKa ByAeT NPOM3BOANTLCS Nof, CO3AaHHbIM nofb3oBaTtenem deployer. Ecnu Bbl
nnaHnpyeTe yCTaHaBAMBaTb Mo, OPYMVIM MOJSIb30BaTENEM, 3TO HEOBXOANMO YUYNTbIBaTb NPW AasbHENLLEN

ycTaHoBKe. Takxe nosib3oBaTesib JO/MKEH MMETb NpaBa agMUHUCTpaTopa.

2. BoinonHnTe KOMaHgy sudo visudo .
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3. B panne [etc/sudoers y6epute # B Hauyane cnepyowen CTPOKN:

Astra Linux

# %astra-admin ALL=(ALL) NOPASSWD: ALL
PEf, OC

# %wheel ALL=(ALL) NOPASSWD: ALL

4. Boingute n3 Vim ¢ coxpaHeHnem darna.

To e camoe MOXHO caenaTtb C MOMOLLbIO penakTopa nano:

sudo EDITOR=nano visudo
# HaxoOum HYXHYW CTPOKY, yphansdem # B ee Hayane
# BbIXoAMM M3 nano C COXpaHEHWEeM U3MeHeHUM

LUar 2. Pacnakynte guctpuéyTmnBe

Pacnakyiite gnctpnbyTime nog nonb3osaTtens deployer (B gupektoputo /home/deployer). Bol MoxeTe

[pacnakoBaTb apXvB C AUCTPUEYTBOM 1 B ApYryiO Nanky WM co3gaTtb Nognanky.

HeT npuHumnmnanbHOWM pasHuLbl, KaKVIM apXBaTOPOM MOJSIb30BaTbCA. Hxke npmBegeH npumep 4as unzip:

Astra Linux

1. Ecnn Ha MalLmHy He yCTaHOBNEH unzip, CkavanTe ero:

sudo apt-get install unzip

2. PacnakyinTe gucTpubyTuB:

export UNZIP_DISABLE_ZIPBOMB_DETECTION=true
unzip -o -P <naponb> <uMsA_apxuBa>

PEQ OC

1. Ecnn Ha MalLnHy He YCTaHOBNEH unzip, CkavanTe ero:

sudo yum install unzip

2. PacnakyinTe gncTpubyTuB:
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export UNZIP_DISABLE_ZIPBOMB_DETECTION=true
unzip -o -P <naponb> <uMs_apxuBa>

BHUMaHune

[Mocne pacnakoBkK He yaansanTe Hukakmne darnbl. 1o 3aBepLUEHIN YCTaHOBKI OOMYCKAaETCS TOMbKO yaaneHmne
apxuBa, N3 KOTOPOro 6bif1 pacnakoBaH ANCTPUBYTUB.

Lar 3. 3anycTnTe yCTaHOBLUUK KaK cepBuC

YcTaHOBLUMK onpremise-deployer_linux pekomeHgyeTcs 3anyckaTb Kak cepBuc. [Npu Takom 3anycke He
npugeTcs npuéeraTb K AONOMHUTENbHbIM Mepam (screen, tmux, nohup), NO3BOASIOLLM YCTaHOBLLKY
NPOAOMKNTb PaboTy B Cnyyae notepu coegmnHeHns no SSH.

YT06bl 3aMyCTUTb YCTAHOBLLVIK Kak CEPBIUC, BbINONHNTE KOMaHAy (noaxoanTt onsa Astra Linux, PE[ OC):

sudo ./onpremise-deployer_linux -concurInstalllimit 5 \
-serviceEnable -serviceMake -serviceUser deployer

Mo YMOJI4aHUIO BbICTaB/1IEH JIMUT B 5 noTokos, npowu HeOGXO,EI,I/IMOCTI/I Bbl MOXeTe yBEJINYNTb KONN4YeCTBO
noTtokos ao 10, ogHako aTo YBEJINYNT N Harpys3ky Ha CUCTEMY. VicnonbzoBaHune 6onee yem 10 NOTOKOB He

pPeKkomMmeHpyeTca.

OTBeT B CllyYyae yCMeLHOro 3anycka yCTaHOBLLKA BbIFAAUT Creayowmym 06pasom:

Astra Linux

deployer.service was added/updates

see status: <systemctl status deployer.service>

can't restart rsyslog services: [exit status 5]

OUT: Failed to restart rsyslog.service: Unit rsyslog.service not found.
deployer.service was enable and started

see status: <systemctl status deployer.service>

PE[, OC

The authenticity of host 'localhost (::1)' can't be established.

ED25519 key fingerprint is SHA256:g8si032KUsRU90C/MHro9WaTNKj4R+DkmVnVa7QsYCo.
This key is not known by any other names

# BBeonte "yes" n HaxmuTe Enter, 4TO6b NOATBEPAMTb MOAKIOYEHNE

Are you sure you want to continue connecting (yes/no/[fingerprint])?
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/" MpumeuyaHue

HeBO3MOXHOCTb BKOUYEHMS CJ'Iy)K6bI rsyslog HEe NOBINAET Ha KOPPEKTHOCTb pa6OTbI cepBnca.

LLiar 4. Boi6epuTe BapnaHT yCTaHOBKW

MepenguTte B BEG-UHTEpdENC ycTaHOBLYIKA [NaHenn agMnHucTpaTopa no agpecy http://server-ip-address:
8888. Ecnu nepeliT No aTOMY agpecy He yaaeTtcs, yoeguTtecs, 4to firewall 6b1n1 OTKOUEH.

Ha cTapToBOIN CTpaHnLE HaXXMNTE Ha KHOMKY YCTaHOBKaA.

ﬂ AdminPanel

MonHble BepcuM NPOaYyKTOB

PassepHuUTe Ha BaluMX cepBepax OAuH U Heckonbko npoayktos VK On Premise

YcraHoBka

WHCcTpyKumMa no ycTaHOBKE U HacTporke ob6opyaoBaHUsA YnTath
WHcTpyKumMa no KnacTepHoW yCTaHOBKE M HacTpolke o6opyaoBaHUA Yuratb
WHcTpyKuma no obHoBNEHUO YnTatb

MHCTpyKUMA No 06HOBMEHUIO KNacTePHON YCTaHOBKM Uurats

LUar 5. Boi6op NpoayKTOB 1 OnNuniA

Bkniounte pnar AGMUHUCTPaTUBHAA NaHenNb.

B OTKpbIBLLEMCA CnCKke Bbl6epVITe HY>XHble BaM KOMMNOHEHTbI:
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AQMUHUCTPATUBHaNA NaHenb v6.5.1 [ @)

1BUpTyanbHan MalunHa Ha Nio6om runepsunsope, 16 GB RAM, 8 vCPU, 100 GB SSD

CucTtema rpynnosbiX MONUTYK (Beta [ @)

Kafka BHyTpY MHCTansLuUm [ @)
16 GB RAM, 8 vCPU
Wnterpauus ¢ VK Teams o
BcTpoeHHoe xpaHunmie o6pasoB KOHTeNHepoB o
CucTeMa MOHUTOPWHIa «©

Grafana, xpaHunuie meTpuk Graphite, xpaHunuuie meTpuk Prometheus

Cucrema c6opa 1 OTNpaBku METPUK

CoopLmku 1 TpaHcnaTtopbl Graphite n Prometheus-meTpuk

VK WorkMail v1.23.0

1 BUpTyanbHaa MallnHa Ha Nio6oM runepseunsope, 48 GB RAM, 24 vCPU, 300 GB SSD

CoxpaHuTb

CucTema rpynmnoBbIX NOMNTUK — €CNI B JaJibHelLEeM NaHNpyeTCs HacTparBaTb CEPBUCH! FPYMMNOBbIX

MNONNTUK.

Kafka BHYTpU MHCTanAsILMN — ecnv Npm HaCTPOWKE rpynnoBbIX NOANTUK HE ByaeT ncnonb3oBaH BHELLHNN
cepsuc Kafka.

NuTerpauns c MecceHpykep n BKC — o6a3atesnbHbIli KOMMOHEHT.

Cuctema MOHUTOPUHIa — OMLOHAaSbHbIA KOMMOHEHT. He MCnonb3yeTcs COBMECTHO C KOMMOHEHTOM
Cucrema c6opa 1 oTnpaBkn METPUK.

Cuncrema c6opKa 1 oTnpaBkn METPUK — OMNUVIOHaNbHbIN KOMNOHEHT. He ncnonbayeTca COBMECTHO C
KOMNoHeHTOM CucTeMa MOHUTOPUHra.

HaxmuTe Ha kHonky [lanee BHU3Yy CTPaHKILbl, YTOBbI MEPENTY K CNEAyYIOLLEMY Luary.

LWar 6. [lo6aBbTe runepBn3op

1. HaxxmunTe Ha kHomnky [Lo6aBuUTb.

2. B BbinagatoL,em MeHto Bbibepute CepBep:
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@ AdminPanel

il iicta, fo6aBbTe nepBn3opbl K knactep kubernetes. Ponb hypervisor - 370 BUpPTYanbHas MalliHa, Ha KOTOPOI BYAyT 3aryLLEHbl KOMMOHEHTbI MPOAYKTa B KOHTelHepax. Ponb ext-k8s - aTo knactep kubernetes.
CKpbITb 3aBEPLUEHHbIE O6bekToB B CTPOKE 1 ~
lMoka3saTb BCMIOMOraTebHbIE KOHTEeHePbl Mpynnuposka  Her v

Cepse&p

BHewHwii knactep Kubernetes

OTKpOoEeTCs OKHO fO06aBNEHNS FTMNepBU3opa:

@ AdminPanel

Mo: cTa, fo6asbTe I unu knacTep kubernetes. Ponb hypervisor - 3To BUpTyanbHas MalunHa, Ha KOTOPOI 6yayT 3anyLueHbl KOMNOHEHTbI NPOAYKTa B KOHTeHepax. Ponb ext-k8s - aTo knacTep kubernetes.
CKpbITb 3aBEPLUEHHbIE O6bekToB B CTpOoke 1 v
MokasaTb BCnoMoraTtenbHble KOHTeVIHepr pynnuposka Het v

Ponb 13 SSH-nopt Vv rvnepemsopa
hypervisor v/ 1012151 22 Hypervisor

Wms nonbsosatens MNaponb MpuBaTHLIA KNloY Data Center
centos strongPass Vlcnonb3oBaTb aBTOpV3aLMio Mo Naponio v | DCt

Tern

store,mail etc...

O MponycTuTb NPoBEPKY HEKPUTIYHBIX TPEBOBAHII

Aosasuts

3. 3anonHuTe nons:

- Ponb — hypervisor.
« [P — agpec MalLnHbl, Ha KOTOPYIO NPON3BOAUTCS YCTaHOBKA.
+ SSH-nopT — cTaHgapTHbIN o158 SSH, BoiBpaH Mo yMOYaHNIO, MEHSATb €r0 HE HY>XXHO.

- Nma rmnepBuU3opa — yKkaxmnte nvg rmnepBn3opa U octaBbTe Nnosie nyCcTbiM. B cnydae ecnu Bbl
OCTaBUTE noJie He3arnoJ/IHEHHbIM, MA rmnepBn3opa 6yp,eT B3ATO 13 hosthame -s n go6asunTtcs

aBTOMaTUyecku. B gokymeHTaLmm 6yaeT ncnonbaosaHo nmsa hypervisori.

- Vima nonb3oBaTens — ykaxuTe NMs TOro Nosib3oBaTens, Nog KOTOpbIM 3anyLeH YCTaHOBLUMK. B

paccmMaTprBaeMOM NpuMepe 3To nosb3osaTtenb deployer.

- Maponb — HEOBXOAVMO BBECTY NMapOJSib NOJIb30BATENS, MO KOTOPbLIM 3aMyLLEH YCTAHOBLLIK, €CI OH

6bl1 3a4aH NMNPW Co3naHnN.
4. Nlo6aBbTe SSH-kNOY (TakXXe MOXHO OCTaBUTb aBTOPU3aLLMIO MO NapoJto):

a. B none MpuBaTHbIN Kitoud BbiGepuTe [,o6aBUTb HOBbI KJIOY:
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IP SSH-nopt

10.12.15.1 22

Maponb MpvBaTHLIV KoY

sssccscccce v Mcnonb3oBaTb aBTOPMU3aLLMIO MO NapoOio [

+ [106aBUTb HOBbII KITIOY r

b. B none Nimsa knioya BBeANTE Ha3BaHVE KJloYa 419 ero ganbHenwen ngeHTudrKaLmm, HanpruMmep:

deployerRSA.
c. [Nepengnte B KOHCOJb, BbINOSIHNTE KOMaHAy cat ~/.ssh/id_rsa 1 CKOMMPYNTE KoY.

d. 3aTem BCcTaBbTe ero B nose MpuBaTHbIN KoY. EFro HY>XHO yKka3aTb NOSIHOCTbIO, BKJIlOYas:

e. None Maporsnb KfoYa OCTaBbTE NYCTbIM.

f. KnukHuTe no kHornke CoxXpaHnTb.
5. Mpn HEOBXOOMMOCTIN HACTPOWTE AOMOSIHUTENbHbIE MOSIS:

- Data Center — ncnonbayeTtca B KNIaCTEPHON YCTaHOBKE, OCTaBbTE 3TO MNoJe NyCTbiM.

- Tern — po6aBneHne Teros aKTYyaJibHO TOJIbKO g4 KJ'IaCTepHOVI YCTaHOBKW, 01194 MOHO-VHCTansaumnmn

co3faHune TEroB He TpebyeTcs.

- MponycTuTb NPOBEPKY HEKPUTUYHDbIX TPE6OBAHNI — €CNVI OTMETUTb YEKBOKC, ByAET NponyLLeHa
npoBepkKa Bepcun sapa v dnaroB npoLeccopa (sse2, avx). B 6onblumHCTBE cryyaeB BbI6Op YeK6OKCa
He TpebyeTcs.

6. lMNocne 3anonHeHns nofen HaxMnTe Ha KHornKy JLo6aBUTb — rmnepBr3op OTO6pasnTCs B BE6-UHTepdence

YCTaHOBLLVIKA.

/' TMpumeuvanne

Mpw pobasneHnn cepsBepa peanns3oBaHa NPOBEPKa Ha Hann4e KOMaHg, tar, scp 1 HEOBXOANMBbIX
WHCTPYKLUMIA BUPTYyanu3auum Ha npoueccopax. Ecnv npmn npoBepke oHV He 6yayT HallAeHbl, TO cepBep He
oyneT Ao6aBneH, a agMUHUCTPATOP NOMYYNUT COOBLLEHNE 06 OLLNOKE.

7. HaxxmuTe Ha 3eneHyto kHornky [lanee B npaBoM BEPXHEM Yy A5 NEPEXoa K CleayloLemMy Lwary.

LLUar 7. YKaXkute HaCTpOnKn cetn

YCTaHOBLLVK aBTOMATNYECKI BbIYUCTIET HEKOTOPbIE CETEBbIE NapaMeTpPbl. DTY NapamMeTpbl HEOBXOOUMO

npoBepuTb N OOMNOJIHNTD, eClii He BCe N3 HUX 6bln onpegeneHsol.
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HacTpolikn

Cetn JoMeHHble nmeHa XpaHunuia LLlapavpoBaHue 1 pennunkauns B, HacTpolikn KOMNOHEHTOB VHTerpauumn MepemeHHble oKpyXeHns

HacTpolikn ceTeBoro B3anMogencTeuns BHyTpeHHel 30Hbl (internal) m

Mopcetsb, ncnonsdyemas VK WorkSpace Ha cepsepax: 100.70.176.0/22
MopceTb, Ncnonb3yemas BHyTPY KOHTEAHEPOB: 172.20.0.0/20
MTU ceT KOHTEHEPOB: 1450

HE ncnonb3osats IP-in-IP 1 BIRD:

Cnncok DNS-cepeepos. OcTtaBbTe nycTbiM, ecnv ncnonbsyetcs DHCP: 10.255.2.3

+ Ho6asuth

1. Ykaxxute DNS-cepsep.

BHuMaHune

O6s3aTenbHo HacTporTe NTP Ha BUpTYyanbHOWM MaluMHe B COOTBETCTBUM C pekoMeHgaumamn: gna RedOsS,

ona Astra Linux.

2. Y6eguTecs, uTo:

- MopceTb, ucnosibzyemas MNaHenbio agMUHNCTPaTOpPa Ha cepBepax nvmeet goctyn Ha 80 nnn 443
nopr.

- MopceTb, ncnonbsyemas BHYTPU KOHTEAHEPOB MOSIHOCTbIO CBO604HA, YHUKaNbHA U MPUHAANEXNT
Tonbko MaHenn agmuHncTpatopa VK WorkSpace.

/" MNpumeuyaHune

OTa nogceTb NCMob3yeTcs TONbKO N5 Tpadurka Mexay KOHTeHepamuy BHYTpY cuctembl. Ecnm
aBTOMAaTNYECKIN BblYMCNEHHas MOACETb YHMKaNbHa 1 HE NepecekaeTcs C ApYrumMy NogCceTsaMn 3aKa3umka,
3Ha4YeHUNs1 MeHATb He HY>HO. MNpwu ycTaHoBke Ha 1 BM B cpegHem cospaeTcs 6onee 650 KOHTENHEPOB,

NO3TOMY MO YMOJYaHUIO NCNOJ1b3yeTCH 20-9 nopceTb.

Mone MTU ceTn KOHTEMHEPOB 3aMNoHAETCS aBToOMaTU4Yecku. ECnuv Bbl XoTUTe nameHnTb pasmep MTU,

obpaTuTech k npeactasutento VK.

®nar HE ncnonb3oBatb IP-in-IP n BIRD B 60nblUMHCTBE CnyYaeB AOIKEH OCTaBaTbCA HEAKTUBHbIM. Ecnn
Ha MalLMHe NCNoNb3yeTCsa AVHaMMnYeckas MapLUPyTU3aLLUSa 1 HEOBXOAMMO BKIIIOYEHME ONuun, O6paTuTeCh

K npeactasutento VK.

3. HaxxmuTe Ha KHoMKy CoXpaHUTb 11 NepeliignTe K cenyiolwemMy Lwary:
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@ AdminPanel Hactpoiiku O6cnyxusatve O~

B3anonHuTe HacTpoWkn ceTen.

HacTtponkn
Cetn JomeHHble nmMeHa XpaHunuwa LapavipoBaHve v pennukauvs B HacTpoiikn KOMMOHeHTOoB WHTerpauun MepeMeHHble OKpYXXeHUs
CeTeBble HAaCTPONKM

MopceTb, Ucnonb3yemasi NOYTON Ha cepBepax: 100.70.80.0/23

MopaceTb, Mcnonbayemas BHYTPU KOHTEMHEPOB: 172.20.0.0/20

MTU ceTu KoHTeiiHepoB: 1450

HE ncnone3osarts IP-in-IP 1 BIRD:

Cniicok NTP-cepsepos: ntp1.mail.ru —_
+ [oGasuTb

Cnncok DNS-cepsepos. OcTaBbTe nycTbiM, ecnu ucnonbayerca DHCP: 10.255.2.3 —
+ [oGasuTb

Llar 8. [lomeHHble nMeHa
Ha BKJ/1agKe p,OMeHHbIe nMeHa HaXXMnTe Ha NKOHKY N yKaxunTe:

+ OCHOBHOII IOMEH AJ19 CePBUCOB — AOMEH, CO3AaHHbI An4a MNaHenn agMUHUCTPaToPa Bbille.

« [IoMeH, Mo KOTOpOMY BYAET [OCTYMNEH NHTEPdENC agMUHNCTPUPOBAHNS — biz.<OCHOBHOW OMEH>.

HacTtpownku

Cetn J[omeHHbie meHa Wappauposanue u pennukauns b HacTpoiik KOMNOHEeHTOB Wurerpauvn lNepemeHHbie OKpyXeHus

O6Lme HacTPOWKN AOMEHOB (4

Ha3gaHvie Balen komnaHun; SSL-cepTudmkatsl

biz B biz.devi.on-premise.ru —

% % BuTeneH ¢ 08.10.2024 01:3119 po 06.01.2 1:3118
CaiT Balwei KoMnaHnm: ¢ 3119 5o 06.01.2025 01:3f

https://biz.devi.on-premise.ru

OCHOBHOW OMEH ANs CePBUCOB: + [No6asuTts ceprudukar

devl.on-premise.ru

HacTpolikn fOMEHHbIX UMEH

DomeH ana vHTepdeiica agMNHNCTPUPOBaHNA!

Ceprudukarbi: 1.0n- 1 13141
biz.devl.on-premise.ru PTUd 0:biz.devi.on-premise.ru a0 06.01.2025 01:3118

A BHumaHune

,D,J'Iﬂ OOMEHHbIX MEH HeNb34 NCMNofIb30BaTb etc/hosts .

2. Haxxmunte Ha kHornky CoxpaHUTb.
3. HaxxmuTe Ha KHonky JLo6aBnTb cepTudumKaT rnop, 3arosioBkom SSL-ceptmndpunkatbl.

4. B oTkpbiBLLENCSA dOpMe BBEAUTE CepTudUKaT 1 KoY. /Ix HeO6XOAMMO yKasaTb MOJSIHOCTbIO, BKIIOYas:
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5. KnukHnTe no kHornke CoxXpaHUTb:

HobaeneHne SSL-cepTndumkata

SSL-
cepTudukar:

Winwu BbiGepuTe dhaiin ¢ ceptudmkatom BbiGpath chain

Knirou
cepTudukara:

Wnu BbiGepuTe baiin ¢ knto4om cepTudukara Bbibpatb ¢haiin

EcTb BTOpOW BapuraHT:
a. HaxxmuTte Ha kHornky Bbi6paTb ¢aiin.
b. YkaxunTe nyTb K dalny c ceptudurkaTom .crt.
C. YkaxunTe nyTb K Paiiny C kovom .key.

d. KnukHute no kHornke CoxXpaHnTb.

/' Mpumeuanne

MpuBaTHbIN KoY JOMXKEH BbiTb 4OBGAaBNEH B OTKPbLITOM BUAE, 6€3 ceKpeTHOM dpasbl. 3aKOAMPOBaHHbIN KoY
OTNINYaEeTCs OT OTKPbITOro Hannynem cnosa ENCRYPTED: BEGIN ENCRYPTED PRIVATE KEY .

Ecnn BCcé& BepHO, B nHTepdelice He ByaeT OTObpaxaTbCs OLNBOK 1 KPaCHOW NogcBeTKn. HaxmnTe Ha 3eneHyto
KHOMKy [lanee B NpaBoOM BEPXHEM YITy.

Llar 9. 3anycTTte yCTaHOBKY rmrnepBensopa

1. HaxxmuTe Ha norotun AdminPanel, yTo6bl nepeiTn K 06LLEel CTPOKE COCTOSHIS.

2' E
KArKHNTE NO NKOHKe pagom C obLen CTpOKOVI COCTOAHUA B BerHeVI 4aCTn 3KpaHa:
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@ AdminPanel Hacrpoiiku O6cnyxusatue o~

BanycTuTe yCTaHOBKY BCEX rMnepBu3opoB. Bbl MoxeTe BOCMONb30BaThCs (hyHKLME aBTOMATUHECKON Y [ins atoro KHOMKy «3anycTuts Kyl YCTAHOBKY» (CMHMIl TDEYTONbHUK B

0BlLelt CTPOKE COCTOSIHMS).
BHUMAHMWE! Hactporika DPOB BHOCUT B CUCTEMHbIe HAacTPOKW MalunH. MoxeT noHagobuTtbes nepesarpyska.
TakKe Bbl MOXETe B LIEfsiX OTNa/IKu1 3aMycKkaTb YCTaHOBKY a0 MaLUMHbI N0 OTAEMbHOCTI (TPeYrofbHUK B CTPOKe r1nepB13opa) Ui MoLIAroBO BbINOMHSTL 33134 Ha CTPaHMLEe KaKAOoM MalumHbl. [ins aToro

nepeaunTe Ha CTPaHMLY MalLUWHbI (LUECTEPEHKA B CTPOKE MaLLMHBI).

Cosp

CKpbITb 3aBEpLUEHHbIE O6bekToB B CTpoke 1 v
MokasaTb BCioMoraTeibHble KOHTeHePbI Mpynnuposka = Het v
doc-01 (100.70.160.11) ® mg{é}ﬂ.

3. MNopgTBeppmTe 3anyCckK aBTOMaTNYECKON YCTaHOBKI, HaXXaB Ha KHOMKY 3anyCTuTb:

nOﬂ,TBepﬂ,l/lTe 3anyck aBTOMAaTNYECKOW YCTaHOBKU

ABTOMaTNYeCKas YCTaHOBKa 3anyCTUT NPOBEPKY BCEX LWaros N NpuMeHnT HaVI,EI,eHHbIe N3MEeHeHN4.

BbinonHeHne oOCTaHOBUTCS B CNEAYIOWNX CyYasX:
1. Ecnu war Tpe6yeT 3arpy3ku Gannos;

2. Ecnn war TpebyeT pyYHOro 3anycka;

3. MpouzoLuna owréKa B MPOLECCe BbIMOMHEHMS.

|-|p0Ll,eHT KOHTeVIHepOB O,D,HOI?I ponun, yCtaHaenmeaeMbliX OQHOBPEMEHHO!

0

BkatoumTh NpoBepKy ceTeBoit AocTynHocTn (§)
BktounTb NpoBepKy HyXHbIx Gpraros aapa ()
BkatounTb NpoBepky LenoctHoct (&)
Bkatountb Npoepky Bepcumn Docker (§)

BbinonHeHne yCTaHOBKVI/I'IpOBepKVI MOXHO OCTaHOBUTb. B Takom cny4ae yCTaHOBLUMK [oOXOeTca 3aBepLlieHns

OTtmeHa 3anyctutb

BbINOMHAEMOTO Lara ! MPeKPaTUT YCTaHOBKY/MPOBEPKY.

4. [loxXanTechb 3aBepLUEeHNs YCTaHOBKY rmnepBr3opa:

@ AdminPanel Hacpoitkn O6cnyxusatme

BCEX T Bbl moxeTe ] " AN 3TOr0 HaXMUTE KHOMKY "3: y " (3enéHbiin B CTpoOke 06LLein CTaTUCTUKK).
BHUMAHWE! } a BHOCUT B KN MaLUMH.
Takke Bbl MOXETE B LIENsiX OTNAZKY 3aMyCKaTh yCTaHOBKY KaX/I0/ MalLMHbI M0-OTAENEHOCTM (TPEYTONbHIK B CTPOKE MaLLUHbI), AN 3a3a4M Ha CTp: KaXO0ii MaLWMHBI. [IN5 3TOro NepeiiauTe Ha CTPaHMLY MaLLMHb!

(WwecTepéHka B CTPOKE MalUnHbI).

27.78%

B npouecce yCTaHOBKY 11 HACTPOWKIN CUCTEMbI MPOUCXOAAT U3MEHEHUA KOHOUIYypaLmn. BupTyasnbHas MalunHa
MOXET NnepesarpysnTbes, 1 NoTpebyeTcs NOBTOPHbIV 3aMyCK aBTOMAaTUYECKO YCTaHOBKM.
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[lns NoBTOPHOro 3anycka HaXxMnTe Ha VIKOHKym B BEPXHEl O6LLEe CTPOKE COCTOSHUS VAN PALOM C

Ha3BaHVIem runepBusopa.

Lar10. CreHepunpymnTe KOHTENHePbI

1. B cnyyae MOHOYCTaHOBKU HaXMITe Ha KHOMKYy CreHepupoBaTb aBTOMaTUYeCKU, YTO6bl [06aBUTD MO
OfHOMY KOHTENHEpPY A1 KaX Ao posin:

@ AdminPanel Hacrpoiiku O6cnyxusaHue [0}

Moxanyiicra, Ao6aBbTe MO OAHOM MaLUMHE ANs Kaxaon ponu. Haxmute "CreHepupoBaTh aBToMatuyeckn” Ans GbICTporo copaHus.

YcTaHoBKa 3aBepLUeHa B

CKpbITb 3aBEPLUEHHbIE O6bekToB B CTpoke 1 v
Moka3aTb BCNoMoraTenbHble KOHTeNHEPbI MpynnupoBka = Het v
hypervisor1 (100.70.81.216) m{‘g‘}.

CreHepu1poBaTb aBTOMaTUYeCcKN

B cnyvae pacnpegeneHHon yCTaHOBKN:
a. HaxmuTte Ha kHonky [Jo6aBuTb — Heckosnbko KOHTEHEpPOoB.
b. YcTtaHoBUTE GunbTp YecTaHOBNIEHO He 6onee 0.
c. Pacnpegennte HegocTaloLLe KOHTEMHEPDI MO rMNepBr3opamM C y4eToM y6nmpyemMocCcTu.
d. HaxxmunTe Ha KHomnky [lo6aBuTb.

Ha aKkpaHe HauyHyT NosSIBASATbCA CreHepunpoOBaHHble KOHTEMHEPDbI. B cnyyae nossneHns owmbok

ncnonbaylite pasgen Jlory 1 nonesHble KoMaHbl.

Yepes HekoTopoe BpeMs B NMPaBOM BEPXHEM Yy MNOSIBUTCS KHOMKa Jianee, HanpoTuB rinepsrisopa

NnoABUTCA MKOHKa EZ

@ AdminPanel Hacrpoitku O6cnyxusanne [©)¢ LHanee
s B
CKpbITb 3aBEpPLUEHHbIE O6bekToB B CTpOoke 1 v
Moka3zaTb BCioMoraTesibHble KOHTEHEepPbI lpynnuposka  Her v

hypervisor1 (100.70.81.216) 1 {:o:‘

registry1 (100.70.81.216)
infraetcd1 (100.70.81.216)
calico-libnetwork1 (100.70.81.216)
calico-node1 (100.70.81.216) [T
bind1 (172.20.5.102) G

ﬂﬂﬂ@@i
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2' m
KnnkHuTe no nkoHke HaMmpPOTVB r1Mnepsn3opa.

3. nOﬂ,TBep,D,VITe aBTOMAaTUYECKUNI 3anycCkK 3agay Ha rmnepBmn3ope, HaXXaB Ha KHOMKY 3aI1yCTI/ITbZ

MoaTBepauTe 3anyck Bcex 3agad Ha hypervisor1

Mocne 3anycka Wwaros OCTaHOBWUTb UX BbINONHEHUE 6yﬂeT HEBO3MOXHO.

BbinonHeHve oCTaHOBUTCA B CNEAYOLUMX CRyYanX:

1. Ecnu war TpebyeT 3arpy3ku ainos;

2. Ecnu war TpebyeT pyyHOro 3anycka;

3. MNpousowna ownbka B npouecce BbINONHEHUA.

4

5. HaxxmuTe Ha KHoMKy [lanee g9 nepexoa K cneaytowemy Lary.

Ha reHepauuio TpebyeTca Bpems. [ogoxanTte, noka ncYesHeT NKOHKA E HanNpPOTWB r1nepBunsopa.

KAnKHUTE No 3HauKy ® 1 neperignTe B pasgen OnmcaHne CepBUCOB, YTO6bI MOCMOTPETb PA3BEPHYTYIO

nHdOPMaLMIO O Ha3HAYEHUN PONEN, X AyBANPYEMOCTI 1 3aBUCMOCTSX. B 3TOM Xe BbinagatoLLemM MeHIO Bbi

HaleTe LOMOMHUTENbHYIO OOKYMEHTALMIO, CMOXETE BKIIIOYNTb UV BbIKIIIOYNTb MPOAYKTbI (BHY TPV pa3gena

MpoAayKTbl) 1 OGHOBUTb JINLLEH3VIOHHDBIA KO,

[Mpn nosBNeHUn OLNBOK Ha rMNepPBU3opE Ha HeEM NosiBUTCA Ter He oTBevaeT, a Ha KOHTENHePaX, OTHOCSLLNCS

K 3TOMY runepsrizopy — He oTBeuaeT runepeunsop.

front2 (100.70.137.210) (230 (IESTTS3 ©

del2

a
(172.20.2.132) {8y
[from2] NE
He otBevaer runepenaop
®
del-mailloader2, del-
2zeptoproxy2, del-zubr2,

del-donjuan2, del-
aestat2, del-envoy2

biz-celery-
worker-pdd-
high2

1
(172.20.3.1) >

®
biz-celery-worker-pdd-
high-envoy2

smtp2 1

(172.20.2.133) {0}
[ ront) NE
He orBevaer rMnepsviop

0]

bizf2
(172.20.2.183)

4]

1

=3 &3
He oTseyaet runepausop > ‘

0]

bizf-envoy2

biz-celery-
worker-pdd-
update2

1
3
(172.20.3.11) >

®
biz-celery-worker-pdd-
update-envoy2

mpop2 1

(172.20.2.188) £y

 front2 D>
He otgéuaeT runepeuaop ‘

®

mpop-zubr2, mpop-

donjuan2, mpop-

aestat2, mpop-ameli2,

mpop-zp2, mpop-

envoy2, mpop-apache-

exporter2, mpopd-far2,

mpopd-scn2, mpopd-

m2, mpopd-pn2,

mpopd-mspq2, mpopd-
Is2, mpopd-recaller2

fallback2 1
(172.20.2.135) {53

®

fallback-zubr2, fallback-
aestat2, fallback-
envoy?2, fallback-
reexim?2, fallback-
relmtpd2

panda2

(0]

panda-zubr2, panda-
donjuan2, panda-
aestat2, panda-
delivery-canceller2,
panda-envoy2

fallback-dip2 1

(172.20.2.136) £
[ rontz] NE
He oTBeyaer runepenop

(0]
fallback-dip-zubr2,
fallback-dIp-aestat2,
fallback-dip-envoy2,
fallback-dip-reexim2,
fallback-dip-relmtpd2

1
(172.20.2.190) {3
 front2 | >
He oTBevaer runepsn3op

biz-celery- 1
worker-pdd2 §o3
(172.20.3.3) > ‘
®

biz-celery-worker-pdd-

envoy2

mx2 1

(172.20.2.138) {o

ront NE
He oTBeuaer runepausop

0]

mx-zubr2, mx-reexim2,

mx-relmtpd2, mx-
aestat2, mx-envoy2

(R - |

biz-celery-
worker-pdd-
check2
(172.20.3.8)
[ front2

0]

biz-celery-worker-pdd-
check-envoy2

relay2
(172.20.2.137)

He oTBevaer runepsnop
(6]
relay-zubr2, relay-
aestat2, relay-envoy?2,
relay-reexim2, relay-
relmtpd2

>

&
>l

3atem nepengute B KOMaHAHYIO CTPOKY N YCTpaHUTE Owmn6bky. o 3aBepLUEHNV HEOBXOOMMO HaXaTb Ha

LLIECTEPEHKY B CTPOKE MnepB130pa 1 eLle pPa3 Ha CTPaHMLE CNICKa LLIaros Ha runepBsr3ope.
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mail-vkwm2-st1 (100.70.80.79) B3 ®

BbinonHuTe waru no HaCTpOFIKe MallUHbI

3arpy3utb 63kan Bbi6epute daiin 6akana

BHUMAHWE! Mpouecc BocctaHoeneHus ua 6akana Gyanet sanyuie cpasy nocne 3arpysku caiina!

tune_kernel EI53

HactpouTts napameTpbl sapa .
disable_NM_for_cali [[T51J

Orkniounts NetworkManager (ecnu oH ecTb) Ans ceTeBbix HTepdeiicos Calico .
disable_firewall [I51

OTkNIo4NTL MexceTeBow akpaH (firewall) 3anyctutb .

disable_selinux 1)
Otkniounts selinux. BHUIMAHUE! 3ot war nepesarpysut malwmHy, ecnu selinux Ha Hei He BbikntoyeH. Ecnu ecTb Kakve-Hubyab 3anycTuTs .
OrpaHu4eHus Ha nepesarpyaky, To BbiKniouMTe selinux BpyuHyio!

check_needed_packs [[TI1J

Mpoeepute Hanuuue Docker u Docker Compose

B okHe HacTpoek runepsrn3opa HaxXmMmTe Ha KHONMKY O6HOBUTbD.

HasBaHue mawwvHb! P SSH-nopt Wms runepeusopa
hypervisor1 100.70.80.79 22 mail-vkwm2-st1

Mms nonb3oBartens Maponb MpvBaTHBIN KNOY Data Center
deployer vkwm?2 v astra

WHTepdeinc ans mexcepsepHOro B3aumoaencTemns

100.70.80.79 (eth0) v

Terun

st

[ MponycTuTe NPOBEPKY HEKPUTWUYHBLIX TpeBoBaHM

BbinonHuTe Wwarm no HacTpouke MallnHbI

3arpy3uTb 63kan Buibepute haiin 63kana

BHUMAHWE! Mpouecc BoccTaHoBnenus ua 6akana GyaeT sanywieH cpady nocne sarpyaku caiina!

tune_kernel 15133

HaCTpOMTb napameTpbl aapa '

MOBTOPHO 3aNyCTNTE aBTOMATNYECKYIO YCTAaHOBKY.

LWar 11. LlapanpoBaHue n pennnkauua b,

Ha Bknagke WapgupoBaHue u penaukauna B, HaxxmumTe Ha kHonky [anee.
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HacTporikn

Cetn [oMeHHble UMeHa WapavposaHue n pennukauvs b, HacTpoWkn KOMNOHEHTOB NHTerpauun MepemeHHble OKpYXeHns
3arpy3uTb 3 6a3bl Onpocutb Bce Overlord “bi
ms B, Homep knactepa OTKa3oyCTONYMBOCTL Mactep Cocras
bizdb1
bizdb 1 Orchestrator bizdb1
mail-devl
bizpostgres1
bizpostgres 1 Patroni bizpostgres1

mail-dev1
bizredis1

bizredis 1 Sentinel bizredis1
mail-devi
fstatdbt

fstatdb 1 Orchestrator fstatdbl
mail-devl
infraetcd1

infraetcd 1 Etcd infraetcd1
mail-devl
mailetcdl

mailetcd 1 Etcd mailetcd1

mail-devi

LWapaupoBaHie (cermeHTpoBaHue) B, ncnonb3yeTcs B KNaCTEPHON YCTaHOBKe A5t o6ecrneyeHus

OTK&SOyCTOVILII/IBOCTVI n MaCLUTa6VIpyeMOCTVI, B MOHOVIHCTan1Iaunn He NCnosb3yeTca.

LLar12. HacTtponTe KOMMNOHEHTbI

OrpaqueHme AO0CTYynNa K AgOMeHaM

A

BK/TIOYEHWA ¢nara Orpaquvn'b AO0CTYN K AOMEeHY NoaBnTCH pasaen C 60nee geTasnbHbIMU HaCTpOI7IKaMI/II

Ha Bk/lagke HacTpoOWKn KOMMOHEHTOB Bbli6EPUTE HYXKHbI LOMEH 11 HAXXMUTE Ha UKOHKY .Mocne

HacTtporiikn
Cetn [loMeHHble nmeHa WapavposaHue n pennukauna 6 HacTpoiikn KoMnoHeHToB WHTerpauun MNepemeHHble OKpyXeHUs
OrpaHuyeHne pocryna K biz.devi.on-premise.ru
fOMeHam -
AOMeH ansa MHTepq>e|/|ca agMUHNCTPUpPOBaHNA
MNaHenb
AAMUHICTPMPOBAHIS @ OrpaHnunTs gocTyn K fomeHy
Paccbinbuvki Pexum 3anpeTta — 3anpelats cnegyowmm IP/nogcetam

HTTP(S)-npokcun
IP/MopceTtn KommeHTapuin

+ [o6asutb —

+ [o6asuTb

OrpaHnunTb JOCTYN K JOMEHY — EC/ BKITIOYEH TOSbKO 3TOT driar, B MoJie HMXe HYXHO 6yaeT BeecTu IP/
MOLCETN, KOTOPbIM BYAET paspeLUeH LOCTYMN K LOMeHY. Takke Bbl MOXeTe f06aBUTb KOMMEHTAPWM, ECAN 3TO

Heo6xoaMMmo.

Pexxum 3anpeTa — 3anpewiatb cnegyowmm IP/nogcetam — ecnu BktodeHbl 06a dnara (orpaHnyeHne
LOCTYyMa 1 pexum 3anpeTa), LOCTYN K LOMeHaM 6yAeT 3anpeLueH |IP/noacetam, BBEAEHHbIM B Nose.
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He 3a6yp,bTe NOBTOPWTD LWarn Ha runepsnsope (Hy)KHbIe warv y>xe otMme4yeHbl )KeJ'ITbIM). Tak>Xe MOXHO HaxaTb

Ha NKOHKY m B OBLLIEN CTPOKE COCTOsIHMSA. [1ns 3Toro nepenguTe K CrncKy LWaros, KJVKHYB MO JIOroTuny
AdminPanel.

MaHenb agMUHUCTPNPOBaHUS

AAMNHUCTPATUBHbIE AOMEHDbI — C MOMOLLbIO KHOMKM JLo6aBUTb MO OAHOMY BBEOUTE AOMEHDI (40 3HaKa @),
KOTOPbIM HY>HO BblAaTb MakClMasibHble npasa:

HacTporiikn
Cetn [lomerHble nmeHa Wappauposaxue n pennukauuns 6 Hacrpoiiku KOMNoOHeHTOB WHrerpayum MNepemenHbie OKpyxXeHna
OrpaHuyeHvie AoCTyna k HaCTpOI;IKVI naHenn agMMHUCTpUpoBaHna Df

AOMeHam

Nanens AgmuHucTpatusHbie gomensl () u
aAMUHUCTPUPOBaHNS

dit

Paccoinswmkm

HTTP(S)-npokcu
HacTpoikv nonb3oeateneil, AOMEHOB NaHeNn agMUHNCTPUPOBaHna @

KonuuecTeo aHen nepen yaaneHmnem 1
nonbsosarens

He npoeepATb aKTyanbHOCTb BKIIOYEHHOTO dyHKUuoHana (duy

O6wue nepemMeHHblie OKPYXeHNAa AN\ BCeX CepBUCOB NaHenn agMuHNCTPUpPOBaHnA:

KonuuyecTBO gHen nepep, ypaneHnem nonb3oBaTenss — KOMYECTBO OHEN, MO NPOLLECTBUN KOTOPbIX
nonb3oBaTenb 6yaeT yaaneH us MNManenu agmuHnctpatopa VK WorkSpace. VIsmeHeHne HacTponkuy No
YMOJSIYaHMIO aKTyasibHO NPW OA4HOBPEMEHHOM NCNonb3oBaHuK MaHenn agmuHucTpatopa VK WorkSpace ¢
Active Directory. o ymonyaHuio BbiICTaBIeH CPOK 5 AHe, TO eCcTb Nonb3oBaTeNb 6yaeT yaaneH ua MaHenw
apmnHucTpaTtopa VK WorkSpace yepes 5 gHeln nocne ero yganerus ns Active Directory.

He npoBepATb aKkTyanbHOCTb BKJIIOUEHHOro pyHKUMOHana (pud) — npu BKIOYEHHOM driare yCTaHOBLLK
6yneT nponyckaTb Wwar bizf — addBizFeatures.

PaccbuiblymnkKn

B paspene HacTpaunBaloTcs CNy>XebHble MOYTOBbIE PACChIIKN A9 BHYTPEHHWX Nosib3oBaTenein. Ytobbl nepentin

A

K HaCTpOIZKaM, HaXMUTE Ha MKOHKY .
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HacTpoiikn

Cetn JlomeHHbie nmeHa Wapavposaxue n pennukauus 6 HacTpoiku KOMNOHEHTOB WHrerpauyumn MNepemeHHble oKpyXeHus
OrpaHuieHue pocTyna K MNakens apMUHNCTPUPOBAHNA
AoMeHaM

MaHenb agMUHUCTPUPOBaHUS (4

MNanens

AAMUHACTPUPOBaHNA Email otnpasurens \dit
Wms oTnpasurens: [AupekTop No NPoayKTy
HTTP(S)-npokcu
Anpec cepsepa Nnepechinku: relay.qdit
Moprt cepeepa nepecbinkv 25

1. BBegute email n ums oTnpasutens.
2. BBeguTe agpec v nopT cepBepa pacCbliku.
3. CoxpaHuTe N3MEHEHNS.

4. MepengnTte K CMICKY POJien 1 3anyCTUTEe aBTOMaTNYECKYO YCTAaHOBKY, YTOBbI MPUIMEHUTb HACTPOKN.

HacTtpoukun HTTP(S)-npokcn

Ecnn Bbl ncnonb3yeTe NpoKkcu-cepBep Npv NOAKAYEHNN KANEHTOB K [NaHenn agMmuHucTpatopa VK
WorkSpace, Bkntounte dnar Nepen, VK WorkSpace ecTb NpoKcu-cepBep, YTO6bl KOHTENHEP, OTBEYAIOLWMIA 33
HTTPS-coeguHeHne, MOr NpuHUMaTb TpadurK 63 LWnNdpPOoBaHUS.

HacTtpownkn
Cetn [lomeHHble nMeHa Wappaupoeaxue n pennukauus 6 HacTpoitku KOMNOHEHTOB Wurerpauyun MNepemerHbie OKpyXeHna
OrpaHuJeHre 4ocTyna K HaCTpOVIKVI HTT P(S)-npOKCVI Df
AoMeHam
@ nNepen VK WorkSpace ectb npokcu-cepeep @
MNanens
AAMUHUCTPUPOBAHNS
Cnucok IP npokcu-cepsepos @ 10.70.801
Paccbinsuwmkm
HTTP(S)-npokcu
HTTP-3aronoeok Npokc# ¢ opuruHanbHeim IP X-Real-IP
knvexTa @)
HTTP-3aronoBok NpoKcy € OpUrMHanbHbiM X-Forwarded-Proto

NPOTOKONOM MOAKNIONEHNA KNueHTa ()

Cnucok IP npokcun-cepBepoB — BBeguTe B nosne cnucok IP-agpecos, ¢ kotopbix VK WorkSpace 6yget
NPVHMaTb 3arofioBKM C OpUrnHanbHbIMK IP KnneHTa 1 opuriHanbHbIM NPOTOKONIOM NOAK/TIOYEHNS.

HTTP-3aronoBok npokcu ¢ opurnHasnbHbiM IP KnneHTa — o6asBbTe B NOSE 3aroNoBOK NPOKCH, KOTOPbIN

nepepaeT peanbHbl IP-agpec KNeHTa, Havye cepBuc byaeT paboTaTb HEKOPPEKTHO.

HTTP-3aronoBok NpPoKCcu C OpUruHasibHbIM MPOTOKOIOM NOAKJIIIOYEHUS K/INEHTa — L1 KOPPEKTHO
pa6oTbl VK WorkSpace BBefuTe 3arofloBOK OPUrHaIbHOrO MPOTOKOMa NOAKIIOYEHNS.
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LUar 13. HacTpounTte nHterpauyuio ¢ Meccernpxxep n BKC

1. Nepengnte Ha BKNagky UHTerpauyum — NHTerpaumnsa ¢ MecceHpxxep n BKC.

2. Bkiounte dnar Micnonb3oBaTtb SSL lungpoBaHue s MeXCepBEPHbIX 3arnpocoB.

3. 3anonHuTe BCe nons:

HasBaHune nonsa

Appec APl MecceHpxep n BKC gnsa
po6aBneHna/yganeHns nonb3oBartenen

Appec APl ynpasneHuns MecceHgxep u
BKC

TokeH API ynpasneHus MecceHaxep v
BKC

Appec API 61HapHbIX AaHHbIX
MecceHnpxep n BKC

Appec knneHTtckoro APl MecceHpxep 1
BKC

Appec Be6-Bepcun MecceHpxep n BKC

Appec Mini App API

Appec API 3BOHKOB (CCbIIOK Ha 3BOHOK)

Appec cepBepa AOKYMEHTaL N
MecceHnpxep n BKC

Appec cepaepa MecceHpgxep n BKC,
roe Haxogutcsa Grafana

3HauyeHne

stentor.<gomeHn MecceHnpxep v BKC>.ru

admin.<gomeH MecceHgxep n BKC>

HaxmunTe Ha cepylo KHOMKY B Nose, YTo6bbl
CreHepunpoBaTb TOKEH. OTOT TOKEH NOHaJ06UTCS
BaM HUXe.

ub.<gomeH MecceHpgxep n BKC>

u.<gomeH MecceHpyxep n BKC>

webim.<gomeH Meccenpyxep n BKC>

files-n.<gomeH Meccenpxep n BKC>

call.<gomeH Meccenpyxep n BKC>

YKaxuTe agpec nopTana opraHusauum, no
KoTopomy goctyneH Cynepann v UHCTPYKLU
MecceHgxep 1 BKC, Hanpumep:

dl.<gomeH MecceHgxep n BKC>

Onsa sepcnn Meccenpxep v BKC 24.2 n Huxe:
stentor.<gomeH MecceHnpxep 1 BKC>/myteam-
grafana

HaunHasa ¢ Bepcum MecceHgxep n BKC 24.3:
stentor.<gomeH MecceHpxep 1 BKC>/grafana

myteam-grafana
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HasBaHue nonsa

MyTb URL-agpeca gna Grafana B gomeHe
MaHenn agMVHUCTPUPOBaHMA

TokeH MecceHaxep 1 BKC gns
NOJIYYEHWS CTPYKTYPbl OpPraHn3aLuni B
MaHenn agMNHNCTPUPOBaHMS

MonbzosaTenb ClickHouse MecceHpxep
n BKC

Maponb nonbzosatens ClickHouse
MecceHgxep n BKC

3HauyeHmne

3HayeHue key n3 wara CospganTte TokeH biz-admin

biz

YTO6bI NONYYNTb NAPOIb, BbINOSHNTE KOMaHAY:
cat /usr/local/etc/k8s/helmwave/projects/

godmod/secrets/clickhouse-metric-cluster.yml
| grep password: | cut -d':' -f2 | sed
s/ /]

Cnucok IP agpecos/noaceteli
MecceHpxep n BKC (gns ACL B SWA)

<|P-agpec cepsepa MecceHpgxep n BKC>

/" MpumeyaHue

Ha ckpuHwoTe Huxe B kadecTBe goMmeHa Meccengxep n BKC ncnonbayetcs vkt-02.on-premise.ru. Vicnonbaynte
Baw gomeH Meccenpxep v BKC.

HacTpoiikun

Cen  [lomentbie nmeta

ViTerpauus ¢ VK Teams

LWapanposatie v pennukauna B, HacTpORKi KOMMOHEHTOB  ViHTerpawun

HacTpoiiku niterpauum c VK Teams m m

MepemerHble OKpyXeHWs

Wenonbsosatb SSL- ans HbIX

Appec API VK Teams ana

/NaneHns nonb: stentor.vkt-vkwm-nomail.release.onprem.ru

Agpec APl ynpasnerus VK Teams adminvkt-vkwm-nomail.release.onprem.ru

TokeH APl ynpasnerus VK Teams:

Q

Anpec API 6uHapHbix aaHHbix VK Teams: ub.vkt-vkwm-nomail.release.onprem.ru

Anpec knuenTckoro API VK Teams: u.vkt-vkwm-nomail.release.onprem.ru
Appec Be6-sepcumn VK Teams: webim.vkt-vkwm-nomail.release.onprem.ru
Anpec Mini App API: files-n.vkt-vkwm-nomail.release.onprem.ru
Anpec API 380HKOB (CCbINOK Ha 3BOHOK): call.vkt-vkwm-nomail.release.onprem.ru
Anpec cepsepa aokymeHTauun VK Teams: dl.vkt-vkwm-nomail.release.onprem.ru
Agpec cepeepa VK Teams, rae Haxoputca Grafana: stentor.vkt-vkwm-nomail.release.onprem.ru/myteam-grafana

MyTs URL-agpeca ans Grafana 8 Aomene nanenm : myteam-graf
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LLar 14. Ykaxxnte TokeH Ha cepBepe MecceHp)xep n BKC

CkoppekTunpyinTte KoHdurypauymo etcd:

1. MponuwwnTe B etcd MecceHgxep n BKC TokeH APl ynpasneHus MecceHpxep v BKC, creHepurpoBaHHbIii

Ha LWare BbiLle:

etcdctl --endpoints etcd.im-etcd.svc.cluster.local:2379 put '/vars/services/godmod/
production/private/service/auth/secret/secret' <token>

roe <token> — at1o TokeH API ynpasneHuns MecceHnpgxep n BKC.

2. YKaxxuTe nogceTu oNas ceTeBoro coeaviHernus MNanenn agMmuHncTpatopa n Meccengxep n BKC:

etcdctl --endpoints etcd.im-etcd.svc.cluster.local:2379 put '/vars/services/godmod/
production/private/service/auth/secret/ip_subnets' '["192.0.2.0/24","203.0.113.0/24"]"

roe 192.0.2.0/24 n 203.0.113.0/24 — npumepbl nogceTeln.

3. [Janee BbIMNOAHUTE KOMaHAbI:

etcdctl --endpoints etcd.im-etcd.svc.cluster.local:2379 put '/vars/services/godmod/
production/private/service/auth/secret/enable' 'true'

etcdctl --endpoints etcd.im-etcd.svc.cluster.local:2379 put '/vars/services/godmod/
production/private/service/auth/mpop/enable’ 'false'’

4. BbinonHUTE pecTapT BUPTYaslbHOW MaLUUHbI:

reboot

BHumaHmne

Ecnun Ha paHHOM Liare NosBUANCh Kakne-nnbo ownbKN, 0BpaTUTECh B CITYXXBY TEXHNYECKOV MO LEPXKKI.

LLar 15. Ykaxkxnte nepemMmeHHble OKpYy>XeHUS

B pasnene npon3soanTCcd HaCTpOI7IKa KaCTOMHbIX NepeMeHHbIX [MaHenn AAMNHNCTPAaTOoPAa.
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HacTtpoiikn

Cetn [lomeHHbie nmeHa Wapaviposakue n pennukauvs 6 HacTpoiiku komnoHeHTos Wnrerpaunn MNepemeHHble OKpyXeHNs

bi-kafia Monb3oBaTenbckue nepemeHHblie adloader: m

bind ADLOADER_LOG_LEVEL 0 -
biz-celery-beat + [o6asuts

biz-celery-worker-pdd

biz-celery-worker-pdd-check CNUCOK BO3MOXHDIX NEPEeMEHHbIX ANS PONN

biz-celery-worker-pdd-high

Wma nepemeHHOR noy O Bapuants
biz-celery-worker-pdd-update

ADLOADER_BIZ_EXTERNAL_REQUEST_TIMEOUT 5s
biz-pravda-kafka-consumer -
bizdb ADLOADER_BIZ_ONPREMISE true
bizf

ADLOADER_BIZ_RPS 1
biznginx
bizpostgres ADLOADER _BIZ_USE_CSRF false
bizredis ADLOADER_DEBUG_PPROF_ADDR 8400
cadvisor

ADLOADER_DEBUG_PPROF_ENABLED false
calico-libnetwork
calico-node ADLOADER_DOMAINS_UPDATE_INTERVAL 5m
carbonapi

ADLOADER_GRPC_ADDRESS 0.0.00:2222

clickhouse-keeper

A BHumaHune

HacTpolika nepeMeHHbIX OKPY>XEHMS BO3MOXHa TOJIbKO NOocsie KOHCYbTauun ¢ npenctasutenem VK.

YT106bl 0,O06aBNTb KACTOMHYIO MEPEMEHHYIO:

1. r_j/
HaxXMuTe Ha NKOHKY 1 kHornky Jo6aBunTb.
2. B BbinagatoLem MeHIO BbibepuTe Ha3BaHNEe NepeMeHHON.

3. Beegute 3HauyeHne nepeMeHHoN. 3Ha4YeHne NepeMeHHON SOMKHO 6biTb BBEAEHO KOPPEKTHO, NHaYe

YCTaHOBLLK HE MO3BOMNT CO34aTb NEPEMEHHYIO.
4. HaxkmuTe Ha KHonky COXpaHUTb.

5. HaxxmuTe Ha KHomky Janee A1 nepexofa K Crefyiolwemy Lwary.

Lar16. 3anycTnTte yCTaHOBKY BCEX MaLUVH

1' E
B Be6-nHTEpdElice yCTaHOBLMKa [TaHen agMUHNCTPAaTOPa KINKHUTE MO UKOHKE pPSOoOM C obLLen

CTpOKOI7I COCTOAHNA B BerHeIﬁ 4YaCTun SKpaHa.

2. MNoaTBeppuTe 3anyck aBTOMaTMYEeCKOM YCTaHOBKY, Ha)KaB Ha KHOMKY 3anyCTUTb.
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nO,D,TBep,EI,VITe 3anyck aBTOMAaTYECKOW YCTaHOBKU

ABTOMaTUNYECKas YCTaHOBKa 3anyCTUT NPOBEPKY BCEX LWaros N NpUMeHnT HaIﬁ,D,eHHbIe N3MEeHeHNs.

BbINOMHEHNE OCTaHOBUTCS B CNEAYIOLLNX CyYasX:
1. Ecnu war Tpe6yeT 3arpy3ku $alnios;

2. Ecnu war TpebyeT pyYHOro 3anyckKa;

3. Mpowu3soLuna owrbKa B NPOLECcCe BbINMOSHEHNS.

MpoueHT KOHTel7IHepOB opHoun ponun, yCtaHaeneaeMbiX OQHOBPEMEHHO!

0]

BkatounTb NpoBepky ceTeBoit AocTynHocTn (B)
BkatounTb NpoBepKy HyXHbIx Gpaaros aapa &)
Bkatountb NpoBepky LenoctHoct &)
Bkatountb NpoBepky Bepcumn Docker (§)

BbinonHeHne yCTaHOBKVI/I'IpOBepKVI MOXHO OCTaHOBUTb. B Takom cny4ae yCTaHOBLUMK Ooxpétca 3aBepLlieHnd

BbINOMHAEMOTO Lara ! MPeKpPaTUT YyCTaHOBKY/MPOBEPKY.

B 3aBUCUMOCTI OT 3Tana yCTaHOBKM 6yaeT MEHATbCS LBET MHAMKATOPA:
- Cepblii — B OXNLaHWW Havasla reHepauum.
« CUIHMIA — B NpoLecce reHepauun.
- XXentbin — war 6ygeT NoBTOPEH (aBTOMaTUYECKM).
- KpacHbii — ownéka.

3. OxunpainTe 3aBepLUEHNs yCTaHOBKI. [Toka npouecc NAET, PSAOM CO CTPOKOW COCTOSIHUSA ByaeT

OTOBpPaXxaTbCs KpacHas KHorka Stop.

Ecnun B npoLecce yCTaHOBKM 1 HACTPOWKYM CUCTEMbI MPOVCXOASAT M3MEHEHUS KOHOUIYPaLUK, HEKOTOPbIE

3ada4qyn MmoryT I'IOTpe6OBaTb NOBTOPHOIO BbIMNOJIHEHNA.

,D,J'Iﬂ NMOBTOPHOIO 3anycka HEeOoB6X0oOMMO HaxaTb Ha NKOHKY m B OBLLEN CTPOKe COCTOAHNA B BerHeIﬁ 4acTin

SKpaHa nnnm pagom C Ha3BaHNeM KOHKPETHOIro KOHTeVIHepa.
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LWar 17. UHnumnanusnpyimte gomeH n songute B NaHenb
agMVHUCTpPaTopa

Korpa ycTtaHoBka MaHenn agMuHCTpaTopa 6yaeT 3aBeplueHa, COOTBETCTBYIOLLMIA CTaTyC OTOBPA3NTCA B

CTPOKe COCTOAHNS.

1. HaxxmuTe Ha KHornky [lanee B NpaBOM BEPXHEM Yri1y.

@ AdminPanel Hactpoiu  Obcnysusariue ®- [Nanee

(> -]

CKpbiTb 3aBEpPLUEHHbIE O6bekToB BCTpOKe 1 v

[NokasaTb BCcroMoraTtesnbHble KOHTeﬁHepbl rpynnl/lposKa Het v
doc-db-01 (100.70.160.6) [ ® s T2 Fo - |
mon (100.70.160.14) EF ® oo
doc-db-02 (100.70.160.7) [ ® (7R - |
doc-front-01 (100.70.160.16) X0 ® (o2 R - |
doc-front-02 (100.70.160.2) [0 © (TR - |
doc-storage-01 (100.70.160.11) EJ ® mn@.
doc-storage-02 (100.70.160.8) [ ® oo
doc-storage-03 (100.70.160.10) E3 ® mn{o}.
registry1 (100.70.160.14) (3 ® GRs) - |

2. BBeanTte nms noYTtoBOro gOMeHa BaLLen KOpI'IOpaTI/IBHOIh MOYTbl N HOXXMNTE Ha KHOMKY JJ,OGaBVITb.

@ AdminPanel Hactpoitku O6cnyxusanue

Co3apaiiTe nepBbI NOYTOBLIN AOMEH - YacTk email-agpecos nocne "@".

[MoyTOBbLIE AOMEHBI KoHTewnHepsbl

vbastraOmail.onprem.ru

,D,OMeH CHNTaeTCd noaTBepPXAEeHHbIM nocne ,D,O6aBﬂeHVI$I B [MaHenb aAMVNHNCTPAaTOoPAa.

B agpecHyto CTpoKy ckonupyiTe agpec MNaHenn agMMHCTpaTopa 1 BBEAUTE daHHbIE:
- Vimst nonbzoBaTtens — admin@admin.qdit.

- Maponb HaxopuTca B darne — bizOwner.pass, 415 ero NPOCMOTPa BBEAUTE B KOHCON KOMaHAY:

cat <nyTb [0 OMPEKTopuM C ycTaHoBWMKOM>/bizOwner.pass.
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Ecnn noruH n naposib 6bl511 BBEOEHDI npaBWJIbHO, Bbl MoONnageTe B [MaHenb AOMNHNCTPAaToPa.

BHUMaHune

Mo 3aBepLUEeHNIN YCTaHOBKIM [OMYCKaeTCs TOMbKO yaaleHne apxmBa, N3 KOTOPOro 6bif1 pacnakoBaH ANCTPUBYTNB
B Hayane ycTaHoBKW. Bce ocTanbHble daiifibl 4OMKHbI OCTaBaTbCs B narke ¢ gaisiom onpremise-deployer_linux.
He ypananTte nonb3oaTtens deployer — aTa yuyeTHas 3anucb NoTpebyeTcs AN O6HOBNEHUS 1 fanbHENLEN
akcnnyaTauumy MNMaHenn agMUHUCTPaTOPAa.

3. lo6aBbTe nonb3oBaTtenen B NMaHenb
agMUHUCTpPAaTopAa

Mpw Hannuum ActiveDirectory HacTpoliTe nHTerpaumto B MNaHenn agMUHUCTpaTopa (CM. MHCTPYKLMIO).
Ecnny Bac HeT ActiveDirectory:

1. O6paTnTECD B CMYXBY TEXHNYECKO NOOACPKKY A9 NOAKMNOYEHNS GYHKLNOHANbHOCTM CO34aHNS 1
yNpaBneHsa nonb3oeatensamMu B [NMaHenn agMuHnUCTpaTopa.

2. Nocne nogknoveHns GyHKLMOHaIbHOCT UMAOPTUPYTE Nonb3oBaTenen npu nomoly CSV-danna (cm.
VNHCTPYKLMIO).

BaXxHO
Cnuckn nonb3oBatenein B Meccenpxep v BKC v MNMaHenn agMuHUCTpaTopa LOMKHbI coBnagaTh. CUHXPOHU3auus

nonb3oBatenen ¢ ActiveDirectory n maccosoe fobasneHune nonb3osaTenen npu nomowy CSV-darna saHMvaeT
HekoTopoe Bpems. [loxaunTech NoMNHOM CUHXPOHM3aL Ky ¢ ActiveDirectory 1 3arpysku Bcex nonb3oBaTeneii.

Ecnny Bac HeT ActiveDirectory, nnterpauusa ¢ lNMaHenblo agMMHNCTPaTOPa CYNTaETCs 3aBepLUEeHHON. Ecnn
HacTpoeHa uHTerpauma Meccenpgyxep 1 BKC c ActiveDirectory, yganute LDAP-nogkioyeHne (CM. HAXE).

4. Ypanute LDAP-nopknioyeHne MecceHp)kep ”
BKC

/" MpumeyaHue

MponycTtute aTOT War, ecnny Bac HeT ActiveDirectory nnmn nuterpauus ¢ ActiveDirectory He HacTpaunBanace.

1. YTo6bI yoanutb LDAP-nogkniodeHune, Ha cepeepe MecceHpxep v BKC BbiInofHUTE KOMaHAbI:
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>kccli ldap delete --name <wms Bawero LDAP cepBepa> //ypaneHue Mo UMeHM
>kccli ldap delete --id <id Bawero LDAP cepBepa> //ypanenue no ID

VcnonbaynTte yganenune no ID B cnyyae, ecnu paHee 6b110 3aBefeHo Heckonbko LDAP-cepBepoB ¢

HeYHMKanbHbIMU MMeHamu. MonyunTb ID nogKntoYeHNi MOXHO, BbIMOSHUB KOMaHAY:

kccli ldap get

2. BbinonHuTe pecTapT BUPTYasbHOM MaLUUHbI:

reboot

NHTerpauysa c NaHenblo agMUHUCTPATOPa CYMTAETCS 3aBEPLUEHHOI.

[No6aBneHe AoNoSIHNTENbHbIX JOMEHOB

Ecnu Bbl nnaHnpyeTe Ncnonb3oBaTb HECKObKO 4OMEHOB, [06aBbTE NX C MOMOLLbIO KHOMKK JLo6aBNTb AOMEH:

! Ap,MI/IHnaHenb mail.ru v | [Jo6aBuTb nomMeH

&2 Monb3osartenu > Monb3oBaTenu
& AammHnctpatopel &, Coap... AKTUBHOC
@ Nonutukm
dNO ¢
™ Mouta >
O [Ouck >
(O MecceHoxep >
AnpecHas KHUra

fxs

CTpyKTypa opraHmsauum

YnpasneHue JOMEHOM

KoHdurypaums >
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Jlorn n nonesHblie KOMaHAbl

Bce komaHgpl, nepevncrieHHble HXXKe, cnenyeT BbINMOJIHATb B KOHCOJIN.

1. Nepesanyck ycTaHOBLUMIKA:

sudo systemctl restart deployer

2. Jlorn yctaHoBLLU/Ka:

sudo journalctl -fu deployer

3. CnNncok 3anyLeHHbIX KOHTENHEPOB:

docker ps

4. JTorm KOHKPEeTHOro KOHTelHepa:

sudo journalctl -eu uMA_KOHTeWHepa

5. CtaTyC KOHTelHepa:

systemctl status uMA_KOHTeWHepa

6. [MoCcMOTpPETb CNUCOK «CITOMaHHbIX» KOHTENHEPOB:

docker ps -a|grep Exit

7. ﬂOCMOTpeTb CMNNCOK BCEX HE3aMNYyCTUBLLUNXCA KOHTeIhHepOBI

sudo systemctl | grep onpremise | grep -v running
8. YoanuTb KOHTENHep:

sudo docker rm uMMsi_KOHTeNHepa

& TexHuyeckunin nucatens: benosa VprHa
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