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Ha3HayeHe fOKyMeHTa

B paHHOWM NHCTPYKLMN NPEeAcTaBeHo onncaHne npouecca HacTpoiku Single Sign-On ayTeHTuduKauum no
npotokonam SAML n OIDC, a Takxe SSO-ayTeHTudMKauum no npotokony Kerberos B Microsoft Active

Directory.

rEl,OKyMeHT npefgHasHavyeH 04 ncnosib3oBaHNA agMUHNCTPaTOpaM opraHn3aunn.

JononHnTenbHaa JOKYMEHTaLuns

ApxntekTypa 1 onncaHne CUCTeMbl — B OKYMEHTE npefcTasneHa nHbopmaLma o cepsrcax MecceHpxep
1 BKC, obecneumsatoyx dyHKLMOHaNbHOCTb SSO-ayTeHTUdMKaLMK, a Takxe pacrnonoxeHue log-dainnos
OaHHbIX CepBUCOB. He aBnsgeTcs YacTblo Ny6AnYHOM OOKyMeHTaumm, obpaTutecs k npeactasutento VK Tech,

YTOBbl O3HAKOMUTbLCH C OOKYMEHTOM.
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MpepBapuTenbHble yCcnoBus Asig HacTpoumkm SSO
ayTeHTUPunKaunun

KnuneHtckume nnatdopmbl B pamkax 3anpoca ayTeEHTUdUKaLMN SOMKHbI NOA0EPXIBaTb ayTEHTUPMKALMIO Yepes
BHELLHEro npoeangepa ayTeHTudmukaLnm, B pesynbtate KOTOPOIW CepBep OTAACT OTBET, cogepXaluumn email n
atoken (knto4, HEOBXOAVMbIN AN UHULMAN3ALN CECCUN N NMONYYeHUs naeHTudumkaTopa ceccum — aimsid),

ncnosibdyemble fanee npum Ctapte ceCccun mecceHaxepa.

Heobxoanmo oTkmounTb 610KNPOBKY BCMJIbIBAIOLLVIX OKOH B 6pay3epe, Tak kak nogaepxka OIDC peannsoBaHa

Yyepes BCruibiBatoLie OKHa.

PyHKUMNOHaNIbHOE onncaHue

g Server VK Identity

Client .
provider

BHewHnn npoBangep ayteHTndurkaummn (Identity Provider) — npoBangep oCyLeCcTBASIOWMA ayTEHTNPMKaLMIO
1 nogaepXmaaioLwmin npotokosnbl ayTeHTudumkauum SAML n OpenlD Connect. MNMposangepom ssnsetcs SAML
IDP nnn OIDC Authentication server.

B npouecce ayteHTudUKaumm nonb3osaTens cepsep MecceHpxep n BKC nepeHanpasnseT nonb3oBaTens Ha
nposangepa ayTeHTndrkaumn. KnneHt nepexoguT no ykasaHHbIM redirect'am, nonb3oBaTenb BBOAUT
ayTeHTNOVKaLMOHHbIE faHHble. [lanee KNNeHT HaYHaeT HOBYIO CECCUI0 MEeCCEHAXXepa 1 Nonb3yeTcs
naeHTudnkatopom ceccum (aimsid) Bo Bcex 3anpocax. [pn oT3biBe access_token'a aimsid nHBanngupyetcs.

Ha knueHTcKknx npunoxeHusax aimsid xpaHUTcs BO BHyTpeHHeM xpaHunuwe OC B 3awmdpoBaHHOM Buae (3a

VCKJTIOYEHEM Web-BepCumn), B COOTBETCTBUM C Tabnnuen:

Mnatdpopma TexHonorus pnsa xpaHeHus aimsid

Web Cookie

MacOS CuMMETPINYHO 3awmndpoBaH B NOKasibHOM daiine KoHurypaumm
Windows CuMMETPUYHO 3awmndpoBaH B NOKasibHOM daiine KoHurypaumm
Linux CYMMETPINYHO 3alndpoBaH B TOKasibHOM daline KoHpurypaumm
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Mnatdopma TexHonorus pnsa xpaHeHus aimsid

iOS Keychain

Android Encrypted Shared Preferences

1o OKOHYaHMM NpoLuecca ayTEHTUDUKALMN BCE yrpaBneHe TOKEHaMN 1 B3aMOLENCTBIE C NPOBaigepoMm
ayTeHTndbMKaLnn OCyLLEeCTBASIETCS Ha CTOpOoHE cepBepa MecceHpxep n BKC.

XpaHeHnem, O6HOBEHEM, MPOBEPKO TOKEHOB 3aHNMaeTcs cepsuc Tokeeper. CepBnC XpaHUT JaHHbIE,
ncnonbays b, Tarantool. B, Tarantool oTcnexusaeT TOKeHbI, NEPUOL XN3HN KOTOPbIX NCTEK, N aBTOMaTNYECKN
yOanseT nx us 6asbl.

HacTpolika B3anmopgenctama «knueHT — cepeep MecceHpxep v BKC» npepcTtasneHa B pasgene Lar 1.
HacTpolika nogcuctembl aBTopusaLunm cepasepa MecceHgxepa.

HacTpolika B3anmopeincteums «cepeep MecceHpxep v BKC — Identity Provider» npepcTtasneHa B LLlarax 2-5.
OrpaHunuyeHus Keycloak

Cepsuc Keycloak He B3aMogeincTByeT C BHELLHVM NPOBaliiepoM ayTEHTUVIKALN NOCTE aBTOPU3aLLnm.
COOTBETCTBEHHO, HE CMOXET UHBANIMAMPOBAaTb CBOIO CECCUIO NMPW MHBaNMZaLUM CECCUM NOMb30BaTENs Ha
BHELLHEM NpoBalifepe ayTeHTbVKaLUN.

OpfHaKo, ecnv MHBaNMaMpPoOBaTb CECCUio Nosb3oBaTens B cepauice Keycloak, knmeHT Meccengxep n BKC
Pa3norvHNT NOMb30BaTENS.

OpHoBpeMeHHas pa6oTa C HECKOJIbKMMU NpoBaiigepammn ayTeHTuouKaumm
SSO ayTeHTUdUKaLMS nogaepXMBaeT ayTEHTUDUKALMIO Yepes HECKOSbKO NPOBaNgepoOB.

BbiBop Hy>XHOro NpoBaiifepa OCyLLEeCTBNSETCS Ha OCHOBE Useragent'a, nepefaHHOro napamMeTpoM B Havane
npouecca ayTeHTuobukauun. MpoLuecc HaCTPOKN NPOBaiaePOB NPEACTABAEH HIKE.

Secure Browser

- AnaiOS — ASWebAuthenticationSession.
- Ansa Android — Android Custom Tab.
- na Web — Window.open.

- [lna Desktop — oTKpbITUE B CTaHAAPTHOM Bpaysepe.
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MexaHun3sm ayteHTUudukauumm no nportokony OIDC

]

|
|
open VK Teams :

e » get myteam-config.json

v

return auth url
<

___________ g
|
open auth url ' . X X
» | auth (redirect_uri) 3anpoc Ha /auth endpoint
login page
1 _______________________________________
norvkH/naponb
OIDC code
‘ ____________________
3anpoc Ha /token endpoint
access_token, refresh_token, id_token
____________________ |
<atoken redirect on redirect_uri with atoken |
___________ | & T T T T T T =777 —7—7—+ |
| |
start_session : :
| g |
| |
aimsid I |
————————— - —F——————————e e — - |
|
|

1. KnneHT n3 ¢panna myteam-config.json nonyyaet auth-url gng ayteHTudurkaumm (CM. onncaHne B pasgene).

2. CepBep MecceHpxep 1 BKC cocTasnsieT 3anpoc B Identity Provider Ha /auth endpoint n nepeHanpasnset

Ha Hero KneHTa.
3. Monb3oBaTenb (B secure browser) BBOAUT ayTEHTUPUKALMNOHHbIE AaHHbIE:

+ €C/N Nonb3oBaTeneMm yxe souwen B Cuctemy, cpabotaeT SSO, 1 Nob3oBaTeNIO HAYEMO BBOAUTb HE

noTtpebyeTcs;

+ B C/lyYae OLn6KM NTornHa/napons — o6 aTom nosb3oBaTento coobwuT Identity Provider BHyTpun
secure_browser B okHe noruHa («Invalid username or password») n NpeaaoXnT BBECTU 1OTMMH/Maposb

NOBTOPHO.
4. |dentity Provider nepeHanpaBnsieT Ha yKa3aHHbI cepBepom redirect_uri, HaxogawWmncs Ha cepeepe.
5. Cepeep MecceHpxep 1 BKC o6pabaTbiBaeT redirect ot Identity Provider:
+ B MapamMeTpax 3anpoca nonyyaert:
- state;

- code.
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6. Cepep MecceHpyxep 1 BKC cocTtaBnseT n oTnpasnseT 3anpoc B Identity Provider Ha /token endpoint:

+ B OTBET NOJlyYaeT HEOBXOAMMblE TOKEHbI U Mepuofbl UX Xn3Hu (access_token, refresh_token, id_token
nT.A)
+ COXPaHSET NX, €CNN eLLE HET TOKEHOB A1 3TOro Nonb3oBaTeNs B XpaHWIMLLe cepBepa.

7. CepBep MecceHpxep 1 BKC 3aBepLuaeT AeliCTBUS, HEOBXOAVMbIE AN ayTEHTUDUKALNW, N OCYLLLECTBNSET
penmpekT Ha nepeganHblii redirect_uri, B napameTpax nepegasas pesynbrarT:

- code:
+ 20000 - ycnex;
+ 50000 - server error.
+ reason — nepegaeTcs B C/iyyae owmnbKy;
- atoken;
- email;

- host_time.
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MexaHn3m ayTeHTupunKaLnn rno npoTokony
SAML

]

|
|
open VK Teams :
¢ > get myteam-config.json

v

return auth url
<4

___________ e
|
open auth url ' . X .
P » | auth (redirect_uri) redirect to auth
login page
4 _______________________________________
norux/napons
SAML assertion
‘ ____________________
|
atoken redirect on redirect_uri with atoken |
——————————— | & T T T =" |
| |
start_session : :
| v |
| |
aimsid I |
—————— e ———— g g P S |
|
1

1. KnneHT n3 dpanna myteam-config.json nonyyaet auth-url gna ayteHTudmkaumm (CM. onncaHmne B pasgene).

2. CepBep MecceHpxep v BKC cocTasnsieT 3anpoc B Identity Provider Ha /auth endpoint n nepeHanpasnset

Ha Hero K/MeHTa.
3. Monb3oBaTens (B secure browser) BBOOUT ayTEHTUPUKALMOHHbIE AaHHbIE:

+ €CNN Nonb3oBaTeneMm yxe sowen B Cuctemy, cpabotaeT SSO, 1 NOAb30BaTENIO HAYEMO BBOAUTD HE

notpedyeTcs;

+ B CNy4Yae olmnbKn norviHa/naponsa — o6 3ToM nosb3oBaTtenio coobwuT ldentity Provider BHyTpw
secure_browser B okHe florrHa («Invalid username or passwordy) 1 NPeAIoXNT BBECTY JIOMMH/Naporb

NOBTOPHO.
4. |dentity Provider nepeHanpaBnsieT Ha yKa3aHHbIl cepBepom redirect_uri, Haxogawmncs Ha cepeepe.
5. CepBep MecceHpxep 1 BKC o6pabaTtbiBaeT redirect ot Identity Provider:
+ B MapamMeTpax 3anpoca nonyyaert:
- State;

- code.
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6. Cepep MecceHpyxep n BKC 3aBeplLuaeT 4eNCTBUS, HEOOXOAMMbBIE AN15 ayTEHTUdUKALN, N OCYLLECTBNAET
penvpekT Ha nepepaHHbl redirect_uri, B NnapameTpax nepepaBas pesynbraT:

- code:
+ 20000 - ycnex;
+ 50000 - server error.
+ reason — nepenaeTcs B C/lyyae owmnbKy;
- atoken;
- email;

- host_time.
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HacTtpownka SSO ayTeHTdUMKaynm no
npotokosiam OIDC n SAML

Heobxopgumble warv gnsa skniodeHns SSO ayTeHTudrKaumm NpenCcTaBneHbl HUXE:

LLlar 1. HacTponka noacmncrembl aBTopusauum cepeepa
MecceHp>xep n BKC

1. MNepenTn B BE6-NHTEPPEC cepauca Keycloak:

+ OTKPbITb fOCTYyN Ansg gomeHa mridme. <DOMAIN> n nepeintn B 6paysepe Ha https://
mridme.<DOMAIN>

/" MNpumeyaHue

Mo ymonyaHuio nms mridme He 3aBegeHo B DNS, n B HacTpolikax nginx BbicTaBneHo deny all. He
pPEeKOMEHAYETCA NCNOMb30BaTb 3TOT CMNOCO6 AOCTYyNa 6€3 KpaliHeEN HEOBXOANMOCTW.

nnn

« MPOBPOCUTL JIOKasbHbIA MOPT Ha CEPBEP:

ssh -L 8080:keycloak-http.keycloak.svc.cluster.local:80 centos@<server>

1 nepenTn B 6paysepe http://127.0.0.1:8080/auth

2. JlornH: admin
Maposb: Naposib HEOBXOAMMO NONYUYNTb B CRYX6E TEXHNYECKOIN NOALEPXKKM

3. Mepelitn Manage — Clients — Bbi6paTtb nomailcli — Bkfiagka Settings — ycTaHOBWTbL 3HaYeHWa AN
nonem:

- Valid redirect URIs — https://u.<DOMAIN_EXAMPLE.COM>/api/v87/rapi/auth/oidc/submitCode, roe
<DOMAIN_EXAMPLE.COM> — Ball JOMEH;

- Client authentication — On:
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http://127.0.0.1:8080/auth

Manage

Clients
Client scopes
Realm roles
Users
Groups
Sessions

Events

Configure

Realm settings
Authentication
Identity providers

User federation

Valid redirect URIs @ e
QA alid redire R

Valid post logout -]

redirect URIs ®
O Ad

Web origins @ (-]
© Add we jin

Admin URL ®

Capability config

Client authentication @

o On

Authorization @

Authentication flow

@ o
Standard flow ® Direct access grants ®

[] Implicit flow @ Service accounts roles @

[ ] OAuth 2.0 Device Authorization Grant @

‘ | OIDC CIBA Grant®

Jump to section

admin v .

- Bknagka Advanced — Advanced Settings — none Proof Key for Code Exchange Code Challenge
Method — ykasaTb $256:

Manage
Clients
Client scopes
Realm roles
Users
Groups
Sessions

Events

Configure

Realm settings
Authentication
Identity providers

User federation

Advanced Settings

This section is used to configure advanced settings of this client related to OpenID

Connect protocol

Access Token Lifespan

(6]

Client Session Idle &

Client Session Max &

Client Offline Session

Idle ®

Client Offline Session

Max @

OAuth 2.0 Mutual TLS

Certificate Bound
Access Tokens
Enabled ®

Never expires

Never expires

Jump to section

admin ¥ .

Advanced Settings

Proof Key for Code
Exchange Code

Challenge Method &

Pushed authorization

request required @

- Bknagka Credentials — none Client Authenticator — yka3zatb Client Id and Secret:
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= @IKEYCLO

Manage
Clients

Client scopes
Realm roles
Users
Groups
Sessions

Events

Configure

Realm settings
Authentication
Identity providers

User federation

Clients > Client details

admin ¥ ‘

nomailcli  Openid Connect c Enabled @ Action +
Clients are applications and services that can request authentication of a user.
Settings Keys Credentials Roles Client scopes Ad
Client Authenticator Client Id and Secret v
@
Clientsecret ~ seseeeeseeennnns L] Regenerate
Registration access (L]

token @

4. HeobssaTenbHble NapaMeTpbl:

- MepenTtn Realm settings — Bknagka Tokens:

MOXHO YKa3aTb BPeMsl XWN3HW Pa3fi4yHbIX TOKEHOB (Ha BECb realm):

= {@IKEYCLO

Manage
Clients
Client scopes
Realm roles
Users
Groups
Sessions

Events

Configure

Realm settings

Authentication
Identity providers

User federation

myteam

< e Localizati
General
Default Signature RS256
Algorithm @

Refresh tokens

Revoke Refresh Token C, Disabled
®

Access tokens

o

Access Token Lifespan
@ Itis

Access Token Lifespan
For Implicit Flow ®

a

Client Login Timeout

®

Minutes

Minutes

v

v

Tokens

o Enabled

Realm settings are settings that control the options for users, applications, roles, and groups in the current realm

Client policies

nidle timeout: 30 minutes

- Mepelitn Clients — Bbi6paTh nomailcli — Bknagka Advanced — Advanced Settings:

MOXHO YKa3aTb BpeMs XU3Hu access_token:

admin v .
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Advanced Settings

Manage

| Connect protocol
Clients

Client scopes Access Token Lifespan

®

Realm roles

Users Client Session Idle &

Groups

Client Session Max @
Sessions

4
0

Client Offline Session

Idle @

Events

5. MNpocTaBuTb NOBEAEHNE NPY NEPBOM JIOTVHE:!

Expiresin  +

ver expires v

Jump to section

This section is used to configure advanced settings of this client related to OpenlD Revocation

Minutes

Advanced Settings

- MepenTn Configure — Bknagka ldentity providers — BbibpaTb NpoBarigepa — B nose First login flow

ykazarb «first broker login:

IAKEYCLO ® admin v .
Client authentication Client secret sent as post v -
€] Jump to section
ClientID * @ 212121
Manage ngs
iz ClientSecret = @ seeeeeeens
OpenlD Connect settings
Client scopes
> Advanced
Realm roles ngs
Users Advanced settings
Groups
Store tokens @ Off
Sessions
Events Stored tokens Off
readable ®
Configure Trust Email @

Realm settings
Account linking only

®

Authentication

Identity providers

© 86 06

Hide on login page ®

User federation

Firstlogin flow @ first broker login v
Post login flow @ None -
Sync mode ® Import v
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LLlar 2. [lo6aBneHune npoBangepa ayTeHTndunkaummn

NMpotokon OIDC

Hwuxxe npencTaBneHo gobaBneHne npoBagepa ayTeHTUPrKaLmum npu ncnonb3oBaHuy npotokona OIDC. Ecnu
Bbl ncnonb3yete npotokon SAML, nepengute K pasgeny Npotokon SAML.

1. MpoBepuTb gocTynHocTb agpeca mridme.<DOMAIN_TEAMS>.

2. Co3paTb 1 HACTPOUTb NPOBaaepa ayTeEHTUGUKALWN:
MepenTn Identity Providers — Bbi6paTb HEO6XOOMbIA NPOTOKOS:

= MAKEYCLO ® admin v ‘

Identity providers
Identity providers are social networks or identity brokers that allow users to authenticate to Keycloak. Learn more (£

Manage

Clients To get started, select a provider from the list below

Client scopes

User-defined:
Realm roles

Users
e Keycloak OpenlID Connect e OpenlD Connect v1.0 9 SAML v2.0
Groups
Sessions
Social:
Events
BitBucket Facebook GitHub
Configure u ftBucke ﬂ aceboo O R
Realm settings
Authentication {'} GitLab G Google Instagram
Identity providers
User federation
. . a .
m Linkedin e MailRu ——| Microsoft

3. Yka3aTb cliefytoLLe 3Ha4YeHNs nonei:

- Alias — 3apgaTb Alias npoBaigepa;

- Display name — 3agaTb nMsa npoBagepa:

- Use discovery endpoint — Off;

- Authorization URL — 3anpocutb y agMmuHncTpaTopa Authentication server;
- Token URL — 3anpocuTb y agmunHncTpaTopa Authentication server;

- Logout URL — 3anpocutb y agMmuHucTpaTopa Authentication server,

- User Info URL — 3anpocuTb y agMmuHncTpatopa Authentication server;

- Issuer — 3anpocunTtb y agMmnHncTpaTopa Authentication server:
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= {MIKEYCLC

Manage
Clients
Client scopes
Realm roles
Users
Groups
Sessions

Events

Configure

Realm settings
Authentication
Identity providers

User federation

Identity providers > Add OpenlD Connect provider

Add OpenlD Connect provider

Redirect URI ® https://mridme.x5.onprem.ru/auth/realms/myteam/broker/oidc/endpoint

admin ¥ ‘

Alias * @

Display name ®

Display order ®

OpenlD Connect settings

Use discovery o Off

endpoint @

Import config fromfile  Drag a file here or browse to upload

Browse Clear

®

Authorization URL *

Token URL *

Logout URL @

User Info URL ®

Issuer @

- Validate Signatures — On;

- Use JWKS URL — On;

+ JWKS URL — 3anpocutb y agMmuHucTpaTopa Authentication server;

- Client authentication — Client secret sent as post;

- Client ID — 3anpocuTtb y agMuHuctpatopa Authentication server;

- Client Secret — 3anpocuTtb y agMuHucTpatopa Authentication server:

Users
Groups
Sessions

Events

Configure
Realm settings

Authentication

Identity providers

User federation

Issuer @

Validate Signatures & D On
useowksure @D on

JWKSURL ®

Use PKCE ® Q o

Client authentication Client secret sent as post

®

ClientID * ®

Client Secret * @

Add Cance!
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/" MNpumeyaHue

External Config moxHo y agmunHucTpatopa Authentication server.

[aHHble Nons TakKe MOXHO 3anosHNTb, UMAOPTUPOBaB dann koHdurypauumn. 3anpocuts Import

- MNepeTawmTtb dalin B none Import config from file

nnn

- B none Import config from file HaxxaTb Browse — Bbi6paTb daiin <Import External Config>:

= @IKEYCLC

lers

> Add OpenlD Connect provider

Identity pro

Add OpenID Connect provider

Manage
Clients

Client scopes

Alias * oidc
Realm roles @ olde

U
sers Display name &

Groups

Sessions Display order &

Events OpenlD Connect settings

Redirect URI @ https://mridme.x5.onprem.ru/auth/realms/myteam/broker/oidc/endpoint

admin ¥ ‘

Configure
Use discovery o Off
Realm settings endpoint @
Authentication
Import config from file Drag a file here or browse to upload
Identity providers ®

Browse Clear

User federation
Authorization URL *

4. HaxaTb Save.

Mpotokon SAML

Hwxe npepcTtaBneHo gobasneHne npoBangepa ayTeHTUdmKaLmm Npy NCnoab3oBaHnm npotokona SAML. Ecnu

Bbl ncnonbayete npotokon OIDC, nepengunte K pasgeny LLar 3. Peructpauus npoBangepoB ayTeHTudrkaunm B

cepsucax MecceHngxep n BKC.

1. MpoBepuTb goCcTynHOCTb agpeca mridme.<DOMAIN_TEAMS>.

2. Co3paTb 11 HaCTPOWTb NPOoBaigepa ayTeHTUGUKaL:

MepenTtun Identity Providers — Bbi6paTb HEOBXOAMMbIV NPOTOKON:
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= @IKEYCLO ® o .

Identity providers
Identity providers are social networks or identity brokers that allow users to authenticate to Keycloak. Learn more [£

Manage

Clients To get started, select a provider from the list below

Client scopes

User-defined:

Realm roles
Gz e Keycloak OpenlD Connect e OpenlD Connect v1.0 e SAMLv20
Groups
Sessions
Social:

Events

BitBucket Facebook GitHub
Configure u n 0 !

Realm settings
Authentication :
GitLab Google Instagram
N7 G oo :
Identity providers

User federation

m Linkedin e MailRu == Microsoft

3. YkaszaTb criefyioLime 3HauyeHus nonem:
- Alias — 3agaTb Alias npoBangepa;
- Display name — 3agaTtb 1Msa npoBaligepa;

- Use entity descriptor — Off:

= @IKEYCLO ® aamn ~ (@)
Identity providers > Add SAML provider
Add SAML provider
Manage
Clients .
Redirect URI ® https://mridme.x5.onprem.ru/auth/realms/myteam/broker/saml/endpoint L]
Client scopes
Realm roles Alias * @
U
sers Display name ®
Groups
Sessions Display order &
Event
Vens Endpoints @ SAML 2.0 Service Provider Metadata (4
Configure SAML settings

Realm settings

Authentication Service provider entity  https:/mridme.x5.onprem.ru/auth/realms/myteam

D*®
Identity providers
Ve s i Use entity descriptor o 1
®
Import config fromfile  Drag a file here or browse to upload Browse Clea
®

- Single Sign-On service URL — 3anpocutb y agMmuHucTpaTopa IDP-cepBepa;
- Single logout service URL — 3anpocutb y agmuHucTpaTopa IDP-cepBepa;
- NamelD policy format — Unspecified;

« HTTP-POST binding response — On;
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« HTTP-POST binding for AuthnRequest — On;

« HTTP-POST binding logout — On:

= {@IKEYCLC

Manage
Clients
Client scopes
Realm roles
Users
Groups
Sessions

Events

Configure

Realm settings
Authentication
Identity providers

User federation

Single Sign-On service
URL = ®

Single logout service

admin v .

URL ®

Backchannel logout o Off
@

NamelD policy format Unspecified
@

Principal type @ Subject NamelD

Allow create @ o ©On

HTTP-POST binding o On
response @

HTTP-POST binding o On
for AuthnRequest @

HTTP-POST binding c On
logout &

- Allowed clock skew — 30:

Realm settings
Authentication
Identity providers

User federation

Pass subject ® O Off

Allowed clock skew @ 30

Attribute Consuming
Service Index @

Attribute Consuming
Service Name @

/' MNpumeuyaHune

External Config moxHo y agmnHucTpatopa IDP-cepsepa.

[aHHble nong Takxxe MOXHO 3aMofIHUTb, UMNOPTUPOBaB dain KOHPUrypaumn. 3anpocutb Import

- MepeTawumtb darn B none Import config from file

nnn

« B none Import config from file HaxxaTs Browse — BbiGpaTh dalin <Import External Config>:

CtpaHunua 19 ns 42


/builds/vk-communications/docs/vkc-docs/workmail/public/vk-teams/sso-auth-for-admins/images/vk-teams-sso-auth-for-admins-16.png
/builds/vk-communications/docs/vkc-docs/workmail/public/vk-teams/sso-auth-for-admins/images/vk-teams-sso-auth-for-admins-16.png
/builds/vk-communications/docs/vkc-docs/workmail/public/vk-teams/sso-auth-for-admins/images/vk-teams-sso-auth-for-admins-17.png
/builds/vk-communications/docs/vkc-docs/workmail/public/vk-teams/sso-auth-for-admins/images/vk-teams-sso-auth-for-admins-17.png

= @IKEYCLC

Manage
Clients
Client scopes
Realm roles
Users
Groups
Sessions

Events

Configure

Realm settings
Authentication
Identity providers

User federation

4. HaxaTb Save.

Identity providers > Add SAML provider

Add SAML provider

Redirect URI ® https://mridme.x5.onprem.ru/auth/realms/myteam/broker/saml/endpoint

Alias * ®

admin ¥ '

Display name ®

Display order &

Endpoints & SAML 2.0 Service Provider Metadata (4

SAML settings

Service provider entity  https://mridme.x5.onprem.ru/auth/realms/myteam
D*®

Use entity descriptor o Off
®

Import config from file  Drag a file here or browse to upload

®

Browse Clear

Service provider entity

ID®

LLlar 3. Perncrpauuna nposangepoB ayTeHTneukaumm B
cepsBucax MecceHp>xep n BKC

MNMpoBaigepbl peructpupytotcs B cepaurce Stdb. OTTyga nHbopmaumio 0 HUX NonyYvatoT cepsuchl Front n

Tokeeper.

SSO ayTeHTUUKaLMSA Mo aePXMBAET ayTEHTUDUKALMIO YepPE3 HECKOJIbKO MPOBaNgEePOB.

BoamoxHa nogaepykka HECKOMbKIX NPOBaiepoB B AByX bopmaTax:

BapuaHT 1. CepBuc Keycloak nogknioyaeTcs K npoBangepy ayTeHTUPUKALUN B PEXMME NOCPEAHVIKA, BCE

B3aMMOLEWCTBYE C NPOBalgepoM NeEXUT Ha cepauce Keycloak.

HaCTpOI/ITb Bbl60p npOBa|7|p,epa 0na pasJinvyHbIX BapraHTOB NOAKJTIOYEHNA:

- MopxmounTbea K cepaucy Stdb:

rlwrap nc stdb.vkteams.svc.cluster.local. 4020
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- Nanee po6aBnTb TabAnLy C AaHHbIMU MPOBaNAEPOB:

stdb_table_add idp_configurations issuer@string addr@string client_id@string scope@string
client_secret@string platforms_and_auth_extra_params@string need_register_user@string

# pna Bepcunm Jo 25.2

stdb_row_add idp_configurations KK https://di.<DOMAIN_EXAMPLE.COM>/auth/realms/
myteam/.well-known/openid-configuration nomailcli openid use_secrets_luke '{ "web":
"di_idp_hint=<Alias_1>", "desktop": "di_idp_hint=<Alias_2>", "default":
"di_idp_hint=<Alias_3>" }' false

# Ecnn none default nycto u HeT anuacoB

stdb_row_add idp_configurations KK https://di.<DOMAIN_EXAMPLE.COM>/auth/realms/
myteam/.well-known/openid-configuration nomailcli openid use_secrets_luke { "default": "" }
false

# pna sepcun 25.2 © Bblwe

stdb_row_add idp_configurations KK https://kc.<DOMAIN_EXAMPLE.COM>/auth/realms/
myteam/.well-known/openid-configuration nomailcli openid use_secrets_luke '{ "web":
"kc_idp_hint=<Alias_1>", "desktop": "kc_idp_hint=<Alias_2>", "default":
"kc_idp_hint=<Alias_3>" }' false

roe <Alias_1>, <Alias_2>, <Alias_3> — 3HauyeHue nons Alias gns npoBangepos B Keycloak (cm. LLar 2.

[ob6asneHne npoBangepa ayTeHTUPUKaLN).

[ns pasrpaHudeHns nnatdopm ncnonblyetcd none platforms_and_auth_extra_params ta6nuupl cepsurca

Stdb. YTouHeHusa 3Ha4yeHnsa 3Toro nons:

- default — nepexogum Ha 6a30BYyIO CTpPaHULY aBTOpu3auun cepaunca Keycloak.

- di_idp_hint nnn kc_idp_hint=<Alias npoBaingepa B HacTpolikax Keycloak>.

LocTynHble nnatdopmbl:

- Web;

- Android;
- Desktop;
- 10S.

A BHumaHmne

Ecnu ogHy 1 Ty Xe nnatdopmy ykasaTb A1 HECKOJbKIX MpoBaigepoB., cepsuc Stdb coobLumnT o6 3ToM B o,
SSO ayTeHTUdUKaLma paboTaTb He ByOeT.
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[MonesHble kKoMaHAbl B riwrap:
- get //nony4nTb CNnCOK:
stdb_table_get idp_configurations
- del // ypanutb:
stdb_row_del idp_configurations 1
- set // nameHunTs:

# pna Bepcunm po 25.2

stdb_row_set idp_configurations 1 KK http://di.<DOMAIN_EXAMPLE.COM>/auth/realms/myteam/.well-
known/openid-configuration nomailcli openid use_secrets_luke '{ "web": "di_idp_hint=saml",
"desktop": "di_idp_hint=saml", "default": "di_idp_hint=ws1" }' false

# nna Bepcumn 25.2 un Bblwe

stdb_row_set idp_configurations 1 KK http://kc.<DOMAIN_EXAMPLE.COM>/auth/realms/myteam/.well-
known/openid-configuration nomailcli openid use_secrets_luke '{ "web": "kc_idp_hint=saml",
"desktop": "kc_idp_hint=saml", "default": "kc_idp_hint=ws1" }' false

BapuaHT 2. OTgenbHas perncTpaLmst Kaxxaoro npoBangepa: B TabnuLy Kax bl npoBangep gobasnseTcs
HOBOW CTPOKOIA.

LLar 4. HacTpoiika BHeLllHe ayTeHTnpnKauun

1. Jo6aBbTe B KOHOUrypaunoHHbin dain fusr/local/nginx-im/html/myteam/myteam-config.json
yKa3aHHOEe cofepXMOoe:

"oauth-authorization": {
"enabled": true,
"config": {
"auth-url": "https://u.<DOMAIN_EXAMPLE.COM>/api/v87/rapi/auth/oidc/authorize”
}
H

2. s MHCTannauUM Ha OgHY BUPTYasIbHYIO MALLUHY BbIMOSHUTE KOMaHAY:

HELMWAVE _USE_LOCAL_REPO_CACHE=true hwup -t godmod
[ns knacTepHoOn MHCTaNNauLnn:
HELMWAVE _USE_LOCAL_REPO_CACHE=true HELMWAVE_ENV_NAME=cluster hwup -t godmod

3. MepezanycTnTe Nofg B TEXHONOrMYeCckoe OKHO (MOXET NPUBOANTb K CE0I0 B HOBbIX MOLKIOYEHNSAX):
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kubectl delete pods -n vkteams -1 app=myteam-admin

LLlar 5. HacTpouka protocol mappers

Heobxoammo HacTpouTb Mo TPW mapper'a 4ns kaxgoro nposarigepa — email, lastName 1 firstName.

1. Mepenitn Identity Providers — Bbi6paTb NpoBaiigepa — Bkagka Mappers — HaxaTb Add mapper:

= MIKEYCLC [©] admin ¥ .
Identity providers > Provider details
Provider alias @ cnabled Action v
Manage
Clients Settings Mappers Permissions

Client scopes

Realm roles 0

Users

No Mappers
Groups
There are currently no mappers for this identity provider
Sessions
Events Add mapper

Configure

Realm settings
Authentication
Identity providers

User federation

2. YkasaTb cnegytouie s3Ha4yeHns none:
- Name — 3agaTtb ums mapper'a;
- Sync mode override — Inherit;
- Mapper type — Attribute Importer,
- Claim — macka gna novcka aTpnéyTa B TOKEHE (3anpocuTb y agMuHucTpatopa IDP-cepepa);

- User Attribute Name — nponuncaTb ognH 13 BapuraHToB — email; lastName nnu firstName:
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= {@IKEYCLO

Identity providers > Provider details > Edit Identity Provider Mapper
myteam

Edit Identity Provider Mapper

Manage

Clients

Client scopes b email
Realm roles
Name * @ email
Users
Groups Sync mode override Inherit v
®
Sessions
Mapper type Attribute Importer ¢
Events pper type © p
Claim ® email
Configure
Realm settings User Attribute Name email
®
Authentication

Identity providers

Save Cancel
User federation -

3. HaxaTb Save.

4. MNosTopuTb Warn 1-4 onsa cosgaHns OCTasbHbIX ABYX Mappers.

HacTtpounka SSO ayTeHTUdMKaLunm no npoTokony
Kerberos B Microsoft Active Directory

MNpepBapuTenbHasa HacTpoiika Ha cepBepe Active Directory

Ha koHTponnepe fomMmeHa HEO6XOAMMO 3aPErMCTPUPOBaTb YYETHYIO 3aMKChb.
B paspene Account BeecTu B none User logon hame HTTP/<noyToBbiii LOMEH> .
B okHe Account options BHyTpY TOro e pasgena OTMETbTE YEKBOCHI:

- User cannot change password.

- Password never expires.

- This account supports Kerberos AES 128 bit encryption.
- This account supports Kerberos AES 256 bit encryption.
- Do not require Kerberos preauthentication.

3aTem B pasgene ynpasneHns rpynmnoBbiMy NONUTKaMy NeperignTe K HacTpolike nonutrku Configure

encryption types allowed for Kerberos.
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Bo Bknagke Security Policy Setting otmeTbTe cnepytowme nonuTuku:

- RC4_HMAC_MDS5.
- AES128_HMAC_SHA!.
- AES256_HMAC_SHA!.

LWar1. Co3paHue danna .keytab

B 3aBucrMOCTI OT Bbi6paHHOro Tuna wudposaHnsg — RCA-HMAC-NT vnun AES128-SHA1, AES256-SHAT —

BbIMNO/IHNTE Warn, npencrtaBJIEHHbIE HIXKE!

Mpwn ncnonbsosaHun wnpposaHna RC4-HMAC-NT

1. Nonyuntb NapameTp msDS-KeyVersionNumber :
Get-ADUser -Identity i.ivanov -Properties msDS-KeyVersionNumber

msDS-KeyVersionNumber — aTpmbyT o6bekTa yyeTHo 3anucu B Active Directory, KOTOpbIA yKa3bliBaeT
BEPCUIO KNtoYa, NCMOb3yeMOoro Ans WimdpoBaHns SaHHbIX, CBA3aHHbIX C 3TOW YYETHOI 3annchblo.

AHanorndyHo kvno_number B Kerberos, Ho cneuudumnyHo ans Active Directory.

2. Ha Windows Server creHepupoBaTb dain keytab onsa Kerberos ayteHTudukaumm B Active Directory:

ktpass -princ HTTP/computer.contoso.com@CONTOSO.COM -mapuser CONTOSO\keycloak -out
mcs.keytab -crypto ALL -ptype KRB5_NT_PRINCIPAL /pass "SomePassword"” -kvno kvno_number

,roe:

+ -princ —FQDN cepBepa Keycloak B popmate «<HTTP/computer.contoso.com@CONTOSO.COM»

0119 opraHnsauumn ceasn mexay cepsuncom Keycloak n Active Directory

/" MNpumeyaHue

[aHHbI NapaMeTp yunTbiBaeT PerncTp.

+ -mapuser — NOJSb30OBaTeSb, 415 KOToporo peructpupyetcs SPN v reHepupyetcs pain keytab;
+ -pass — Maporib NoSib3oBaTenNs;

« —crypto — Tun wudpoBaHms. YTobbl creHepurpoBaTh painn .keytab, nogaepxmBatoLwmi Bce cnocobbl

WINPPOBaHNS, YKaxXNTe AN KNloYa -crypto 3HadyeHue ALL ;
+ -ptype — TVN NPUHLMNANS;
+ -out — 1Ms cosgaBaemoro dgarna .keytab.

« kvno — HOMeEp BEpCU Kitoda Aas naeHTrnorKaumm Bepcum Kioda WngpoBaHus, CMosib3yemMoro gis
3aLMTbI faHHbIX. kvno_number OOJIXEH 6bITb PaBEH ClEeayoLeMy 3HaYEHMIO:

msDS-KeyVersionNumber + 1
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3. MNpoBepuTb 3HaUYeHNe NapameTpa msDS-KeyVersionNumber , OH fOMKEH BbITb PAaBEH 3HAYEHMIO

kvno_number 13 npeabloyLiein KOMaHabl.

4. [lononHUTenbHO BKMOYNTL WindpoBaHne RCA4-HMAC-NT B koHTelHepe ¢ Keycloak (OHO aBTOMaTnyecku
OTKJIOYAETCH, TaK Kak CYUMTaETCS Crlabbim):

+ co3gaTb dann Yyepes 6o TEKCTOBDLIN pefakTop (HasBaHme ykasaTb iob6oe, B npumepe
1ICMOJIb30BaHO Ha3BaHme daina allow-weak) co cnegyoLwmm CogePXNMbIM:

[1libdefaults]

allow_weak_crypto = true

permitted_enctypes = aes256-cts-hmac-shal-96 aes256-cts-hmac-sha384-192 camellia256-
cts-cmac aes128-cts-hmac-shal-96 aes128-cts-hmac-sha256-128 camellia128-cts-cmac
arcfour-hmac

- co3paTb ConfigMap Ha ocHOBe dalina, CoO3aaHHOro Ha NpeablayLLLem Lare:

kubectl create configmap krb5-week-conf --from-file=allow-weak --namespace=keycloak

+ YyTO6bl OTpenakTnpoBaTh deployments BbINOAHWTE KOMaHAY:

kubectl -n keycloak edit deployments

« 006aBUTb CTPOKW B ceKunn volumeMounts: N volumes:

spec:
template:
spec:
containers:

volumeMounts:

- mountPath: /etc/krb5.conf.d/
name: krb5-week-conf

volumes:

- configMap:
defaultMode: 420
name: krb5-week-conf

name: krb5-week-conf

Mpwn ncnonbsosaHuve wnpposaHusa AES128-SHA1, AES256-SHA1

1. Mpwn ncnonbzoBaHuu wWindposaHnsg AES128-SHAT, AES256-SHAT Heo6xoanMbl HACTPOWKI A8
nonb3oBaTenel B Active Directory. B cBONCTBax yUYeTHbIX 3anncel noib3oBaTenell HEO6XOANMO
YCTaHOBUTb NOJAEpPXKY TNoB WwindposaHus AES128-SHA1, AES256-SHAT1 — nu6o yepes rpynnosble

NONUTUKY, NGO BPYUHYIO.
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Ceoiicrea: i.yagmurov ?

X

Opraxusawia YUnex rpynn Bxoaswme 380HKM Cpena CeaHcol

YnanenHoe ynpasnexue

Mpodune cnyx6 yaaneHHbIx pabounx cTonos COM+
Obume Agpec YdeTHas sanuce [lpogpune TeneqoHbl [enervposaHue
Vima Bxoaa nonb3osatens:
| I @zimy4 online v
Wms Bxoaa nonb3sosatens (npea-Windows 2000):
[zmyay [
Bpems Bxopa... BxoaHa...

[[] Pas6nokuposams yuemHyo sanuce

MNapameTpb! yyeTHOI 3anucu:

[JWcnons3sosam Tonsko ™nb! wudposatua Kerberos DES ana A
[anHan yseTHan 3anuce nopaepxvsaeT 128-paspaaHoe
[anHan yyeTHan 3anucs noaaepxusaeT 256-paspaaHoe
Bes npensapuTensHoi nposepku noanuHHocTv Kerberos v

Cpok aefcTenA yyeTHOI 3anmucn
(® Hukorna

O Ucrekaer: IZE wors  2025r

Omvena MpumernTs Cnpaska

2. MonyunTb NnapameTp msDS-KeyVersionNumber :

Get-ADUser -Identity i.ivanov -Properties msDS-KeyVersionNumber

msDS-KeyVersionNumber — aTpubyT o6bekTa yyeTHo 3anucuy B Active Directory, KOTOpbIA yKa3bliBaeT

BEpCUIO K/to4a, NCrnoJib3yemMoro ang LLII/Iq)pOBaHI/IFI [aHHbIX, CBA3aHHbIX C 3TON yquH0|7| 3arncobto.

AHanorudHo kvno_number B Kerberos, Ho cneundunyHo ansa Active Directory.

3. Ha Windows Server creHepupoBatb ¢pain .keytab ona Kerberos ayteHTudukaumm B Active Directory :

ktpass -princ HTTP/computer.contoso.com@CONTOSO.COM -mapuser CONTOSO\keycloak -out

mcs.keytab -crypto ALL -ptype KRB5_NT_PRINCIPAL /pass "SomePassword" -kvno kvno_number

,roe:

« -princ —FQDN cepBepa Keycloak B popmate «HTTP/computer.contoso.com@CONTOSO.COM»

019 opraHnsauumn ceasu mexay cepsuncom Keycloak n Active Directory

/" TNpumeyaHne

[aHHbI NapamMeTp y4nTbiBaET perucTp.

+ -mapuser — MoOJIb30BaTesb, A5 KOToporo peructpupyetca SPN v reHepupyeTca dpainn keytab;

* -pass — MapoOJib NOJIb30OBaTENH;

« -crypto — TVN WKndpoBaHums. YTobbl creHepurpoBaTb dain keytab, nogoep>XmnBaloLLmi BCce Cnocobbl

WdpPOBaHNA, yKaXNTe Os Kfoda -crypto 3HadyeHue ALL ;

« -ptype — TN NPUHLUMNANA;

+ -out — 1Ms co3gaBaemoro ¢garna .keytab.
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4. CospaTb cekpeT 13 dainna .keytab v NpokHYTb ero BHyTPb KOHTENHepa ¢ Keycloak:

kubectl -n keycloak create secret generic keycloak-keytab --from-file=mcs_new.keytab --dry-
run=client -o yaml | kubectl apply -f -

5. MNpoBepuTb Hanuyne HoBoro .keytab darina n cpaBHUTb kvno C akTyasbHbIM:
klist -kteK /path/to/keytab

Ecnu BHYTpW Nofa HeakTyanbHblli kvno (ycTapeBLunii .keytab), To nepesanycTtute nog 1 nosTopuTte
npoBepky. BHyTpy noda koMmaHga klist MO yMOMYaHMIO HEQOCTYMHA, YTOBbI NONYyYnTb dpalin 13 noga

BbIMOJIHANTE KOMaHAY:

kubectl cp -n keycloak keycloak-7d7d67fd79-1vckt:/path/to/keytab/in/pod /path/to/keytab/on/
machine

LLlar 2. HacTpouka realm

Mepengnte B BE6G-NHTEPdElc cepBunca Keycloak n BbinonHUTE BCe [eNcTBus N3 pa3dgena LLar 1. Hactporika

nogcuctembl aBTopusauun cepsepa Meccenpxep n BKC.

LLar 3. MogknioueHne nonb3osartenen ns Keycloak yuepes
User Federation

1. Mepelitn B pasgen Configure — User federation — HaxaTb Ha kHorKy Add Ldap providers:

= @IKEYCLC ® admin ~ '

User federation

User federation provides access to external databases and directories, such as LDAP and Active Directory. Learn more [£

Manage

Clients To get started, select a provider from the list below.

Client scopes

Add providers

Realm roles

Users
& AddKerberos providers & AddLdap providers
- P - PP
Groups

Sessions

Events

Configure

Realm settings

Authentication
Identity providers

User federation
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2. YCcTaHOBUTb cnegytolye 3HayeHns nonen:

- Vendor — Active Directory:

= {@IKEYCLO

® admin .

> Add LDAP provider

User federation

Add LDAP provider
Manage
Clients

Client scopes General options

Realm roles

Console display name Idap
Users ‘®
Groups Vendor * ® Active Directory v

Sessions

- Connection URL - IP-agpec koHTponnepa gomeHa Active Directory.

Jump to section

General options

Connection and authentication

Hpm MNCMnoJib30BaHNM 3alLLWLEHHOIo coeHeHnd, yKa3aTb NnpOTOKOJ Idaps n caenatb akTBHbIMIN

nepeksyaTenm:
- Enable StartTLS - On;

- Connection pooling - On.

[na npoBepKn HaCTPOEHHOIO CoeauHEHNs1 HaxaTb Ha KHornKy Test connection. Mpw ycnelwHom

coepguHeHun nonydyaem coobueHne «Successfully connected to LDAP».

- YkazaTtb Bind DN 1 naposb nonb3oBaTens, OT UMEeHW KOTOPOro NiaHnpyeTcs nogksoyaTbes K Active

Directory.

[ns npoBepku nogknioveHus k Active Directory HaxaTb Ha kHonky Test authentication. MNpwu

YCMELHOM coefiHeHU noslyvyaem coobuieHune «Successfully connected to LDAP».

= @IKEYCLO

Connection and authentication settings

Connection URL * ® dap://185.86.144133

Manage
Clients Enable StartTLS ® c, Off
Client scopes
Use Truststore SPI & Only for Idaps v
Realm roles
- Connection pooling @ o Off
Groups Connection timeout
Sessions @
Events Test connection
Configure Bind type * @ simple v
Realm settings
BindDN * @ CN=keycloack,CN=Users,DC=vkteams-test,DC=local
Authentication
Bindcredentials * @ seeeeees (o]

Identity providers

User federation

est authentication

3. OnpepgennTe B KakoMm NapameTpe nepepaetcs username . [puMep KOMaHbl:

® admin ¥ .

Jump to section

Connection and authentication settings

ldapsearch -x -D "CN=Administrator,CN=Users,DC=contoso,DC=com" -H ldap://<AD IP> -b

"CN=Users, DC=contoso,DC=com" -W
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4. Ecnn username nepepaeTcs He B NapaMeTpe cn , TO HEOBXOANMO O6HOBUTbL HPOPMaLMIo B pasaene User
Federation — LDAP — Mappers — username, none LDAP Attribute:

User federation » Settings > Mapper details

username

ID 13409cdd-3bf9-4404-b03a-bllalee70fc8
Name * ® username

Mapper type * @ user-attribute-ldap-mapper

User Model Attribute username

®

LDAP Attribute ® sAMAccountName

Read Only ® c On

Always Read Value o Off
From LDAP ®

Is Mandatory In LDAP o On
®

Attribute default value

®

Force a Default Value o On
®

5. B 6noke ¢ HacTpolkamun noncka n o6HoBneHns LDAP ykasaTb cnefyioLme 3Ha4YeHns nonem:
- Edit mode — READ_ONLY;
- UsersDN — aTpun6yT distinguishedName 13 Active Directory;

- Username LDAP attribute — cn unn napameTp onpegenexHHbil Boile. [JOCTaTOYHO YacToO 3TO
napameTp sAMAccountName .

- RDN LDAP attribute — cn;
- UUID LDAP attribute — objectGUID;
- User object classes — person, organizationalPerson, user;

- User LDAP filter — onuumoHanbHbI GUAbTP, KOTOPDIA YKa3biBaET, U3 Kakol rpynbl B Active Directory
6paTb nonb3oBaTenen;

- Search scope — Subtree o5 ckBO3HOrO Noncka nosb3oBaTener cornacHo ¢unstTpy B none User
LDAP filter.
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= @IKEYCLO

Manage
Clients
Client scopes
Realm roles
Users
Groups
Sessions

Events

Configure

Realm settings
Authentication
Identity providers

User federation

6. B 6110ke ¢ HaCcTpoWkaMn CUHXPOHW3aLMM YKasaTb CrleayoLlme 3Ha4YeHUs nonen:

LDAP searching and updating

Editmode * ® READ_ONLY

UsersDN * ® CN=Users,DC=vkteams-test,DC=loca
Username LDAP cn

attribute * @

RDN LDAP attribute * cn

@

UUID LDAP attribute objectGUID

User LDAP filter ® (memberOf=CN=vkteams-users,CN=Users,DC=vkteams-test,DC=local)

e

User object classes * person, organizationalPerson, user
€]

Search scope @ Subtree

Read timeout &

Pagination ® QP o

- Import users — On;

- Sync Registrations — On;

- Periodic full sync — On;

- Full sync period — ykasaTb nepuopg, CUHXPOHN3aLUn B CEKYHAaX,;

- Periodic changed users sync — On;

Jump to section

admin v .

Connection and authentication settings

LDAP searching and updating

- Changed users sync period — ykasaTb Nepuriof CUHXPOHU3aLUN B CEKYHAAX.

= (@IKEYCLO

Manage
Clients
Client scopes
Realm roles

Users

Groups

Sessions

Events

Configure

Realm settings

7. B 6noke ¢ HacTpoikamun Kerberos ykasaTb criefytoLime 3Ha4eHUs! nonem:

- Allow Kerberos authentication — On;

Synchronization settings

Importusers @ o on

Sync Registrations & o On
Batchsize @

Periodic full sync @ o On

Full sync period ® 604800

60480
- —
Periodic changed ( ) On
userssync ® ~—
Changed users sync 86400

period ®

Jump to section

admin v .

- Kerberos realm — 3arnaBHbiMy 6ykBamMu ykasaTb HaMEHOBaHVE AOMEHA, HACTPOEHHOIO Ha Liare 2;

- Server principal — ykasaTb SPN, ykasaHHbI Npu cosgaHum darina .keytab (cm. war1);

- Key tab — ykaszatb nyTb fo danna .keytab;

- Debug - On (onumMoHanbHO).
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= @IKEYCLC ® admin ¥ .

Kerberos integration Jump to section

Allow Kerberos c on
Manage authentication @ General options
Clients

Kerberos realm * @ VKTEAMS-TEST.LOCAL Connection and authentication settings
Client scopes
Realm roles Server principal * ® HTTP/computer.contoso.com@CONTOSO.COM LDAP searching and updating
Users )

Key tab * ® /mnt/keytab/new/keytab nchr settings
Groups
Sessions Debug @ o On Kerberos integration
Events Use Kerberos for o Off Cache settings

password

authentication @
Configure

Realm settings

Authentication

Cache settings

Identity providers

User federation Cache policy ® DEFAULT M

Advanced settings
Enable the LDAPv3 O

password modify
extended operation

Save Cancel

8. HaxaTb Ha KHorkKy Save.

9. Ecnuvi B aTpubyTe Ch NPUXOAUT 3HaYEHNe, OTAIMYHOE OT Username noYTOBOro agpeca (6e3 AoMeHa), Hy>HO
HaACTPOWTb MaMMUHI MO USername Ha TOT aTPUBYT, B KOTOPOM MPUXOAUT 3HaYeHe username.

[na aToro B TONbKO YTO CO34aHHOM NpoBangepe - MOXHO HanTn B User federation — Idap:

+ Ha BKnagke Mappers oTKpbITb "username”
- B none "LDAP Attribute" yka3aTb HasBaHue aTpurbyTa, B KOTOPOM NMPUXOAUT Username

* HaXXaTb Ha KHOMKY Save.

Hanee B HacTpolike 13 n. 3, B 6510Ke C HacTpolkamu novcka n o6HoeneHnsa LDAP, B none Username LDAP
attribute Takxe ykasaTb HasBaHue aTpuByTa, B KOTOPOM NPUXOAUT Username.

LLUar 4. Peructpauna Keycloak B cepsuce Stdb

OnuncanHne npencTtaB/ieHO B pasgene.

LLlar 5. HacTpoika BHeLWlHel ayTeHTnduKaumn

OnwucaHne B pasgene.
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LLar 6. HacTpoika 6pay3epoB gsia pabéoTbl ¢ Kerberos

Edge, Internet Explorer

1. Haxxatb Win + R, BBecTu inetcpl.cpl v HaxxaTb OK.

2. MNepeliT Ha BKNagky Security — HaxaTb Trusted sites — Ha)xaTb Ha KHOMKY Sites:

-~
/

Internet Options

General Security Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

@ ¢ vV O

Internet Local intranet Trusted sites  Restricted
sites

Trusted sites

This zone contains websites that you
trust not to damage your computer or
your files,

You have websites in this zone.

Sites

Security level for this zone

Custom

Custom settings.
- To change the settings, dlick Custom level.
- To use the recommended settings, dlick Default level.

[[]Enable Protected Mode (requires restarting Internet Explorer)
. Customlevel... = Defaultlevel

Reset all zones to default level

OK | Cancel | Apply

3. [lo6aBuTb:
« https://<vkteams_domain>

- https://*.<vkteams_domain>

CtpaHunua 33 n3 42


/builds/vk-communications/docs/vkc-docs/workmail/public/vk-teams/sso-auth-for-admins/images/31.png
/builds/vk-communications/docs/vkc-docs/workmail/public/vk-teams/sso-auth-for-admins/images/31.png

Trusted sites X

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
[ https://www.msn.com | Add
Websites:

https: //*.gpuat-vkteams.dev.onprem.ru A Remove

https: //gpuat-mail.dev.onprem.ru
https: //gpuat-mail2.dev.onprem.ru

https: //gpuat-vkteams.dev.onprem.ru

v

[ Require server verification (https:) for all sites in this zone

Close

4. HaxaTb Ha kHonky Custom level... n yctaHoBUTb NepeknoyaTens Automatic login with current user
name and password:
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Internet Options ? X

General Security Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

@ ¢ v O

Internet  Localintranet Trustedsites  Restricted
sites
Trusted sites [
This zone contains websites that you
trust not to damage your computer or

your files,
You have websites in this zone.

Security level for this zone

Sites

Custom

Custom settings.
- To change the settings, dick Custom level.
- To use the recommended settings, dick Default level.

[CJenable Protected Mode (requires restarting Internet Explorer)
Customlevel... || Defauitlevel

Reset all zones to default level
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Security Settings - Trusted Sites Zone X

Settings

(O Disable A
(® Enable
&' Enable XSS filter
(O Disable
(® Enable
& | Scripting of Java applets
(O Disable
(® Enable
(O Prompt
82, User Authentication
82, Logon
(O Anonymous logon
() _Automatic logon onlv in Intranet zone
(® Automatic logon with current user name and password
) Prompt for user name and password

v
£ >
*Takes effect after you restart your computer
Reset custom settings
Resetto:  Megium (default) v Reset...
OK Cancel

5. HaxaTb Ha kHonky OK, 4TO6bl COXPaHUTb N3MEHEHUS.

Google chrome

NameHuTb peectp HKEY_LOCAL_MACHINE/SOFTWARE/Policies/Google/Chrome.

YCTaHOBUTD:

- AuthNegotiateDelegateWhitelist: *.<\VVKTeams_DOMAIN>,< VKTeams_DOMAIN >
- AuthServerWhitelist: *.<VVKTeams_DOMAIN>,< VKTeams_DOMAIN >
- AuthNegotiateDelegateAllowlist: *.<VKTeams DOMAIN>,< VKTeams_DOMAIN >

- AuthServerAllowlist: *.<VKTeams_DOMAIN>,< VKTeams_DOMAIN >
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w Registry Editor
File Edit View Favorites Help

v @ Computer
> -| | HKEY_CLASSES_ROOT
> - HKEY_CURRENT_USER
v . HKEY_LOCAL_MACHINE
> -| | BCDO000000O
> - | HARDWARE
> - | sAM
.| | SECURITY
v .| SOFTWARE
- Classes
- Clients
Cloudbase Solutions
' Intel
 Microsoft
ODBC
- Partner
- Policies
v Google
PoLl ~ Chrome
- > - | Microsoft
> RedHat
----- . RegisteredApplicatior
> - | WOW6432Node
> - . SYSTEM
> -| | HKEY_USERS
> - HKEY_CURRENT_CONFIG

Y VIRV IRV RV VIRV

Name Type Data

ab| (Default) REG_SZ (value not set)

ab) AuthNegotiateDelegateWhitelist ~ REG_SZ *.gpuat-mail2.dev.onprem.ru, gpuat-mail2.dev.on...
ab] AuthServerWhitelist REG_SZ *.gpuat-mail2.dev.onprem.ru, gpuat-mail2.dev.on...
ab) AuthNegotiateDelegateAllowlist ~ REG_SZ *
{ab] AuthServerAllowlist REG_SZ -
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PacnpocTtpaHeHHble Npo6siembl

Hapnuncbk «Server error» B Be6-nHTepdpemnce MecceHpxep v
BKC, OKHO siornHa He OTKpbIJ1IO0Cb

OTKNIoUNTE BIOKNPOBKY BCMJIbIBAOLLIIX OKOH B 6pay3epe.

BmecTo OKHa nnornHa otoé6paxkaetcs «Required parameter
not found»

MpoBepbTe, uTo B cepurce Stdb BepHo nponncaHo none addr B idp_configurations.

MNMocne nornHa nosiBnsieTcs ownéka «Unexpected error
when authenticating with identity provider»

B norax cepsuca Keycloak: «Failed to make identity provider oauth callback:
javax.net.ssl.SSLHandshakeException: PKIX path building failed:
sun.security.provider.certpath.SunCertPathBuilderException: unable to find valid certification path to
requested target».

[MpoBepbTe, UTO Y cepauca Keycloak ecTb Bce cepTurdurkaTbl.

Owm6bka {"status": {"code": 40000, "reason": "Required
parameter not found"}}

MosaenaeTtcsa npw nonbiTke Bxoga no SSO npwu BkioyeHnn SSO-ayTeHTudmrkaumm Yepes cepauc Keycloak

Bepcumn 24.9.5.

Mpo6nema cesizaHa ¢ aHANouHTOM di.<vkt_domain>/auth/realms/myteam/. Cepsuc Front nget no url-agpecy n
nonagaeTt Ha Nginx (APl Gateway), Ha KOTOPOM HET 3TOro JOMEHa.

OKpy>XeHune
Bepcus: 24.9, 24.11.
OnepaumoHHble cuctembl: CentOS, PE[L OC, PE[] OC (CepTudnumpoBaHHas BEPCUS).

Tun nHcTannauun: 1 BupTyanbHas MallnHa, KnactepHas nHctannaums, DMZ.
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PeLueHne

N3 painna [etc/coredns/conf.d/main_domains.hosts ygannte ctpoky
di.{SCOREDNS_EXTERNAL_DOMAIN} 1 nepesanyctute CoreDNS komaHOoA:

systemctl restart coredns

B nHctannauum ¢ SSO ncnosb3yroTcs camonogrnmncaHHble
cepTudunkaTbl

B cnyyvasx, korga B nHcTannsiumax ¢ SSO ncnonb3yoTcs caMonognucaHHble cCepTudukaTbl, B IOrax cepauca

Front moxeT nosBunTbCcHa oLwmnbKa:

E FRONT: Couldn't get IDP infromation from discovery_url. status: SslPeerVerificationFailed,
reason: SSL peer certificate or SSH remote key was not OK (./core/src//openid_connect/
idp_settings.cc:134)

[Mpo6nema BO3HMKAET 13-3a TOro, YTO cepBuC Front He MOXeT NPOBepPUTb CaMONMOAMNVUCAaHHbIA cepTUdLKaT.
OKpy>xeHune

Bepcus: 24.9, 24.11.

OnepaumoHHble cuctembl: CentOS, PELL OC, PE[L OC (CepTudunumpoBaHHasa Bepcus).

Tun nHctannauun: 1 BMpTYyanbHas MallvHa, kKnactepHas nHctannaums, DMZ.

PeweHune

1. YcTtaHoBuTE Ha xocToByio OC BCe HEOBXOAMIMblE KOPHEBbIE CEpPTUbKATI.

2. MpoBepebTe B daline Ha BM usr/local/etc/k8s/helmwave/projects/front/values/front.yml Bepcuio,

YKa3aHHYIO B CTPOKeE:
.tag: &tag "<version>"

3. Ckavante dann:
+ Bepcusa 24.9
+ Bepcunsa 24.11
4. YkaxunTe B CKayaHHOM dalne Ty Xe Bepcuto, Yto B daline 13 wara 2.
5. MNepeHecunTe ckadvaHHbI paiin B fusr/local/etc/k8s/helmwave/projects/front/values/front.ymi.

6. BbinonHuTe kKomMaHAay:

« [Ina nHCTannauui Ha O4HY BUPTYasbHYO MallnHy Bepcum 24.9:

premsetup.py --install -m helmwave’
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« [Ins KnacTepHbIX MHCTannauui Bepcuin 24.9 n 24.11, a Takxe g MHCTannsaunin Ha ogHy BUPTYalbHYO

MaLunHy Bepcun 24.11:

im_deployer --helmwave --update --hw-once --hw-project front

Ha KrnacTepHbIX MHCTannaumMsax KOMaHAy HY>XHO BbIMOJSIHUTbL Ha JIIO601 13 NepBbIX Tpex Hog, (al, bl, a2).

B norax Keycloak owmnéka: Invalid argument (400) - Cannot
find key of appropriate type to decrypt AP-REQ
Mpo6nema MOXeT BO3HIKHYTb 113-3a TOro, 4To Java Keycloak He MoxeT npounTath keytab-daiin:

1. Heo6xoanmo vicnpaeuTs deployments Keycloak, 4o6aByiB creayioLLme AaHHble:

volumeMounts:
- mountPath: /mnt/keytab-writable
name: keytab-tmp

volumes:
- emptyDir: {}
name: keytab-tmp

2. MNepesanycTuTe Noga.

3. MNepemecTuTte keytab B nanky /mnt/keytab-writable :
kubectl cp mcs_new.keytab keycloak-pod:/mnt/keytab-writable/mcs_test.keytab -n keycloak

4. lsmeHunTe nyTb o keytab B Be6-nHTEpdence Keycloak.

BHyTpu nopa Keycloak HeBO3MOXXHO goCTy4YaTbCA A0
KOHTpoOJIJIepa AoMeHa
[MpoBepbTe, YTO N3 NOAAa LOCTYNEH KOHTPOMNEP AoOMeHa. Hanpumep:

nc -zv dc@1.contoso.com 88

Ecnu komaHaa 3aBepLlaeTcs oWnbKOM, To Heobxoammo gobasuTb B deployments Keycloak, B cekuuio

spec.template.spec crnegylowme CTPOUKN:

hostAliases:
- ip: "annn"
hostnames:
- "dcB@1.contoso.com"
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BHyTpu nopga Keycloak Heo6xoanmo HacTpouTtb krb5.conf

1. Cospante Ha mawwvHe ¢ Keycloak dann krb5.conf . lMpumep cogep>XXnmoro:

[libdefa

ults]

default_realm = CONTOSO.COM

kdc_timesync = 1

ccache_type = 4

forwardable = true

proxiable = true

isInitiator=false

fcc-mit-ticketflags = true

allow_weak_crypto = true

default_tkt_enctypes = aes256-cts-hmac-shal-96
default_tgs_enctypes = aes256-cts-hmac-shal-96
permitted_enctypes = aes256-cts-hmac-shal1-96 aes256-cts-hmac-sha384-192

camellia256-cts-cmac aes128-cts-hmac-shal-96 aes128-cts-hmac-sha256-128 camellial128-cts-
cmac arcfour-hmac

[realms]

[domain_

CONTOSO.COM {
kdc dcB1.CONTOSO.COM
admin_server = dc91.CONTO0SO.COM

}

realm]
.contoso.com = CONTOSO.COM
contoso.com = CONTOSO.COM

2. BbinosiHMTe KOMaHAy, YKa3as nyTb Ao ¢aina krb5.conf :

kubectl create configmap krb5-conf --from-file=krb5.conf=/<nyTb pmo ¢anna>/krb5.conf -n

keycloak

3. O6HoBUTE deployments:

kubectl

-n keycloak describe deployments

I BcTaBbTE:!

volumeMounts:
- mountPath: /etc/krb5.conf
name: krb5

subPath: krb5.conf
volumes:
- configMap:

defaultMode: 420
name: krb5-conf
name: krb5
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